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CCSK Exam Question 1

Which of the following is also knows as white-box test and can be used to find XSS errors, SQL injection.
buffer overflows. unhandled error conditions. and potential backdoors?


	


A.Threat Modelling


	


B.Dynamic Application Security Testing(DAST)


	


C.Static Application Security Testing(SAST)


	


D.Static Application Security Testing(SAST)






Correct Answer: C

Static application security testing(SAST) is generally considered a white-box test, where the application test performs an analysis of the application source code, byte code, and binaries without executing the application code. SAST is used to determine coding errors and omissions that are indicative of security vulnerabilities. SAST is often used as a test method while the tool is under development(early in the development lifecycle).
SAST can be used to find XSS errors, SQL injection, buffer overflows, unhandled error conditions, and potential backdoors.
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CCSK Exam Question 2

The most pragmatic option for data disposal in the cloud is which of the following?


	


A.Crypto shredding


	


B.Melting


	


C.Overwriting


	


D.Cold fusion






Correct Answer: A
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CCSK Exam Question 3

Which term is used to describe the use of tools to selectively degrade portions of the cloud to continuously test business continuity?


	


A.Planned Outages


	


B.Resiliency Planning


	


C.Organized Downtime


	


D.Chaos Engineering


	


E.Expected Engineering






Correct Answer: D
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CCSK Exam Question 4

Which of the following phases of data security lifecycle typically occurs nearly simultaneously with creation?


	


A.Save


	


B.Use


	


C.Store


	


D.Encrypt






Correct Answer: C

Storing is the act committing the digital data to some sort of storage repository and typically occurs nearly simultaneously with creation.
Reference: CSA Security Guidelines V.4(reproduced here for the educational purpose)
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CCSK Exam Question 5

Which of the following type of risk assessment most effectively supports cost-benefit analyses of alternative risk responses or courses of action?


	


A.Qualitative Analysis


	


B.Quantitative Analysis


	


C.Third party Risk Analysis


	


D.Outsourced risk analysis






Correct Answer: B

Quantitative assessments typically employ a set of methods, principles, or rules for assessing risk based on the use of numbers This type of assessment most effectively supports cost-benefit analyses of alternative risk responses or courses of action.
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