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NEW QUESTION: 1

Users can be restricted through certain CyberArk interfaces (e.g. PVWA or PACLI).
A. TRUE

B. FALSE

Answer: A (LEAVE A REPLY)

NEW QUESTION: 2

The System safe allows access to the Vault configuration files.
A. FALSE

B. TRUE

Answer: A (LEAVE A REPLY)

NEW QUESTION: 3

What is the primary purpose of One Time Passwords?

A. More frequent password changes

B. To force a 'collusion to commit' fraud ensuring no single actor may use a password without
authorization.

C. Reduced risk of credential theft

D. Non-repudiation (individual accountability)

Answer: (SHOW ANSWER)

NEW QUESTION: 4

Which report provides a list of accounts stored in the vault.
A. Privileged Accounts Inventory

B. Privileged Accounts Compliance Status

C. Entitlement Report

D. Activity Log
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Answer: A (LEAVE A REPLY)
Explanation/Reference: https://techinsight.com.vn/language/en/privileged-account-security-

solution-part-2/

NEW QUESTION: 5

All of your Unix root passwords are stored in the safe UnixRoot. Dual control is enabled for some
of the

accounts in that safe. The members of the AD group UnixAdmins need to be able to use the
show, copy, and

connect buttons on those passwords at any time without confirmation. The members of the AD
group

OperationsStaff need to be able to use the show, copy and connect buttons on those passwords
on an

emergency basis, but only with the approval of a member of OperationsManagers. The members
of

OperationsManagers never need to be able to use the show, copy or connect buttons
themselves.

Which safe permissions do you need to grant to OperationsStaff? Check all that apply.

A. Use Accounts

B. Retrieve Accounts

C. List Accounts

D. Authorize Password Requests

E. Access Safe without Authorization

Answer: A (LEAVE A REPLY)

Explanation/Reference:

NEW QUESTION: 6

Customers who have the 'Access Safe without confirmation' safe permission on a safe where
accounts are configured for Dual control, still need to request approval to use the account.

A. FALSE

B. TRUE

Answer: A (LEAVE A REPLY)

NEW QUESTION: 7

As long as you are a member of the Vault Admins group you can grant any permission on any
safe.

A. TRUE

B. FALSE

Answer: B (LEAVE A REPLY)

Being in Vault admins group only give you access to safes which are created during installation
(safe created in installation process ) -This is clearly mentioned in documents .
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NEW QUESTION: 8

As long as you are a member of the Vault Admins group, you can grant any permission on any
safe that you have access to.

A. TRUE

B. FALS

Answer: (SHOW ANSWER)

NEW QUESTION: 9

Which utilities could you use to change debugging levels on the vault without having to restart the
vault. Select

all that apply.

A. PrivateArk Server Central Administration

B. PAR Agent

C. Edit DBParm.ini in a text editor.

D. Setup.exe

Answer: B (LEAVE A REPLY)

NEW QUESTION: 10

As long as you are a member of the Vault Admins group, you can grant any permission on any
safe that you have access to.

A. TRUE

B. FALSE

Answer: B (LEAVE A REPLY)

Explanation

Being in Vault admins group only give you access to safes which are created during installation
(safe created in installation process ) -This is clearly mentioned in documents .

NEW QUESTION: 11

If a user is a member of more than one group that has authorizations on a safe, by default that
user is
granted

A. only those permissions that exist in all groups to which the user belongs.
B. the vault will not allow this situation to occur.

C. the cumulative permissions of all the groups to which that user belongs.
D. only those permissions that exist on the group added to the safe first.
Answer: D (LEAVE A REPLY)

NEW QUESTION: 12
It is possible to restrict the time of day, or day of week that a [b]verify[/b] process can occur
A. TRUE
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B. FALSE

Answer: A (LEAVE A REPLY)

Password verification can be restricted to specific days. This means that the CPM will only verify
passwords on the days of the week specified in the VFExecutionDays parameter. The days of the
week are represented by the first 3 letters of the name of the day. Sunday is represented by Sun,
Monday by Mon, etc.

NEW QUESTION: 13

You are onboarding an account that is not supported out of the box.

What should you do first to obtain a platform to import?

A. Create a service ticket in the customer portal explaining the requirements of the custom
platform.

B. Search common community portals like stackoverflow, reddit, github for an existing platform.
C. From the platforms page, uncheck the "Hide non-supported platforms" checkbox and see if a
platform meeting your needs appears.

D. Visit the CyberArk marketplace and search for a platform that meets your needs.

Answer: A (LEAVE A REPLY)

NEW QUESTION: 14

What is the primary purpose of Dual Control?

A. Reduced risk of credential theft

B. More frequent password changes

C. Non-repudiation (individual accountability)

D. To force a 'collusion to commit' fraud ensuring no single actor may use a password without
authorization.

Answer: D (LEAVE A REPLY)

Explanation/Reference: https://docs.cyberark.com/Product-
Doc/OnlineHelp/PAS/Latest/en/Content/PASIMP/Dual-
Control.htm

NEW QUESTION: 15

It is possible to leverage DNA to provide discovery functions that are not available with auto-
detection.

A. TRUE

B. FALS

Answer: A (LEAVE A REPLY)

NEW QUESTION: 16

Which of the following logs contains information about errors related to PTA?
A. WebApplication.log

B. pm_error.log
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C. ITAlog.log
D. diamond.log
Answer: (SHOW ANSWER)

Valid CAU201 Dumps shared by Actual4test.com for Helping Passing CAU201 Exam!
Actual4test.com now offer the newest CAU201 exam dumps, the Actual4test.com CAU201
exam questions have been updated and answers have been corrected get the newest
Actual4test.com CAU201 dumps with Test Engine here:
https://www.actual4test.com/CAU201_examcollection.html (179 Q&As Dumps, 30%OFF

Special Discount: Freepdfdumps)

NEW QUESTION: 17

Which of these accounts onboarding methods is considered proactive?
A. Accounts Discovery

B. A DNA scan

C. A Rest API integration with account provisioning software

D. Detecting accounts with PTA

Answer: (SHOW ANSWER)

NEW QUESTION: 18

It is possible to restrict the time of day, or day of week that a [b]reconcile[/b] process can occur
A. FALS

B. TRUE

Answer: A (LEAVE A REPLY)

NEW QUESTION: 19

Which of the Following can be configured in the Master Policy? Choose all that apply.
A. Custom Connection Components
B. Password Aging Rules

C. Ticketing Integration

D. Exclusive Passwords

E. One Time Passwords

F. Dual Control

G. Password Reconciliation

H. Required Properties

Answer: (SHOW ANSWER)

NEW QUESTION: 20
Accounts Discovery allows secure connections to domain controllers.
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A. TRUE

B. FALSE

Answer: B (LEAVE A REPLY)
Explanation/Reference:

NEW QUESTION: 21

Your organization has a requirement to allow users to "check out passwords" and connect to
targets with the same account through the PSM.

What needs to be configured in the Master policy to ensure this will happen?

A. Enforce check-in/check-out exclusive access = active; Record and save session activity =
inactive

B. Enforce check-in/check-out exclusive access = active; Require privileged session monitoring
and isolation = active

C. Enforce check-in/check-out exclusive access = inactive; Require privileged session monitoring
and isolation = inactive

D. Enforce check-in/check-out exclusive access = inactive; Record and save session activity =
active

Answer: (SHOW ANSWER)

NEW QUESTION: 22

How does the Vault administrator apply a new license file?

A. Upload the license.xml file to the Vault Internal Safe

B. Upload the license.xml file to the Vault Internal Safe and restart the PrivateArk Server service
C. Upload the license.xml file to the system Safe and restart the PrivateArk Server service

D. Upload the license.xml file to the system Safe

Answer: D (LEAVE A REPLY)

NEW QUESTION: 23

Can the 'Connect' button be used to initiate an SSH connection, as root, to a Unix system when
SSH access for root is denied?

A. No, it is not possible.

B. Yes, when using the connect button, CyberArk uses the PMTerminal.exe process which
bypasses the root SSH restriction.

C. Yes, only if a logon account is associated with the root account and the user connects through
the PSM-SSH connection component.

D. Yes, if a logon account is associated with the root account.

Answer: C (LEAVE A REPLY)

NEW QUESTION: 24
You have associated a logon account to one your UNIX cool accounts in the vault. When
attempting to
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[b]change [/b] the root account's password the CPM will.....

A. Log in to the system as the logon account, then change roofs password

B. Log in to the system as thelogon account,run the su command to loginas root, and then
changeroot's password.

C. Log in to the system asroot,then change root's password

D. Noneofthese

Answer: (SHOW ANSWER)

NEW QUESTION: 25

Assuming a safe has been configured to be accessible during certain hours of the day, a Vault
Admin may still access that safe outside of those hours.

A. TRUE

B. FALSE

Answer: (SHOW ANSWER)

NEW QUESTION: 26

Which report could show all accounts that are past their expiration dates?
A. Activity log

B. Privileged Account Compliance Status report

C. Application Inventory report

D. Privileged Account Inventory report

Answer: B (LEAVE A REPLY)

NEW QUESTION: 27

You want to generate a license capacity report.
Which tool accomplishes this?

A. RestAPI

B. PrivateArk Client

C. Password Vault Web Access

D. DiagnoseDB Report

Answer: B (LEAVE A REPLY)

NEW QUESTION: 28

Which combination of Safe member permissions will allow end users to log in to a remote
machine transparently but NOT show or copy the password?

A. Use Accounts, Retrieve Accounts, List Accounts

B. Use Accounts

C. Use Accounts, List Accounts

D. List Accounts, Retrieve Accounts

Answer: D (LEAVE A REPLY)
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NEW QUESTION: 29

A Logon Account can be specified in the Master Policy.
A. TRUE

B. FALS

Answer: B (LEAVE A REPLY)

NEW QUESTION: 30

You have associated a logon account to one your UNIX cool accounts in the vault. When
attempting to [b]change [/b] the root account's password the CPM will.....

A. None of these

B. Log in to the system as the logon account, run the su command to log in as root, and then
change root's password.

C. Log in to the system as the logon account, then change roofs password

D. Log in to the system as root, then change root's password

Answer: B (LEAVE A REPLY)

NEW QUESTION: 31

Which Cyber Are components or products can be used to discover Windows Services or
Scheduled Tasks that use privileged accounts? Select all that apply.

A. On Demand Privileges Manager (OPM)

B. Discovery and Audit (DMA)

C. Accounts Discovery

D. Export Vault Data (EVD)

E. Auto Detection (AD)

Answer: B,C,E (LEAVE A REPLY)

Valid CAU201 Dumps shared by Actual4test.com for Helping Passing CAU201 Exam!
Actual4test.com now offer the newest CAU201 exam dumps, the Actual4test.com CAU201
exam questions have been updated and answers have been corrected get the newest
Actual4test.com CAU201 dumps with Test Engine here:
https://www.actual4test.com/CAU201_examcollection.html (179 Q&As Dumps, 30%OFF

Special Discount: Freepdfdumps)

NEW QUESTION: 32

When running a "Privileged Accounts Inventory" Report through the Reports page in PVWA on a
specific safe, which permission/s are required on that safe to show complete account inventory
information?

A. Manage Safe Owners

B. List Accounts, View Safe Members
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C. List Accounts, Access Safe without confirmation
D. Manage Safe, View Audit
Answer: B (LEAVE A REPLY)

NEW QUESTION: 33

What is the purpose of the Interval setting in a CPM policy?

A. To control the maximum amount of time the CPM will wait for a password change to complete.
B. To control how often the CPM looks for User Initiated CPM work.

C. To control how long the CPM rests between password changes.

D. To control how often the CPM looks for System Initiated CPM work.

Answer: (SHOW ANSWER)

NEW QUESTION: 34

tsparm.ini is the main configuration file for the Vault.
A. True

B. False

Answer: B (LEAVE A REPLY)

NEW QUESTION: 35

If a password is changed manually on a server, bypassing the CPM, how would you configure the
account so

that the CPM could resume management automatically?

A. Associate a logon account and configure the platform to reconcile automatically.

B. Associate a reconcile account and configure the platform to reconcile automatically.

C. Configure the Provider to change the password to match the Vault's Password

D. Run the correct auto detection process to rediscover the password.

Answer: B (LEAVE A REPLY)

NEW QUESTION: 36

Users who have the 'Access Safe without confirmation' safe permission on a safe where accounts
are

configured for Dual control, still need to request approval to use the account.

A. TRUE

B. FALSE

Answer: A (LEAVE A REPLY)

NEW QUESTION: 37
Match the log file name with the CyberArk Component that generates the log.


https://www.freepdfdumps.com/CyberArk.CAU201.v2022-09-02.q103.html
https://www.freepdfdumps.com/CyberArk.CAU201.v2022-09-02.q103.html
https://www.freepdfdumps.com/CyberArk.CAU201.v2022-09-02.q103.html
https://www.freepdfdumps.com/CyberArk.CAU201.v2022-09-02.q103.html
https://www.freepdfdumps.com/CyberArk.CAU201.v2022-09-02.q103.html

-@ CYBERARK
The Identity Security Company
Answer:

B v
The Identity Security Company

PVWA,

NEW QUESTION: 38

Platform settings are applied to
A. The entire vault.

B. Network Areas

C. Safes

D. Individual Accounts
Answer: C (LEAVE A REPLY)

Explanation

Explanation/Reference:
https://www.reddit.com/r/CyberARk/comments/avxnxz/safes_and_platform_association/

NEW QUESTION: 39

Which of the following files must be created or configured m order to run Password Upload
Utility? Select all that apply.

A. conf.ini

B. A comma delimitedupload file

C. PACli.ini

D. Vault.ini

Answer: B (LEAVE A REPLY)

NEW QUESTION: 40
What is the name of the Platform parameters that controls how long a password will stay valid
when One Time Passwords are enabled via the Master Policy?
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A. Min Validity Period

B. Interval

C. Immediate Interval

D. Timeout

Answer: (SHOW ANSWER)

Min Validity Period -The number of minutes to wait from the last retrieval of the password until it is
replaced. This gives the user a minimum period to be able to use the password before it is
replaced. Use -1 to ignore this property. This parameter is also used to release exclusive
accounts automatically Interval -" The number of minutes that the Central Policy Manager waits

between running periodic searches for the platform. Note: It is recommended to leave the default
value of 1440. If a change/verify policy has been configured, the Central Policy Manager will
automatically align the periodic searches with the start of the defined timeframes."

NEW QUESTION: 41

You are creating a Dual Control workflow for a team's safe.
Which safe permissions must you grant to the Approvers group?
A. List accounts, Authorize account request

B. List accounts, Unlock accounts

C. Retrieve accounts, Access Safe without confirmation

D. Retrieve accounts, Authorize account request

Answer: D (LEAVE A REPLY)

NEW QUESTION: 42

Which Master Policy Setting must be active in order to have an account checked-out by one user
for a pre-determined amount of time?

A. Enforce one-time password access

B. Enforce check-in/check-out exclusive access

C. Enforce check-in/check-out exclusive access & Enforce one-time password access

D. Require dual control password access Approval

Answer: B (LEAVE A REPLY)

NEW QUESTION: 43

What is the purpose of the PrivateArk Database service?
A. Executes password changes

B. Sends email alerts from the Vault

C. Communicates with components

D. Maintains Vault metadata

Answer: D (LEAVE A REPLY)

NEW QUESTION: 44
You have been asked to turn off the time access restrictions for a safe.


https://www.freepdfdumps.com/CyberArk.CAU201.v2022-09-02.q103.html
https://www.freepdfdumps.com/CyberArk.CAU201.v2022-09-02.q103.html
https://www.freepdfdumps.com/CyberArk.CAU201.v2022-09-02.q103.html
https://www.freepdfdumps.com/CyberArk.CAU201.v2022-09-02.q103.html

Where is this setting found?

A. Password Vault Web Access (PVWA)
B. PrivateArk

C. Vault

D. RestAPI

Answer: B (LEAVE A REPLY)

NEW QUESTION: 45

What is the purpose of a linked account?

A. To allow more than one account to work together as part of a password management process.
B. To ensure that a particular collection of accounts all have the same password.

C. To ensure a particular set of accounts all change at the same time.

D. To connect the CPNI to a target system.

Answer: (SHOW ANSWER)

NEW QUESTION: 46

A new HTML5S Gateway has been deployed in your organization.

Where do you configure the PSM to use the HTMLS Gateway?

A. Administration > Options > Privileged Session Management > Configured PSM Servers >
Connection Details > Add PSM Gateway

B. Administration > Options > Privileged Session Management > Add Configured PSM Gateway
Servers

C. Administration > Options > Privileged Session Management > Configured PSM Servers > Add
PSM Gateway

D. Administration > Options > Privileged Session Management > Configured PSM Servers >
Connection Details

Answer: A (LEAVE A REPLY)

Reference:

%7CConfiguration%7C___ 10
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NEW QUESTION: 47
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Which utilities could you use to change debugging levels on the vault without having to restart the
vault. Select all that apply.

A. PrivateArk Server Central Administration

B. Setup.exe

C. PAR Agent

D. Edit DBParm.ini in a text editor.

Answer: (SHOW ANSWER)

NEW QUESTION: 48

You have associated a logon account to one of your UNIX root accounts in the vault. When
attempting to change the root account's password the CPM will...

A. Log in to the system as root, then change root's password.

B. Log in to the system as the logon account, then change root's password

C. Log in to the system as the logon account, run the su command to log in as root, and then
change root's password.

D. None of these.

Answer: A (LEAVE A REPLY)

Explanation/Reference:

NEW QUESTION: 49

The Privileged Access Management solution provides an out-of-the-box target platform to
manage SSH keys, called UNIX Via SSH Keys.

How are these keys managed?

A. CyberArk stores both Private and Public keys and can update target systems with either key.
B. CyberArk stores Public keys in the Vault and updates Private keys on target systems.

C. CyberArk does not store Public or Private keys and instead uses a reconcile account to create
keys on demand.

D. CyberArk stores Private keys in the Vault and updates Public keys on target systems.
Answer: (SHOW ANSWER)

NEW QUESTION: 50

Which utilities could you use to change debugging levels on the vault without having to restart the
vault. Select all that apply.

A. PAR Agent

B. PrivateArk Server Central Administration

C. Edit DBParm.ini in a text editor.

D. Setup.exe

Answer: A,B (LEAVE A REPLY)

PAR-Private Ark Remote Control Agent allows you to perform several Vault admin tasks (without

restarting the Vault) and view machine statistics.
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NEW QUESTION: 51

In a rule using "Privileged Session Analysis and Response” in PTA, which session options are
available to configure as responses to activities?

A. Suspend, Terminate, None

B. Pause, Terminate, None

C. Suspend, Terminate

D. Suspend, Terminate, Lock Account

Answer: C (LEAVE A REPLY)

NEW QUESTION: 52

All of your Unix root passwords are stored in the safe UnixRoot. Dual control is enabled for some
of the accounts in that safe. Themembers of the AD group UnixAdmins need to be able to use the
show, copy, and connect buttons on those passwords at any time without confirmation. The
members of the AD group Operations Staff need to be able to use the show, copy and connect
buttons on those passwords on an emergency basis, but only with the approval of a member of
Operations Managers never need to be able to use the show, copy or connect buttons
themselves.

Which safe permission do you need to grant Operations Staff? Check all that apply.

A. Access Safe without Authorization

B. Authorize Password Requests

C. Use Accounts

D. Retrieve Accounts

Answer: (SHOW ANSWER)

NEW QUESTION: 53

According to the DEFAULT Web Options settings, which group grants access to the REPORTS
page?

A. PVWAUSsers

B. Vault Admins

C. Auditors

D. PVWAMonitor

Answer: D (LEAVE A REPLY)

Explanation/Reference: https://docs.cyberark.com/Product-
Doc/OnlineHelp/PAS/Latest/en/Content/PASIMP/ ReportsinPVWA.htm

NEW QUESTION: 54

A new domain controller has been added to your domain. You need to ensure the CyberArk
infrastructure can use the new domain controller for authentication.

Which locations must you update?

A. on the Vault server in Windows\System32\Etc\Hosts and in the PVWA Application under
Administration > LDAP Integration > Directories > Hosts
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B. on the Vault server in Windows\System32\Etc\Hosts and on the PVWA server in Windows
\System32\Etc\Hosts

C. in the Private Ark client under Tools > Administrative Tools > Directory Mapping

D. on the Vault server in the certificate store and on the PVWA server in the certificate store
Answer: (SHOW ANSWER)

Reference:

%?20user%20management%20using%20LDAP%7C__ 2

NEW QUESTION: 55

To use PSM connections while in the PVWA, what are the minimum safe permissions a user or
group will need?

A. List Accounts, Use Accounts, Retrieve Accounts, Access Safe without confirmation

B. Use Accounts

C. List Accounts, Use Accounts

D. List Accounts, Use Accounts, Retrieve Accounts

Answer: B (LEAVE A REPLY)

NEW QUESTION: 56

In accordance with best practice, SSH access is denied for root accounts on UNIX/LINUX
system. What is the BEST way to allow CPM to manage root accounts.

A. Create a non-privileged account on the target server.Allow this account the ability to
SSHdirectly from the CPM machine.Configure this account as the Logon account of the target
server's root account.

B. Configure the Unix system to allow SSH logins.

C. Create a privileged account on the target server. Allow this account the ability to SSH directly
from the CPM machine. Configure this account as the Reconcile account of the target server's
root account.

D. Configure the CPM to allow SSH logins.

Answer: D (LEAVE A REPLY)

NEW QUESTION: 57
Match each component to its respective Log File location.

o C:\Program Files
PTA System Drag answer here (x86)\PrivateArk\Server\PADR
PSM for SSH (PSMP) Drag ansVies Rere Jopt/tomcat/logs
Disaster Recovery LY CYBERARK /var/opt/CARKpsmp/logs/
k?j The Identity Security Company

Answer:
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x_H_? CYBER&RK C:\Program Files
PTA System | L g The Identity Security Comp alHH (x86)\PrivateArk\Server\PADR
PSM for SSH (PSMP) || PTA Systern Jfoptftomcat/flogs

Disaster Recovery Disaster Recovery fvarfopt/CARKpsmp/flogs/

Reference:
https://docs.cyberark.com/Product-Doc/OnlineHelp/PAS/11.4/en/Content/PTA/PTA-Data-
Locations.htm

NEW QUESTION: 58

Which Master Policy Setting must be active in order to have an account checked-out by one user
for a pre- determined amount of time?

A. Require dual control password access Approval

B. Enforce check-in/check-out exclusive access

C. Enforce one-time password access

D. Enforce check-in/check-out exclusive access & Enforce one-time password access
Answer: B (LEAVE A REPLY)

Explanation/Reference: https://docs.cyberark.com/Product-
Doc/OnlineHelp/PrivCloud/Latest/en/Content/Privilege %
20Cloud/privCloud-master-policy-rules.htm

NEW QUESTION: 59

In order to connect to a target device through PSM, the account credentials used for the
connection must be stored in the vault?

A. True.

B. False. Because the user can also enter credentials manually using Secure Connect.

C. False. Because if credentials are not stored in the vault, the PSM will log into the target device
as PSMConnect.

D. False. Because if credentials are not stored in the vault, the PSM will prompt for credentials.
Answer: (SHOW ANSWER)

Explanation/Reference:

NEW QUESTION: 60

The password upload utility must run from the CPM server
A. TRUE

B. FALSE

Answer: B (LEAVE A REPLY)

Explanation/Reference: https://docs.cyberark.com/Product-
Doc/OnlineHelp/PAS/Latest/en/Content/PASIMP/Password-
Upload-Utility.htm
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NEW QUESTION: 61

The System safe allows access to the Vault configuration files.
A. TRUE

B. FALSE

Answer: B (LEAVE A REPLY)

Explanation/Reference:

Valid CAU201 Dumps shared by Actual4test.com for Helping Passing CAU201 Exam!
Actual4test.com now offer the newest CAU201 exam dumps, the Actual4test.com CAU201
exam questions have been updated and answers have been corrected get the newest
Actual4test.com CAU201 dumps with Test Engine here:
https://www.actual4test.com/CAU201_examcollection.html (179 Q&As Dumps, 30%OFF

Special Discount: Freepdfdumps)

NEW QUESTION: 62

Which of the following Privileged Session Management solutions provide a detailed audit log of
session activities?

A. PSM for Windows (previously known as RDP Proxy)

B. PSM for SSH (previously known as PSM SSH Proxy)

C. PSM (i.e., launching connections by clicking on the "Connect" button in the PVWA)

D. All of the above

Answer: C (LEAVE A REPLY)

NEW QUESTION: 63

What is the purpose of the Immediate Interval setting in a CPM policy?

A. To control how long the CPM rests between password changes.

B. To control how often the CPM looks for System Initiated CPM work.

C. To control the maximum amount of time the CPM will wait for a password change to complete.
D. To control how often the CPM looks for User Initiated CPM work.

Answer: A (LEAVE A REPLY)

NEW QUESTION: 64

It is possible to restrict the time of day, or day of week that a [b]reconcile[/b] process can occur
A. TRUE

B. FALS

Answer: (SHOW ANSWER)

Explanation
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Password reconciliation can be restricted to specific days. This means that the CPM will only
reconcile passwords on the days of the week specified in the RCExecutionDays parameter. The
days of the week are represented by the first 3 letters of the name of the day. Sunday is
represented by Sun, Mondayby Mon, etc.

NEW QUESTION: 65

You are creating a shared safe for the help desk.

What must be considered regarding the naming convention?

A. Combine environments, owners and platforms to minimize the total number of safes created.
B. Ensure your naming convention is no longer than 20 characters.

C. The use of these characters V:*<>" | is not allowed.

D. Safe owners should determine the safe name to enable them to easily remember it.
Answer: C (LEAVE A REPLY)

NEW QUESTION: 66

For an account attached to a platform that requires Dual Control based on a Master Policy
exception, how would you configure a group of users to access a password without approval.
A. Create an exception to the Master Policy to exclude the group from the workflow process.
B. Edit the master policy rule and modify the advanced 'Access safe without approval' rule to
include the group.

C. On the safe in which the account is stored grant the group the 'Access safe without audit'
authorization.

D. On the safe in which the account is stored grant the group the 'Access safe without
confirmation' authorization.

Answer: A (LEAVE A REPLY)

Explanation/Reference:
https://www.reddit.com/r/CyberARk/comments/6270zr/dual_control_on_specific_accounts/

NEW QUESTION: 67

An auditor needs to login to the PSM in order to live monitor an active session. Which user ID is
used to establish the RDP connection to the PSM server?

A. PSMAdminConnect

B. PSMGwUser

C. PSMConnect

D. PSMMaster

Answer: A (LEAVE A REPLY)

NEW QUESTION: 68
Which is the primary purpose of exclusive accounts?
A. Non-repudiation (individual accountability)
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B. To force a 'collusion to commit' fraud ensuring no single actor may use a password without
authorization

C. Reduced risk of credential theft

D. More frequent password changes

Answer: A (LEAVE A REPLY)

NEW QUESTION: 69

Select the best practice for storing the Master CD.

A. Store the CD in a secure location, such as a physical safe

B. Copy the contents of the CD to a Hardware Security Module (HSM) and discard the CD

C. Store the CD in a secure location, such as a physical safe, and copy the contents of the CD to
a folder secured with NTFS permissions on the Vault

D. Copy the files to the Vault server and discard the CD

Answer: C (LEAVE A REPLY)

NEW QUESTION: 70

What is the primary purpose of Dual Control?

A. Reduced risk of credential theft

B. More frequent password changes

C. Non-repudiation (individual accountability)

D. To force a 'collusion to commit' fraud ensuring no single actor may use a password without
authorization.

Answer: D (LEAVE A REPLY)

NEW QUESTION: 71

Which CyberArk utility allows you to create lists of Master Policy Settings, owners and safes for
output to text files or MSSQL databases?

A. Export Vault Data

B. Export Vault Information

C. PrivateArk Client

D. Privileged Threat Analytics

Answer: A (LEAVE A REPLY)

NEW QUESTION: 72

When on-boarding account using Accounts Feed, which of the following is true?

A. You must specify an existing Safe where the account will be stored when it is on-boarded to
the Vault.

B. You can specify the name of a new safe that will be created where the account will be stored
when it is on- boarded to the Vault.

C. You can specify the name of a new Platform that will be created and associated with the
account.
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D. Any account that is on-boarded can be automatically reconciled regardless of the platform it is
associated with.

Answer: C (LEAVE A REPLY)

Explanation/Reference: https://www.cyberark.com/resource/automating-privileged-account-

onboarding/

NEW QUESTION: 73

Which CyberArk group does a user need to be part of to view recordings or live monitor
sessions?

A. Operators

B. DR Users

C. Vault Admin

D. Auditors

Answer: D (LEAVE A REPLY)

NEW QUESTION: 74

A logon account can be specified in the platform settings.
A. False

B. True

Answer: (SHOW ANSWER)

NEW QUESTION: 75

For Digital Vault Cluster in a high availability configuration, how does the cluster determine if a
node is down?

A. The Digital Vault Cluster does not detect a node failure.

B. An alert is generated in the Windows Event log.

C. The shared storage array is offline.

D. The heartbeat s no longer detected on the private network.

Answer: D (LEAVE A REPLY)

NEW QUESTION: 76

When managing SSH keys, the CPM stored the Private Key

A. In the Vault

B. On the target server

C.A&B

D. Nowhere because the private key can always be generated from the public key.
Answer: (SHOW ANSWER)

Explanation/Reference: https://docs.cyberark.com/Product-
Doc/OnlineHelp/PAS/Latest/en/Content/SSHKM/Managing%
20SSH%20Keys.htm
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NEW QUESTION: 77

In order to connect to a target device through PSM, the account credentials used for the
connection must be stored in the vault?

A. False. Because the user can also enter credentials manually using Secure Connect.

B. False. Because if credentials are not stored in the vault, the PSM will prompt for credentials.
C. True.

D. False. Becauseif credentials are not stored in the vault, the PSM will log into the target device
as PSM Connect.

Answer: D (LEAVE A REPLY)

NEW QUESTION: 78

If a user is a member of more than one group that has authorizations on a safe, by default that
user is granted

A. the cumulative permissions of all groups to which that user belongs.

B. the vault will not allow this situation to occur.

C. only those permissions that exist in all groups to which the user belongs.

D. only those permissions that exist on the group added to the safe first.

Answer: D (LEAVE A REPLY)

NEW QUESTION: 79

What is the purpose of the Immediate Interval setting in a CPM policy?

A. To control how often the CPM looks for System Initiated CPM work.

B. To control how often the CPM looks for User Initiated CPM work.

C. To control how often the CPM rests between password changes.

D. To Control the maximum amount of time the CPM will wait for a password change to complete.
Answer: B (LEAVE A REPLY)

When the Master Policy enforces check-in/check-out exclusive access, passwords are changed
when the user clicks the Release button and releases the account. This is based on the
Immediatelnterval parameter in the applied platform. If the user forgets to release the account, it
is automatically released and changed by the CPM after a predetermined number of minutes,
defined in the MinValidityPeriod parameter specified in the platform
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NEW QUESTION: 80

You are logging into CyberArk as the Master user to recover an orphaned safe.

Which items are required to log in as Master?

A. Master CD, Master Password, console access to the Vault server, Private Ark Client
B. Operator CD, Master Password, console access to the PVWA server, PVWA access
C. Operator CD, Master Password, console access to the Vault server, Recover.exe

D. Master CD, Master Password, console access to the PVWA server, Recover.exe
Answer: A (LEAVE A REPLY)

NEW QUESTION: 81

A newly created platform allows users to access a Linux endpoint. When users click to connect,
nothing happens.

Which piece of the platform is missing?

A. UnixPrompts.ini

B. PSM-RDP Connection Component

C. PSM-SSH Connection Component

D. UnixProcess.ini

Answer: (SHOW ANSWER)

NEW QUESTION: 82

Which parameters can be used to harden the Credential Files (CredFiles) while using
CreateCredFile Utility? (Choose three.)

A. Operating System Type (Linux/Windows/HP-UX)

B. Operating System Username

C. Time Frame

D. Vault IP Address

E. Host IP Address

F. Client Hostname

Answer: B,E,F (LEAVE A REPLY)

NEW QUESTION: 83

Which of the following options is not set in the Master Policy?
A. The use of "One-Time-Passwords"

B. Password Complexity

C. Enabling and Disabling of the Connection Through the PSM
D. Password Expiration Time

Answer: B (LEAVE A REPLY)

NEW QUESTION: 84
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In PVWA, you are attempting to play a recording made of a session by user jsmith, but there is no
option to "Fast Forward" within the video. It plays and only allows you to skip between commands
instead. You are also unable to download the video.

What could be the cause?

A. Recording is of a PSM for SSH session.

B. You need to update the recorder settings in the platform to enable screen capture every 10000
ms or less.

C. You do not have the "View Audit" permission on the safe where the account is stored.

D. The browser you are using is out of date and needs an update to be supported.

Answer: (SHOW ANSWER)

NEW QUESTION: 85

Which of the following files must be created or configured in order to run Password Upload Utility?
Select all that apply.

A. PACIi.ini

B. Vault.ini

C. conf.ini

D. A comma delimited upload file

Answer: (SHOW ANSWER)

Explanation/Reference:

https://www.reddit.com/r/CyberARk/comments/84gfsb/password_upload_utility _error/

NEW QUESTION: 86

Which item is an option for PSM recording customization?

A. Universal keystrokes text recorder with windows events text recorder disabled

B. Windows events text recorder with automatic play-back

C. Custom audio recording for windows events

D. Windows events text recorder and universal keystrokes recording simultaneously
Answer: C (LEAVE A REPLY)

NEW QUESTION: 87

PSM captures a record of each command that was executed in Unix.
A. FALSE

B. TRIE

Answer: B (LEAVE A REPLY)

NEW QUESTION: 88
Time of day or day of week restrictions on when password verifications can occur configured in

A. The Safe settings
B. The Master Policy
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C. The Platform settings
D. The Account Details
Answer: C (LEAVE A REPLY)

NEW QUESTION: 89

Which keys are required to be present in order to start the PrivateArk Server service?
A. Server key

B. Safe key

C. Recovery private key

D. Recovery public key

Answer: A,D (LEAVE A REPLY)

NEW QUESTION: 90

What is the maximum number of levels of authorization you can set up in Dual Control?
A.4

B.3

C.2

D.1

Answer: C (LEAVE A REPLY)

NEW QUESTION: 91

Which statement is correct concerning accounts that are discovered, but cannot be added to the
Vault by an automated onboarding rule?

A. They are added to the Pending Accounts list and can be reviewed and manually uploaded.
B. They cannot be onboarded to the Password Vault.

C. They must be uploaded using third party tools.

D. They are not part of the Discovery Process.

Answer: D (LEAVE A REPLY)

Valid CAU201 Dumps shared by Actual4test.com for Helping Passing CAU201 Exam!
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Special Discount: Freepdfdumps)

NEW QUESTION: 92
When on-boarding account using Accounts Feed, Which of the following is true?
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A. You can specify the name of a new sale that will be created where the account will be stored
when it is on-boarded to the Vault.

B. Any account that is on boarded can be automatically reconciled regardless of the platform it is
associated with.

C. You must specify an existing Safe where are account will be stored when it is on boarded to
the Vault

D. You can specify the name of a new Platform that will be created and associated with the
account

Answer: A (LEAVE A REPLY)

NEW QUESTION: 93

If the AccountUploader Utility is used to create accounts with SSH keys, which parameter do you
use to set the full or relative path of the SSH private key file that will be attached to the account?
A. Address

B. KeyFile

C. KeyPath

D. ObjectName

Answer: B (LEAVE A REPLY)

NEW QUESTION: 94

Which type of automatic remediation can be performed by the PTA in case of a suspected
credential theft security event?

A. Session suspension

B. Password change

C. Session termination

D. Password reconciliation

Answer: (SHOW ANSWER)

NEW QUESTION: 95

What is the purpose of the HeadStartInterval setting m a platform?

A. It determines how far in advance audit data is collected tor reports

B. It instructs the CPM to initiate the password change process X number of days before
expiration.

C. It instructs the AIM Provider to 'skip the cache' during the defined time period

D. It alerts users of upcoming password changes x number of days before expiration.

Answer: B (LEAVE A REPLY)

The number of days before the password expires (according to the ExpirationPeriod parameter)

that the CPM will initiate a password change process. This parameter is not relevant if the policy
will be applied to a member of an account group.

NEW QUESTION: 96
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Due to network activity, ACME Corp's PrivateArk Server became active on the OR Vault while the
Primary Vault was also running normally. All the components continued to point to the Primary
Vault.

Which steps should you perform to restore DR replication to normal?

A. Shutdown PrivateArk Server on DR Vault > Replicate data from DR Vault to Primary Vault >
Shutdown PrivateArk Server on DR Vault > Start replication on DR vault

B. Shutdown PrivateArk Server on DR Vault > Start replication on DR vault

C. Shutdown PrivateArk Server on Primary Vault > Replicate data from DR Vault to Primary Vault
> Shutdown PrivateArk Server on DR Vault > Start replication on DR vault

D. Replicate data from DR Vault to Primary Vault > Shutdown PrivateArk Server on DR Vault >
Start replication on DR vault

Answer: D (LEAVE A REPLY)

NEW QUESTION: 97

What is the maximum number of levels of authorization you can set up in Dual Control?
A. 4

B.3

C.2

D.1

Answer: A (LEAVE A REPLY)

NEW QUESTION: 98
Match each key to its recommended storage location.

. ; tore on the Vault Server
Drag answer he > :
Recovery Private Key Drag answer here Disk Drive
Recovery Public Key Drag answer hg 6 | Store in a Hardware Security
N Module
—
Server Key @ swer here Store in a Physical Safe
0
SSH Keys| [ L] C Y B E R A R K;re Store in the Vault
< ﬁ_;;;,.-' The |dentity Security Company

Answer:
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Recovery Pri@

CYBERARK

The Identity Security Company

te Key

Recovery Public Key

Recovery Public Key

Server Key

Server Key

Store on the Vault Server
faa Disk Drive

Store in a Hardware Security
Module

‘Store in a Physical Safe

SSH Keys

" SSH Keys

Store in the Vault

NEW QUESTION: 99

SAFE Authorizations may be granted to

Select all that apply.
A. Vault Users

B. Vault Groups

C. LDAP Users

D. LDAP Groups

Answer: A (LEAVE A REPLY)

Explanation/Reference:

NEW QUESTION: 100

Which of the following Privileged Session Management (PSM) solutions support live monitoring of

active sessions?

A. PSM (i.e., launching connections by clicking on the connect button in the Password Vault Web

Access (PVWA)

B. PSM for SSH (previously known as PSM-SSH Proxy)

C. All of the above

D. PSM for Windows (previously known as RDP Proxy)
Answer: C (LEAVE A REPLY)

NEW QUESTION: 101

Match the log file name with the CyberArk Component that generates the log.

=

CYBERARK

The Identity Security Company

Vault

PVWA

CPM
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Answer:

-

-~ CYBERARK

The Identity Security Company

Vault

NEW QUESTION: 102

All of your Unix root passwords are stored in the safe UnixRoot. Dual control is enabled for some
of the accounts in that safe. The members of the AD group UnixAdmins need to be able to use
the show, copy, and connect buttons on those passwords at any time without confirmation. The
members of the AD group OperationsStaff need to be able to use the show, copy and connect
buttons on those passwords on an emergency basis, but only with the approval of a member of
OperationsManagers. The members of OperationsManagers never need to be able to use the
show, copy or connect buttons themselves.

Which safe permissions do you need to grant to OperationsStaff? Check all that apply.

A. Use Accounts

B. Retrieve Accounts

C. List Accounts

D. Authorize Password Requests

E. Access Safe without Authorization

Answer: A (LEAVE A REPLY)

Explanation/Reference:

NEW QUESTION: 103

When on-boarding account using Accounts Feed, which of the following is true?

A. You must specify an existing Safe where the account will be stored when it is on-boarded to
the Vault.

B. You can specify the name of a new safe that will be created where the account will be stored
when it is on-

boarded to the Vault.

C. You can specify the name of a new Platform that will be created and associated with the
account.

D. Any account that is on-boarded can be automatically reconciled regardless of the platform it is
associated

with.

Answer: C (LEAVE A REPLY)
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