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NEW QUESTION: 1
What is the relationship between data and information?
A. Data is structured information.
B. Information is the meaning and value assigned to a collection of data.
Answer: B (LEAVE A REPLY)

NEW QUESTION: 2
Your company is in the news as a result of an unfortunate action by one of your
employees. The phones are ringing off the hook with customers wanting to cancel their
contracts. What do we call this type of damage?
A. Direct damage
B. Indirect damage
Answer: B (LEAVE A REPLY)

NEW QUESTION: 3
In the organization where you work, information of a very sensitive nature is processed.
Management is legally obliged to implement the highest-level security measures. What is
this kind of risk strategy called?
A. Risk bearing
B. Risk avoiding
C. Risk neutral
Answer: B (LEAVE A REPLY)

NEW QUESTION: 4
When we are at our desk, we want the information system and the necessary information
to be available. We want to be able to work with the computer and access the network and
our files.
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What is the correct definition of availability?
A. The degree to which the system capacity is enough to allow all users to work with it
B. The degree to which the continuity of an organization is guaranteed
C. The degree to which an information system is available for the users
D. The total amount of time that an information system is accessible to the users
Answer: C (LEAVE A REPLY)
Explanation/Reference:

NEW QUESTION: 5
You work for a large organization. You notice that you have access to confidential
information that you should not be able to access in your position. You report this security
incident to the helpdesk. The incident cycle isinitiated. What are the stages of the security
incident cycle?
A. Threat, Recovery, Incident, Damage
B. Threat, Damage, Recovery, Incident
C. Threat, Incident, Damage, Recovery
D. Threat, Damage, Incident, Recovery
Answer: C (LEAVE A REPLY)

NEW QUESTION: 6
A non-human threat for computer systems is a flood. In which situation is a flood always a
relevant threat?
A.When the organization is located near a river.
B.When the computer systems are not insured.
C. If the risk analysis has not been carried out.
D.When computer systems are kept in a cellar below ground level.
Answer: (SHOW ANSWER)

NEW QUESTION: 7
You work in the IT department of a medium-sized company. Confidential information has
got into the wrong hands several times. This has hurt the image of the company. You have
been asked to propose organizational security measures for laptops at your company.
What is the first step that you should take?
A. Appoint security personnel
B. Encrypt the hard drives of laptops and USB sticks
C. Formulate a policy regarding mobile media (PDAs, laptops, smartphones, USB sticks)
D. Set up an access control policy
Answer: C (LEAVE A REPLY)

NEW QUESTION: 8
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The act of taking organizational security measures is inextricably linked with all other
measures that have to be taken. What is the name of the system that guarantees the
coherence of information security in the organization?
A. Rootkit
B. Security regulations for special information for the government
C. Information Security Management System (ISMS)
Answer: C (LEAVE A REPLY)

NEW QUESTION: 9
Your organization has an office with space for 25 workstations. These workstations are all
fully equipped and in use. Due to a reorganization 10 extra workstations are added, 5 of
which are used for a call centre 24 hours per day. Five workstations must always be
available. What physical security measures must be taken in order to ensure this?
A. Obtain an extra office and set up 10 workstations. You would therefore have spare
equipment that can be used to replace any non-functioning equipment.
B. Obtain an extra office and connect all 10 new workstations to an emergency power
supply and UPS (Uninterruptible Power Supply). Adjust the access control system to the
working hours of the new staff. Inform the building security personnel that work will also be
carried out in the evenings and at night.
C. Obtain an extra office and set up 10 workstations. Ensure that there are security
personnel both in the evenings and at night, so that staff can work there safely and
securely.
D. Obtain an extra office and provide a UPS (Uninterruptible Power Supply) for the five
most important workstations.
Answer: B (LEAVE A REPLY)

NEW QUESTION: 10
What is a human threat to the reliability of the information on your company website?
A. The computer hosting your website is overloaded and crashes. Your website is offline.
B. One of your employees commits an error in the price of a product on your website.
C. Because of a lack of maintenance, a fire hydrant springs a leak and floods the
premises. Your employees cannot come into the office and therefore can not keep the
information on the website up to date.
Answer: B (LEAVE A REPLY)

NEW QUESTION: 11
A couple of years ago you started your company which has now grown from 1 to 20
employees.
Your companys information is worth more and more and gone are the days when you
could keep it all in hand yourself. You are aware that you have to take measures, but what
should they be?
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You hire a consultant who advises you to start with a qualitative risk analysis. What is a
qualitative risk analysis?
A. This analysis follows a precise statistical probability calculation in order to calculate
exact loss caused by damage.
B. This analysis is based on scenarios and situations and produces a subjective view of
the possible threats.
Answer: B (LEAVE A REPLY)
Explanation

NEW QUESTION: 12
What is an example of a non-human threat to the physical environment?
A. Storm
B. Virus
C. Corrupted file
D. Fraudulent transaction
Answer: A (LEAVE A REPLY)

NEW QUESTION: 13
What is the relationship between data and information?
A. Data is structured information.
B. Information is the meaning and value assigned to a collection of data.
Answer: B (LEAVE A REPLY)
Explanation

NEW QUESTION: 14
We can acquire and supply information in various ways. The value of the information
depends on whether it is reliable. What are the reliability aspects of information?
A. Availability, Integrity and Confidentiality
B. Timeliness, Accuracy and Completeness
C. Availability, Integrity and Completeness
D. Availability, Information Value and Confidentiality
Answer: A (LEAVE A REPLY)

NEW QUESTION: 15
Logging in to a computer system is an access-granting process consisting of three steps:
identification, authentication and authorization. What occurs during the first step of this
process: identification?
A. The first step consists of checking if the user appears on the list of authorized users.
B. The first step consists of granting access to the information to which the user is
authorized.
C. The first step consists of checking if the user is using the correct certificate.
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D. The first step consists of comparing the password with the registered password.
Answer: (SHOW ANSWER)

NEW QUESTION: 16
The consultants at Smith Consultants Inc. work on laptops that are protected by
asymmetrical cryptography. To keep the management of the keys cheap, all consultants
use the same key pair. What is the companys risk if they operate in this manner?
A. If the public key becomes known all laptops must be supplied with new keys.
B. If the private key becomes known all laptops must be supplied with new keys.
C. If the Public Key Infrastructure (PKI) becomes known all laptops must be supplied with
new keys.
Answer: (SHOW ANSWER)
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NEW QUESTION: 17
Midwest Insurance controls access to its offices with a passkey system. We call this a
preventive measure. What are some other measures?
A. Detective, repressive and corrective measures
B. Repressive, adaptive and corrective measures
C. Partial, adaptive and corrective measures
Answer: A (LEAVE A REPLY)

NEW QUESTION: 18
What is the best way to comply with legislation and regulations for personal data
protection?
A. Appointing the responsibility to someone
B. Performing a vulnerability analysis
C. Performing a threat analysis
D. Maintaining an incident register
Answer: A (LEAVE A REPLY)

NEW QUESTION: 19
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You are a consultant and are regularly hired by the Ministry of Defense to perform
analysis. Since the assignments are irregular, you outsource the administration of your
business to temporary workers. You don't want the temporary workers to have access to
your reports. Which reliability aspect of the information in your reports must you protect?
A. Confidentiality
B. Availability
C. Integrity
Answer: (SHOW ANSWER)

NEW QUESTION: 20
A couple of years ago you started your company which has now grown from 1 to 20
employees. Your companys information is worth more and more and gone are the days
when you could keep it all in hand yourself. You are aware that you have to take
measures, but what should they be? You hire a consultant who advises you to start with a
qualitative risk analysis. What is a qualitative risk analysis?
A. This analysis follows a precise statistical probability calculation in order to calculate
exact loss caused by damage.
B. This analysis is based on scenarios and situations and produces a subjective view of
the possible threats.
Answer: B (LEAVE A REPLY)

NEW QUESTION: 21
Your company has to ensure that it meets the requirements set down in personal data
protection legislation.
What is the first thing you should do?
A. Appoint a person responsible for supporting managers in adhering to the policy.
B. Translate the personal data protection legislation into a privacy policy that is geared to
the company and the contracts with the customers.
C. Make the employees responsible for submitting their personal data.
D. Issue a ban on the provision of personal information.
Answer: B (LEAVE A REPLY)

NEW QUESTION: 22
What is an example of a good physical security measure?
A. Printers that are defective or have been replaced are immediately removed and given
away as garbage for recycling.
B. Maintenance staff can be given quick and unimpeded access to the server area in the
event of disaster.
C. All employees and visitors carry an access pass.
Answer: C (LEAVE A REPLY)
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NEW QUESTION: 23
Three characteristics determine the reliability of information. Which characteristics are
these?
A. Availability, Integrity and Correctness
B. Availability, Integrity and Confidentiality
C. Availability, Nonrepudiation and Confidentiality
Answer: B (LEAVE A REPLY)
Explanation/Reference:

NEW QUESTION: 24
What is the definition of the Annual Loss Expectancy?
A. The Annual Loss Expectancy is the amount of damage that can occur as a result of an
incident during the year.
B. The Annual Loss Expectancy is the average damage calculated by insurance
companies for businesses in a country.
C. The Annual Loss Expectancy is the size of the damage claims resulting from not having
carried out risk analyses effectively.
D. The Annual Loss Expectancy is the minimum amount for which an organization must
insure itself.
Answer: (SHOW ANSWER)

NEW QUESTION: 25
What is a repressive measure in the case of a fire?
A. Putting out a fire after it has been detected by a fire detector
B. Taking out fire insurance
C. Repairing damage caused by the fire
Answer: A (LEAVE A REPLY)

NEW QUESTION: 26
Why do organizations have an information security policy?
A. In order to ensure that staff do not break any laws.
B. In order to demonstrate the operation of the Plan-Do-Check-Act cycle within an
organization.
C. In order to ensure that everyone knows who is responsible for carrying out the backup
procedures.
D. In order to give direction to how information security is set up within an organization.
Answer: D (LEAVE A REPLY)

NEW QUESTION: 27
Why is air-conditioning placed in the server room?
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A. Backup tapes are made from thin plastic which cannot withstand high temperatures.
Therefore, if it gets too hot in a server room, they may get damaged.
B. It is not pleasant for the maintenance staff to have to work in a server room that is too
warm.
C. In the server room the air has to be cooled and the heat produced by the equipment has
to be extracted. The air in the room is also dehumidified and filtered.
D.When a company wishes to cool its offices, the server room is the best place. This way,
no office space needs to be sacrificed for such a large piece of equipment.
Answer: C (LEAVE A REPLY)

NEW QUESTION: 28
Which is a legislative or regulatory act related to information security that can be imposed
upon all organizations?
A. Personal data protection legislation
B. ISO/IEC 27002:2005
C. Intellectual Property Rights
D. ISO/IEC 27001:2005
Answer: A (LEAVE A REPLY)

NEW QUESTION: 29
Some security measures are optional. Other security measures must always be
implemented. Which measure(s) must always be implemented?
A. Physical security measures
B. Logical access security measures
C. Measures required by laws and regulations
D. Clear Desk Policy
Answer: C (LEAVE A REPLY)

NEW QUESTION: 30
What is the most important reason for applying segregation of duties?
A. Segregation of duties makes it clear who is responsible for what.
B. Segregation of duties ensures that, when a person is absent, it can be investigated
whether he or she has been committing fraud.
C. Tasks and responsibilities must be separated in order to minimize the opportunities for
business assets to be misused or changed, whether the change be unauthorized or
unintentional.
D. Segregation of duties makes it easier for a person who is ready with his or her part of
the work to take time off or to take over the work of another person.
Answer: C (LEAVE A REPLY)
Explanation
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NEW QUESTION: 31
Susan sends an email to Paul. Who determines the meaning and the value of information
in this email?
A. Susan, the sender of the information.
B. Paul and Susan, the sender and the recipient of the information.
C. Paul, the recipient of the information.
Answer: C (LEAVE A REPLY)
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NEW QUESTION: 32
Which of the following measures is a preventive measure?
A. Classifying a risk as acceptable because the cost of addressing the threat is higher than
the value of the information at risk
B. Installing a logging system that enables changes in a system to be recognized
C. Shutting down all internet traffic after a hacker has gained access to the company
systems
D. Putting sensitive information in a safe
Answer: (SHOW ANSWER)

NEW QUESTION: 33
You are the owner of the courier company SpeeDelivery. You have carried out a risk
analysis and now want to determine your risk strategy. You decide to take measures for
the large risks but not for the small risks. What is this risk strategy called?
A. Risk bearing
B. Risk neutral
C. Risk avoiding
Answer: B (LEAVE A REPLY)

NEW QUESTION: 34
There is a network printer in the hallway of the company where you work. Many employees
dont pick up their printouts immediately and leave them in the printer. What are the
consequences of this to the reliability of the information?
A. The availability of the information is no longer guaranteed.

https://www.freepdfdumps.com/EXIN.ISFS.v2024-05-07.q35.html
https://www.actual4test.com/ISFS_examcollection.html
https://www.freepdfdumps.com/EXIN.ISFS.v2024-05-07.q35.html
https://www.freepdfdumps.com/EXIN.ISFS.v2024-05-07.q35.html


B. The integrity of the information is no longer guaranteed.
C. The confidentiality of the information is no longer guaranteed.
Answer: C (LEAVE A REPLY)

NEW QUESTION: 35
Which type of malware builds a network of contaminated computers?
A. Logic Bomb
B. Trojan
C. Virus
D. Storm Worm or Botnet
Answer: D (LEAVE A REPLY)
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