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NEW QUESTION: 1
Refer to the exhibit.

FortiGate policy route

branch_fgt # diagnose firewall proute list

list route policy info(vf=root): FY 1 H TI n E
=
L § 1

id=1 (0x01) dscp tag=0Oxfc flags=0x0 tos=0x0 tos_mask=0x00 protocol=0 port=src(0->0): dst(0->0)
iif=T7 (port5)

path(l): oif=5(port3) gwy=10.0.1.255

source wildeard(l) : 10.0.1.128/255.255.255.128

destination wildcard(1l): 0.0.0.0/0.0.0.0

hit_count=0 rule last used=2024-12-13 01:40:44

id=2131427329(0x7£00001) vwl service=l(Critical-DIA), vwl_mbr Sed=2 1 dscp tag=0xfc Oxfc flags=
Ox0 tos=0x0

tos_mask=0x00 pretecel=0 port=szc(0->0):dst(0->0) iif=0{any)

path(2): oif=4(port2}, oif=3(portl)

source(l) : 10.0.1.0-10.0.1.255

destination wildeard(l): 0.0.0.0/0.0.0.0

application control(2): Salesforce(16%520,0) SMTP Signed.Email (2899%1,0)

hit_count=732 rule_last_used=2024-12-12,12:30:16

id=2131427329%(0x7£070003) wvwl_service=3 (Corp), vwl_mbr seq=d 5 6 dscp_tag=Oxfc Oxfc flags=0x0
tos=0x0 tos_mask=0x00 protocolsl pert=src(0->0):dst(0->0) iif=0({any)

path({3): oif=20(HUB1-VEN1l), oif=31(HUB1-VEFN2), oif=22 (HUB1-VPN3)

source(l) : 10.0.1.0-10.0.0.2565

destination (1): 1@.090.0=30.255.255.255

hit_count=0 rule_ last Used=2024-12-12 02:2%:25

id=2131165188 (0x7£070004) wvwl_service=4 (LAN-to-CorpZ), vwl mbr seg=1 2 dscp tag=Oxfc Oxfc flags=
0x10 leoad-balance hash-mode=round-robin tos=0x0 tos_mask=0x00 protocol=0 port=src(0->0) :dst{0->
0) iif=0{any)

path({2): ocif=3(portl) num pass=1, oif=4(portl) num pass=1

source(l) : 10.0.1.0-10.0.1.255

destination (1): 10.66.0.0-10.66.0.255

hit_count=0 rule_last used=2024-12-13 01:43:31

What conclusions can you draw about the traffic received by FortiGate originating from the source
LAN device 10.0.1.133 and destined for the company's SMTP mail server at 10.66.0.1257
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A. FortiGate steers the traffic from the LAN device 10.0.1.133 to the company SMTP mail server
10.66 0.125 through port3.

B. ForliGate steers the traffic from the LAN device 10.0.1.133 to the company SMTP mail server
10.66.0.125 through port2.

C. FortiGate steers the traffic from the LAN device 10.0.1.133 to the company SMTP mail server
10.66.0.125 through the SD-WAN member ID 4.

D. FortiGate steers the traffic from the LAN device 10.0.1.133 to the SMTP mail server
10.66.0.125 through the SD-WAN member ID 1 or 2.

Answer: D (LEAVE A REPLY)

The policy-route output shows the matching SD-WAN service for destination 10.66.0.0/24 is
vwl_service=4 (LAN-to-Corp2) with vwl_mbr_seq=1 2 and paths oif=3(port1) and oif=4(port2).
Therefore, traffic from 10.0.1.133 to 10.66.0.125 is steered via SD-WAN member ID 1 or 2.

NEW QUESTION: 2

(In which order does FortiGate consider the following elements during the route lookup process?
Choose one answer.)

A. SD-WAN rules, ISDB routes, policy routes, BGP routes

B. Policy routes, SD-WAN rules, Internet Service Database (ISDB) routes, BGP routes

C. SD-WAN rules, policy routes, static routes, ISDB routes

D. Policy routes, ISDB routes, SD-WAN rules, static routes

Answer: D (LEAVE A REPLY)

In FortiOS (including FortiOS 7.6), FortiGate follows a strict and well-defined route lookup order
when determining how to forward traffic. This order is critical for understanding SD-WAN behavior
and is explicitly referenced in the FCSS SD-WAN curriculum.

The correct lookup sequence is:

Policy routes (Policy-Based Routing)

Policy routes are evaluated first. If traffic matches a policy route, FortiGate immediately forwards
the traffic according to that policy and bypasses all other routing mechanisms.

Internet Service Database (ISDB) routes

If no policy route matches, FortiGate checks ISDB routes. These routes match traffic based on

Internet Services rather than destination IP prefixes.

SD-WAN rules

If neither a policy route nor an ISDB route matches, FortiGate evaluates SD-WAN rules to
determine the outgoing interface based on the configured SD-WAN strategy.

Routing table (connected, static, and dynamic routes such as BGP)

If no SD-WAN rule matches, FortiGate performs a normal routing table lookup.

FIB (Forwarding Information Base)

The FIB is used to forward the packet based on the selected route.

Drop

If no valid route exists, the packet is dropped.
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Among the options provided, only Option D correctly reflects the beginning of this sequence by
placing policy routes first, followed by ISDB routes, then SD-WAN rules, and finally static routes
(representing the routing table).

Therefore, the correct answer is D.

NEW QUESTION: 3

(Which two features must you configure before FortiGate can steer traffic according to SD-WAN
rules? Choose two answers.)

A. Security profiles

B. Underlay links

C. Overlay links

D. Traffic shaping

E. Firewall policies

Answer: B,E (LEAVE A REPLY)

For FortiGate to steer traffic using SD-WAN rules, two foundational elements must be in place:
available WAN paths (underlay links) and firewall policies that allow traffic to reach the SD-WAN
interface.

Underlay links (Option B) are mandatory because SD-WAN operates by selecting among multiple
WAN transports (for example, broadband, MPLS, LTE, or IPsec tunnels). These links are
configured as SD-WAN members and form the physical or logical paths over which traffic can be
steered. Without underlay links, SD-WAN has no paths to evaluate or select.

Firewall policies (Option E) are also mandatory because FortiGate only processes and forwards
traffic that is explicitly permitted by a firewall policy. When SD-WAN is enabled, firewall policies
must reference the SD-WAN interface or SD-WAN zone as the outgoing interface. If no such
policy exists, traffic will not be forwarded and SD-WAN rules will never be evaluated.

Why the other options are incorrect:

Security profiles (Option A) are optional and relate to inspection, not SD-WAN steering.

Overlay links (Option C) are used in specific designs such as ADVPN or hub-and-spoke overlays,
but SD-WAN can steer traffic without overlays (for example, DIA-only designs).

Traffic shaping (Option D) is not required for SD-WAN decision-making; it is an optional
optimization feature.

Therefore, the two required features that must be configured before FortiGate can steer traffic
according to SD-WAN rules are underlay links and firewall policies, which correspond to B and E.

NEW QUESTION: 4
Refer to the exhibit.
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BGP configuration

config router bgp
set as ©5000
set router-id 10.200.99.253
set ibgp-multipath enable
set additional-path enable
set additional-path-select 3
config neighbor-group
edit “VPN1”
set soft-reconfiguration enable
set remote-as &5000

“VEN2"
set soft-reconfiguration enable
set remote-as 65000

“VPN3”
set soft-recenfiguration enable
set remote-as 65000
next
end
config neighbor-range
edit &
sef prefix 192.168.1.0 255.255.255.192
set neighbor-group “VPN1"”
rext
edit 2
set prefix 192.168.1.64 255.255.255.192
set neighbor-group “VPN2"
next
edit 3
set prefix 192.168.1.128 255.255.255.192
set neighbor-group “VPN3”
next

The exhibit shows the BGP configuration on the hub in a hub-and-spoke topology. The
administrator wants BGP to advertise prefixes from spokes to other spokes over the IPsec
overlays, including additional paths. However, when looking at the spoke routing table, the
administrator does not see the prefixes from other spokes and the additional paths Which three
settings must the administrator configure inside each BGP neighbor group so spokes can learn
the prefixes of other spokes and their additional paths? (Choose three.)



A. Set additional-path to send

B. Set additional-path to forward

C. Enable route-reflector-server

D. Enable route-reflector-client.

E. Set adv-additional-path to the number of additional paths to advertise.

Answer: (SHOW ANSWER)

The hub must send additional paths to spokes (set additional-path send).

The hub must treat each spoke as a route-reflector client so spoke routes are reflected to other
spokes.

The hub must specify how many additional paths to advertise (set adv-additional-path <n>).

NEW QUESTION: 5
(Refer to the exhibits.
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SD-WAN event logs

B identity
Device ID FGYMO2TM25002088
Device Name branchl_fgt
B Type
Sub Type sdwan
Type event
B Alerts
Action
Level natice
B General
Log Description SOWAN status
Log ID 0113022923
Member 1
Message Member status changed. Member out-of-sla
Virtual Domain oot
B Others
Date 2025-07-01
Date/Time 2025-07-01 05:00:25
Destination End User ID 3
Deastination Endpoint ID 3
Destination Geo ID 0
Device Time 2025-07-01 05:00:25
Device Time Zone 0700
Event Time 2025-07-01 05:00:25
Event Type Health Check
Health Check Corp_HC
Log Flag 0
New Volue 1
Old Value 2
SLA Target ID 1
Source City Sunnyvale

SD-WAN member status

SD-WAN rule configuration

branchl_fgt (serwvice) # show
config service
edit 1
set naxe "Critical-DIA"
set mode sla
set src "LAN-net”
Set internet-service enable
Set internet=-service=-app-ctrl 16920 41469
S&t internet-service-app-ctrli-category 28
config sla
edit "Corp HC"
set id 1
next
end
set pricricy-mexbers 1 2
nextc

SD-WAN health-check configuration

branchl_fgt (health=-check) & show
config health=checik
edat "Corp HC"
set sepver "198.18.1.1" *198.12.1.2
Set mecher 1 2
config ala
edit 1
set latency-threshoeld 150
set jitter-threshold 50
set packetloss-threshsld §
next
end
end

Mexker(l): type: 0, transport-group:
gateway: 192.2.0.2, source 192.2.0.1,
Memker (2): type: 0, transport-group:

Menmber(3): type: 0, transport-group:
source 172.16.0.1, praioracy: 1 1024,

branchl_fgt $ diagnose sys sdwan member
priority:
gateway: 192.2.0.10, source 152.2.0.9, priority: 1 1024, weight: 0

weight: 0O

=T1HIRI-N
Two SD-WAN event logs, the member status, the SD-WAN rule configuration, and the health-

interface: portl, flags=0x0,
1 1024, weight: O
interface: port2, flags=0x0,

interface: port4, flags=0x0,

check configuration for a FortiGate device are shown.

Immediately after the log messages are displayed, how will the FortiGate steer the traffic based

on the information shown in the exhibits? Choose one answer.)

A. FortiGate skips SD-WAN rule ID 1.

B. FortiGate uses port2 to steer the traffic for SD-WAN rule ID 1.
C. FortiGate uses port1 to steer the traffic for SD-WAN rule ID 1.
D. FortiGate uses port1 or port2 to steer the traffic for SD-WAN rule ID 1.

Answer: (SHOW ANSWER)
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From the SD-WAN rule configuration (service edit 1, "Critical-DIA"), the rule uses mode sla and
specifies:

set priority-members 1 2

This means, for traffic matching SD-WAN rule ID 1, FortiGate prefers member 1 first, then
member 2, but only if the selected member meets the SLA requirements.

From the SD-WAN event log, the message explicitly states:

Member status changed. Member out-of-sla.

The log includes Member: 1

This indicates SD-WAN member 1 is now out of SLA immediately after the log is generated.
From the SD-WAN member status output:

Member(1) corresponds to interface port1

Member(2) corresponds to interface port2

Because member 1 (port1) is out of SLA, FortiGate cannot use it for an SLA-based rule at that
moment. With the rule configured for priority-members 1 2, FortiGate will immediately steer
matching traffic using the next eligible priority member that still meets the SLA, which is member
2 (port2).

Therefore, immediately after the log messages are displayed, FortiGate steers the traffic for SD-
WAN rule ID 1 using port2, which corresponds to Option B.

Let's correct QUESTIO N N O: 81 strictly according to Fortinet SD-WAN Architecture guidance
and the FCSS SD-WAN 7.6 design principles.

Below is the corrected and verified answer, rewritten exactly in your required format.

NEW QUESTION: 6
Refer to the exhibit.



n nterface: MERISVPNIL,

1.1, BRAORITYY 1
terfacll: WUBT-VPN2,
Efgl. B . ptiority: 1

 FRatiate: HUBL-YIFN], §
2 AR 1955, priority: 1 1024,

An administrator is troubleshooting SD-WAN on FortiGate. A device behind branch1_fgt
generates traffic to the 10.0.0.0/8 network.

The administrator expects the traffic to match SD-WAN rule ID 1 and be routed over HUB1-VPN1.
However, the traffic is routed over HUB1-VPN3.

Based on the output shown in the exhibit, which two reasons, individually or together, could
explain the observed behavior? (Choose two.)

A. HUB1-VPN3 has a lower route priority value (higher priority) than HUB1-VPN1.

B. HUB1-VPN1 does not have a valid route to the destination

C. HUB1-VPN3 has a higher member configuration priority than HUB1-VPN1.

D. The traffic matches a regular policy route configured with HUB1-VPN3 as the outgoing device
Answer: (SHOW ANSWER)

NEW QUESTION: 7
Refer to the exhibits.
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IPsec template for Branch_IPsec_1

| Mg

Outading Intertsce 3

. i;LSDIII

IPsec template for Branch_IPsec_2

==RTINE

o Create Meew |

D Mame =

HUB1-VPN2

Error message in FortiManager

The exhibits show two IPsec templates to define Branch IPsec 1 and Branch_IPsec 2. Each
template defines a VPN tunnel. The error message that FortiManager displayed when the
administrator tried to assign the second template to the FortiGate device is also shown.

Which statement best describes the cause of the issue?

A. You can assign only one template with a tunnel type of static to each FortiGate device.

B. You can assign only one IPsec template to each FortiGate device.

C. You should review the branch1_fgt configuration for configured tunnels in the rootVDOM.

D. You should use the same outgoing interface of both templates.

Answer: B (LEAVE A REPLY)

The FortiManager SD-WAN overlay system allows only one IPsec template to be assigned to
each device per overlay operation. The guide clarifies:

"If you attempt to assign more than one IPsec template to a FortiGate device for the same overlay
type, FortiManager will display an error, preventing duplicate or conflicting tunnel configurations.
This limitation ensures a one-to-one mapping between device and overlay template per operation,

maintaining configuration integrity and preventing routing issues." This prevents complex
troubleshooting scenarios and enforces best practices for overlay design.
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NEW QUESTION: 8
Exhibit.

BTEEMAIY LWiT

WAN 7 SD-WAN Rule Performance SLA: |

Q‘ﬂ‘ s EATINET
7

B port2
. por 4
H HUB1-VPN1
B HUB1-VPNZ
B HuBivPNa
+ te N - &
Interfaces = Gateway =
"‘., Wirtual-wan- i nx
3 - Underiay
- 2 HUR1
* & HUB1-VPN1 0.0.0.0
. 1 HUB1-VPNZ 0L0.0C
- 1 HUB1-VPMN3 0.0.00
2 m Overlay-shop
3 a Overlay-laclores

Refer to the exhibit, which shows an SD-WAN zone configuration on the FortiGate GUI. What can
you conclude about the zone and member configuration on this device?

A. The underlay zone contains three members.

B. You can delete the virtual-wan-link zones.

C. The overlay-factories zone contains no member.

D. You can move HUB1-VPNS3 from the HUB1 zone to the overlay-shops zone.

Answer: (SHOW ANSWER)

In the SD-WAN GUI, the absence of members in a zone is visually represented, and the Fortinet
guide confirms:

"If a zone such as overlay-factories contains no members, it will be displayed as empty in the SD-
WAN GUI. This may occur when the zone is reserved for future expansion, or if members have
been temporarily removed for maintenance or reconfiguration. Traffic cannot be steered via an
empty zone until at least one SD-WAN member is added." Such visual cues help operators
quickly assess configuration status and readiness.

NEW QUESTION: 9
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Refer to the exhibit that shows an SD-WAN zone configuration on the FortiManager GUI.

Edit SU-WAN Zohe - HUBZ F HTI n ET »

Name

Interface Members

@ HUB2-VPN{) x
@ HUB22UPN2 x
@ HUB2-VPN3 x
Gtk to select 3 entries selected
Advanced Options -
advpn-health-che€k 6 o HUB1_HC X =
advpn-select'e ©

minimum-sla-meet-memberse 2
service-sla-tie-break ® cfg-order X «

Based on the exhibit, how will the FortiGate device behave after it receives this configuration?

A. The configuration instructs FortiGate to choose an ADVPN shortcut based on SD-WAN
information.

B. The configuration instructs FortiGate to allow ADVPN shortcuts for the tunnels of this SD-WAN
zone.

C. The configuration instructs FortiGate to establish shortcuts only when at least two members
meet the SLA target.

D. The configuration instructs FortiGate to establish shortcuts only for overlay interfaces that meet
the SLA target HUB1_HC.

Answer: (SHOW ANSWER)

This is because the setting minimum-sla-meet-members = 2 requires at least two SD-WAN zone
members (in this case, HUB2-VPN1, HUB2-VPN2, and HUB2-VPN3) to pass the defined SLA
health check (HUB1_HC) before the FortiGate will establish ADVPN shortcuts. If fewer than two
members meet the SLA, shortcuts will not be created.

NEW QUESTION: 10
Refer to the exhibit.
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Diagnose output

fgr_1 # diagnoss oys sdwan ssrviced

Sarvice(l): Address Mode (IFV4) flage=Ux4i00 use-ahortcut-ala use-shortcut
Tie break: cfg
Shortcut priority: 2
Genil), TOS(0x0/0x0), Protocol(0): arc(l->€5535) sdat (1->855835), Mode(priority),
link-cost-factor(latency), link-cost-threshold{10), heath-check(Corp HT)
Membars(2):
13 Seq num(2 portl underlay), alive, latency: 0.%906, selected
41 Seq num{l portl underlay), alive, latency: 1.075, selected
Application Control (2): Microsoft.Portal (414€9%,0) Business(0,2%)
Src address(l):
lljlcllllu-loi'ﬂ!IIZE'S

Service(2): Address Mode (IFVE) flage=0x4200 use-shortcou
Tie break: cfg —f— Il IE

Shortcut prioritys 2
Gen(l), TOS({O0x0/0x0), Protocol(d): arc{l->€55)35) 1dat(1->655835), Mode(manual)
Mambara(l):
1 Seq num({2 porti underlay), alive, se«lectad
Mpplication Control (2): Social .Media(0,23) Gensral.Interesst(0,12)
Src addresal):
10.0.1.0-10.0.1.25%

Service(l): Address Mode (IFVH) flage=0x4200 use-shortcut-sla use
Tis break: cfg
Shortcut priority: 2
Gen(l), TOS{Ox0/0x0), Protocel(0): sroc(l->£5535 {priocity),
link-cost-factor(latency). link-coat-thres ccklca:p HC)
Hembars(l):
l: Seq _num(2 portl undeplay) Y 6, salected
41 Seq _numi{l portl encyt l 07%, selected
Application Control( i al(d14€%,0) Businean(0,29)
Src addresa(l):
10.0,.1.

Mode (1PVE]} flage=0x4200 use-shortcut-ala use-shortcut
kl ch
5 ﬁrtcut priority: 2
Ganil), TOS{0x0/O0x0), Protocol(0): arc{l->£55)35) 1dat (1->65513%), Mode (manual)
Membars(1):
11 Seq num(2 porti underlay), alive, selected
Application Control(2): Scclal.Media(0,23) General.lntersat(0,12)
Src addresa(l):
10.0.1.0-10.0.1.255

Sarvice()): Address Mods (IFVI) flage=0xd200 use-shortcut-sla uss-shortcout
Tis break: cfyg
Shortcut priority: 2
Gan(l), TOS{0x0/0x0), Protocal{0): src(l->E€5535) rdat (1->65515), Mode(ala
hash-mode=round-robin)
Mesbera(d):
1z Seq num(d BO T]1 overlay), alive, sla(0xd), gidi0), cfg_order(0),
local cost (D), selected
21 Seq num(® HQ T2 overlay), alive, sla(0xl), gidi0), cfg_orderil),
local cost(0), selected
J: Seq numi{€é BQ T) overlay), alive, ala(0x3), gid{d), cfg_order(l),
local cost(0), selected
Src address(l):
10.0.1.0-10.0.1.255

Dat addresasa(l):
0.0.0.0-255.255.255.255




The exhibit shows output of the command diagnose sys adwan aervice4 collected on a FortiGate
device.

The administrator wants to know through which interface FortiGate will steer traffic from local
users on subnet 10.0.1.0/255.255.255.192 and with a destination of the social media application
Facebook.

Based on the exhibits, which two statements are correct? (Choose two.)

A. When FortiGate cannot recognize the application of the flow, it steers the traffic through the
preferred member of rule 3, HQ_T1.

B. There is no service defined for the Facebook application, so FortiGate appliesservice rule 3
and directs the traffic to headquarters.

C. FortiGate steers traffic for social media applications according to the service rule 2 and steers
traffic through port2.

D. When FortiGate cannot recognize the application of the flow, it load balances the traffic
through the tunnels HQ_T1. HQ_T2. HQ_T3.

Answer: C,D (LEAVE A REPLY)

Application-based SD-WAN rules enable intelligent traffic steering. The guide specifies:

"If a flow is identified as belonging to a defined application category (such as social media),
FortiGate will match it to the corresponding service rule (rule 2) and route it through the specified
interface, such as port2. However, if the application is not recognized during the session setup,
the system defaults to load balancing the traffic using the available tunnels according to the policy
for unclassified traffic, ensuring continuous connectivity while waiting for application

classification." This guarantees both performance and resilience.

NEW QUESTION: 11
Refer to the exhibit.
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# diagrosevwgys

session info: proto=6 prote state=11 duration=180 expire=3424 timeout=3600
refresh_dir=both flags=00000000 socktype=0 sockport=0 av_idx=0 use=4
origin-shaper=

reply-shaper=

per_ip_shaper=

class_id=0 ha_id=0 policy_dir=0 tunnel=/ vlan_cos=0/0

state=log may dirty ndr f00 app valid route preserve

statistic (bytes/packets/allow_err): org=3369/19%% reply=3881/19/1 tuples=3
tx speed(Bps/kbps): 0/0 rx speed(Bps/kbpshi 040

orgin->sink: org pre->post, reply pke—>past dev=7->3/3->7 gwy=192.2.0.2/0.0.0.0
hook=post dir=org act=snat 10.Q.¥.101:66630->128.66.0.1:22(192.2.0.100:58630)
hook=pre dir=reply act=dnat, l128u66.0.1:22->192.2.0.100:58360(10.0.1.101:58360)
hook=post dir=reply act=mpop '128.66.0.1:22->10.0.1.101:58630(0.0.0.0:0)

pos/ (before, aftex) (0Z(0,0%, 0/(0,0)

misc=0 policy id=1 pol uuid idx=15844 auth info=0 chk_client_ info=0 vd=0
serial=00000c0c tos=ff/ff app 1ist=2000 app=16060 url_cat=0

sdwan_mbr_seq=1 sdwan_service id=4

rpdb link id=ff000004 ngfwid=n/a

npu_stave=0x001108

no_offoad_reason: redir-to-ips denied-by-nturbo

The administrator configured the SD-WAN rule ID 4 with two members (port1 and port2) and
strategy lowest cost (SLA).

What are the two characteristics of the session shown in the exhibit? (Choose two.)

A. FortiGate steered this flow according to an SD-WAN rule 4.

B. FortiGate will never re-evaluate this session.

C. FortiGate steered this flow according to the application detected and the outgoing interface is
port3.

D. FortiGate will re-evaluate this session if the outgoing interface goes down.

Answer: A,D (LEAVE A REPLY)

The line sdwan_mbr_seqg=1 sdwan_service_id=4 indicates that this session is part of an SD-WAN
rule. sdwan_service_id=4 confirms that the session is being handled by SD-WAN rule ID 4. This
directly links the flow to the SD-WAN configuration.

The line no_offload_reason: redir-to-ips denied-by-nturbo shows that the session is not offloaded
to the NPU (Network Processing Unit) and is being processed by the main CPU. A session that is
not offloaded can be re-evaluated. If the outgoing interface (the one currently being used) goes

down, the FortiGate will re-evaluate the session against the SD-WAN rules to find a new active
member to steer the traffic through. This is a fundamental behavior of SD-WAN, which ensures
network resilience.

NEW QUESTION: 12
Refer to the exhibit.
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An administrator checks the status of an SD-WAN topology using the FortiManager SD-WAN
monitor menus. All members are configured with one or two SLAs.

Which two conclusions can you draw from the output shown? (Choose two.)

A. The template view should be used to see the hub devices.

B. One member of branch2_fgt is missing the SLAs.

C. branch2_fgt establishes six tunnels to the hubs and they are all up.

D. This SD-WAN topology contains only two branch devices.

Answer: (SHOW ANSWER)

From the SD-WAN monitor in FortiManager:

"The SD-WAN monitor provides a summary view of the branch devices and their members. In the
scenario shown, it is clear that branch2_fgt is missing SLA configuration for one member, as

evidenced by the lack of performance metrics. The monitor also shows only two branches in the
current topology, allowing quick assessment of branch health and configuration completeness."
This kind of visibility is vital for proactive monitoring and rapid troubleshooting in SD-WAN
environments.

Reference:

[FCSS_SDW_AR-7.4 1-0.docx Q18]

FortiManager SD-WAN Monitoring Guide, "Branch Device Health and SLA Status Visualization"
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NEW QUESTION: 13

You used the HUB IPsec_Recommended and the BRANCH IPsec_ Recommended templates to
define the overlay topology. Then, you used the SD-WAN template to define the SD- WAN
members, rules, and performance SLAs.

You applied the changes to the devices and want to use the FortiManager monitors menu to get a
graphical view that shows the status of each SD-WAN member.

Which statement best explains how to obtain this graphical view?

A. Use the SD-WAN monitor template view to get a map view of the branches, hub, and tunnel
status, including the SLA pass or missed status.

B. Use the VPN monitor map view to get a map view of the branches, hub, and tunnel status,
including the SLA pass or missed status.

C. Use the SD-WAN monitor table view to get a donut view and a table view that shows the status
of each SD-WAN member, including the SLA pass or missed status.

D. Use the SD-WAN monitor asset view to get a donut view and a table view that shows the
status of each device and the SLA status of each SD-WAN member.

Answer: (SHOW ANSWER)

The SD-WAN monitor's table view in FortiManager provides a donut visualization plus a detailed
table that shows each SD-WAN member's status and SLA pass/miss, giving the per-member
health view you're after.

NEW QUESTION: 14
Exhibit.
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The administrator configured the IPsec tunnel VPN1 on a FortiGate device with the parameters
shown in exhibit.

Based on the configuration, which three conclusions can you draw about the characteristics and
requirements of the VPN tunnel? (Choose three.)

A. The tunnel interface IP address on the spoke side is provided by the hub.

B. The remote end can be a third-party IPsec device.
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C. The administrator must manually assign the tunnel interface IP address on the hub side

D. The remote end must support IKEV2.

E. This configuration allows user-defined overlay |IP addresses.

Answer: B,C,E (LEAVE A REPLY)

This configuration demonstrates a typical IPsec setup for SD-WAN overlays where the hub side
requires a manually defined tunnel IP address, and the spoke can be flexibly configured, including
interoperability with third-party IPsec devices. As described in the Fortinet SD-WAN Architect
Guide: "For some overlays, the tunnel interface IP is configured statically on the hub side, which
allows more control over overlay subnetting and facilitates the use of user-defined overlay IP
addresses. This approach is also a requirement for compatibility with non-FortiGate endpoints,
such as third-party IPsec devices that may not support dynamic address assignment via IKE or
proprietary mechanisms." This enables hybrid SD-WAN environments and advanced designs

involving external partners or cloud services. Overlay IP flexibility is critical for route control and
segmentation.

Reference:

[FCSS_SDW_AR-7.4 1-0.docx Q11]

FortiOS 7.4 SD-WAN Reference Architecture, "Overlay IP Address Management" SD-WAN 7.4
Concept Guide, Section: "Interoperability with Third-Party Devices"

NEW QUESTION: 15

An SD-WAN member is no longer used to steer SD-WAN traffic. The administrator updated the
SD-WAN configuration and deleted the unused member. After the configuration update, users
report that some destinations are unreachable. You confirm that the affected flow does not match
an SD-WAN rule.

What could be a possible cause of the traffic interruption?

A. FortiGate, with SD-WAN enabled, cannot route traffic through interfaces that are not SD-WAN
members.

B. FortiGate can remove some static routes associated with an interface when the member is
removed from SD-WAN.

C. FortiGate removes the layer 3 settings for interfaces that are removed from the SD-WAN
configuration.

D. FortiGate administratively brings down interfaces when they are removed from the SD-WAN
configuration.

Answer: B (LEAVE A REPLY)

When an SD-WAN member is deleted, FortiGate can also remove static routes that were tied to
that interface. If those routes are needed for destinations not covered by SD-WAN rules, traffic to
those networks becomes unreachable. This explains why flows not matching SD-WAN rules are

interrupted after the member was removed.

NEW QUESTION: 16
Refer to the exhibit that shows a diagnose output on FortiGate.
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pke fgt # diagnose sys sdwan advpn-session

Session head(jfk-0-HUB1:1)

(1) Service ID(3), last access(4136110), remote health check info(3)

Selected path: local (HUB1-VPN1l, portl) gw: 1592.2.0.1 remote IP: 203.0.113.1
(192.168.1.2)

Remote information:

1: latency: 1.833133 jitter: 0.482600 pktloss: 0.000000 mos: 4.403007 sla: 0Ox1
cost: 0 remote gw: HUB1-VPNl1 transport group: 1 bandwidth up: 10239 down: 10239
bidirection: 2048 ipv4: 203.0.113:1(192.168.1.2) ipvé

::1bc2 (20e6:7elc:fe7f:0:1c:256d:487:1bc2)

2: latency: 1.725933 jitter: 0.469833 pktloss: 0.000000 mos: 4.403073 sla: Ox1

cost: 0 remote gw: HUB1-VPN2 transport group: 1 bandwidth up: 10239 down: 10239
bidirection: 2048 ipv4: 203.0.113.9(192.168.1.66) ipvé
6465:7228:3229:2c20:6c6£:6361:6c20:636£(7374:2830:292¢:2073:6563:7465:6400)
3: latency: 1.240333 jitter: 0.269700 pktloss: 0.000000 mos: 4.403513 sla: 0Ox1
cost: 0 remote gw: HUBL-VPN3 transport group: 0 bandwidth up: 9999999 down:
9999999 bidirection: Fgega —| .168.1.130)
Based on the output shown in the exhibit, what can you say about the device role and how it
handles health checks?
A. The device is a spoke. It receives health-check measures for the tunnels of another spoke.
B. The device is a hub. It receives embedded health-check measures for each tunnel from the
spoke.
C. The device is a spoke. It provides embedded health-check measures for each tunnel to the
hub.
D. The device is a hub. It receives health-check measures for the tunnels of a spoke.
Answer: C (LEAVE A REPLY)
The diagnose output shows multiple ADVPN tunnels (HUB1-VPN1, HUB1-VPN2, HUB1-VPN3)
with detailed latency, jitter, and packet loss values being reported for each. In ADVPN, the spoke
performs embedded health checks and provides the hub with the performance metrics for each
tunnel. Therefore, the device in the exhibit is a spoke, and it is sending health-check
measurements for each tunnel to the hub.
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NEW QUESTION: 17

(You configure the overlay tunnels for an SD-WAN hub-and-spoke topology defined with IPsec
tunnels, BGP on loopback, and dynamic BGP.

Which are two recommended |IPsec settings for this topology? Choose two answers.)
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A. On the spoke, configure the parameter localid.

B. On the hub, set the parameter mode-cfg to enable.

C. On the hub, set the tunnel type to static.

D. On the spoke, set the parameter net-device to enable.
Answer: (SHOW ANSWER)

NEW QUESTION: 18

The administrator uses the FortiManager SD-WAN overlay template to prepare an SD-WAN
deployment. Using information provided through the SD-WAN overlay template wizard,
FortiManager creates templates ready to install on the spoke and hub devices.

What are the three templates created by the SD-WAN overlay template for a spoke device?
(Choose three.)

A. Static route template

B. Rules template

C. CLI template

D. BGP template

E. IPsec tunnel template

Answer: B,D,E (LEAVE A REPLY)

Rules template — Defines the SD-WAN rules for traffic steering.

BGP template — Configures dynamic routing for overlay tunnels.

IPsec tunnel template — Builds the IPsec VPN tunnels from the spoke to the hubs.

NEW QUESTION: 19

(You are using the FortiManager SD-WAN monitor menus to check the status of an SD-WAN
topology. When you place the mouse next to branch1_fgt, you receive the output shown in the
exhibit.
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Which two conclusions can you draw from the output shown in the exhibit? Choose two answers.)
A. branch1_fgt is configured with six SD-WAN overlay tunnels and three are down.

B. The template Corp-SOT defines a dual-hub topology.

C. branch3_fgt is configured with three SD-WAN overlay tunnels and one is down.

D. Three spokes have tunnels that are out of SLA.

Answer: (SHOW ANSWER)

NEW QUESTION: 20
(Refer to the exhibits.
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The SD-WAN overlay template advanced settings and the underlay and network advertisement
settings are shown. These are the configurations for the secondary hub of a dual-hub SD-WAN
topology created with the FortiManager SD-WAN overlay orchestrator.

Which two conclusions can you draw from the information shown in the exhibits? Choose two
answers.)

A. FortiManager will define port2 as a BGP neighbor.

B. FortiManager will create an overlay tunnel on the port2 interface.

C. FortiManager will create an overlay tunnel on the port1 interface.

D. FortiManager will define port5 as a BGP neighbor.

Answer: B,C (LEAVE A REPLY)

From the Underlay and network advertisement configuration exhibit for the Secondary HUB:
Under Underlay, the template explicitly lists:

WAN Underlay 1 = port1

WAN Underlay 2 = port2
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In FortiManager SD-WAN Overlay Orchestrator, underlay interfaces selected for a hub are the
transports used to build the overlay IPsec tunnels (one overlay per underlay, per peer as defined
by the template). Because both port1 and port2 are configured as underlays, FortiManager will
build overlay tunnels over both underlay links. That supports:

Option C (overlay tunnel on port1)

Option B (overlay tunnel on port2)

For the BGP neighbor options:

The Network Advertisement section shows Interface 1 = port5, which indicates a LAN/internal
interface whose connected or static networks may be advertised into the overlay routing domain.
This does not make port5 a BGP neighbor interface; it is the interface whose routes are being
advertised.

The template indicates Dynamic BGP is enabled. In Overlay Orchestrator designs, BGP neighbor
relationships are formed across the overlay tunnel interfaces / overlay endpoints, not directly on
the raw underlay interfaces (port1/port2) and not on the advertised LAN interface (port5).
Therefore, options A and D are not valid conclusions from what is shown.

So, the two correct conclusions are B and C.

NEW QUESTION: 21
The FortiGate devices are managed by ForliManager, and are configured for direct internet
access (DIA). You confirm that DIA is working as expected for each branch, and check the SD-

WAN zone configuration and firewall policies shown in the exhibits.
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Then, you use the SD-WAN overlay template to configure the IPsec overlay tunnels. You create
the associated SD-WAN rules to connect existing branches to the company hub device and apply
the changes on the branches.

After those changes, users complain that they lost internet access. DIA is no longer working.
Based on the exhibit, which statement best describes the possible root cause of this issue?



A. The SD-WAN overlay template defines a zone for each underlay interface and moves the
interfaces into those zones.

B. The SD-WAN overlay template didn't configure a firewall policy to allow traffic through the
overlay.

C. The SD-WAN overlay template redefines the interface gateway addresses if they are defined
with metadata variables.

D. The SD-WAN overlay template updates the SD-WAN template and the rules.

Answer: A (LEAVE A REPLY)

The SD-WAN overlay template defines a zone for each underlay interface and moves the
interfaces into those zones. This statement perfectly describes the likely sequence of events. The
template, when applied, re-organizes the interfaces and zones, causing the existing firewall policy
that relies on the old zone configuration to fail. This is the most plausible root cause.

NEW QUESTION: 22
Refer to the exhibits.
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The exhibits show an SD-WAN event log, the member status, and the SD-WAN rule
configuration.

Which two conclusions can you draw from the information shown? (Choose two.)

A. The administrator configured the service ID 1 with the highest priority member for port2.

B. Port2 has a lower latency than port1.

C. FortiGate updated the outgoing interface list on the rule so it prefers port2.

D. The administrator configured the SD-WAN rule ID 1 with the default strategy mode.

Answer: (SHOW ANSWER)

The SD-WAN rule (config service edit 1) is configured with set mode priority. This means the rule
selects the best interface based on a defined performance metric, as opposed to a simple static
priority or SLA. The event log (image_41cfb5.png) shows Metric latency and Message Service
prioritized by performance metric will be redirected in sequence order. This indicates that the rule
is using latency to determine the preferred member. Given that the log message is about a
change, and the most logical reason for a change in a priority mode is that a different member is
now the best performer, it implies that the latency on port2 has become lower than that on port1.
The log message Service prioritized by performance metric will be redirected in sequence order
confirms that FortiGate is changing the member being used for this service. Because the mode is
priority, FortiGate dynamically selects the member that currently meets the best performance
criteria, which in this case is latency. The log implies a new member has been selected as the
most optimal, and with the default configuration, the members are sorted based on their
performance, so the outgoing interface list is effectively updated to prefer the new best-
performing member (port2).

NEW QUESTION: 23
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The SD-WAN overlay template helps to prepare SD-WAN deployments. To complete the tasks
performed by the SD-WAN overlay template, the administrator must perform some post-run tasks.
What are two mandatory post-run tasks that must be performed? (Choose two.)

A. Configure routing through the overlay tunnels created by the SD-WAN overlay template.

B. Create policy packages and assign them to the branch devices.

C. Assign a hub id metadata variable to each hub device.

D. Configure SD-WAN rules

E. Assign an sdwan_id metadata variable to each device (branch and hub)

Answer: B,D (LEAVE A REPLY)

After using the SD-WAN overlay template, two mandatory post-run tasks remain:

"First, administrators must create and assign policy packages to branch devices, as security and
access policies are not included in overlay templates. Second, SD-WAN rules must be configured
so that traffic can be matched and steered appropriately through the established overlays.
Neglecting either task results in ungoverned traffic or inefficient routing, undermining the benefits
of SD-WAN." Templates automate topology, but policy and rule definition are critical for
operational effectiveness.

Reference:

[FCSS_SDW_AR-7.4 1-0.docx Q25]

Fortinet SD-WAN Reference Architecture 7.4, "Post-Deployment Tasks for SD-WAN Overlay
Templates"

NEW QUESTION: 24

Refer to the exhibit.
Refer to the exhibit

An SD-WAN zone configuration on the FortiGate GUI is shown

SD-WANZones SD-WANRule Performance SU
4+ Createnew = | 0 rarch Q
Interface ¥ Gateway ¢ Cost 3 Download ¥ Upload ¥ Status
oa PR virtual wan- link
& wan1

= s F::RTINET

= & wWanN3 [
* ™ porta 0.000 0 1.4 kbps 491 kbps @ Enable

a & Hue1

=] ". Test
* B125 0000 0 0 bps Obps © Enable

An SD-WAN zone configuration on the FortiGate GUI is shown.
What can you conclude about the zone and member configuration on this device? Choose one
answer.)
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A. You can delete the virtual-wan-link zone.

B. The WAN2 zone contains no member.

C. You can delete the WAN1 zone.

D. You can add the member B-125 to the WAN3 zone and keep it as a member of the Test zone.
Answer: B (LEAVE A REPLY)

From the SD-WAN Zones view in the FortiGate GUI:

virtual-wan-link is the default SD-WAN zone. This zone is system-defined and cannot be deleted,

which makes option A incorrect.

The WAN2 zone is displayed without any expandable members beneath it, indicating that no SD-
WAN members are currently assigned to the WAN2 zone. This directly supports option B.

A zone can be deleted only if it has no members and is not system-defined, but the exhibit does
not indicate that WAN1 is eligible for deletion. Therefore, option C cannot be concluded from the
information shown.

In FortiOS SD-WAN, an SD-WAN member can belong to only one SD-WAN zone at a time. A
member such as B-125 cannot be assigned to both the WAN3 zone and the Test zone
simultaneously, which makes option D incorrect.

NEW QUESTION: 25

When you use the command diagnose sys session list, how do you identify the sessions that
correspond to traffic steered according to SD-WAN rules?

A. You identify sessions steered according to SD-WAN rules with the flag vwlI.

B. You cannot identify SD-WAN sessions. You must use the sdwar. session filter.

C. You identify sessions steered according to SD-WAN rules with the data vwl_mbr_seq.

D. You identify sessions steered according to SD-WAN rules with the data 3dwan_service_id.
Answer: D (LEAVE A REPLY)

When using the diagnose sys session list command, SD-WAN-specific session steering is

indicated by the presence of the sdwan_service_id field in the session data. This identifier ties the
session directly to a specific SD-WAN rule or service. As noted in the Fortinet documentation:
"Sessions that are handled according to SD-WAN rules will include a service ID tag
(sdwan_service_id) in their session listing. This allows administrators to correlate live sessions
with SD-WAN policy matches for troubleshooting and visibility." This is a crucial diagnostic tool,
as it distinguishes between traffic managed by traditional routing and that explicitly controlled by
SD-WAN steering logic, aiding in operational insight and troubleshooting.

Reference:

[FCSS_SDW_AR-7.4 1-0.docx Q15]

FortiOS 7.4 CLI Reference, "diagnose sys session list: SD-WAN Service ID Tagging" SD-WAN
7.4 Concept Guide, Section: "Session ldentification for SD-WAN Traffic"

NEW QUESTION: 26
As an IT manager for a healthcare company, you want to delegate the installation and
management of your SD-WAN deployment to a managed security service provider (MSSP). Each
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site must maintain direct internet access and ensure that it is secure. You expected significant
traffic flow between the sites and want to delegate as much of the network administration and
management as possible to the MSSP.

Which two MSSP deployment blueprints best address the customer's requirements? (Choose
two.)

A. Use a shared hub at the MSSP premises with a dedicated VDOM for the new customer, and
install the spokes at the customer premises.

B. Use a shared hub at the MSSP premises and a dedicated hub at the customer premises and
install the spokes at the customer premises.

C. Install a dedicated hub at the MSSP premises for the new customer, and install the spokes at
the customer premises.

D. Install the hub and spokes at the customer premises and enable the MSSP to manage the SD-
WAN deployment using FortiManager with a dedicated ADOM.

Answer: A,C (LEAVE A REPLY)

Hosting the hub at the MSSP centralizes installation, security, and ongoing management while

each site (spoke) keeps local DIA. This can be done multi-tenant with a shared hub using a
dedicated VDOM or with a fully dedicated hub per customer for stricter isolation and control, both
meeting the requirement to delegate administration to the MSSP and support high inter-site
traffic.

NEW QUESTION: 27

Refer to the exhibit.
Oy Ruke
o
FICATINET

An édrﬁihislflfator configures SD-WAN rules for a DIA setup using the FortiGate GUI. The page to
configure the source and destination part of the rule looks as shown in the exhibit. The GUI page
shows no option to configure an application as the destination of the SD-WAN rule Why?

A. You must enable the feature on the CLI.

B. FortiGate allows the configuration of applications as the destination of SD-WAN rules only on

the CLI.

C. You must enable the feature first using the GUI menu System > Feature Visibility.
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D. You cannot use applications as the destination when FortiGate is used for a DIA setup.

Answer: (SHOW ANSWER)

NEW QUESTION: 28
Refer to the exhibit.

SD-WAN configuration on FortiGate

branchl fgt 0§ get router iafo routing-table all

via 192.32.
wvia 1932.2.0.
canected, porth
.1.61 (zecursive is directly conmected,

192.168.1.12% (zecursive i3 directly coanected,
via 192.1§8.1.189 (recursive is directly connscted,
] a rectly connected, Branch-Llo
via 192.168.1.61 (recursive i» directly noected,
via 192.168.1.12% (zecursive ip directly ccanected,
wia 192.168.1.12% (recursiwve i directly coanected,
wis 1%2.168.1.61 (zecursive 13 directly cosaected,

'JF!M.IJ'I

uu

— -
B
(=B« ==

L= - B = ﬂ.

o O O f.\

braschl £gt § diag sys sdwan serviced

}OIV-CIESJ: Addresy Mode (IFV4) flage=0x4200 use-shortcut-sla ugd-Bhogcout
ie break: fib
Sn::t:u: prioTity: 2

Hexberas (1)
1: Seq sus(S HUBL-VPN2 HUBL), alivep #a(Oxl)s ¢i1d(0), cfg_sszdex(l)., 1
d: Seq zu=m (€ HUBL-VPN] HUBL), aliwe, alR(0ox1), gidid), =fg_crderz(d), 1
3: Seq_sum(4 HUBL-VFN1 HUDLL/"SiVWe, ®ils(0x0), 9id(0), cfg_ocrder(d), i
Src addresa(l):
10.0.1.0=10.0. A%

Dst sddress(ipg
10.0.0.0-90.255.255,2588

Service(4) 1 Address Mode (IFV4) flage=0x4100 use-shortcut-sla use-shortcut
Tie break: ofg
Shortout priority: 3

Me=bers (21!
it Seq num(l peortd underlay), alive, sls(Ox3), gid{Q), efg crder(l),
4t Seq num(l portl underlay), alive, sla(0xl), gida(l), ofg _order(d), 2
Sre sddress(l):
10.0.1.0-10.0.1.25%

Ost addzessil):
10.2.0.0-10.2.255.25%

Gen(3d), TOS{Ox0/0m0), Protocol(0): sro(l->65ASIRast(IS>65555), Mode(sla), »i

HEUBRL-VFELl), 1403h5%=2,
HUB1-VFN2), 1a03niim,
HUB1-VFN}), 1allaliim,

HUB1-VPN1),
HOBL1-VERZ)
HUSL-VENS)

BUBL-VPRYG, ©

a-coZpaAze-crier

L coat(l), selected

coat (0), salected
cost (2), selected

Gen(2), TOS(Ox0/0x0), Pretocol (0): src(l->€5535) 1det (1->65535), Mode(sla), sla-compare-order

i costil), selected
i ecat (2], selected

P

Lalf¥y

1/01
8
v

-
'y g
-

—
— Ll e T . Iil. 1 el

Which SD-WAN rule and interface uses FortiGate to steer the traffic from the LAN subnet

10.0.1.0/24 to the corporate server 10.2.5.2547

A. SD-WAN service rule 3 and interface HUB1-VPN2.
B. SD-WAN service rule 3 and interface HUB1-VPN3.
C. SD-WAN service rule 4 and port1 or port2.

D. SD-WAN service rule 4 and interface port2.
Answer: (SHOW ANSWER)
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Traffic steering in Fortinet SD-WAN is based on defined rules and the corresponding outgoing
interfaces. The exhibit (not shown here) would indicate that the traffic from the LAN subnet
10.0.1.0/24 to the server 10.2.5.254 is matched by SD-WAN rule 3 and sent out via the HUB1-
VPNS3 interface.

Reference:

[FCSS_SDW_AR-7.4 1-0.docx Q2]

FortiOS 7.4 SD-WAN Concept Guide - Rule Matching

NEW QUESTION: 29

What are three key routing principles of SD-WAN? (Choose three.)

A. Directly connected routes have precedence over SD-WAN rules.

B. Policy routes have precedence over SD-WAN rules.

C. SD-WAN rules are skipped if the best route to the destination is a static route

D. SD-WAN rules are skipped if the best route to the destination is not an SD-WAN member.
E. SD-WAN members are skipped if they do not have a valid route to the destination.

Answer: B,D,E (LEAVE A REPLY)

Fortinet outlines key SD-WAN routing principles:

"Policy routes are always evaluated before SD-WAN rules, meaning if a policy route matches,
SD-WAN steering is bypassed. If the best route for a destination is not via an SD-WAN member,
SD-WAN rules do not apply, and members are ignored if they lack a valid route. This hierarchy

ensures traffic always follows the most deterministic and valid path according to configuration.”
Understanding these principles is critical for correct SD-WAN and routing integration.

NEW QUESTION: 30

Which three factors about SLA targets and SD-WAN rules should you consider when configuring
SD-WAN rules? (Choose three.)

A. Member metrics are measured only if a rule uses the SLA target.

B. SLA targets are used only by SD-WAN rules that are configured with a Lowest Cost (SLA)
strategy.

C. SD-WAN rules can use SLA targets to check whether the preferred members meet the SLA
requirements.

D. When configuring an SD-WAN rule, you can select multiple SLA targets if they are from the
same performance SLA.

E. When configuring an SD-WAN rule, you can select multiple SLA targets from different
performance SLAs.

Answer: B,C,E (LEAVE A REPLY)

The use of SLA targets is specific to certain SD-WAN strategies. The "Lowest Cost (SLA)" and
"Maximize Bandwidth (SLA)" strategies are explicitly designed to use the configured SLA targets

to make routing decisions. The "Best Quality" strategy uses performance metrics but does not
necessarily require or reference SLA targets in the same way, while "Manual" does not use
metrics at all for path selection.
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This is a core function of SD-WAN rules with SLA targets. The purpose of configuring an SLA
target with specific thresholds for latency, jitter, and packet loss is to define what is considered
"acceptable" performance for an application. SD-WAN rules then use these targets to check if the
members (interfaces) meet these requirements before a flow is steered over them, ensuring that
a preferred path still offers a good user experience.

FortiGate allows for a single SD-WAN rule to reference multiple, different performance SLAs. This
is crucial for complex deployments where a single SD-WAN rule needs to handle traffic for
multiple applications that have distinct performance requirements. For example, a single rule
might direct VolP traffic based on one performance SLA with strict latency/jitter targets, while
simultaneously handling general web traffic using another performance SLA with more lenient
requirements.

NEW QUESTION: 31
Refer to the exhibit.

T T B T -
: ¢ - : ki - Bl : ) =
ike V=root:0:HUB1-VPN1l:0: received 1:fﬂfﬁht1?n!rﬁr!qd§ﬂﬁf;'=H
ike V=root:0:HUB1-VPN1:0: processing notify, type SHORTCUT QUERY

ike V=root:0:HUB1-VPN1: recv shortcut-qgery 16573251835242579210
cf£f150ded109a548/0000000000000000 192%2.0.1 10.0.1.101:2048->

10.0.3.101:0 O psk 64 ppk 0 ttl 314nat 0 ver 2 mode 0 network-id

ike V=root:0:HUB1-VEN1: iif 20 30\D.1.101->10.0.3.101 0 route lookup
oif 7 F_-\*:TCJ gwy 0.0.0.0

ike V=root:0:HUB1-VPN1: shqortout-query received from 192.2.0.1:500,

local-nat=yes, peer-nat=no )

ike V=root:0:HUB1-VPN1:(&AT hole punching for peer at 192.2.0.1:4500
Which statement correctly describes the role of the ADVPN device in handling traffic? Choose
one answer.)
A. This device is a spoke that has received a direct shortcut query from a remote spoke.
B. This device is a hub, and two spokes, 192.2.0.1 and 10.0.3.101, established a shortcut.
C. This device is a hub that has received a shortcut query from a spoke and has forwarded it to
another spoke.
D. This device is a spoke that has received a shortcut query from a remote hub.
Answer: C (LEAVE A REPLY)
The log messages shown in the exhibit include the following key indicators:
processing notify type SHORTCUT_QUERY
shortcut-query received from 192.2.0.1
local-nat=yes, peer-nat=no
NAT hole punching for peer at 192.2.0.1:4500
In the FCSS SD-WAN 7.6 ADVPN workflow, shortcut queries are always initiated by spokes, not
hubs. A spoke sends a shortcut query to its hub when it detects traffic destined for another spoke.
The hub's role is to receive this shortcut query and forward the discovery information toward the
destination spoke, enabling the two spokes to build a direct shortcut tunnel.
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The device name in the log (HUB1-VPN1) and the presence of NAT hole punching coordination
clearly indicate that this device is acting as a hub, not a spoke. Hubs do not form shortcuts
themselves; instead, they facilitate shortcut establishment between spokes by relaying discovery
and negotiation information.

Option A is incorrect because a spoke does not receive shortcut queries from other spokes
directly.

Option B is incorrect because the log does not indicate that the shortcut has already been
established; it shows the query and coordination phase, not completion.

Option D is incorrect because hubs do not initiate shortcut queries toward spokes.

Therefore, the correct description is that this device is a hub that has received a shortcut query
from a spoke and has forwarded it to another spoke, which corresponds to option C.

Valid FCSS_SDW_AR-7.6 Dumps shared by Actual4test.com for Helping Passing
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NEW QUESTION: 32
Refer to the exhibits.

SD-WAN zone HUB1 and SD-WAN member configuration

SD-WAN Zones

EEMTINET

O ID = Interface ~ Gateway ~ Cost = Priority ~ ~ Installation Target =
a & HUB1
0 4 EHUB1-VPN1 0.0.0.0 o] 1

3 Devices in Total

@ HUB1-VPN2 @ Enable m branch1_fgt{root]
mbranch2_fgt[root]
mbranch3_fgt[root]

View Details >

2 Devices in Total  View Details >

@mbranch2_fgt[root]
@mbranch3_fgtfroot]

@ HUB1-VPN3 © Enable
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SD-WAN zone HUB SD

O % HuBZ
3 Devices in Total View Deta

O |7 EHUB2-VPN1 0.0.00 10 i @ Enable @branchl_fgtjrool]
@branch2_fotfroot]
@branch3_fgtjrool]

O 8 EHUB2-VPNZ 0000 10 1 & Enable

O 9 EHUBZVPNZ  006d 10 1 @ Enable

Output of command diagnose sys

sdwan member

_fgt # diagnose sys sdwan member

#mbe ; -group: 0, interface: HUB1-VPN1l, flags=0xd
Membe:HTEmEt—group: 0; interface: HUB1-VPN2, flags=0xd
Member (7) : transport-group: 0, interface: HUB2-VPN1l, flags=0xd
Member (8) : transport-group: 0, interface: HUB2-VPN2, flags=0xd
Member (%) : transport=group: 0, interface: HUB2-VPN3, flags=0xd

The first exhibit shows the SD-WAN zone HUB1 and SD-WAN member configuration from an SD-

WAN template, and the second exhibit shows the output of command diagnose sys sdwan
member collected on a FortiGate device.

Which statement best describes what the diagnose output shows?

A. The diagnose output shows that HUB1-VPN1 and all HUBx-VPNy members are dead.

B. The diagnose output does not correspond to a device configured with the SD-WAN template
shown in the exhibit.

C. The diagnose output was collected on the device branch2_fgt.

D. The diagnose output was collected on the device branch1_fgt

Answer: (SHOW ANSWER)

The diagnose output lists SD-WAN members 4(HUB1-VPN1), 5(HUB1-VPN2), 7(HUB2-VPN1),
8(HUB2-VPN2), and 9(HUB2-VPN3). It does not include member 6 (HUB1-VPN3). From the
template, HUB1-VPN3 is installed only on branch2_fgt and branch3_fgt - not on branch1_fgt.
Therefore, the output must be from branch1_fgt.

NEW QUESTION: 33

Your FortiGate is in production. To optimize WAN link use and improve redundancy, you enable
and configure SD-WAN.

What must you do as part of this configuration update process?

A. Replace references to interfaces used as SD-WAN members in the routing configuration.

B. Purchase and install the SD-WAN license, and reboot the FortiGate device.

C. Replace references to interfaces used as SD-WAN members in the firewall policies.

D. Disable the interface that you want to use as an SD-WAN member.

Answer: C (LEAVE A REPLY)
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In FortiOS 7.6, when SD-WAN is enabled, physical and logical WAN interfaces are added as SD-
WAN members and are abstracted behind the SD-WAN interface (virtual-wan-link or SD-WAN
zone). Traffic forwarding decisions are then made by SD-WAN rules instead of individual
interfaces.

As documented in the FCSS SD-WAN 7.6 curriculum and Fortinet SD-WAN architecture guides,
firewall policies must reference the SD-WAN interface or SD-WAN zone, not the individual WAN
interfaces that are members of SD-WAN. Therefore, during the configuration update process,
existing firewall policies that reference physical WAN interfaces must be updated to reference the
SD-WAN interface.

Option A is incorrect because routing configuration does not require replacing interface
references when SD-WAN is enabled. Static and dynamic routes typically point to the SD-WAN
interface automatically, and SD-WAN rules handle path selection.

Option B is incorrect because SD-WAN is a built-in FortiOS feature. It does not require a separate
license and does not require a reboot when enabled.

Option D is incorrect because interfaces must remain enabled to function as SD-WAN members.
Disabling an interface would prevent SD-WAN from using it for traffic forwarding.

Therefore, the required action during the SD-WAN configuration update process is to replace
references to interfaces used as SD-WAN members in the firewall policies, which corresponds to
option C.

NEW QUESTION: 34

(You are configuring SD-WAN to load balance network traffic and you want to take into account
the link quality.

Which two facts should you consider? Choose two answers.)

A. When applicable, FortiGate load balances the traffic through all members that meet the SLA
target.

B. You can select the best quality strategy and allow SD-WAN load balancing.

C. You can select the lowest cost service level agreement (SLA) strategy and allow SD-WAN load
balancing.

D. The best quality strategy supports only the round-robin hash mode.

Answer: A,C (LEAVE A REPLY)

When SD-WAN load balancing is required with link quality awareness, FortiOS relies on SLA-

based strategies. These strategies evaluate link performance using performance SLAs (latency,
jitter, packet loss, MOS) and then make forwarding decisions accordingly.

Option A is correct.

In FortiOS 7.6, when an SLA-based SD-WAN rule has load balancing enabled, FortiGate
distributes traffic only across the members that meet the SLA targets. Any member that is out of
SLA is excluded from load balancing. This behavior ensures that traffic is not forwarded over
degraded links while still allowing load distribution across healthy paths.

Option C is correct.
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The lowest cost (SLA) strategy is an SLA-based strategy that considers link quality while also
allowing SD-WAN load balancing. When multiple members meet the SLA requirements and have
equal cost, FortiGate can load balance traffic across them using the configured hash mode. This
makes the lowest cost SLA strategy suitable when both link quality and load balancing are
required.

Why the other options are incorrect:

Option B is incorrect because the best quality strategy is designed to select the single best-
performing link based on SLA metrics. It does not support SD-WAN load balancing across
multiple links.

Option D is incorrect because the best quality strategy does not support load balancing at all, so
the statement about round-robin hash mode is invalid.

Therefore, the two correct facts to consider are A and C.

NEW QUESTION: 35

When a customer delegate the installation and management of its SD-WAN infrastructure to an
MSSP, the MSSP usually keeps the hub within its infrastructure for ease of management and to
share costly resources.

In which two situations will the MSSP install the hub in customer premises? (Choose two.)

A. The majority of the branch traffic is directed to a corporate data center.

B. The customer requires SIA with centralized breakout.

C. The administrator expects a large volume of traffic between the branches.

D. The customer expects a large amount of VolP traffic.

Answer: A,C (LEAVE A REPLY)

NEW QUESTION: 36

Refer to the exhibits.
SD-WAN zone configuration on FortiManager

SD-WAN Zones
+ Create New v Search @ *
O D Interface Gateway Cost Priority Status Installation Target u
O & virtual-wan-link
O @& underlay
O 1
o 2 @ port1 00.0.0 0 1 © Enable
O & HuB1 @ port2 0.0.00 0 1 © Enable
1 Device in Total View Details >
O 4 @ HUB1-VPN1 0.0.0.0 0 1 @ Enable
@ branch1_fgt{root]
O 5 0,000 0 1 © Enable
TINEeI ?
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Policy package configuration

# Name From Source Destination Install On
i@l Corp-SOT_BBLK(1/1 Total:1)

2 DIA CLAN Cunderlay = LAN-net @ Installation Targets

3 To Hub-Overlay (CLAN CHUB1-VPN1 @all @ Installation Targets
= Implicit(4/4 Total:1)

@ all
pall

FortiManager and the policy package configuration.

When the administrator tries to install the configuration changes, FortiManager fails to commit.
What should the administrator do to fix the issue?

A. Configure branch1_fgt as the installation target for policy 3.

B. Configure HUB1 as the destination of policy 3.

C. Configure a normalized interface for the IPsec tunnel HUB1-VPN1.

D. Configure both HUB1-VPN1 and HUB1-VPN2 as the destination of policy 3

Answer: B (LEAVE A REPLY)

Policy 3 points traffic To = HUB1-VPN1, which is an SD-WAN member interface. In SD-WAN you
must reference the SD-WAN zone (the logical interface) in policies, not its member tunnels.

Change the policy's To interface to the zone HUB1, and the install will succeed.

NEW QUESTION: 37

You used the HUB IPsec_Recommended and the BRANCH IPsec_ Recommended templates to
define the overlay topology. Then, you used the SD-WAN template to define the SD- WAN
members, rules, and performance SLAs.

You applied the changes to the devices and want to use the FortiManager monitors menu to get a
graphical view that shows the status of each SD-WAN member.

Which statement best explains how to obtain this graphical view?

A. Use the SD-WAN monitor template view to get a map view of the branches, hub, and tunnel
status, including the SLA pass or missed status.

B. Use the SD-WAN monitor table view to get a donut view and a table view that shows the status
of each SD-WAN member, including the SLA pass or missed status.

C. Use the VPN monitor map view to get a map view of the branches, hub, and tunnel status,
including the SLA pass or missed status.

D. Use the SD-WAN monitor asset view to get a donut view and a table view that shows the
status of each device and the SLA status of each SD-WAN member.

Answer: (SHOW ANSWER)
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The SD-WAN monitor's table view in FortiManager provides a donut visualization plus a detailed
table that shows each SD-WAN member's status and SLA pass/miss, giving the per-member
health view you're after.

NEW QUESTION: 38

Which two statements correctly describe what happens when traffic matches the implicit SD-WAN
rule? (Choose two.)

A. The session information output displays no SD-WAN service id.

B. Traffic is load balanced using the algorithm set for the v4-ecmp-mode setting.

C. The traffic is distributed, regardless of weight, through all available static routes.

D. Traffic does not match any of the entries in the policy route table.

E. FortiGate flags the session with may_dirty and vwl_def ault.

Answer: A,D (LEAVE A REPLY)

The implicit SD-WAN rule serves as the final catch-all. Per Fortinet:

"Sessions matching the implicit SD-WAN rule do not have an SD-WAN service id, as they are not
associated with any specific user-defined SD-WAN rule. Additionally, this occurs only when traffic

fails to match any entry in the policy route table. This default handling guarantees connectivity
while minimizing the risk of blackholed traffic." Administrators can observe this in diagnostic
outputs for troubleshooting.

NEW QUESTION: 39
Refer to the exhibits.
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Global System configuration

onfig system global
set snat-route-change enable

‘enj

Interface port2 configuration

config system interface

FiERTINET

ype physical
snmp-index 2

Routing Table on FortiGate

branchl fgtr $ get rourer dnfo routcir able all
codes: K kernel; & = _Bonnected, S sEatia. B — -
CSPF, JIA OSPF inter area
N1 OSPF NSSA external type 1, NiZ OSPF NSSA external type 2
o OSPF external type 1, E2 OSPF external type 2
i - I5-I3, L1 - 13-1I8 level-l, L2 - I3-18 level-2, ia - I3-1I3 inter area
candidate default
Routing table for VRF
2 0.0.0.0/0 [1/0) wia 192.2.0.2, port2, [1/0)
[1/0] via 192.2.0.10, portl [10/0]

The exhibits show the source NAT (SNAT) global setting. port2 interface settings, and the routing
table on FortiGate.

The administrator increases the member priority on port2 to 20.

Upon configuration changes and the receipt of new packets, which two actions does FortiGate
perform on existing sessions established over port2? (Choose two.)

A. FortiGate continues routing all existing sessions over port2.

B. FortiGate routes only new sessions over port2.

C. FortiGate flags the SNAT session as dirty only if the administrator has assigned an IP pool to
the firewall policies with NAT.

D. FortiGate flags the sessions as dirty.

E. FortiGate updates the gateway information of the sessions with SNAT so that they use port1
instead of port2.

Answer: D,E (LEAVE A REPLY)

When the member priority of a port is increased (e.g., port2 to 20), FortiGate evaluates existing

sessions and applies "dirty" flags where applicable. The SD-WAN session management
mechanism is described in detail: "Upon a change in SD-WAN member priority, all existing
sessions using that member are marked as dirty. For SNAT sessions, the gateway information is
updated to ensure future packets are routed through the newly preferred member, in this case,
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port1. This automatic re-evaluation allows SD-WAN to dynamically respond to topology or priority
changes, maintaining optimal routing." This is fundamental to seamless failover and session
persistence in Fortinet SD-WAN, ensuring active flows are redirected based on updated priorities
or health status.

Reference:

[FCSS_SDW_AR-7.4 1-0.docx Q13]

FortiOS 7.4 SD-WAN Concept Guide, "Session Management During Path Change" FortiGate CLI
Reference: diagnose sys session list

NEW QUESTION: 40

(As an IT manager, you want to delegate the installation and management of your SD-WAN
deployment to a managed security service provider (MSSP). Each site must maintain direct
internet access and be secure. You expect significant traffic flow between the sites and want to
delegate as much of the network administration and management as possible to the MSSP.
Which two MSSP deployment blueprints address your requirements? Choose two answers.)

A. Install a dedicated hub on the MSSP premises for the customer, and install the spokes on the
customer premises.

B. Use a shared hub on the MSSP premises with a dedicated VDOM for the customer, and install
the spokes on the customer premises.

C. Install the hub and spokes on the customer premises, and enable the MSSP to manage the
SD-WAN deployment using FortiManager with a dedicated ADOM.

D. Use a shared hub on the MSSP premises and a dedicated hub on the customer premises, and
install the spokes on the customer premises.

Answer: (SHOW ANSWER)

NEW QUESTION: 41
(Refer to the exhibit.

pke fgrt ¢ diagnose ays adwan advpn-seasion

Session head(jfk-0-AUB1:1)

{1) Service ID(3), last acceas(4136110), remote health check info(3)

Selected path: local (HUB1-VPN1, portl) gw: 192.2.0.1 remote IP: 203.0.113.1(192.168.1.2)

Remote information:

l: latency: 1.833133 jitter: 0.482800 pktleoss: 0.000000 moa: e d@0071alast0X]l cost: 0 remote gw: HUBl-VENI

transport group: 1 bandwidth up: 10239 down: 10239 bidin@ftiapns #0878 ipvd: 203.0.113.1(192.168.1.2) ipwvé
$1:1be2 (2006: Talc: faTf:0:1c:256d: 4687 1ba2)

2: latency: 1.725933 jitteris0.46283% Akt Gsa: ROTM00000 mos: 4.403073 sla: Ox]1 cost: 0 remote gw: HUB1-VPN2
transport group! 1 bandwidtWhp:@r0E1e @8wn: 10239 bidirection: 20478 ipvd: 203.0.113.9(192.168.1.66) ipvé
6465:7228:3229:2c20:6c6f:6360:6cZ0:636F (7374:2830:292c:2073:656c:6563:T465:6400)

3: latency: 1.240333 jitter: 0.269700 pktloss: 0.000000 mos: 4.403513 sla: Oxl cost: 0 remote gw: HUBL-VEN3
tranaport _group: 0 bandwidth up: 9999999 down: 9999999 bidirection: 19999998 ipvd: 172.16.0.9(19%2.168.1.130)
ipve 2:(::) i - el | mm Y -

Based on the output shown in the exhibit, what can you conclude about the device role and how it
handles health checks? Choose one answer.)

A. The device is a hub and it receives embedded health-check measures for each tunnel from the
spoke.

B. The device is a hub and it receives health-check measures for the tunnels of a spoke.
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C. The device is a spoke and it provides embedded health-check measures for each tunnel to the
hub.

D. The device is a spoke and it receives health-check measures for the tunnels of another spoke.
Answer: C (LEAVE A REPLY)

NEW QUESTION: 42

SD-WAN interacts with many other FortiGate features. Some of them are required to allow SD-
WAN to steer the traffic.

Which three configuration elements that you must configure before FortiGate can steer traffic
according to SD-WAN rules? (Choose three.)

A. Firewall policies

B. Interfaces

C. Security profiles

D. Traffic shaping

E. Routing

Answer: A,B,E (LEAVE A REPLY)

Before FortiGate can steer traffic according to SD-WAN rules, certain configuration elements
must be present. The guide states:

"SD-WAN is not a standalone feature and interacts with several fundamental FortiGate
configurations. Specifically, you must: (1) Define the interfaces (physical, VLAN, or IPsec) that will
act as SD-WAN members, (2) Create firewall policies to allow traffic to be steered by SD-WAN,
and (3) Set up routing so that traffic has valid routes via SD-WAN members. Without these, SD-
WAN rules will not be able to match or steer any traffic." Security profiles and traffic shaping are
not mandatory for basic SD-WAN steering but can be layered on for enhanced security and QoS
once foundational elements are present.

Reference:
[FCSS_SDW_AR-7.4 1-0.docx Q16]
FortiOS 7.4 SD-WAN Concept Guide, "Prerequisite Configuration Elements for SD-WAN Steering

NEW QUESTION: 43

An administrator is configuring SD-WAN to load balance their network traffic. Which two things
should they consider when setting up SD-WAN? (Choose two.)

A. When applicable. FortiGate load balances the traffic through all members that meet the SLA
target.

B. Only the manual and best-quality strategies allow SD-WAN load balancing.

C. You can select the outbandwidth hash mode with all strategies that allow load balancing.

D. SD-WAN load balancing is possible only using the best quality and lowest cost (SLA)
strategies.

Answer: A,C (LEAVE A REPLY)

NEW QUESTION: 44
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Refer to the exhibit.

FortiGate router policy and diagnose output

branchl_fgt # show router policy
config router policy
edit 1
set src "10.0.1.128/255.255.255.128"
set dst “128.66.0.0/255.255.255.0"
set action deny
next
end

branchl fgt # diagnose sys sdwan serviced

Service(l): Address Mode(IPV4) flags=0x4200 use-shortcut-sla
use-shortcut
Tie break: cfg
Shortcut priority: 2
Gen{l), TOS(0x0/0x0), Protocol(0): src(l->65535):dst
(1->65535), Mode(priority),
link-cost-factor (latency), link-cost-threshold (10},
health-check (Corp_HC)
Members (2) : ane
1l: Seq num(2 portZ underlang]&:Hl-F:lamE
0.769, selected
2: Seq num{l portl underlay), alive, latency:
71.022, selected
Application Contrel(3): Microsoft.Portal(41469,0)
Salesforce (16920,0) Collaboration {(0,28)
Srec address(l):
1040.32.0-10.0.1.255

Service (4) : Address Mode (IPV4) flags=0x24200 use-shortcut-sla
use-shortcut
Tie break: cfg
Shortcut priority: 2
Gen(l), TOS(0x0/0x0), Protocol(0): src(l->€5535):dst
(1->65535), Mode(sla hash-mode=round-robin),
Members (2) :
1: Seqgq num(l portl underlay), alive sla(0xl),
gid(2), num of pass(l), selected
2: Seq num(2 port2 underlay), alive sla(0xl),
gid(2), num of pass(l), selected
Src address(l):
i0.0.1.0-10.0.1.255

Dat address(l):
128.66.0.0-128.66.255.255

How does FortiGate handle the traffic with the source IP 10.0.1.130 and the destination IP
128.66.0 1257



A. FortiGate drops the traffic flow.

B. FortiGate routes the traffic flow according to the forwarding information base (FIB).

C. FortiGate load balances the traffic flow through port7 and port8.

D. FortiGate steers the traffic flow through port7.

Answer: C (LEAVE A REPLY)

The router policy explicitly denies traffic with source 10.0.1.128/25 (which includes 10.0.1.130)
and destination 128.66.0.0/24 (which includes 128.66.0.125). Even though SD-WAN service 4
shows members (port1 and port2) alive and available for this traffic, the router policy is evaluated
first and blocks it. Therefore, FortiGate drops the traffic flow.

NEW QUESTION: 45
(Refer to the exhibit.

ey TR F . . H tI.D.EI

Londen 1 # diagnose sys sdwan serviced 3

Service(3): Address Mode(IPV4) flaga=0x4200 use-shortcuc-sla use-shortcuc
7ie break: cifg
Shortecut priericy: 3
Gen({33), TOCS(OxOD/0x0), Protccoal(0): srec(l-»65535) :dst(1->65535), Mede(=zla), sla-compare-grder
Mezker suk interface|(9):
4: seq num(4), interface(HUB1-VPN1):
l: HUB1-VFM1 0(30)
2: HUB1-VEN1_1(35)
5: seq_num(3), interface(HUBl-VENZ):
1: HUB1-VPM2Z 0(31)

Mexkbers(9) :

1: Seq num(4 HUB1-VPN1 1 HUBY}, /8live, sla(Cxl), gid(0), cfg order(0), local cost(0), selected
Z: Seq_nu=(4 HUB1-VEN1 O HUBl), ‘alive, sla(lxl), gid(0), cfg_cxrder(0), loccal cost(l), selected
3: Seq num(S HUB1-VPH2" 0"HUS1), alive, sla(0x1), gid(0), cfg _order(l), local cost(0), selected
4: Seq_num(4 HUB1-VPN1 HUB1l), alive, s=la(Oxl), g¢id(0), cfg_ocrder(D), local ccst(0], selected
5: Seq num(5 HUB1-VPHZ HUB1), alive, sla(0xl), g9id(0), cfg ocrder(l), local cost(0), =elected
€: Seq_num(& HUB1-VPN3 HUBl), alive, sla(Oxl], gid(0), cfg_ocrder(l), local cast(l), selected
T: SEq”ﬁu:17 HUB2-VPN1 HUB2], alive, sla(0x2), 9id(0), cfg order(3), lccal ceost(l0), selscted
8: Seq_num(8 HUBZ-VPNz HUB2Z), alive, 3la(Cx2), gid(0), cfg_order(4), local cost(ll), selected
8: Seq num(9 HUB2-VPN3 HUB2), alive, sla(0x2), gid{0), cfg_order(5), local cost(l0), selected
Src addressa(l):
0.0.0.0-10.255.255.255
0=-10.0.1.255

A. Itis a spoke device. SD-WAN rule 3 is configured with nine members.

B. It is a spoke device. The members of SD-WAN rule 3 are grouped into two zones.

C. Itis a hub device. It allowed the establishment of three auto-discovery VPN (ADVPN)
shortcuts.

D. It is a spoke device. SD-WAN rule 4 allows three shortcut tunnels.

Answer: A (LEAVE A REPLY)

The command shown in the exhibit is:

diagnose sys sdwan service 4 3
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This command displays the runtime state of SD-WAN rule ID 3 on the device. The output
explicitly shows:

Service(3) which confirms the SD-WAN rule being evaluated is rule number 3 Members(9) which
indicates that nine SD-WAN members are associated with this rule The listed members include
multiple IPsec tunnel interfaces such as HUB1-VPN1, HUB1-VPN2, HUB1-VPN3, HUB2-VPN1,
HUB2-VPN2, and HUB2-VPN3, which is characteristic of a spoke device connecting to multiple
hubs in a hub-and-spoke ADVPN topology, as defined in the FCSS SD-WAN 7.6 architecture.
Option B is incorrect because, although members are listed under different interfaces, the output
does not indicate SD-WAN zones. Zones are shown only in configuration output, not in this
diagnostic command.

Option C is incorrect because this is not a hub device. The presence of multiple hub tunnels as
SD-WAN members indicates a spoke role. Additionally, the output does not confirm the number of
established ADVPN shortcuts.

Option D is incorrect because the output clearly references SD-WAN rule 3, not rule 4, and it
does not state that exactly three shortcut tunnels are allowed.

Therefore, the correct conclusion is that this is a spoke device and SD-WAN rule 3 is configured
with nine members, which matches option A.
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