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NEW QUESTION: 1

Which two agents can validate endpoint compliance transparently to the end user? (Choose two.)
A. Passive

B. Persistent

C. Mobile

D. Dissolvable

Answer: B,C (LEAVE A REPLY)

NEW QUESTION: 2

What capability do logical networks provide?

A. VLAN-based inventory reporting

B. Application of different access values from a single access policy
C. Autopopulation of device groups based on point of connection

D. Interactive topology view diagrams

Answer: B (LEAVE A REPLY)

Explanation:

NEW QUESTION: 3
View the command and output shown in the exhibit.
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>Client -mac *C4:4E:12
Found 1 matches for client
Intel Corporation

DBID = 606
MAC = 00:03:47:C4:4E:12
IP = null

Medium = null
Description = null
Status = Connected
State = Initial
Type = DynamicClient
Ident = null
UserID = null
ParentID = 576
ﬂmmrgtje fault
-—w ln ess Value = null
= null
L¢cat1¢n = Building 1 Switch SuperStack II Switch 3900-
Client Not Authenticated = false
Client needs to authenticate = false
Logged On = false
At-Risk = false
Host role = NAC-Default

VpnClient = false
What is the current state of this host?
A. At-Risk
B. Not authenticated
C. Rogue
D. Registered
Answer: (SHOW ANSWER)

NEW QUESTION: 4

Which two of the following are required for endpoint compliance monitors? (Choose two.)

A. Persistent agent

B. Logged on user

C. Security rule

D. Custom scan

Answer: A,D (LEAVE A REPLY)

DirectDefense's analysis of FireEye Endpoint attests that the products help meet the HIPAA Security Rule.
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In the menu on the left click the + sign next to Endpoint Compliance to open it.
Reference:
https://docs.fortinet.com/document/fortinac/8.5.2/administration-guide/92047/add-or-modify-a-scan

NEW QUESTION: 5

Where do you look to determine when and why the FortiNAC made an automated network access change?

A. The Event view

B. The Port Changes view

C. The Connections view

D. The Admin Auditing view

Answer: B (LEAVE A REPLY)

Reference:

Study Guide p. 356: Any time FortiNAC changes network access for an endpoint, the change is documented on the Port
Changes view. This provides an administrator with valuable information when validating control configurations and
enforcement.

NEW QUESTION: 6

Which three of the following are components of a security rule? (Choose three.)
A. Security String

B. Trigger

C. User or host profile

D. Methods

E. Action

Answer: A,C,D (LEAVE A REPLY)

NEW QUESTION: 7

When you create a user or host profile; which three criteria can you use? (Choose three.)
A. An applied access policy

B. Administrative group membership

C. Location

D. Host or user group memberships

E. Host or user attributes

Answer: C,D,E (LEAVE A REPLY)

Fortinac-admin-operations, P. 391

NEW QUESTION: 8

Which two methods can be used to gather a list of installed applications and application details from a host? (Choose two)
A. Agent technology

B. Portal page on-boarding options

C. MDM integration

D. Application layer traffic inspection


https://www.freepdfdumps.com/Fortinet.NSE6_FNC-7.2.v2024-07-28.q25.html
https://www.freepdfdumps.com/Fortinet.NSE6_FNC-7.2.v2024-07-28.q25.html
https://www.freepdfdumps.com/Fortinet.NSE6_FNC-7.2.v2024-07-28.q25.html

Answer: B,D (LEAVE A REPLY)

NEW QUESTION: 9

Where do you look to determine when and why the FortiNAC made an automated network access change?
A. The Port Changes view

B. The Admin Auditing view

C. The Connections view

D. The Event view

Answer: (SHOW ANSWER)

NEW QUESTION: 10

Which two policy types can be created on a FortiNAC Control Manager? (Choose two.)
A. Authentication

B. Endpoint Compliance

C. Network Access

D. Supplicant EasvConnect

Answer: B,C (LEAVE A REPLY)

NEW QUESTION: 11

In a wireless integration, how does FortiNAC obtain connecting MAC address information?
A. Link traps

B. MAC notification traps

C. End station traffic monitoring

D. RADIUS

Answer: B (LEAVE A REPLY)

NEW QUESTION: 12

How are logical networks assigned to endpoints?
A. Through network access policies

B. Through FortiGate IPv4 policies

C. Through device profiling rules

D. Through Layer 3 polling configurations
Answer: (SHOW ANSWER)

NEW QUESTION: 13

What causes a host's state to change to "at risk"?

A. The host has failed an endpoint compliance policy or admin scan.
B. The logged on user is not found in the Active Directory.

C. The host has been administratively disabled.

D. The host is not in the Registered Hosts group.

Answer: (SHOW ANSWER)
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Failure - Indicates that the host has failed the scan. This option can also be set manually. When the status is set to Failure the
host is marked "At Risk" for the selected scan.

Reference:

p. 244 of the Study Guide, "A state of at-risk indicates the host has failed a scan. This could be a compliance scan or an
administrative scan."

NEW QUESTION: 14
View the command and output.

R TIET
>hsIsSlaveActive Host -?EEiJAE;Qe::n:a:}
Host fortinac-primary
SQL version 5.6.31
Slave is active

What is the state of database replication?

A. Primary to secondary synchronization failed.

B. Primary to secondary database synchronization was successful.
C. Secondary to primary synchronization was successful.

D. Secondary to primary synchronization failed.

Answer: (SHOW ANSWER)

NEW QUESTION: 15

Which two of the following are required for endpoint compliance monitors? (Choose two.)
A. Security rule

B. Logged on user

C. Persistent agent

D. Custom scan

Answer: (SHOW ANSWER)

NEW QUESTION: 16

Where do you look to determine which network access policy, if any is being applied to a particular host?

A. The Policy Details view for the host

B. The Connections view

C. The Port Properties view of the hosts port

D. The Policy Logs view

Answer: A (LEAVE A REPLY)

FortiNAC p 382: "Under Network Access Settings - Policy Name - Name of the Network Access Policy that currently applies
to the host."
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NEW QUESTION: 17

Which two methods can be used to gather a list of installed applications and application details from a host? (Choose two.)
A. MDM integration

B. Application layer traffic inspection

C. Agent technology

D. Portal page on-boarding options

Answer: A,C (LEAVE A REPLY)

NEW QUESTION: 18

An administrator wants the Host At Risk event to generate an alarm. What is used to achieve this result?
A. A security trigger activity

B. An event to alarm mapping

C. An event to action mapping

D. A security filter

Answer: (SHOW ANSWER)

NEW QUESTION: 19

While troubleshooting a network connectivity issue, an administrator determines that a device was being automatically
provisioned to an incorrect VLAN.

Where would the administrator look to determine when and why FortiNAC made the network access change?

A. The Event view

B. The Admin Auditing view

C. The Port Changes view

D. The Connections view

Answer: (SHOW ANSWER)

NEW QUESTION: 20
Refer to the exhibit.
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General
User Name admin Password ereens

Enable Password

Protocol

Type SSH2 |

VLAN ID

Default 2 Dead End 112
Registration Quarantine 111
Authentication Voice

CLI Configurations
Type: @ None O Port Based O Host Based

Apply Reset

E=cRTINIET

If you are forcing the registration of unknown (rogue) hosts, and an unknown (rogue) host connects to a port on the switch,
what occurs?

A. The host is moved to VLAN 111.

B. The host is disabled.

C. No VLAN change is performed.

D. The host is moved to a default isolation VLAN.

Answer: D (LEAVE A REPLY)

NEW QUESTION: 21

Where are logical network values defined?

A. In the port properties view of each port

B. In the model configuration view of each infrastructure device
C. On the profiled devices view

D. In the security and access field of each host record
Answer: B (LEAVE A REPLY)

NEW QUESTION: 22

Which system group will force at-risk hosts into the quarantine network, based on point of connection?
A. Forced Remediation

B. Physical Address Filtering

C. Forced Isolation

D. Forced Quarantine
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Answer: C (LEAVE A REPLY)

NEW QUESTION: 23

What would happen if a port was placed in both the Forced Registration and the Forced Remediation port groups?
A. Both enforcement groups cannot contain the same port.

B. Both types of enforcement would be applied.

C. Only rogue hosts would be impacted.

D. Only al-risk hosts would be impacted.

Answer: A (LEAVE A REPLY)

NEW QUESTION: 24

Which group type can have members added directly from the FortiNAC Control Manager?
A. Port

B. Host

C. Device

D. Administrator

Answer: D (LEAVE A REPLY)

NEW QUESTION: 25

By default, if more than 20 hosts are seen connected on a single port simultaneously, what will happen to the port?
A. The port is switched into the Dead-End VLAN.

B. The port becomes a threshold uplink.

C. The port is added to the Forced Registration group.

D. The port is disabled.

Answer: A (LEAVE A REPLY)
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