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NEW QUESTION: 1
Refer to the exhibits.
Exhibit A
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53836.574 xx:xx:xXx:xx:xx:xx <ih> IEEE 802.11 mgmt::assoc req <:
AXIXXIXKIXX:XX:%XX ws (0-192.168.5.98:5246) vap Wireless rlId 1 wiId2
YY:YY:YY:YY-YY:YY

53836.574 XX :XX:XX:XX:XX:XX <ih> XX XX:xXX:Xx:XxX:Xx sta
0x6311c88, sta->flags 0x00000001, auth alg 0, hapd->splitMac: 1

53836.575 xx:ixx:xx:xx:xx:xx <ih> IEEE 802.11 mgmt::assoc resp <
KXIRK XXX xx:%xx ws (0-192.168.5.98:5246) wvap Wireless rId 1 wid2
YY ¥YY¥YY ¥Y:¥YY¥Y

53836.575 murxx:rxx:xx:xx:xx <ih> IEEE 802.11 mgmt::assoc resp <
XX XN XX -xx:xx:xx ws (0-192.168.5.98:5246) vap Wireless rId 1 wId2
YY YY-YY ¥Y¥YYIYY

53836.575 xx:ixx:ixx:xx:xx:xx <dc> STA add xxX:xXxX:xXxX:xxX:xx:3@gl wap
Wireless ws (0-1952.168.5.98:5246) rId 1 wId2 bssid
YY:IYY:IYY:VY:YY:yy NON-AUTH band 0x10 mimo 2*2

53836.575 XX:xXX:XX:xXX:XxX:xX <cc> STA CFG REQ(10) sta
K IXH XK XK XX %X add > ws (0-192.168.5.98:8446)9rId 1 wid 2

53836.576 xx:xx:xx:xx:xX:xX <cc> STA add ok :AX:XA:XX:XX vap
Wireless ws (0-192.168.5.98:5246) rldgh Wld W vy:yy:¥YY:YYIYY:IYY Sec
WPA2 PERSONAL auth 0

53836.576 Xx:xX:XX:XX:XX:xX. . cwASStaDbtAdd: IZ2C STA ADD insert sta
KX ¥R XX oxXxexwx 192.168 % U8 /W 2/1

53836.577 x:xx:¥M:xx:xmxER<cc> STA CFG RESP(l10) sta XX:XX: XX :XX:XHX:1XX
<== ws (0-192.168.5 089 P6) rc 0 (Success)

64318.579 xx:xx:Xfak:Wx:xx <eh> RADIUS message (type=0) > RADIUS
SErver code MGoess-Request) id=9 len=214

6431B. .57 WX MW I XX XK1 XX :1xX <eh> send 1/4 msg of 4-Way
Handshake

64318.580 xx:xx:xx:xx:xx:xx <eh> send IEEE 802.1X ver=2 type=3
{HAPOL_KHYI data len=95 replay cnt 1

64813.58B0 x¥:ux:¥x:¥x:xx:xx <eh> IEEE 802.1X (EAPOL99B)
XX IXX XK1 XX XX:xX ws (0-192.168.5.98:5246) rId 1 wid 2
YY:YY YY: YY:YY:YY

64318.582 xx:ixx:xx:xx:xx:xx <eh> RADIUS message (type=0) < RADIUS
Server code=2 (Access-Accept) id=9 len=114

53836.58B2 xx:xx:ixx:xx:xx:xX <dc> STA chg XX:xXX:XX:XX:XX:xXX vap
Wireless ws (0-192.168.5.98:5246) rId 1 wid 2 bssid
VY YY:IYY:YY:YY:yyY Auth:allow
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64B13.58B3 XM:XXIXXIXX:IXX:IXX
XXX XK XK IXK XK WS

YY-YY-YY-YY:YY-YY

64813.583 XM :XXIMX:1XX:IXX:
({EAPOL KEY) data len=117

64813.583 XX:XX:IXX:1XX:IXX:
replay cnt 1

64813.583 xX:XX:iXX:1XX:IXX:
Handshake

64813.584 2 :XXIXMIAXIXXK-XX
(EAPOL KEY) data len=151

64813.584 xx:ixXMiXX:IXXIXXIXX
XX XX XX XX xXx:xx ws (0-192

YY-YY-YY-YY:-YY-YY¥Y

64813.
XK IXX:

YY:Yy-

G806 Xy iMXixy XX ixNxIxx
Kusxkx:xx:xx ws (0

YY-YY-YY-YY

64813.586 XX XX XXIXXIXX:
(EAPOL KEY) data len=35

©4813.5860 X xBAE PKXEX X
replayl cnt 2

53830.587 xx:xx:ixMIxXXIXXx:
Wireless ws (0-19%2.168.5.
YY:Yy:yy:yy:yy:yy AUTH
53836.587 XX XK IXHIXXIKXIXX
Wireless ws (0-192.168.5.98
WPAZ PERSONAL auth 1 #*%%k&a

53836.587 XX:XXIXNIXXIXXIXX

XA IXR XX 1 XX xX:%x add key (len=16)

1 wlid2

53830.589 XX:XX:iMMXIXX:IXKIXX
< WS

53837.140 xx:
host DESKTOP
88548005

XUEIKX I XX KX I XK

53837.142 xx:
host mac xx:
192.168.30.1

XKIXXIXXIXXIXX
KEIXXIAX KX XX
®xId 88548005

(0-192.

192.

:5246)

:5246)

(0-192.168.5.98:5246)

(EAPOL 121B) <
rid 1 wid?

<c 'I-’ I[":I.':I-- E:{r;},- lli"\
168.5.98:5246)

IEEE 802.1X ver=1 type=3

EAPOL-Key 2/4 Pairwise

3/4 msg of 4-Way

<eh> send IEEE 802.1X ver=2 type=3

replay cnt 2

<eh> IEEE 802.1X
168.5.98:5246) rid 1

(EAPOL 155B)
wlid?2

<eh> IEEE 802.1X (EAPOL 99B) <
168.5.98:5246) rlId 1 wld2

recu AEER 802 . X wégel Cype=3

recv EAPOL-Key 4/4 Pairwise

<dc> STA chg XX:XX:IXXIXXIXXIXX vap
rid 1 wid2 bssid

<cc> STA Chq KXIXXIXXIXKIXKIXX vap

rId 1 wid2 yy:yy:yy:yy:yy:yy sec

s5ta

(0-192.168.5.98:52486)

<cc> STA CFG REQ(12)

> WS rid

<cc> STA CFG REQ(12)
rc 0 (Success)

XL UAX AKX XX XX XX

<dc> DHCP Request server 0.0.0.0 <

CVKGHH mac xxX:xx:xx:xx:xx:xx 1p 192.168.30.2 xId

<dc> DHCP Ack server 192.168.30.1 =
ip 192.168.30.2 mask 255.255.255.0 gw




The exhibits show the diagnose debug log of a station connection taken on the controller CLI.
Which security mode is used by the wireless connection?

A. WPA2 Enterprise

B. WPA3 Enterprise

C. WPA2 Personal and radius MAC filtering

D. Open, with radius MAC filtering

Answer: A (LEAVE A REPLY)

Best security option is WPA2-AES.

NEW QUESTION: 2

When deploying a wireless network that is authenticated using EAP PEAP, which two
configurations are required? (Choose two.)

A. An X.509 to authenticate the authentication server

B. A WPA2 or WPA3 Enterprise wireless network

C. An X.509 certificate to authenticate the client

D. 509 certificates and work for connections that use Secure Socket Layer/Transport Level
Security (SSL/TLS). Both client and server certificates have additional requirements.

E. AWPA2 or WPAS3 personal wireless network

Answer: (SHOW ANSWER)

NEW QUESTION: 3
Refer to the exhibits.
Exhibit A


https://www.freepdfdumps.com/Fortinet.NSE6_FWF-6.4.v2022-03-03.q10.html
https://www.freepdfdumps.com/Fortinet.NSE6_FWF-6.4.v2022-03-03.q10.html

config wireless
edit
set

~-controdler
“*Main Networks
comment

wtp-profile
FAP-320C”

“Profile with

standard networks”

config platform

set
end
set
set

handoff
handoff-sta-thresh

type 320C

30

.
rssl

30

set ap-country GB
config radio-]

set

selk

set

set

set

set

set
“"Wifi IOT” “Wifi
| set

end

band 802.11n
power-level
channel

50
utilization enable
wids-profile

“default-wids-apscati—emabled”

darrp enable

all manual

vaps “Main-Wif i#
POS”_ B LaE K’

chanm@ 1§ WA

vap

wank factors” “Guest”
S otudaents”

W 6!! \\‘] "l!l

cagnhiiagtpadio-2

set
set
set
set
set
set
set
set
“Wifi
set
end
next

“"Wifl IOT”

end

Exhibit B

band 802.11lac
channel-bonding 40MHz
power-level 60
channel-utilization enable
wids-profile “default-wids-
darrp enable
vap-all manual
vaps “Main-Wifi”
POS” “Staff”
channel “36”

apscan-enabled”

F

“Contractors” “Guest”
“Students”

\\‘1441 \\b?l! !\60!{




Diagnostics and Tools - Office

Serial Number
Base MAC Address
Status
Country/Region
Uplink Interface

IPva4 Address

" Office
FPXXOO0O00OXX
HOEXHIOOCINI
© Online
GB
FortiAP management (ap)

192,168.5.98

F::RTINET

Actions ~

Clients

Mode

Radio 1-2.4GHz
AP

& General

BT cruuiage
m Momory Usage
BEETSE Convection Uptime
| _tocee JNE

& Radio1-2.4GHz

IR S

EEE Channel Utilization

© Radio2-5GHz

N et

ring SSID:

IEZE Channel Utilization

Interfering SSIDs  Logs CLIAccess Spectrum Analysis VILAN Probe

AP

Radio 2- 5 GHz

SSID = fortinet (Main-Wifi) & fortinet (Main-Wifi)
= fortinet2 (Contractors) &= fortinet2 (Contractors)
& fortinet3 (Guest) & fortinet3 (Guest)

Clients 1 20

Bandwidth Tx 4.65 kbps 116 kbps

Bandwidth Rx 20.46 kbps 176 bps

Operating Chagpel 1 60

Channels

Operating TX Power 3 dBm 21dBm

Band 802.11n 802.11ac

Interfering SSIDs for Office (Radio 1)

< Refresh Search Q

SSID ¢ AP BSSID$ Channel & o1 Signal®

Husky aa:aaiaa:aaiaa 1 -[ﬂ -84 dBm

Husky guest bb:bb:bb:bb:bb 1 o] -84 dBm

KBANKS007 CC:CCICCICC:CCiCC 1 -[ﬂ -85 dBm

mandikaylee dd:dd:dd:dd:dd 1 o] -86 dBm
ee.eeeeeeece 1 .m -87 dBm

HUAWEI-EMIX4f eeeeeeeeef 1 .fﬂ -88 dBm

trojan-3 ff:£f:ff:ff:Ff-ff 1 ol -88 dBm
fg:99:99:99:99 1 o] -89 dBm
hg:99:99:99:99 1 .nl] -89 dBm
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17
17
19
19
10
10
10
10

A wireless network has been installed in a small office building and is being used by a business to
connect its wireless clients. The network is used for multiple purposes, including corporate
access, guest access, and connecting point-of-sale and loT devices.

Users connecting to the guest network located in the reception area are reporting slow
performance. The network administrator is reviewing the information shown in the exhibits as part
of the ongoing investigation of the problem. They show the profile used for the AP and the
controller RF analysis output together with a screenshot of the GUI showing a summary of the AP
and its neighboring APs.

To improve performance for the users connecting to the guest network in this area, which
configuration change is most likely to improve performance?

A. Enable frequency handoff on the AP to band steer clients

B. Install another AP in the reception area to improve available bandwidth

C. Increase the transmission power of the AP radios

D. Reduce the number of wireless networks being broadcast by the AP

Answer: (SHOW ANSWER)

NEW QUESTION: 4

Where in the controller interface can you find a wireless client's upstream and downstream link
rates?

A. On the AP CLI, using the cw_diag ksta command

B. On the controller CLI, using the diag wireless-controller wlac -d sta command

C. On the AP CLlI, using the cw_diag -d sta command

D. On the controller CLI, using the WiFi Client monitor

Answer: B (LEAVE A REPLY)

NEW QUESTION: 5
Which two statements about background rogue scanning are correct? (Choose two.)
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A. A dedicated radio configured for background scanning can support the connection of wireless
clients

B. When detecting rogue APs, a dedicated radio configured for background scanning can
suppress the rogue AP

C. Background rogue scanning requires DARRP to be enabled on the AP instance

D. A dedicated radio configured for background scanning can detect rogue devices on all other
channels in its configured frequency band

Answer: (SHOW ANSWER)

To enable rogue AP scanning

NEW QUESTION: 6

When enabling security fabric on the FortiGate interface to manage FortiAPs, which two types of
communication channels are established between FortiGate and FortiAPs? (Choose two.)

A. Control channels

B. Security channels

C. FortLink channels

D. Data channels

Answer: (SHOW ANSWER)

The control channel for managing traffic, which is always encrypted by DTLS. | The data channel

for carrying client data packets.

NEW QUESTION: 7

Six APs are located in a remotely based branch office and are managed by a centrally hosted
FortiGate. Multiple wireless users frequently connect and roam between the APs in the remote
office.

The network they connect to, is secured with WPA2-PSK. As currently configured, the WAN
connection between the branch office and the centrally hosted FortiGate is unreliable.

Which configuration would enable the most reliable wireless connectivity for the remote clients?
A. Configure a tunnel mode wireless network and enable split tunneling to the local network

B. Install supported FortiAP and configure a bridge mode wireless network

C. Configure a bridge mode wireless network and enable the Local standalone configuration
option

D. Configure a bridge mode wireless network and enable the Local authentication configuration
option

Answer: A (LEAVE A REPLY)

NEW QUESTION: 8

Which two phases are part of the process to plan a wireless design project? (Choose two.)
A. Project information phase

B. Hardware selection phase

C. Site survey phase
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D. Installation phase

Answer: C,D (LEAVE A REPLY)

Reference:
https://www.automation.com/en-us/articles/2015-2/wireless-device-network-planning-and-design

NEW QUESTION: 9

Which statement is correct about security profiles on FortiAP devices?

A. Only bridge mode SSIDs can apply the security profiles

B. Security profiles on FortiAP devices can use FortiGate subscription to inspect the traffic
C. Disable DTLS on FortiAP

D. FortiGate performs inspection the wireless traffic

Answer: A (LEAVE A REPLY)

NEW QUESTION: 10

Which two configurations are compatible for Wireless Single Sign-On (WSSO)? (Choose two.)
A. A VAP configured for captive portal authentication

B. A VAP configured for WPA2 or 3 Enterprise

C. A VAP configured to authenticate locally on FortiGate

D. A VAP configured to authenticate using a radius server

Answer: B,D (LEAVE A REPLY)

In the SSID choose WPA2-Enterprise authentication.

WSSO is RADIUS-based authentication that passes the user's user group memberships to the
FortiGate.
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