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NEW QUESTION: 1
What is the benefit of using FortiGate NAC LAN Segments?
A. It provides support for multiple DHCP servers within the same VLAN.
B. It provides physical isolation without changing the IP address of hosts.
C. It provides support for IGMP snooping between hosts within the same VLAN
D. It allows for assignment of dynamic address objects matching NAC policy.
Answer: B (LEAVE A REPLY)
FortiGate NAC LAN Segments are a feature that allows users to assign different VLANs to
different LAN segments without changing the IP address of hosts or bouncing the switch port.
This provides physical isolation while maintaining firewall sessions and avoiding DHCP issues.
One benefit of using FortiGate NAC LAN Segments is that it allows for assignment of dynamic
address objects matching NAC policy. This means that users can create firewall policies based
on dynamic address objects that match the NAC policy criteria, such as device type, OS type,
MAC address, etc. This simplifies firewall policy management and enhances security by applying
different security profiles to different types of devices. References: https://docs.fortinet.
com/document/fortigate/7.0.0/new-features/856212/nac-lan-segments-7-0-1
https://docs.fortinet.com/document/fortigate/7.0.0/new-features/856212/nac-lan-segments-7-0-1

NEW QUESTION: 2
You deployed a fully loaded FG-7121F in the data center and enabled sslvpn-load-balance.
Based on the behavior of this feature which statement is correct?
A. You can use src-ip or dst-ip-dport on dp-load-distribution-method to make SSL VPN load
balancing work as expected.
B. If an FPM goes down, SSL VPN IP pool IP addresses will be re-allocated to the remaining
FPMs.
C. To have better traffic distribution you should use IP pools that increment in multiples of 12.
D. Enabling SSL VPN load balancing will clear the session table.
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Answer: D (LEAVE A REPLY)

NEW QUESTION: 3
You must configure an environment with dual-homed servers connected to a pair of FortiSwitch
units using an MCLAG.
Multicast traffic is expected in this environment, and you should ensure unnecessary traffic is
pruned from links that do not have a multicast listener.
In which two ways must you configure the igmps-f lood-traffic and igmps-flood-report settings?
(Choose two.)
A. disable on ICL trunks
B. enable on ICL trunks
C. disable on the ISL and FortiLink trunks
D. enable on the ISL and FortiLink trunks
Answer: B,C (LEAVE A REPLY)
https://docs.fortinet.com/document/fortiswitch/7.0.8/devices-managed-by-
fortios/801194/deploying-mclag- topologies

NEW QUESTION: 4
Refer to the exhibit of a FortiNAC configuration.

In this scenario, which two statements are correct? (Choose two.)
A. The IP address of the FortiSwitch is 10.12.240.2.
B. An unknown host is connected to port3.
C. A device that is modeled in FortiNAC is connected on VLAN 4093.
D. Port8 is connected to a FortiGate in FortiLink mode.
Answer: A,B (LEAVE A REPLY)

NEW QUESTION: 5
Refer to the exhibit.
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What is happening in this scenario?
A. The user status changed at FortiClient EMS to off-net.
B. The user has not authenticated on their external browser.
C. The user is authenticating against a FortiGate Captive Portal.
C The user is authenticating against an IdP.
Answer: B (LEAVE A REPLY)

NEW QUESTION: 6
Review the Application Control log.

Which configuration caused the IPS engine to generate this log?

A.

B.
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C.

D.
Answer: B (LEAVE A REPLY)
https://docs.fortinet.com/document/fortigate/7.0.2/administration-guide/419589/ips-configuration-
options

NEW QUESTION: 7
You are responsible for recommending an adapter type for NICs on a FortiGate VM that will run
on an ESXi Hypervisor. Your recommendation must consider performance as the main concern,
cost is not a factor.
Which adapter type for the NICs will you recommend?
A. Native ESXi Networking with E1000
B. Virtual Function (VF) PCI Passthrough
C. Native ESXi Networking with VMXNET3
D. Physical Function (PF) PCI Passthrough
Answer: D (LEAVE A REPLY)
The FortiGate VM is a virtual firewall appliance that can run on various hypervisors, such as
ESXi, Hyper-V, KVM, etc. The adapter type for NICs on a FortiGate VM determines the
performance and compatibility of the network interface cards with the hypervisor and the physical
network. There are different adapter types available for NICs on a FortiGate VM, such as E1000,
VMXNET3, SR-IOV, etc. If performance is the main concern and cost is not a factor, one option is
to use native ESXi networking with VMXNET3 adapter type for NICs on a FortiGate VM that will
run on an ESXi hypervisor. VMXNET3 is a paravirtualized network interface card that is optimized
for performance in virtual machines and supports features such as multiqueue support, Receive
Side Scaling (RSS), Large Receive Offload (LRO), IPv6 offloads, and MSI/MSI-X interrupt
delivery. Native ESXi networking means that the FortiGate VM uses the standard virtual switch
(vSwitch) or distributed virtual switch (dvSwitch) provided by the ESXi hypervisor to connect to
the physical network.
This option can provide high performance and compatibility for NICs on a FortiGate VM without
requiring additional hardware or software components. References:
https://docs.fortinet.com/document/fortigate/7.0.0
/vm-installation-for-vmware-esxi/19662/installing-fortigate-vm-on-vmware-
esxihttps://docs.fortinet.com
/document/fortigate/7.0.0/vm-installation-for-vmware-esxi/19662/networking
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NEW QUESTION: 8
Refer to the exhibit, which shows diagnostic output.

A customer reports that ICMP traffic flow from 192.168.1.11 to 93.190.134.171 is not
corresponding to the SD-WAN setup.
What is the problem in this scenario?
A. Port1 is used because it has more available bandwidth.
B. SD-WAN Rule is matching only DNS traffic.
C. Route for the destination IP is missing in the routing table.
D. Traffic is matched by policy route.
Answer: D (LEAVE A REPLY)

NEW QUESTION: 9
Refer to the CLI output:
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Given the information shown in the output, which two statements are correct? (Choose two.)
A. Geographical IP policies are enabled and evaluated after local techniques.
B. Attackers can be blocked before they target the servers behind the FortiWeb.
C. The IP Reputation feature has been manually updated
D. An IP address that was previously used by an attacker will always be blocked
E. Reputation from blacklisted IP addresses from DHCP or PPPoE pools can be restored
Answer: B,E (LEAVE A REPLY)
The CLI output shown in the exhibit indicates that FortiWeb has enabled IP Reputation feature
with local techniques enabled and geographical IP policies enabled after local techniques (set
geoip-policy-order after- local). IP Reputation feature is a feature that allows FortiWeb to block or
allow traffic based on the reputation score of IP addresses, which reflects their past malicious
activities or behaviors. Local techniques are methods that FortiWeb uses to dynamically update
its own blacklist based on its own detection of attacks or violations from IP addresses (such as
signature matches, rate limiting, etc.). Geographical IP policies are rules that FortiWeb uses to
block or allow traffic based on the geographical location of IP addresses (such as country, region,
city, etc.). Therefore, based on the output, one correct statement is that attackers can be blocked
before they target the servers behind the FortiWeb. This is because FortiWeb can use IP
Reputation feature to block traffic from IP addresses that have a low reputation score or belong to
a blacklisted location, which prevents them from reaching the servers and launching attacks.
Another correct statement is that reputation from blacklisted IP addresses from DHCP or PPPoE
pools can be restored. This is because FortiWeb can use local techniques to remove IP
addresses from its own blacklist if they stop sending malicious traffic for a certain period of time
(set local-techniques-expire-time), which allows them to regain their reputation and access the
servers. This is useful for IP addresses that are dynamically assigned by DHCP or PPPoE and
may change frequently. References:
https://docs.fortinet.com/document/fortiweb/6.4.0/administration-guide/19662/ip- reputation
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https://docs.fortinet.com/document/fortiweb/6.4.0/administration-guide/19662/geographical-ip-
policies
https://docs.fortinet.com/document/fortiweb/7.4.2/administration-guide/608374/ip-reputation-
blocklisting- source-ips-with-poor-reputation Fortinet compiles a reputation for each public IP
address. Clients will have poor reputations if they have been participating in attacks, willingly or
otherwise. Because blacklisting innocent clients is equally undesirable, Fortinet also restores the
reputations of clients that improve their behavior. This is crucial when an infected computer is
cleaned, or in DHCP or PPPoE pools where an innocent client receives an IP address that was
previously leased by an attacker.

NEW QUESTION: 10
Refer to the exhibits.



A customer wants to deploy 12 FortiAP 431F devices on high density conference center, but they
do not currently have any PoE switches to connect them to. They want to be able to run them at
full power while having network redundancy From the FortiSwitch models and sample retail prices
shown in the exhibit, which build of materials would have the lowest cost, while fulfilling the
customer's requirements?
A. 1x FortiSwitch 248EFPOE
B. 2x FortiSwitch 224E-POE
C. 2x FortiSwitch 248E-FPOE
D. 2x FortiSwitch 124E-FPOE
Answer: D (LEAVE A REPLY)
the access point will require about 24.5 W of power and the 124E-FPOE has a Capacity of about
370 meaning
25x12 = 300 so you left with about 70 W on the switch meaning you can still add two more
access point on that switch.

NEW QUESTION: 11
You are migrating the branches of a customer to FortiGate devices. They require independent
routing tables on the LAN side of the network.
After reviewing the design, you notice the firewall will have many BGP sessions as you have two
data centers (DC) and two ISPs per DC while each branch is using at least 10 internal segments.
Based on this scenario, what would you suggest as the more efficient solution, considering that in
the future the number of internal segments, DCs or internet links per DC will increase?
A. No change in design is needed as even small FortiGate devices have a large memory
capacity.
B. Acquire a FortiGate model with more capacity, considering the next 5 years growth.
C. Implement network-id, neighbor-group and increase the advertisement-interval
D. Redesign the SD-WAN deployment to only use a single VPN tunnel and segment traffic using
VRFs on BGP
Answer: D (LEAVE A REPLY)
https://docs.fortinet.com/document/fortigate/7.4.1/administration-guide/810981/sd-wan-
segmentation-over-a- single-overlay

NEW QUESTION: 12
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Refer to the exhibits.

The exhibits show a FortiMail network topology, Inbound configuration settings, and a Dictionary
Profile.
You are required to integrate a third-party's host service (srv.thirdparty.com) into the e-mail
processing path.
All inbound e-mails must be processed by FortiMail antispam and antivirus with FortiSandbox
integration. If the email is clean, FortiMail must forward it to the third-party service, which will send
the email back to FortiMail for final delivery, FortiMail must not scan the e-mail again.
Which three configuration tasks must be performed to meet these requirements? (Choose three.)
A. Change the scan order in FML-GW to antispam-sandbox-content.
B. Apply the Catch-Ail profile to the CFInbound profile and configure a content action profile to
deliver to the srv. thirdparty. com FQDN
C. Create an access receive rule with a Sender value of srv. thirdparcy.com, Recipient value of
*@acme.
com, and action value of Safe
D. Apply the Catch-AII profile to the ASinbound profile and configure an access delivery rule to
deliver to the 100.64.0.72 host.



E. Create an IP policy with a Source value of 100. 64 .0.72/32, enable precedence, and place the
policy at the top of the list.
Answer: A,B,E (LEAVE A REPLY)
* A is correct because the scan order must be changed to antispam-sandbox-content in order for
FortiMail to scan the email for spam and viruses before forwarding it to the third-party service.
* B is correct because the Catch-All profile must be applied to the CFInbound profile in order for
FortiMail to forward clean emails to the third-party service.
* E is correct because an IP policy must be created with a Source value of 100.64.0.72/32 in
order to allow emails from the third-party service to be delivered to FortiMail.
The other options are not necessary to meet the requirements. Option C is not necessary
because the access receive rule will already allow emails from the third-party service to be
received by FortiMail. Option D is not necessary because the Catch-All profile already allows
emails to be delivered to any destination.
Here are some additional details about integrating a third-party service into the FortiMail email
processing path:
* The third-party service must be able to receive emails from FortiMail and send them back to
FortiMail.
* The third-party service must be able to communicate with FortiMail using the SMTP protocol.
* The third-party service must be able to authenticate with FortiMail using the SMTP AUTH
protocol.
Once the third-party service is integrated into the FortiMail email processing path, all inbound
emails will be processed by FortiMail as usual. If the email is clean, FortiMail will forward it to the
third-party service. The third-party service will then send the email back to FortiMail for final
delivery. FortiMail will not scan the email again.

NEW QUESTION: 13
Refer to the exhibit.
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FortiManager is configured with the Jinja Script under CLI Templates shown in the exhibit.
Which two statements correctly describe the expected behavior when running this template?
(Choose two.)
A. The template will work if you change the variable format to $(WAN).
B. The template will work if you change the variable format to {{ WAN }}.
C. The template will fail because this configuration can only be applied with a CLI or TCL script.
D. The Jinja template will automatically map the interface with "WAN" role on the managed
FortiGate.
E. The administrator must first manually map the interface for each device with a meta field.
Answer: (SHOW ANSWER)

NEW QUESTION: 14
Refer to the exhibit, which shows a multi-region SD-WAN architecture.
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Given this scenario, which two statements are true? (Choose two.)
A. If eBGP is used, ADVPN can be established only for branch-to-branch traffic within each
region.
B. If eBGP is used, ADVPN can be established for branch-to-branch traffic across regions.
C. If iBGP is used, cross-regional spoke-to-hub shortcuts cannot be used.
D. If iBGP is used, cross-regional spoke-to-hub shortcuts can be established.
Answer: A (LEAVE A REPLY)

NEW QUESTION: 15
Refer to the exhibits.
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A FortiGate cluster (CL-1) protects a data center hosting multiple web applications. A pair of
FortiADC devices are already configured for SSL decryption (FAD-1), and re-encryption (FAD-2).
CL-1 must accept unencrypted traffic from FAD-1, perform application detection on the plain-text
traffic, and forward the inspected traffic to FAD-2.



The SSL-Offload-App-Detect application list and SSL-Offload protocol options profile are applied
to the firewall policy handling the web application traffic on CL-1.
Given this scenario, which two configuration tasks must the administrator perform on CL-1?
(Choose two.)

A. Option A



B. Option D
C. Option C
D. Option B
Answer: (SHOW ANSWER)

NEW QUESTION: 16
Refer to the exhibit.

An HTTPS access proxy is configured to demonstrate its function as a reverse proxy on behalf of
the web server it is protecting. It verifies user identity, device identity, and trust context, before
granting access to the protected source. It is assumed that the FortiGate EMS fabric connector
has already been successfully connected.
You need to ensure that ZTNA access through the FortiGate will redirect users to the
FortiAuthenticator to perform username/password and multifactor authentication to validate
access prior to accessing resources behind the FortiGate.
In this scenario, which two further steps need to be taken on the FortiGate? (Choose two.)
A. Create a SAML user/server object referring to the FortiAuthenticator.
B. Create a firewall rule that allows access from the remote endpoint to the resources behind the
FortiGate.
C. Create an authentication scheme with the "method" as SAML.
D. Create an authentication rule that sets the sso-auth-method to the FortiAuthenticator.
Answer: A,C (LEAVE A REPLY)
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NEW QUESTION: 17
A FortiGate running FortiOS 7.2.0 GA is configured in multi-vdom mode with a vdom set to vdom
type Admin and another vdom set to vdom type Traffic.
Which two GUI sections are available on both VDOM types? (Choose two.)
A. FortiClient configuration
B. Security Fabric topology and external connectors
C. Certificates
D. Packet capture
E. Interface configuration
Answer: D,E (LEAVE A REPLY)

NEW QUESTION: 18
On a FortiGate Configured in Transparent mode, which configuration option allows you to control
Multicast traffic passing through the?

A. Option A
B. Option B
C. Option C
D. Option D
Answer: A (LEAVE A REPLY)
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When multicast-skip-policy is enabled, no check is performed based on multicast policy. A
multicast packet received on an interface is flooded unconditionally to all interfaces (except the
incoming interface) belonging to the same forwarding domain. Multicast packets are forwarded
even when there is no multicast policy or the multicast policy is set to deny. To forward multicast
traffic based on multicast policy, multicast-skip-policy must be disabled. In transparent mode,
there is a per-VDOM configuration to skip policy check and forward all multicast traffic. This
command is only available in transparent mode, and is disabled by default.

NEW QUESTION: 19
Which two types of interface have built-in active bypass in FortiDDoS devices? (Choose two.)
A. SFP
B. LC
C. QSFP+
D. Copper
E. SFP+
Answer: B,D (LEAVE A REPLY)
https://help.fortinet.com/fddos/4-3-0/FortiDDoS/Built_in_bypass.htm

NEW QUESTION: 20
Refer to the exhibit that shows VPN debugging output.
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The VPN tunnel between headquarters and the branch office is not being established.
What is causing the problem?
A. The Phase-1 encryption algorithms are not matching.
B. HQ is using IKE v1 and the branch office is using with IKE v2.
C. There is a mismatch in the ISAKMP SA lifetime.
D. There is no matching Diffie-Hellman Group.
Answer: A (LEAVE A REPLY)

NEW QUESTION: 21
Refer to the exhibit.
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A customer has deployed a FortiGate 300E with virtual domains (VDOMs) enabled in the multi-
VDOM mode. There are three VDOMs: Root is for management and internet access, while
VDOM 1 and VDOM 2 are used for segregating internal traffic. AccountVInk and SalesVInk are
standard VDOM links in Ethernet mode.
Given the exhibit, which two statements below about VDOM behavior are correct? (Choose two.)
A. The VDOM links are in Ethernet mode because they have IP addressed assigned on both
sides.
B. You can apply OSPF routing on the VDOM link in either PPP or Ethernet mode
C. Traffic on AccountVInk and SalesVInk will not be accelerated.
D. Root VDOM is an Admin type VDOM, while VDOM 1 and VDOM 2 are Traffic type VDOMs.
E. OSPF routing can be configured between VDOM 1 and Root VDOM without any configuration
changes to AccountVInk
Answer: B,C (LEAVE A REPLY)

NEW QUESTION: 22
You are running a diagnose command continuously as traffic flows through a platform with NP6
and you obtain the following output:

Given the information shown in the output, which two statements are true? (Choose two.)
A. Enabling bandwidth control between the ISF and the NP will change the output
B. The output is showing a packet descriptor queue accumulated counter
C. Enable HPE shaper for the NP6 will change the output
D. Host-shortcut mode is enabled.
E. There are packet drops at the XAUI.
Answer: B,E (LEAVE A REPLY)
The diagnose command shown in the output is used to display information about NP6 packet
descriptor queues. The output shows that there are 16 NP6 units in total, and each unit has four
XAUI ports (XA0-XA3).
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The output also shows that there are some non-zero values in the columns PDQ ACCU (packet
descriptor queue accumulated counter) and PDQ DROP (packet descriptor queue drop counter).
These values indicate that there are some packet descriptor queues that have reached their
maximum capacity and have dropped some packets at the XAUI ports. This could be caused by
congestion or misconfiguration of the XAUI ports or the ISF (Internal Switch Fabric). References:
https://docs.fortinet.com/document/fortigate/7.0.0/cli- reference/19662/diagnose-np6-pdq The
output is showing a packet descriptor queue accumulated counter, which is a measure of the
number of packets that have been dropped by the NP6 due to congestion. The counter will
increase if there are more packets than the NP6 can handle, which can happen if the bandwidth
between the ISF and the NP is not sufficient or if the HPE shaper is enabled.
The output also shows that there are packet drops at the XAUI, which is the interface between the
NP6 and the FortiGate's backplane. This means that the NP6 is not able to keep up with the
traffic and is dropping packets.
The other statements are not true. Host-shortcut mode is not enabled, and enabling bandwidth
control between the ISF and the NP will not change the output. HPE shaper is a feature that can
be enabled to improve performance, but it will not change the output of the diagnose command.
Reference: https://docs.fortinet.com/document/fortigate/7.4.0/hardware-
acceleration/48875/diagnose-npu-np6- dce-np6-id-number-of-dropped-np6-packets

NEW QUESTION: 23
Refer to the exhibit.





A customer wants to automate the creation and configuration of FortiGate VM instances in a
VMware vCenter environment using Terraform. They have the creation part working with the code
shown in the exhibit.
Which code snippet will allow Terraform to automatically connect to a newly deployed FortiGate if
its IP was dynamically assigned by VMware NSX-T?
A.

B.
C.

D.
Answer: A (LEAVE A REPLY)

NEW QUESTION: 24
A customer has FortiAP devices in three branch offices managed from a FortiGate in the HQ.
Each FortiAP is connected to a dedicated management VLAN.
The customer wants the users connected to the FortiAP SSIDs to use the branch local internet
connection, but each branch uses a different VLAN ID for the bridge. HQ users travel to different
branches and connect to the same SSID.
Which configuration option will solve this requirement?
A. Set each FortiAP to a wtp-group and use set vlan-pooling wtp-group on the VAP configuration
with the corresponding VLAN ID configuration for each group.
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B. Set a FortiAuthenticator for 802.1x authentication with the Tunnel-Type attribute set to VLAN
and use set dynamic-vlan enable on the VAP configuration.
C. Use set vlan-pooling hash on the VAP configuration with the corresponding vlan-pool.
D. Use set vlan-pooling round-robin on the VAP configuration with the corresponding vlan-pool.
Answer: B (LEAVE A REPLY)

NEW QUESTION: 25
You are performing a packet capture on a FortiGate 2600F with the hyperscale licensing installed.
You need to display on screen all egress/ingress packets from the port16 interface that have
been offloaded to the NP7.
Which three commands need to be run? (Choose three.)
A. diagnose npu sniffer filter selector 0
B. diagnose sniffer packet port16
C. diagnose npu sniffer filter dir 2
D. diagnose sniffer packet npudbg
E. diagnose npu sniffer filter intf port16
Answer: C,D,E (LEAVE A REPLY)

NEW QUESTION: 26
Refer to the exhibit.
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The Company Corp administrator has enabled Workflow mode in FortiManager and has assigned
approval roles to the current administrators. However, workflow approval does not function as
expected. The CTO is currently unable to approve submitted changes.
Given the exhibit, which two possible solutions will resolve the workflow approval problems with
the Workflow_72 ADOM? (Choose two.)
A. The CISO must have a higher access level than "Read_Only_User" in FortiManager.
B. The CTO must have a defined email address for their admin user account.
C. The CTO must have Standard access level or higher for FortiManager.
D. The CTO needs to be added to "Email Notification" in the Workflow_72 ADOM.
E. The CTO and CISO need to swap Approval Groups so that the highest authority is in Group
#1.
Answer: B,C (LEAVE A REPLY)

NEW QUESTION: 27
Refer to the exhibit showing an SD-WAN configuration.
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According to the exhibit, if an internal user pings 10.1.100.2 and 10.1.100.22 from subnet
172.16.205.0/24, which outgoing interfaces will be used?
A. port16 and port1
B. port1 and port1
C. port16 and port15
D. port1 and port15
Answer: D (LEAVE A REPLY)
https://docs.fortinet.com/document/fortigate/7.2.8/administration-guide/686587/ecmp-support-for-
the-longest- match-in-sd-wan-rule-matching

NEW QUESTION: 28
Refer to the exhibit showing a FortiView monitor screen.

After a Secure SD-WAN implementation a customer reports that in FortiAnalyzer under FortiView
Secure SD-WAN Monitor there is No Device for selection.
What can cause this issue?
A. sla-fail-log-period and sla-pass-log-period on FortiGate health check is not set.
B. Upload option from FortiGate to FortiAnalyzer is not set as a real time.
C. ADOM 1 is set as a Fabric ADOM.
D. Extended logging is not enabled on FortiGate.
Answer: B (LEAVE A REPLY)

NEW QUESTION: 29
Refer to the exhibits.
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An administrator has configured a FortiGate and Forti Authenticator for two-factor authentication
with FortiToken push notifications for their SSL VPN login. Upon initial review of the setup, the
administrator has discovered that the customers can manually type in their two-factor code and
authenticate but push notifications do not work Based on the information given in the exhibits,
what must be done to fix this?
A. On FG-1 port1, the ftm access protocol must be enabled.
B. FAC-1 must have an internet routable IP address for push notifications.
C. On FG-1 CLI, the ftm-push server setting must point to 100.64.141.
D. On FAC-1, the FortiToken public IP setting must point to 100.64.1 41
Answer: (SHOW ANSWER)
https://community.fortinet.com/t5/FortiAuthenticator/Technical-Tip-FortiToken-Push-on-
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FortiAuthenticator- operation/ta-p/190810

NEW QUESTION: 30
A remote IT Team is in the process of deploying a FortiGate in their lab. The closed environment
has been configured to support zero-touch provisioning from the FortiManager, on the same
network, via DHCP options. After waiting 15 minutes, they are reporting that the FortiGate
received an IP address, but the zero- touch process failed.
The exhibit below shows what the IT Team provided while troubleshooting this issue:

Which statement explains why the FortiGate did not install its configuration from the
FortiManager?
A. The FortiGate was not configured with the correct pre-shared key to connect to the
FortiManager
B. The DHCP server was not configured with the FQDN of the FortiManager
C. The DHCP server used the incorrect option type for the FortiManager IP address.
D. The configuration was modified on the FortiGate prior to connecting to the FortiManager
Answer: D (LEAVE A REPLY)
https://community.fortinet.com/t5/FortiGate/Technical-Tip-How-to-perform-zero-touch-
provisioning-with/ta- p/197623

NEW QUESTION: 31
A remote worker requests access to an SSH server inside the network. You deployed a ZTNA
Rule to their FortiClient. You need to follow the security requirements to inspect this traffic.
Which two statements are true regarding the requirements? (Choose two.)
A. FortiGate can perform SSH access proxy host-key validation.
B. You need to configure a FortiClient SSL-VPN tunnel to inspect the SSH traffic.
C. SSH traffic is tunneled between the client and the access proxy over HTTPS
D. Traffic is discarded as ZTNA does not support SSH connection rules
Answer: (SHOW ANSWER)
ZTNA supports SSH connection rules that allow remote workers to access SSH servers inside the
network through an HTTPS tunnel between the client and the access proxy (FortiGate). The
access proxy acts as an SSH client to connect to the real SSH server on behalf of the user, and
performs host-key validation to verify the identity of the server. The user can use any SSH client
that supports HTTPS proxy settings, such as PuTTY or OpenSSH.
References:https://docs.fortinet.com/document/fortigate/7.0.0/ztna-deployment/899992
/configuring-ztna-rules-to-control-access
https://docs.fortinet.com/document/fortigate/7.4.1/administration-guide/29927/ztna-ssh-access-
proxy-example
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NEW QUESTION: 32
An administrator discovers that CPU utilization of a FortiGate-200F is high and determines that no
traffic is being accelerated by hardware.
Why is no traffic being accelerated by hardware?
A. strict-dirty-session-check is enabled in global config.
B. Oper-session-accounting is enabled under np6xlite config.
C. delay-tcp-npu-session is enabled under the firewall policy.
D. check-protocol-header is set to strict in the global config.
Answer: (SHOW ANSWER)

NEW QUESTION: 33
A customer wants to use the FortiAuthenticator REST API to retrieve an SSO group called
SalesGroup. The following API call is being made with the 'curl' utility:

Which two statements correctly describe the expected behavior of the FortiAuthenticator REST
API? (Choose two.)
A. Only users with the "Full permission" role can access the REST API
B. This API call will fail because it requires that API version 2
C. If the REST API web service access key is lost, it cannot be retrieved and must be changed.
D. The syntax is incorrect because the API calls needs the get method.
Answer: B,D (LEAVE A REPLY)
To retrieve an SSO group called SalesGroup using the FortiAuthenticator REST API, the
following issues need to be fixed in the API call:
* The API version should be v2, not v1, as SSO groups are only supported in version 2 of the
REST API.
* The HTTP method should be GET, not POST, as GET is used to retrieve information from the
server, while POST is used to create or update information on the server. Therefore, a correct
API call would look like this: curl -X GET -H "Authorization: Bearer <token>"
https://fac.example.com/api/v2/sso
/groups/SalesGroup References: https://docs.fortinet.com/document/fortiauthenticator/6.4.1/rest-
api- solution-guide/927310/introduction
https://docs.fortinet.com/document/fortiauthenticator/6.4.1/rest-api- solution-guide/927311/sso-
groups
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NEW QUESTION: 34
An administrator has configured a FortiGate device to authenticate SSL VPN users using digital
certificates.
A FortiAuthenticator is the certificate authority (CA) and the Online Certificate Status Protocol
(OCSP) server.
Part of the FortiGate configuration is shown below:

Based on this configuration, which two statements are true? (Choose two.)
A. OCSP checks will always go to the configured FortiAuthenticator
B. The OCSP check of the certificate can be combined with a certificate revocation list.
C. OCSP certificate responses are never cached by the FortiGate.
D. If the OCSP server is unreachable, authentication will succeed if the certificate matches the
CA.
Answer: A,B (LEAVE A REPLY)
References:
Configuring SSL VPN authentication using digital certificates | FortiGate / FortiOS 7.2.0 - Fortinet
Document Library Online Certificate Status Protocol (OCSP) | FortiGate / FortiOS 7.2.0 - Fortinet
Document Library Certificate Revocation Lists (CRLs) | FortiGate / FortiOS 7.2.0 - Fortinet
Document Library
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NEW QUESTION: 35
Refer to the exhibits, which show a topology and diagnostic commands.

Which two statements about the path resolution are true? (Choose two.)
A. wan2 is currently used as an outgoing interface.
B. wan1 is currently used as an outgoing interface.
C. Packet-loss is the quality criteria.
D. Latency is the quality criteria.
Answer: (SHOW ANSWER)
NEW QUESTION: 36
Refer to the exhibits.
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You must integrate a FortiMail and FortiSandbox Enhanced Cloud solution for a customer who is
concerned about the e-mails being delayed for too long.
According to the configuration shown in the exhibits, which would be an expected behavior?
A. FortiMail will ignore the timeout value if content disarm and reconstruction (CDR) is enabled.
B. If an attachment is sent to the FortiSandbox while the job queue is full, the e-mail might be
delayed for up to 30 minutes, then e-mail will be relayed to the mail server.
C. FortiMail will not wait for results but only for attachments that have been already submitted to
the FortiSandbox in the last 60 minutes.
D. FortiMail will relay valid e-mails to the mail server as soon as it is done with other local
inspections.
Answer: (SHOW ANSWER)
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NEW QUESTION: 37
Refer to the exhibit showing a FortiSOAR playbook.

You are investigating a suspicious e-mail alert on FortiSOAR, and after reviewing the executed
playbook, you can see that it requires intervention.
What should be your next step?
A. Go to the Incident Response tasks dashboard and run the pending actions
B. Click on the notification icon on FortiSOAR GUI and run the pending input action
C. Run the Mark Drive by Download playbook action
D. Reply to the e-mail with the requested Playbook action
Answer: A (LEAVE A REPLY)
The exhibited playbook requires intervention, which means that the playbook has reached a point
where it needs a human operator to take action. The next step should be to go to the Incident
Response tasks dashboard and run the pending actions. This will allow you to see the pending
actions that need to be taken and to take those actions.
The other options are not correct. Option B will only show you the notification icon, but it will not
allow you to run the pending input action. Option C will run the Mark Drive by Download playbook
action, but this is not the correct action to take in this case. Option D is not a valid option.
Here are some additional details about pending actions in FortiSOAR:
Pending actions are actions that need to be taken by a human operator.
Pending actions are displayed in the Incident Response tasks dashboard.
Pending actions can be run by clicking on the action in the dashboard.

NEW QUESTION: 38
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Refer to the exhibits, which show a firewall policy configuration and a network topology.

An administrator has configured an inbound SSL inspection profile on a FortiGate device (FG-1)
that is protecting a data center hosting multiple web pages-Given the scenario shown in the
exhibits, which certificate will FortiGate use to handle requests to xyz.com?
A. FortiGate will fall-back to the default Fortinet_CA_SSL certificate.
B. FortiGate will reject the connection since no certificate is defined.
C. FortiGate will use the Fortinet_CA_Untrusted certificate for the untrusted connection,
D. FortiGate will use the first certificate in the server-cert list-the abc.com certificate



Answer: (SHOW ANSWER)
https://docs.fortinet.com/document/fortigate/7.4.1/administration-guide/850344/define-multiple-
certificates-in- an-ssl-profile-in-replace-mode If there is no matched server certificate in the list,
then the first server certificate in the list is used as a replacement.

NEW QUESTION: 39
A customer's cybersecurity department needs to implement security for the traffic between two
VPCs in AWS, but these belong to different departments within the company. The company uses
a single region for all their VPCs.
Which two actions will achieve this requirement while keeping separate management of each
department's VPC? (Choose two.)
A. Create a transit VPC with a FortiGate HA cluster, connect to the other two using VPC peering,
and use routing tables to force traffic through the FortiGate cluster.
B. Migrate all the instances to the same VPC and create 1AM accounts for each department, then
implement a new subnet for a FortiGate auto-scaling group and use routing tables to force the
traffic through the FortiGate cluster.
C. Create a VPC with a FortiGate auto-scaling group with a Transit Gateway attached to the three
VPC to force routing through the FortiGate cluster
D. Create an 1AM account for the cybersecurity department to manage both existing VPC, create
a FortiGate HA Cluster on each VPC and IPSEC VPN to force traffic between the VPCs through
the FortiGate clusters
Answer: (SHOW ANSWER)
To implement security for the traffic between two VPCs in AWS, while keeping separate
management of each department's VPC, two possible actions are:
* Create a transit VPC with a FortiGate HA cluster, connect to the other two using VPC peering,
and use routing tables to force traffic through the FortiGate cluster. This option allows the
cybersecurity department to manage the transit VPC and apply security policies on the FortiGate
cluster, while the other departments can manage their own VPCs and instances. The VPC
peering connections enable direct communication between the VPCs without using public IPs or
gateways. The routing tables can be configured to direct all inter-VPC traffic to the transit VPC.
* Create a VPC with a FortiGate auto-scaling group with a Transit Gateway attached to the three
VPCs to force routing through the FortiGate cluster. This option also allows the cybersecurity
department to manage the security VPC and apply security policies on the FortiGate cluster,
while the other departments can manage their own VPCs and instances. The Transit Gateway
acts as a network hub that connects multiple VPCs and on-premises networks. The routing tables
can be configured to direct all inter-VPC traffic to the security VPC. References:
https://docs.fortinet.com/document/fortigate-public- cloud/7.2.0/aws-administration-
guide/506140/connecting-a-local-fortigate-to-an-aws-vpc-vpn
https://docs.fortinet.com/document/fortigate-public-cloud/7.0.0/sd-wan-architecture-for-
enterprise/166334/sd-wan-configuration
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NEW QUESTION: 40
Refer to the exhibit.

You are deploying a FortiGate 6000F. The device should be directly connected to a switch. In the
future, a new hardware module providing higher speed will be installed in the switch, and the
connection to the FortiGate must be moved to this higher-speed port.
You must ensure that the initial FortiGate interface connected to the switch does not affect any
other port when the new module is installed and the new port speed is defined.
How should the initial connection be made?
A. Connect the switch on any interface between ports 21 to 24
B. Connect the switch on any interface between ports 25 to 28
C. Connect the switch on any interface between ports 1 to 4
D. Connect the switch on any interface between ports 5 to 8.
Answer: (SHOW ANSWER)
Reference:
FortiGate 6000F Front Panel Interfaces:
https://docs.fortinet.com/document/fortigate-6000/hardware/fortigate-
6000f-system-guide/827055/front-panel-interfaces
https://docs.fortinet.com/document/fortigate-6000/7.0.12/fortigate-6000-
handbook/633498/interface-groups- and-changing-data-interface-speeds
NEW QUESTION: 41
Refer to the exhibits.
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A customer has deployed a FortiGate with iBGP and eBGP routing enabled. HQ is receiving
routes over eBGP from ISP 2; however, only certain routes are showing up in the routing table-
Assume that BGP is working perfectly and that the only possible modifications to the routing table
are solely due to the prefix list that is applied on HQ.
Given the exhibits, which two routes will be active in the routing table on the HQ firewall? (Choose
two.)
A. 172.16.204.128/25
B. 172.16.201.96/29
C. 172,620,64,27
D. 172.16.204.64/27
Answer: A,D (LEAVE A REPLY)
The prefix list in the exhibit is configured to match prefixes that are either in the 172.16.204.0/24
subnet or in the 172.62.0.0/16 subnet. The routes that match these prefixes will be active in the
routing table on the HQ firewall.
The routes that match the following prefixes will not be active in the routing table:
* 172.16.201.96/29
* 172.62.0.64/27
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These routes do not match the criteria set by the prefix list.
References:
Prefix lists | FortiGate / FortiOS 7.4.0 - Fortinet Document Library
Configuring BGP | FortiGate / FortiOS 7.4.0 - Fortinet Document Library

NEW QUESTION: 42
Refer to the exhibit.

The exhibit shows the topology a customer wants to implement using a flexible authentication
scheme. Users connecting from trusted remote locations are authenticated using only their
username/password when connecting to the SSLVPN FortiGate in the data center.
When connecting from the Untrusted Clients, users must authenticate using 2-factor
authentication.
In this scenario, which RADIUS attribute can be used as a RADIUS policy selector on the
FortiAuthenticator to accomplish this goal?
A. Tunnel-Client-Auth-Id
B. Login-IP-Host
C. Framed-IP-Address
D. Calling-Station-Id
Answer: A (LEAVE A REPLY)

NEW QUESTION: 43
Refer to the exhibit.
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A customer needs to create a multi-tier MCLAG set up with the topology as shown in the exhibit.
A1/A2
B1/B2
C1/C2
Which command snippet should be applied to it, to allow active/active links in this topology?

A.
B.



C.

D.



Answer: (SHOW ANSWER)

NEW QUESTION: 44
You are creating the CLI script to be used on a new SD-WAN deployment You will have branches
with a different number of internet connections and want to be sure there is no need to change
the Performance SLA configuration in case more connections are added to the branch.
The current configuration is:

Which configuration do you use for the Performance SLA members?
A. set members any
B. set members 0
C. current configuration already fulfills the requirement
D. set members all
Answer: B (LEAVE A REPLY)
References:
Performance SLA | FortiGate / FortiOS 7.4.0
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Configuring Performance SLA | FortiGate / FortiOS 7.4.0

NEW QUESTION: 45
Refer to the exhibit.

A customer reports that they are not able to reach subnet 10.10.10.0/24 from their FortiGate
device.
Based on the exhibit, what should you do to correct the situation?
A. Enable next-hop-self feature
B. Enable recursive resolution for BGP routes
C. Enable additional-path feature
D. Enable iBGP multipath
Answer: A (LEAVE A REPLY)

NEW QUESTION: 46
Refer to the exhibits.
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The exhibits show a diagram of a requested topology and the base IPsec configuration.
A customer asks you to configure ADVPN via two internet underlays. The requirement is that you
use one interface with a single IP address on DC FortiGate.
In this scenario, which feature should be implemented to achieve this requirement?
A. Use network-overlay id
B. Change advpn2 to IKEv1



C. Use local-id
D. Use peer-id
Answer: (SHOW ANSWER)
A is correct because using network-overlay id allows you to configure multiple ADVPN tunnels on
a single interface with a single IP address on the DC FortiGate. This is explained in the FortiGate
Administration Guide under ADVPN > Configuring ADVPN > Configuring ADVPN on the hub.
References: https://docs.
fortinet.com/document/fortigate/7.4.0/administration-guide/978793/advpn
https://docs.fortinet.com/document
/fortigate/7.4.0/administration-guide/978793/advpn/978794/configuring-advpn
https://community.fortinet.com/t5/FortiGate/Technical-Tip-Use-case-of-Network-Ids-with-ADVPN-
shortcut
/ta-p/241025
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NEW QUESTION: 47
A retail customer with a FortiADC HA cluster load balancing five webservers in L7 Full NAT mode
is receiving reports of users not able to access their website during a sale event. But for clients
that were able to connect, the website works fine.
CPU usage on the FortiADC and the web servers is low, application and database servers are
still able to handle more traffic, and the bandwidth utilization is under 30%.
Which two options can resolve this situation? (Choose two.)
A. Add more web servers to the real server poof
B. Add a connection-pool to the FortiADC virtual server
C. Disable SSL between the FortiADC and the web servers
D. Change the persistence rule to LB_PERSIS_SSL_SESSJD.
Answer: B,D (LEAVE A REPLY)

NEW QUESTION: 48
Refer to the exhibits, which show a network topology and VPN configuration.

https://www.freepdfdumps.com/Fortinet.NSE8_812.v2026-04-18.q51.html
https://www.actual4test.com/NSE8_812_examcollection.html
https://www.freepdfdumps.com/Fortinet.NSE8_812.v2026-04-18.q51.html


A network administrator has been tasked with modifying the existing dial-up IPsec VPN
infrastructure to detect the path quality to the remote endpoints.
After applying the configuration shown in the configuration exhibit, the VPN clients can still
connect and access the protected 172.16.205.0/24 network, but no SLA information shows up for
the client tunnels when issuing the diagnose sys link-monitor tunnel all command on the FortiGate
CLI.
What is wrong with the configuration?



A. It is necessary to use the IKEv2 protocol in this situation.
B. IPsec Phase1 Interface has to be configured in IPsec main mode.
C. The admin needs to disable the mode-cfg setting.
D. SLA link monitoring does not work with the net-device setting.
Answer: (SHOW ANSWER)

NEW QUESTION: 49
Refer to the exhibit.

To facilitate a large-scale deployment of SD-WAN/ADVPN with FortiGate devices, you are tasked
with configuring the FortiGate devices to support injecting of IKE routes on the ADVPN shortcut
tunnels.
Which three commands must be added or changed to the FortiGate spoke config vpn ipsec
phasei-interface options referenced in the exhibit for the VPN interface to enable this capability?
(Choose three.)
A. set net-device disable
B. set mode-cfg enable
C. set ike-version 1
D. set add-route enable
E. set mode-cfg-allow-client-selector enable
Answer: B,D,E (LEAVE A REPLY)
* B must be set to enable mode-cfg, which is required for injecting IKE routes on the ADVPN
shortcut tunnels.
* D must be set to enable add-route, which is the command that actually injects the IKE routes.
* E must be set to enable mode-cfg-allow-client-selector, which allows custom phase 2 selectors
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to be configured.
The other options are incorrect. Option A is incorrect because net-device disable is not required
for injecting IKE routes on the ADVPN shortcut tunnels. Option C is incorrect because IKE version
1 is not supported for ADVPN.
References:
Phase 2 selectors and ADVPN shortcut tunnels | FortiGate / FortiOS 7.2.0 Configuring SD-
WAN/ADVPN with FortiGate | FortiGate / FortiOS 7.2.0

NEW QUESTION: 50
Review the following FortiGate-6000 configuration excerpt:

Based on the configuration, which statement is correct regarding SNAT source port partitioning
behavior?
A. It dynamically distributes SNAT source ports to operating FPCs or FPMs.
B. It is the default SNAT configuration and preserves active sessions when an FPC or FPM goes
down.
C. It statically distributes SNAT source ports to operating FPCs or FPMs
D. It equally distributes SNAT source ports across chassis slots.
Answer: C (LEAVE A REPLY)
https://docs.fortinet.com/document/fortigate/7.4.1/fortigate-6000-administration-
guide/81276/controlling-snat- port-partitioning-behavior
"chassis-slots this option statically allocates SNAT source ports to all FPCs that are enabled
when you enter the command. If you disable an FPC from the CLI, the SNAT source ports
assigned to that FPC will not be re- allocated to the remaining FPCs. All FPCs that are still
operating will maintain the same SNAT source port allocation and active sessions being
processed by the still operating FPCs will not be affected."

NEW QUESTION: 51
Refer to the exhibit.
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You are operating an internal network with multiple OSPF routers on the same LAN segment.
FGT_3 needs to be added to the OSPF network and has the configuration shown in the exhibit.
FGT_3 is not establishing any OSPF connection.
What needs to be changed to the configuration to make sure FGT_3 will establish OSPF
neighbors without affecting the DR/BDR election?
A.

B.



C.

D.
Answer: (SHOW ANSWER)
The OSPF configuration shown in the exhibit is using the default priority value of 1 for the
interface port1.
This means that FGT_3 will participate in the DR/BDR election process with the other OSPF
routers on the same LAN segment. However, this is not desirable because FGT_3 is a new
device that needs to be added to the OSPF network without affecting the existing DR/BDR
election. Therefore, to make sure FGT_3 will establish OSPF neighbors without affecting the
DR/BDR election, the priority value of the interface port1 should be changed to 0. This will
prevent FGT_3 from becoming a DR or BDR and allow it to form OSPF adjacencies with the
current DR and BDR. Option B shows the correct configuration that changes the priority value to
0. Option A is incorrect because it does not change the priority value. Option C is incorrect
because it changes the network type to point-to-point, which is not suitable for a LAN segment
with multiple OSPF routers. Option D is incorrect because it changes the area ID to 0.0.0.1, which
does not match the area ID of the other OSPF routers on the same LAN segment. References:
https://docs.fortinet.com/document/fortigate/7.
0.0/administration-guide/358640/basic-ospf-example
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