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NEW QUESTION: 1
What is the security management term for establishing whether someone's identity is
correct?
A. Identification
B. Authentication
C. Verification
D. Authorisation
Answer: B (LEAVE A REPLY)

NEW QUESTION: 2
How are data and information related?
A. Information consists of facts and statistics collected together for reference or analysis
B. Data is a collection of structured and unstructured information
C.When meaning and value are assigned to data, it becomes information
Answer: C (LEAVE A REPLY)

NEW QUESTION: 3
A well-executed risk analysis provides a great deal of useful information. A risk analysis
has four main objectives.
What is not one of the four main objectives of a risk analysis?
A. Determining relevant vulnerabilities and threats
B. Implementing counter measures
C. Identifying assets and their value
D. Establishing a balance between the costs of an incident and the costs of a security
measure
Answer: B (LEAVE A REPLY)
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NEW QUESTION: 4
In what part of the process to grant access to a system does the user present a token?
A. Authorisation
B. Verification
C. Authentication
D. Identification
Answer: D (LEAVE A REPLY)

NEW QUESTION: 5
In the event of an Information security incident, system users' roles and responsibilities are
to be observed, except:
A. Report suspected or known incidents upon discovery through the Servicedesk
B. Preserve evidence if necessary
C. Cooperate with investigative personnel during investigation if needed
D. Make the information security incident details known to all employees
Answer: D (LEAVE A REPLY)

NEW QUESTION: 6
An employee caught temporarily storing an MP3 file in his workstation will not receive an
IR.
A. False
B. True
Answer: A (LEAVE A REPLY)

NEW QUESTION: 7
Access Control System, CCTV and security guards are form of:
A. Compliance
B. Access Control
C. Physical Security
D. Environment Security
Answer: (SHOW ANSWER)

NEW QUESTION: 8
Four types of Data Classification (Choose two)
A. Project Data, Highly Confidential Data
B. Unrestricted Data, Highly Confidential Data
C. Restricted Data, Confidential Data
D. Financial Data, Highly Confidential Data
Answer: B,C (LEAVE A REPLY)

NEW QUESTION: 9
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A couple of years ago you started your company which has now grown from 1 to 20
employees. Your company's information is worth more and more and gone are the days
when you could keep control yourself.
You are aware that you have to take measures, but what should they be? You hire a
consultant who advises you to start with a qualitative risk analysis.
What is a qualitative risk analysis?
A. This analysis follows a precise statistical probability calculation in order to calculate
exact loss caused by damage.
B. This analysis is based on scenarios and situations and produces a subjective view of
the possible threats.
Answer: B (LEAVE A REPLY)

NEW QUESTION: 10
Information Security is a matter of building and maintaining ________ .
A. Protection
B. Confidentiality
C. Trust
D. Firewalls
Answer: (SHOW ANSWER)

NEW QUESTION: 11
We can leave laptops during weekdays or weekends in locked bins.
A. False
B. True
Answer: A (LEAVE A REPLY)

NEW QUESTION: 12
Which of the following is a preventive security measure?
A. Storing sensitive information in a data save
B. Shutting down the Internet connection after an attack
C. Installing logging and monitoring software
Answer: A (LEAVE A REPLY)

NEW QUESTION: 13
What controls can you do to protect sensitive data in your computer when you go out for
lunch?
A. You activate your favorite screen-saver
B. You turn off the monitor
C. You lock your computer by pressing Windows+L or CTRL-ALT-DELETE and then click
"Lock Computer".
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D. You are confident to leave your computer screen as is since a password protected
screensaver is installed and it is set to activate after 10 minutes of inactivity
Answer: C (LEAVE A REPLY)

NEW QUESTION: 14
There was a fire in a branch of the company Midwest Insurance. The fire department
quickly arrived at the scene and could extinguish the fire before it spread and burned down
the entire premises. The server, however, was destroyed in the fire. The backup tapes kept
in another room had melted and many other documents were lost for good.
What is an example of the indirect damage caused by this fire?
A. Burned computer systems
B.Water damage due to the fire extinguishers
C. Melted backup tapes
D. Burned documents
Answer: B (LEAVE A REPLY)

NEW QUESTION: 15
CMM stands for?
A. Capable Mature Model
B. Capability Maturity Model
C. Capability Maturity Matrix
D. Capacity Maturity Matrix
Answer: B (LEAVE A REPLY)

NEW QUESTION: 16
What is the relationship between data and information?
A. Data is structured information.
B. Information is the meaning and value assigned to a collection of data.
Answer: B (LEAVE A REPLY)
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NEW QUESTION: 17
Changes to the information processing facilities shall be done in controlled manner.
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A. True
B. False
Answer: (SHOW ANSWER)

NEW QUESTION: 18
What is an example of a human threat?
A. phishing
B. a lightning strike
C. fire
D. thunderstrom
Answer: (SHOW ANSWER)

NEW QUESTION: 19
Which of the following is a possible event that can have a disruptive effect on the reliability
of information?
A. Risk
B. Threat
C. Vulnerability
D. Dependency
Answer: (SHOW ANSWER)

NEW QUESTION: 20
What type of measure involves the stopping of possible consequences of security
incidents?
A. Preventive
B. Detective
C. Repressive
D. Corrective
Answer: C (LEAVE A REPLY)

NEW QUESTION: 21
You are the lead auditor of the courier company SpeeDelivery. You have carried out a risk
analysis and now want to determine your risk strategy. You decide to take measures for
the large risks but not for the small risks.
What is this risk strategy called?
A. Risk avoidance
B. Risk neutral
C. Risk bearing
D. Risk skipping
Answer: (SHOW ANSWER)
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NEW QUESTION: 22
All are prohibited in acceptable use of information assets, except:
A. E-mail copies to non-essential readers
B. Electronic chain letters
C. Messages with very large attachments or to a large number ofrecipients.
D. Company-wide e-mails with supervisor/TL permission.
Answer: D (LEAVE A REPLY)

NEW QUESTION: 23
You receive an E-mail from some unknown person claiming to be representative of your
bank and asking for your account number and password so that they can fix your account.
Such an attempt of social engineering is called
A. Mountaineering
B. Phishing
C. Spoofing
D. Shoulder Surfing
Answer: B (LEAVE A REPLY)

NEW QUESTION: 24
Integrity of data means
A. Data should be viewable at all times
B. Data should be accessed by only the right people
C. Accuracy and completeness of the data
Answer: C (LEAVE A REPLY)

NEW QUESTION: 25
Someone from a large tech company calls you on behalf of your company to check the
health of your PC, and therefore needs your user-id and password. What type of threat is
this?
A. Organisational threat
B. Malware threat
C. Social engineering threat
D. Technical threat
Answer: C (LEAVE A REPLY)

NEW QUESTION: 26
Which is not a requirement of HR prior to hiring?
A. Must successfully pass Background Investigation
B. Must undergo Awareness training on information security.
C. Undergo background verification
D. Applicant must complete pre-employment documentation requirements
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Answer: B (LEAVE A REPLY)

NEW QUESTION: 27
The computer room is protected by a pass reader. Only the System Management
department has a pass.
What type of security measure is this?
A. a corrective security measure
B. a logical security measure
C. a repressive security measure
D. a physical security measure
Answer: D (LEAVE A REPLY)

NEW QUESTION: 28
You work in the office of a large company. You receive a call from a person claiming to be
from the Helpdesk. He asks you for your password.
What kind of threat is this?
A. Social Engineering
B. Organizational threat
C. Natural threat
D. Arason
Answer: A (LEAVE A REPLY)

NEW QUESTION: 29
A member of staff denies sending a particular message.
Which reliability aspect of information is in danger here?
A. correctness
B. confidentiality
C. availability
D. integrity
Answer: D (LEAVE A REPLY)

NEW QUESTION: 30
A planning process that introduced the concept of planning as a cycle that forms the basis
for continuous improvement is called:
A. plan, do, check, act.
B. planning for continuous improvement.
C. RACI Matrix
D. time based planning.
Answer: A (LEAVE A REPLY)

NEW QUESTION: 31
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An administration office is going to determine the dangers to which it is exposed.
What do we call a possible event that can have a disruptive effect on the reliability of
information?
A. dependency
B. vulnerability
C. threat
D. risk
Answer: C (LEAVE A REPLY)
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NEW QUESTION: 32
Which of the following statements are correct for Clean Desk Policy?
A. Don't leave highly confidential items.
B. Don't leave laptops without cable lock.
C. Don't leave valuable items on your desk if you are not in your work area.
D. Don't leave confidential documents on your desk.
Answer: A,C,D (LEAVE A REPLY)

NEW QUESTION: 33
Which of the following factors does NOT contribute to the value of data for an
organisation?
A. The indispensability of data
B. The importance of data for processes
C. The content of data
D. The correctness of data
Answer: C (LEAVE A REPLY)

NEW QUESTION: 34
You see a blue color sticker on certain physical assets. What does this signify?
A. The asset is high critical and its failure will affect a group/s/project's work in the
organization
B. The asset is very high critical and its failure affects the entire organization
C. The asset is critical and the impact is restricted to an employee only
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D. The asset with blue stickers should be kept air conditioned at all times
Answer: A (LEAVE A REPLY)
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