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NEW QUESTION: 1
According to the AP naming rules, which of the following statement about "AP4030DN" is
incorrect?
A. "3" in AP4030DN, which means that the AP supports 3*3MIMO.
B. "N" in the AP4030DN means that the AP is an 802.11n AP.
C. "D" in AP4030DN means that the AP is a dual-band AP and supports the 2.4GHz and 5GHz
bands at the same time.
D. The first "0" in the AP4030DN represents the AP as an internal antenna.
Answer: B (LEAVE A REPLY)

NEW QUESTION: 2
Which of the following factors are the AP capacity planning needs to consider? (Multiple choice)
A. equipment performance
B. the number of concurrent users
C. Power supply type
D. bandwidth requirements
Answer: A,B,D (LEAVE A REPLY)

NEW QUESTION: 3
What is the China WLAN security mandatory standard?
A.WLAN
B.WiMax
C.WiFi
D.WAPI
Answer: D (LEAVE A REPLY)

NEW QUESTION: 4
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In the 802.11 frame, what is the interframe interval between RTS and CTS?
A. DIFS
B. SIFS
C. PIFS
D. IFS
Answer: B (LEAVE A REPLY)

NEW QUESTION: 5
About the AP access control mode, which of the following statements is wrong? (Multiple choice)
A. By configuring the AP offline also need certification before they can automatically access
B. the white list based on MAC authentication, the authentication can be based on the SN
C. If the AP uses the MAC access control authentication, MAC authentication list outside the AP
can also let the on-line manual confirmation
D. By default AP under the control of the access method is not AC Certification
Answer: A,D (LEAVE A REPLY)

NEW QUESTION: 6
If the demand for WLAN capacity is high in a coverage area, the construction method of should
be considered.
A. Indoor distribution system combination road
B. Indoor installation
C. Outdoor distribution system combination road
D. Outdoor type AP+ directional antenna
Answer: B (LEAVE A REPLY)

NEW QUESTION: 7
The following is not the AP binding template .
A. Radio frequency template
B. ESS template
C. Planning table template
D. AP template
Answer: C (LEAVE A REPLY)

NEW QUESTION: 8
Various pipes, metal keels and aluminum alloy gussets in the ceiling will have a greater impact on
the actual signal coverage.
A. False
B. True
Answer: (SHOW ANSWER)

NEW QUESTION: 9
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If the interface of the switch is enabled with PoE, only those POE powered devices can be
connected to these interfaces.
A. True
B. False
Answer: (SHOW ANSWER)

NEW QUESTION: 10
In the 802.11 frame, when the network uses the WDS model for signal transmission, what are the
values of To DS and From DS, respectively?
A. 0,1
B. 1,1
C. 0,0
D. 1,0
Answer: C (LEAVE A REPLY)

NEW QUESTION: 11
What are the reasons why users may not be able to connect to the WLAN properly? (Multiple
choice)
A. AP has too many connected users
B. There are many sources of signal interference around
C.Weak wireless signal
D. AP is blacklisted
Answer: (SHOW ANSWER)

NEW QUESTION: 12
Which of the following is a wireless LAN standard originally developed by the IEEE?
A. IEEE 802.11
B. IEEE 802.16
C. IEEE 802.10
D. IEEE 802.12
Answer: (SHOW ANSWER)

NEW QUESTION: 13
When AC is only one interface access convergence layer switches, user traffic directly through
convergence layer switch out of the public, not through the AC, what should network mode be at
this time?
A. By hanging mode + Straight forward
B. Direct mode + Tunnel forward
C. By hanging mode + Tunnel forward
D. Direct mode + Straight forward
Answer: (SHOW ANSWER)

https://www.freepdfdumps.com/Huawei.H12-311-ENU.v2022-01-17.q164.html
https://www.freepdfdumps.com/Huawei.H12-311-ENU.v2022-01-17.q164.html
https://www.freepdfdumps.com/Huawei.H12-311-ENU.v2022-01-17.q164.html
https://www.freepdfdumps.com/Huawei.H12-311-ENU.v2022-01-17.q164.html
https://www.freepdfdumps.com/Huawei.H12-311-ENU.v2022-01-17.q164.html


NEW QUESTION: 14
After passing, C. passing, after not following the following two-link backup networking, the
description is incorrect.
A. The standby AC should always be in the power-on state.
B. In the process of establishing an active/standby link between the AP and the active and
standby ACs, the link established first must be the primary link.
C. Dual-link backup technology improves network reliability and ensures business stability in
important nodes of the network.
D. The network service configuration on the active and standby ACs must be consistent.
Answer: (SHOW ANSWER)

NEW QUESTION: 15
There are many video conferences in large companies, and QoS generally adopts the service
model.
A. Best Effort model
B. DiffServ model
C. FIFO model
D. IntServ model
Answer: C (LEAVE A REPLY)

NEW QUESTION: 16
Which of the following standards is WLAN (Select 2 Answers)?
A. 802.11i
B.WPA
C. 802.11a/b/g/n
D.WPA2
Answer: B,D (LEAVE A REPLY)
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NEW QUESTION: 17
If the wireless client wants to connect to the WLAN through the AP, then through what is it
connected to the wireless network?
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A. BSID
B. BSA
C. SSID
D. IBSS
Answer: C (LEAVE A REPLY)

NEW QUESTION: 18
According to the following configuration example, the following statement is correct.
[AC] dhcp enable
[AC] interface VLANif100
[AC-VLANif100] ip address 10.1.100.1 24
[AC-VLANif100] dhcp select interface
[AC-VLANif100] quit
A. If VLAN 100 is the management VLAN where the AP is located, the option 43 field in the
DHCP message received by the AP should be 10.1.100.1.
B. dhcp select interface command enables the DHCP client function on the interface of VLAN
100.
C. The DHCP service is enabled by default in the global mode, so the dhcp enable can be
configured.
The
D. If VLAN 100 is a user VLAN, the gateway is 10.1.100.1 and the mask is 255.255.255.0 after
the user receives the address.
Answer: D (LEAVE A REPLY)

NEW QUESTION: 19
Regarding the telnet management of the AC6605, the following statement is wrong.
A. telnet service is disabled by default on the AC The
B. telnet is a way to remotely manage AC The
C. telnet can be authenticated based on username and password. The transmission is encrypted
and therefore quite secure.
D. telnet service can be configured separately on the wired side and the wireless side of the AC.
Answer: C (LEAVE A REPLY)

NEW QUESTION: 20
WDS technology increases the flexibility and convenience of the entire network structure, but only
supports peer-to-peer mode of operation.
A. True
B. False
Answer: (SHOW ANSWER)

NEW QUESTION: 21
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For a wireless network with WPA2 PSK authentication and SSID broadcast, the user can double-
click on the SSID and enter the correct username and password to access the network.
A. False
B. True
Answer: A (LEAVE A REPLY)

NEW QUESTION: 22
What is the security policy based on user authentication that is currently widely used in enterprise
networks? (Multiple Choice)
A.WPA2 PSK+TKIP/CCMP
B.WPA1 PSK+TKIP/CCMP
C.WPA2 802.1X+TKIP/CCMP
D.WPA1 802.1X+TKIP/CCMP
Answer: C,D (LEAVE A REPLY)

NEW QUESTION: 23
802.11 has three frame types, which are (Select 3 Answers).
A. Control frame
B. Data frame
C. Management frame
D. Service frame
Answer: A,B,C (LEAVE A REPLY)

NEW QUESTION: 24
The gain of antenna A is 11dBi, and the gain of antenna B is 8dBi. It can be said that antenna A
has a larger gain than antenna B.
A. 3dBi
B. 3dBd
C. 3dB
D. Uncertain
Answer: A,C,D (LEAVE A REPLY)

NEW QUESTION: 25
When the two-channel center frequency distance is less than or equal to 25 MHz, there is an
overlapping area between the channels, and there may be some interference. Therefore, in order
to avoid adjacent channel interference in adjacent area channel planning, the same channel is not
allowed.
A. False
B. True
Answer: (SHOW ANSWER)
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NEW QUESTION: 26
In the WDS point-to-point network, the backbone link between the Root AP and the Leaf AP is
connected in the 5 GHz band. The channel used by the Root AP is 149. Which of the following
channels should the Leaf AP use?
A. all of the above except for 149
B. 157
C. 153
D. 149
Answer: (SHOW ANSWER)

NEW QUESTION: 27
Huawei's AP products can only support one SSID.
A. False
B. True
Answer: A (LEAVE A REPLY)

NEW QUESTION: 28
For dBm, dB, dBi, the following description is correct (Select 3 Answers).
A. If the antenna is 12dBi and the antenna is 14dBi, it can be said that A is smaller than 2D.
B. dB: Characterizing the relative value of power
C. dBm: characterizes the absolute value of power
D. dBi and dBd: characterize the relative value of the gain
Answer: B,C,D (LEAVE A REPLY)

NEW QUESTION: 29
In the frame of 802.11, when Network employs WDS Model to improve the signal, what are the
values of To DS and From DS?
A. 0, 1
B. 1, 0
C. 0, 0
D. 1, 1
Answer: D (LEAVE A REPLY)

NEW QUESTION: 30
For WLAN network configuration, which of the following statements is wrong?
A. Configure the security template to be bound to the VAP template.
B. VAP template must be bound to the ap-group.
C.When the users are procedding data programming, they need to ensure data programming in
detail as far as possible, which can easy the late configuration greatly
D. Before congifure AP, AP must be online
Answer: (SHOW ANSWER)
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NEW QUESTION: 31
The following statement is correct (Select 3 Answers).
A.WPA2 uses 802.1X authentication
B.WAPI is China's wireless LAN national standard system
C.WPA2 PSK authentication requires the user to enter a username and password to connect
D.When the user obtains the IP address successfully, the user triggers the HTTP packet of the
user. At this time, the user is forced to redirect to the portal server to perform the authentication
process.
Answer: (SHOW ANSWER)
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NEW QUESTION: 32
What are the general methods for solving co-channel interference (ABD) (Select 3 Answers).
A. Reasonable frequency reuse to ensure that the same channel does not appear in the same or
adjacent coverage area
B. Natural isolation using obstacles
C. Multi-directional coverage using omnidirectional antennas
D. Adjust AP transmit power and adjust antenna feed
Answer: (SHOW ANSWER)

NEW QUESTION: 33
If the forwarding mode of an enterprise wireless network is direct forwarding, the Fit AP can
convert the 802.11 data packet into an Ethernet packet, and then encapsulate the packet into a
CAPWAP encapsulation and transmit the data packet to the AC through the CAPWAP tunnel.
A. True
B. False
Answer: B (LEAVE A REPLY)

NEW QUESTION: 34
Which is the longest interval of 802.11 interframe?
A. SIFS
B. IFS
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C. DIFS
D. PIFS
Answer: C (LEAVE A REPLY)

NEW QUESTION: 35
What series of switches of Huawei can the Huawei plug-in controller ACU2 board apply for?
(Multiple Choice)
A. S9700 series switches
B. S12700 series switches
C. S7700 series switches
D. S6700 series switches
Answer: A,B,C (LEAVE A REPLY)

NEW QUESTION: 36
What are the prerequisites for users to achieve three-layer roaming? (Multiple choice)
A. User roaming requires two AP signals to be covered with overlapping areas
B. The SSID released by the two APs of the user roaming switch must have the same
authentication method.
C. Two APs for user roaming switch must have the same SSID
D. Two APs for user roaming switch must have the same VLAN
Answer: (SHOW ANSWER)

NEW QUESTION: 37
Process WLAN planning in single area, which of the following factors affect the number of AP
cloth?
(Multiple choice)
A. the size of the area
B. field intensity and bandwidth requirements
C. The number of people which access to area
D. the number of the network port
Answer: (SHOW ANSWER)

NEW QUESTION: 38
If you want to create an open authentication security template, which of the following
configuration is correct?
A. [AC6605] wlan [AC6605-wlan-view] security-profile name security-1 [AC6605-wlan-sec-prof-
security-1] security wpa2 psk pass-phrase huaweihuawei [AC6605-wian-sec-prof-security-1] quit
B. [AC6605] wlan [AC6605-wlan-view] security-profile name security-1 [AC6605-wlan-sec-prof-
security-1] security open [AC6605-wlan-sec-prof-security-1] quit
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C. [AC6605] wlan [AC6605-wlan-view] security-profile name security-1 [AC6605-wlan-sec-prof-
security-1] security wpa psk pass-phrase huaweihuawei tkip [AC6605-wlan-sec-prof-security-1]
quit
D. [AC6605] wlan [AC6605-wlan-view] security-profile name security-1 [AC6605-wlan-sec-prof-
security-1] security wep [AC6605-wlan-sec-prof-security-1] security wep share-key [AC6605-
wlan-sec-prof-security-1] wep key 0 wep-40 pass-phrase admin [AC6605-wlan-sec-prof-
security-1] quit
Answer: (SHOW ANSWER)

NEW QUESTION: 39
If the terminal supports both 5 GHz and 2.4 GHz functions, the AP can be configured to control
such terminals to preferentially access 5 GHz.
A. False
B. True
Answer: B (LEAVE A REPLY)

NEW QUESTION: 40
The upgrade operation of the Huawei wireless controller AC6605 can only be performed on the
wired side of the controller.
A. False
B. True
Answer: (SHOW ANSWER)

NEW QUESTION: 41
What are the rates that 802.11g can support?
A. 1,2,5.5,11&6,9,12,18,24,36,48,54 Mbps
B. 6,9,12,18,24,30,36,48,54 Mbps
C. 6,9,12,18,24,36,48,54 Mbps
D. 1,2,5.5,11&6,9,12,18,24,30,36,48,54 Mbps
Answer: A (LEAVE A REPLY)

NEW QUESTION: 42
WIDS attack detection includes (Select 3 Answers).
A. Flood attack detection
B. Microwave interference detection
C.Weak IV attack detection
D. Spoof attack detection
Answer: A,C,D (LEAVE A REPLY)

NEW QUESTION: 43
What technology does 802.11n support for antenna multiplexing?
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A. Spatial coding
B. Short GI
C. Multiple antenna scan output
D. MIMO
Answer: D (LEAVE A REPLY)

NEW QUESTION: 44
Which of the following options does belong to the EDCA parameters? (Multiple Choice)
A. AIFSN
B. TXOPLimit
C. DIFS
D. SIFS
Answer: (SHOW ANSWER)

NEW QUESTION: 45
Configure the authentication mode of the AP. What are the authentication modes supported by
the AP (Select
3 Answers)?
A. sn-auth
B. mac-auth
C. mac-sn-auth
D. no-auth
Answer: A,B,D (LEAVE A REPLY)

NEW QUESTION: 46
For the polarization of electromagnetic waves, the following description is correct (Select 3
Answers).
A. The polarization of the antenna refers to the direction of the magnetic field strength formed by
the antenna radiation.
B. The antenna radiates electromagnetic waves to the surrounding space, and the direction of the
electric field changes according to a certain law.
C. If the electric field of the electric wave is perpendicular to the ground, we call it a vertically
polarized wave.
D. If the transmitting antenna is circularly polarized, the receiving antenna must also be circularly
polarized, and both polarization directions must be the same
Answer: A,B,D (LEAVE A REPLY)
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NEW QUESTION: 47
The Mesh network allows redundant Mesh links to exist. Therefore, you can configure STP to
ensure that loops do not occur on Mesh links.
A. TRUE
B. FALSE
Answer: (SHOW ANSWER)

NEW QUESTION: 48
In the 802.1X protocol, you must have the ability to authenticate and authorize users (Select 3
Answers).
A. client
B. certifier
C. eSight server
D. authentication server
Answer: A,B,D (LEAVE A REPLY)

NEW QUESTION: 49
Which channels are not overlapped with each other in 802.11b protocol? (Multiple Choice)
A. 3
B. 11
C. 1
D. 6
Answer: B,C,D (LEAVE A REPLY)

NEW QUESTION: 50
If a wireless client connecting the same SSID wants to roam from one AP to another, what is the
area of the signal overlap between the two APs?
A. 10%-15%
B. 100%
C. 50%
D. No need to overlap
Answer: B (LEAVE A REPLY)

NEW QUESTION: 51
If the terminal supports both 5 GHz and 2.4 GHz functions at the same time, the AP can be
configured to control such terminals to preferentially access 5 GHz.
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A. TRUE
B. FALSE
Answer: (SHOW ANSWER)

NEW QUESTION: 52
If an enterprise wireless network networking mode is direct forwarding, the thin AP can convert
the 802.11 data packet into an Ethernet packet, and then encapsulate the packet into a CAPWAP
encapsulation and transmit the data packet to the AC through the CAPWAP tunnel.
A. True
B. False
Answer: B (LEAVE A REPLY)

NEW QUESTION: 53
What is the name of the first radio communication network based on packet technology?
A. NSFnet
B. ARPANet
C. INTERNET
D. ALOHAnet
Answer: (SHOW ANSWER)

NEW QUESTION: 54
IEEE is the standard organization responsible for the use of wireless frequencies in the United
States.
A. False
B. True
Answer: A (LEAVE A REPLY)

NEW QUESTION: 55
Which of the following AP modes does not belong to the WDS network?
A. Middle AP
B. Leaf AP
C. Root AP
D. Bridge AP
Answer: (SHOW ANSWER)

NEW QUESTION: 56
Among the following options, is the reason for using 5G priority access.
A. 5G frequency band is higher than the 2.4G frequency band.
B. 5G frequency band is easier to network planning
C. 5G frequency band can provide better access capacity and capacity
The connection speed between the user and the AP is fast in the
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D. 5G frequency band. The transmission rate of the
Answer: C (LEAVE A REPLY)

NEW QUESTION: 57
According to the direction, WLAN antennas can be classified into () antennas and () antennas.
(Multiple choice)
A. Plate shape
B. Omnidirectional
C. Paraboloid
D. Orientation
Answer: B,D (LEAVE A REPLY)

NEW QUESTION: 58
A 10-story building needs to cover the WLAN signal, because considering the floor blocking, the
signal frequency of the 5th and 6th WLANs can be set to 6 channels at the same time.
A. False
B. True
Answer: A (LEAVE A REPLY)

NEW QUESTION: 59
Which of the following standards organizations is implementing WLAN technology interoperability
for WLAN device authentication?
A. IETF
B. IEEE
C. FCC
D.WiFi Alliance
Answer: D (LEAVE A REPLY)

NEW QUESTION: 60
Because the maximum support rate of 802.11a is the same as 802.11g, so the protocol of
802.11a is backwards compatible with 802.11g protocol.
A. True
B. False
Answer: B (LEAVE A REPLY)

NEW QUESTION: 61
Which of the following is the command to restart the AC6605?
A. <AC6605> reboot
B. [AC6605] reboot
C. <AC6605> reload
D. [AC6605] reload
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Answer: (SHOW ANSWER)
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NEW QUESTION: 62
The following description of the management VLAN is correct.
A. Service VLAN under the service set template
B. Responsible for establishing the CAPWAP tunnel between the AC and the AP.
C. Mainly responsible for transmitting data when WLAN users access the Internet
D. PVID VLAN under WLAN ESS interface
Answer: (SHOW ANSWER)

NEW QUESTION: 63
The 802.11n standard uses dual-band (2.4 GHz and 5 GHz), the theoretical transmission rate can
reach up to
300 Mbps, and the actual test rate can reach more than 100 Mbps.
A. True
B. False
Answer: B (LEAVE A REPLY)

NEW QUESTION: 64
Which is the longest interval between 802.11 frames?
A. IFS
B. SIFS
C. PIFS
D. DIFS
Answer: D (LEAVE A REPLY)

NEW QUESTION: 65
WEP encrypted data algorithms use algorithms.
A. AES
B. Asymmetric encryption
C. CCMP
D. RC4
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Answer: D (LEAVE A REPLY)

NEW QUESTION: 66
In the 802.1 X protocol, you must have () to complete the user authentication and authorization.
(Multiple choice)
A. authenticator
B. authentication server
C. eSight Server
D. client
Answer: A,B,D (LEAVE A REPLY)

NEW QUESTION: 67
Which of the following are factors that need to be considered for AP capacity planning (Select 3
Answers)
A. Equipment performance
B. Power supply type
C. Bandwidth requirements
D. Number of concurrent users
Answer: A,B,D (LEAVE A REPLY)

NEW QUESTION: 68
The indicator used to describe the extent to which the antenna converges on the transmit power
is.
A. Power
B. Polarity
C. Gain
D. Broadband
Answer: C (LEAVE A REPLY)

NEW QUESTION: 69
For indoor distributed APs, the following description is correct (B).
A. AP6310SN supports dual frequency mode
B.Waterproof and dustproof
C. AP power can be up to 800mW.
D. It can be deployed in conjunction with the carrier's 3G network.
Answer: D (LEAVE A REPLY)

NEW QUESTION: 70
What are the rates that 802.11a can support?
A. 6,12,24,54 Mbps
B. 6,9,12,18,24,30,36,48,54 Mbps
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C. 6,9,12,18,24,36,48,54 Mbps
D. 6,12,18,24,36,48,54 Mbps
Answer: (SHOW ANSWER)

NEW QUESTION: 71
The power of the indoor AP is generally mW.
A. 50
B. 800
C. 100
D. 500
Answer: C (LEAVE A REPLY)

NEW QUESTION: 72
The parameter used in the 802.11 frame to check the integrity of the received frame is .
A. Sequence Control Bit
B. Duration
C. Frame Control
D. FCS
Answer: (SHOW ANSWER)

NEW QUESTION: 73
When deploy AP on several floors of a building, which of the following factors are needed to pay
attention to? (Multiple Choice)
A. the material of the wall
B. other interfering signals
C. unified planning channel
D. in order not to affect beautiful, AP should be hidden in the ceiling
Answer: A,B,C (LEAVE A REPLY)

NEW QUESTION: 74
What is the name of the first radio communication network based on packet technology?
A. INTERNET
B. ARPANet
C. NSFnet
D. ALOHNET
Answer: D (LEAVE A REPLY)

NEW QUESTION: 75
After a wireless user connects to a wireless signal point, they cannot obtain an IP address. What
are the possible reasons (Select 2 Answers)?
A. wlan-ess virtual interface.
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B. The DHCP server is not configured in the VLAN where the user is located. The dhcp-enable
command is not configured on the
C. The user-specified authentication password is incorrect.
D. The MAC address of the user device has been added to the blacklist.
Answer: A,B (LEAVE A REPLY)

NEW QUESTION: 76
Choice of WLAN covering antenna, for long and narrow area, we suggest (); for open and short
area, we suggest ().
A. directional antenna; Omni-directional antenna
B. omnidirectional antennas; Directional antenna
C. directional antenna; Directional antenna
D. omnidirectional antennas; Omni-directional antenna
Answer: A (LEAVE A REPLY)
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NEW QUESTION: 77
The size of the coverage area of the AP is controlled by means (Select 2 Answers).
A. Adjust the transmit power of the AP
B. Adjusting the access bandwidth of the AP
C. Adjust the angle of the AP antenna
D. Adjusting the power supply of the AP
Answer: A,C (LEAVE A REPLY)

NEW QUESTION: 78
WLAN APs can be powered by (Select 3 Answers).
A. Independent power adapter
B. RF cable
C. POE switch
D. POE adapter
Answer: (SHOW ANSWER)

NEW QUESTION: 79
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In the wireless network deployment scenario, when the AC is configured as "Layer 3 Networking
+ by hang Mode + Direct Forwarding", where can the wireless user's gateway be located?
(Multiple choice)
A. On the one-arm router
B. Convergence layer on the Layer 3 switch
C. on AC
D. on AP
Answer: (SHOW ANSWER)

NEW QUESTION: 80
The omnidirectional antenna exhibits a degree of on the horizontal pattern.
A. 360
B. 90
C. 180
D. 0
Answer: A (LEAVE A REPLY)

NEW QUESTION: 81
The following is true for WLAN networking configuration (Select 3 Answers).
A. The user should try to ensure the detailed planning data when performing data planning, which
will greatly facilitate the later configuration.
B. Before the AP is configured, the AP must be online.
C.WMM template is bound to the radio template.
D. Configure the WMM template to be directly bound to the antenna.
Answer: A,B,C (LEAVE A REPLY)

NEW QUESTION: 82
What is the wireless client's active scanning to get the surrounding wireless network information
by sending frames?
A. Association Request frame
B. Beacon frame
C. Probe Request frame
D. Authentication Request frame
Answer: (SHOW ANSWER)

NEW QUESTION: 83
Which of the following options that can be configured under the VAP template? (Multiple choice)
A. can bind a security template
B. can configure the forwarding mode as direct-forward or tunnel-forward.
C. can configure service-vlan
D. The SSID string can be configured via ssid xxxx
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Answer: A,B,C (LEAVE A REPLY)

NEW QUESTION: 84
What are the diagnostic commands commonly used in WLAN networks? (Multiple Choice)
A. Trace
B. Show
C. Display
D. Ping
Answer: (SHOW ANSWER)

NEW QUESTION: 85
Which of the following can be done to protect WLAN security (Select 3 Answers)?
A. Control traffic
B. System protection
C. Encryption
D. Authentication
Answer: B,C,D (LEAVE A REPLY)

NEW QUESTION: 86
The following statement about frequency planning is correct (Select 2 Answers)?
A. There are generally 23 non-overlapping channels available in China at 5 GHz.
B. 2.4 GHz generally uses 1, 6, and 11 three non-overlapping channels for coverage.
C. If the AP is dual-frequency, it is recommended to use the 5G priority function.
D. Microwave interference will occur in the full 2.4GHz band.
Answer: B,C (LEAVE A REPLY)

NEW QUESTION: 87
In the WLAN network configuration, what command must be executed on the AC6605 to deliver
the configuration to AP1?
A. save ap id 1
B. save ap 1 config
C. commit ap 1
D. save config ap 1
Answer: C (LEAVE A REPLY)

NEW QUESTION: 88
What are the upgrade modes of Huawei Wireless AP (Select 2 Answers)?
A. BAS Download
B. AP Comes with
C. FTP Server Download
D. AC Download
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Answer: (SHOW ANSWER)

NEW QUESTION: 89
About the networking mode, which description is true?
A. in direct-connect networking, AP business data can reach the upward network without going
through AC
B. relative to the three layers networking, the layer two networking is more suitable for park,
sports venues and other large network
C. the advantage of three layer networking is simple configuration, establishing networking easily
D. if the ability of AC processing the data is weak, it is recommended to use hanging by
networking
Answer: (SHOW ANSWER)

NEW QUESTION: 90
Which of the following options will cause users to not find a wireless network signal (Select 2
Answers)?
A. User wireless network card driver is abnormal
B. The user wireless network card is not enabled or the wireless network card hardware switch is
not turned on.
C. The wireless controller is configured with user isolation
D. AP is configured with 5G priority, resulting in 2.4G wireless client not searching for signals.
Answer: (SHOW ANSWER)

NEW QUESTION: 91
In the 802.11 frame, what is the correct correspondence between the Type and the frame format
in the Frame Control bit?
A. Type is 00, it means reserved. When
B. Type is 01, indicating that the data frame
C. Type is 10, indicating the control frame. When
D. Type is 00, it means management frame.
Answer: D (LEAVE A REPLY)

Valid H12-311-ENU Dumps shared by Actual4test.com for Helping Passing H12-311-ENU
Exam! Actual4test.com now offer the newest H12-311-ENU exam dumps, the
Actual4test.com H12-311-ENU exam questions have been updated and answers have
been corrected get the newest Actual4test.com H12-311-ENU dumps with Test Engine here:
https://www.actual4test.com/H12-311-ENU_examcollection.html (300 Q&As Dumps, 30%OFF

Special Discount: Freepdfdumps)

https://www.freepdfdumps.com/Huawei.H12-311-ENU.v2022-01-17.q164.html
https://www.freepdfdumps.com/Huawei.H12-311-ENU.v2022-01-17.q164.html
https://www.freepdfdumps.com/Huawei.H12-311-ENU.v2022-01-17.q164.html
https://www.freepdfdumps.com/Huawei.H12-311-ENU.v2022-01-17.q164.html
https://www.actual4test.com/H12-311-ENU_examcollection.html


NEW QUESTION: 92
What is the default authentication mode supported by AP?
A. mac-auth
B. no-auth
C. mac-sn-auth
D. sn-auth
Answer: (SHOW ANSWER)

NEW QUESTION: 93
The AP or AC performing the connectivity test must be online.
A. True
B. False
Answer: A (LEAVE A REPLY)

NEW QUESTION: 94
Radio frequency mainly uses spread spectrum technology. Which of the following technologies
belong to Spread 2 Answers?
A. DSSS
B. OFDM
C. QPSK
D. FHSS
Answer: (SHOW ANSWER)

NEW QUESTION: 95
What VLAN is used to establish a CAPWAP tunnel VLAN for the AP and AC?
A. Authentication VLAN
B. Management VLAN
C. User VLAN
D. Service VLAN
Answer: B (LEAVE A REPLY)

NEW QUESTION: 96
Which country or region is ETSI a standard organization?
A. Japan
B. China
C. Europe
D. USA
Answer: (SHOW ANSWER)

NEW QUESTION: 97
How many management nodes can be supported by eSight standard edition?
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A. 60
B. 5000
C. 20000
D. 2000
Answer: B (LEAVE A REPLY)

NEW QUESTION: 98
In the following options, ( ) is the cause of priority access using 5G.
A. 5G band of users connected to the AP quickly
B. 5G band can provide better access to power and capacity
C. more easily under 5G band for network planning
D. 5G band transmission rate is higher than 2.4 G band
Answer: B (LEAVE A REPLY)

NEW QUESTION: 99
Which of the following ports can only belong to one VLAN.
A. eth-trunk
B. hybrid
C. trunk
D. access
Answer: D (LEAVE A REPLY)

NEW QUESTION: 100
What are the reasons why APs cannot go online (Select 3 Answers)?
A. The controller adopts no-auth authentication mode.
B. The configuration of the DHCP address pool is incorrect. The AP cannot obtain the address.
C. AP is inconsistent with the version of AC.
D. The AP uses static discovery but the IP address of the AC is incorrect.
The version of
Answer: B,C,D (LEAVE A REPLY)

NEW QUESTION: 101
What is the US non-overlapping channel in the 2.4 GHz band?
A. 1, 6, 11
B. 3, 7, 13
C. 2 , 7, 12
D. 3, 8, 13
Answer: A (LEAVE A REPLY)

NEW QUESTION: 102
AAA is a management framework that is implemented using more common protocols.
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A. 802.1X
B. CAPWAP
C. 802.11a/b/g/n
D. RADIUS
Answer: D (LEAVE A REPLY)

NEW QUESTION: 103
Which is the following statement is correct about the introduction of WLAN frequency planning?
(Multiple Choice)
A. microwave interference will occur in the 2.4GHz frequency band full
B. 5GHz in China generally have 23 non-overlapping channels available
C. If the AP is dual-band, it is recommended to use 5G priority function
D. 2.4GHz general use 1,6,11 three non-overlapping channels for coverage
Answer: C,D (LEAVE A REPLY)

NEW QUESTION: 104
Which the following content are included in 802.11n MAC layer technology improvement?
(Multiple choice)
A. MIMO Technology
B. Frame Polymerization
C. Piece of technology
D. Beamforming
Answer: B,C (LEAVE A REPLY)

NEW QUESTION: 105
How to deal with the mismatch of AP and AC in the project implementation?
A. change AP equipment
B. check POE power supply, if it is normal
C. upgrade version and make it match with each other
D. replace the switch
Answer: C (LEAVE A REPLY)

NEW QUESTION: 106
The cable used in the project cannot theoretically exceed the meter.
A. 50
B. 150
C. 80
D. 100
Answer: (SHOW ANSWER)
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NEW QUESTION: 107
Among the following options, the common source of WLAN interference is (Select 3 Answers).
A. Microwave oven
B. Cordless telephone
C. Remote control
D. Bluetooth transmission equipment
Answer: A,B,D (LEAVE A REPLY)

NEW QUESTION: 108
Which of the following transfer rates is not supported by 802.11g?
A. 12Mbps
B. 54Mbps
C. 9Mbps
D. 65Mbps
Answer: (SHOW ANSWER)

NEW QUESTION: 109
What are the modulation methods (Select 3 Answers) depending on the signal parameters being
controlled?
A. amplitude modulation
B. phase modulation
C. modulation
D. frequency modulation
Answer: (SHOW ANSWER)

NEW QUESTION: 110
The IEEE 802.11 standard used to define roaming is
A. IEEE 802.11j
B. IEEE 802.11c
C. IEEE 802.11h
D. IEEE 802.11r
Answer: D (LEAVE A REPLY)
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NEW QUESTION: 111
Assume that the transmit power of AP is 1mW, it is () dBm after converted to dBm.
A. 1
B. 0
C. 20
D. 10
Answer: B (LEAVE A REPLY)

NEW QUESTION: 112
Which of the following is wireless LAN standards originally formulated by IEEE?
A. IEEE 802.10
B. IEEE 802.11
C. IEEE 802.12
D. IEEE 802.16
Answer: B (LEAVE A REPLY)

NEW QUESTION: 113
Which of the following rates is not the rate supported by the 802.11a protocol?
A. 24Mbps
B. 12Mbps
C. 6Mbps
D. 30Mbps
Answer: (SHOW ANSWER)

NEW QUESTION: 114
In the term of PoE, what does the AP belong to?
A. PSU
B. PD
C. PI
D. PSE
Answer: D (LEAVE A REPLY)

NEW QUESTION: 115
AP can provide power and data transmission through the POE switcher.
A. TRUE
B. FALSE
Answer: (SHOW ANSWER)

NEW QUESTION: 116
Which of the following is included in the CSMA/CA mechanism in 802.11 WLAN? (Multiple
Choice)
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A. Conflict avoidance
B. Carrier sensing
C. Conflict detection
D. Multiple access
Answer: (SHOW ANSWER)

NEW QUESTION: 117
In TKIP encryption, which bit is the length of IV vector?
A. 48
B. 64
C. 12
D. 24
Answer: (SHOW ANSWER)

NEW QUESTION: 118
Upgrading AP through FTP Mode need to ensure the servers of AP and FTP can communicate,
and the upgraded document of AP can be in the root of FTP.
A. True
B. False
Answer: A (LEAVE A REPLY)

NEW QUESTION: 119
If a wireless client is connected to the same SSID of two APs, then what determines which
wireless AP the wireless terminal is connected to?
A. SSID
B. BSSID
C. ESSID
D. BSA
Answer: B (LEAVE A REPLY)

NEW QUESTION: 120
In China, which of the following is the outdoor WLAN band supported by the Radio Management
Committee?
A. 5.725-5.850GHz
B. 5.25-5.35GHz
C. 2.4-2.4835GHz
D. 5.15-5.25GHz
Answer: A,C (LEAVE A REPLY)

NEW QUESTION: 121
About the statements of SSID, which of the following is wrong?

https://www.freepdfdumps.com/Huawei.H12-311-ENU.v2022-01-17.q164.html
https://www.freepdfdumps.com/Huawei.H12-311-ENU.v2022-01-17.q164.html
https://www.freepdfdumps.com/Huawei.H12-311-ENU.v2022-01-17.q164.html
https://www.freepdfdumps.com/Huawei.H12-311-ENU.v2022-01-17.q164.html
https://www.freepdfdumps.com/Huawei.H12-311-ENU.v2022-01-17.q164.html


A. One AP can release a number of different SSID
B. A number of SSID can be configured on one AP without limit
C. Multiple AP can release the same SSID
D. An AP can release the same SSID on two groups of antenna signal
Answer: B (LEAVE A REPLY)
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NEW QUESTION: 122
For AP of distribution type indoor, which of the following description is correct?
A. waterproof and dustproof
B. AP power is up to 800 mW
C. can be deployed with operators 3G network
D. AP6310SN support dual-band mode
Answer: C (LEAVE A REPLY)

NEW QUESTION: 123
In the 802.11 frame, what is the value used to record the network allocation vector (NAV)?
A. address bit
B. Sequence control bits
C. Duration
D. Frame Control
Answer: C (LEAVE A REPLY)

NEW QUESTION: 124
For dBm, dB, dBi, which of the following descriptions are correct? (Multiple Choice)
A. dBi and dBd: characterizing the relative value of the gain
B. dB: characterizing the relative value of power
C. dBm: characterizing the absolute value of power
D. If A antenna is 12dBi and B antenna is 14dBi, it can be said that A is 2dBi smaller than B.
Answer: A,B,C (LEAVE A REPLY)

NEW QUESTION: 125
Which of the following factors will affect the coverage of WLAN outdoor scenes? (Multiple choice)
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A.Weather
B. Antenna placement height
C. Antenna gain
D. Antenna form
E. Obstacle
F. Transmit power
Answer: A,B,C,D,E,F (LEAVE A REPLY)

NEW QUESTION: 126
Wireless client passive scanning is obtained by receiving what frames to get the wireless network
information around?
A. Association Request frame
B. Probe Request frame
C. Authentication frame
D. Beacon frame
Answer: D (LEAVE A REPLY)

NEW QUESTION: 127
If an AP has been added offline, the AP can go online directly without authentication.
A. True
B. False
Answer: (SHOW ANSWER)

NEW QUESTION: 128
Which of the following statements is correct (Select 3 Answers)?
A. The wireless network bridging function usually refers to one-to-one, but the WDS architecture
can do one-to-many.
B. Because virtual network lines are formed through wireless networks, WDS is also called
wireless network bridging.
C.WDS allows wireless APs to bridge (relay) wirelessly, but bridged wireless APs cannot provide
coverage at the same time.
D.WDS can transmit the data of the wired network through the wireless network as a relay
architecture, thereby transmitting the network data to another wireless network environment or
another wired network.
Answer: A,B,D (LEAVE A REPLY)

NEW QUESTION: 129
The following description of WEP encryption is wrong.
A.WEP encryption uses a stream encryption algorithm.
B.WEP encryption allows the device to store four keys at the same time.
C.WEP encryption adds IV to destroy the regularity of the key.
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The length of the IV in C.WEP encryption is 48 bits.
Answer: B (LEAVE A REPLY)

NEW QUESTION: 130
Which of the following can be done to protect WLAN security? (Multiple choice)
A. Control traffic
B. System protection
C. Encryption
D. Authentication
Answer: B,C,D (LEAVE A REPLY)

NEW QUESTION: 131
Which of the following options are the basic functions for configuring Huawei wireless controllers
(Select 3 Answers)?
A. Configure Radio template
B. Configure AC WLAN source interface
C. Configure AC country code
D. Configure AC-ID
Answer: B,C,D (LEAVE A REPLY)

NEW QUESTION: 132
Which algorithm is used for CCMP encryption?
A. RC4
B. Michael
C. SMS4
D. AES
Answer: D (LEAVE A REPLY)

NEW QUESTION: 133
Which of the following description for PSK certification is correct? (Multiple Choice)
A. PSK certification need to configure the same pre-shared key in the wireless client and
equipment client
B.WPA and WPA2 are both support PSK certification
C. PSK certification is through four handshake Key negotiation to verify the legitimacy of the STA
side Key
D. The process of PSK certification is like the process of shared-key authentication, so the same
safety
Answer: A,B,C (LEAVE A REPLY)

NEW QUESTION: 134
Use the display ap all command to view the MAC, type, and running status of an AP.
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A. False
B. True
Answer: B (LEAVE A REPLY)

NEW QUESTION: 135
Which command is used by Huawei AC to view information about online access users?
A. display access-user
B. display users all
C. display local-user
D. display user-interface console 0
Answer: A (LEAVE A REPLY)

NEW QUESTION: 136
The 802.11 physical layer standard defines some common operations of the wireless network at
the physical layer, such as QoS, security, and roaming.
A. False
B. True
Answer: A (LEAVE A REPLY)
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NEW QUESTION: 137
Three APs are deployed on the first floor of a building. The channels from left to right are 1, 6,
and 11, respectively. The channels of the three APs deployed on the second floor should be
divided into () from left to right.
A. 2、7、12
B. 6、11、1
C. 1、6、11
D. 11、6、1
Answer: (SHOW ANSWER)

NEW QUESTION: 138
Which of the following statement are correct about the classification of the antenna?
(Multiple choice)
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A. according to the classification of direction: omni-directional antenna, directional antenna, etc
B. according to the shape classification: linear antenna, planar antenna, etc
C. according to the working frequency band classification: communication antenna, TV antenna,
radar antenna, etc
D. according to use classification: shortwave antenna, ultra-short wave antenna and microwave
antenna, etc
Answer: A,B (LEAVE A REPLY)

NEW QUESTION: 139
The following service models can provide end-to-end QoS services, but the scalability is not
good.
A. Best Effort model
B. IntServ model
C. DiffServ model
D. FIFO model
Answer: B (LEAVE A REPLY)

NEW QUESTION: 140
Which of the following description about Fit AP is correct?
A. Fit AP is gradually being replaced by fat AP due to its long absence.
B. Fit AP cannot be used alone and must be used with the wireless controller
C. Fit AP can implement 802.1X authentication, encryption and other functions. Others such as
QoS and roaming functions are implemented on the wireless controller.
D. Fit AP is also known as a wireless router.
Answer: B (LEAVE A REPLY)

NEW QUESTION: 141
The BSSID is actually the MAC address of the AP and is used to identify the BSS managed by
the AP.
A. False
B. True
Answer: A (LEAVE A REPLY)

NEW QUESTION: 142
How many subcarriers can 802.11a use to transmit data in 20M mode?
A. 48
B. 52
C. 56
D. 54
Answer: A (LEAVE A REPLY)
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NEW QUESTION: 143
Which kinds of modulation mode does below figure belong to?

A. FM
B. SM
C. AM
D. PM
Answer: (SHOW ANSWER)

NEW QUESTION: 144
Commonly used RF cables for WLAN systems are (ABC) (Select 3 Answers).
A. 1/2" (inch) super soft feeder
B. RG-8 jumper
C. 1/2" (inch) feeder
D. 13/8" (inch) feeder
Answer: A,B,C (LEAVE A REPLY)

NEW QUESTION: 145
What is the function of the AC in the wireless network (Select 3 Answers)?
A. Send beacon frame
B.Wireless intrusion detection
C. Implement roaming function
D. Centralized management AP
Answer: B,C,D (LEAVE A REPLY)

NEW QUESTION: 146
Which of the following materials does the WLAN signal pass have less penetration loss? (Multiple
choice)
A. Brick wall
B. Gypsum board
C. Concrete wall
D. Glass window (colorless)
Answer: (SHOW ANSWER)
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NEW QUESTION: 147
The distance between two channels' Center frequency is equal to or less than 25 MHZ, it exists
overlap between channels, which will cause some interference, so when channel planning in the
adjacent area, in order to avoid the adjacent frequency interference, the same channel is not
allowed to use.
A. False
B. True
Answer: (SHOW ANSWER)

NEW QUESTION: 148
To create a user for Huawei's AC, first use the aaa command to enter the view.
A. False
B. True
Answer: B (LEAVE A REPLY)

NEW QUESTION: 149
To configure a WLAN service, you need to add an AC to the U2000.
A. True
B. False
Answer: A (LEAVE A REPLY)

NEW QUESTION: 150
Which of the following option is a prerequisite for starting load balancing function based on AP?
A. The output power of the AP is consistent.
B. AP is under the management of same AC, and signal has overlap between AP
C. STA can scan AP which can process load balancing each other
D. AP belongs to the same type
Answer: (SHOW ANSWER)

NEW QUESTION: 151
In the WDS network, which links can be established with the leaf AP? (Multiple Choice)
A. Middle AP
B. Master AP
C. Leaf AP
D. Root AP
Answer: (SHOW ANSWER)
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NEW QUESTION: 152
Configure the security profile of the wireless network as WEP. You need to configure the security
profile on the AC6605 as follows.
A. security-policy wep
Policy wep share-key
Wep key wep-40 hex 0 1234567890
Wep default-key 0
B. authentication policy wpa
Wpa authentication-method share-key
Wpa key wpa-40 hex 0 1234567890
Wpa default-key 0
C. security-policy wep
Wep authentication-method open
Wep key wep-40 hex 0 1234567890
Wep default-key 0
D. authentication policy wpa2
Wpa2 authentication-method share-key
Wpa2 key wpa2-40 hex 0 1234567890
Wpa2 default-key 0
Answer: (SHOW ANSWER)

NEW QUESTION: 153
Which of the following commands can be used to view the AP running system version? (Multiple
Choice)
A. display ap update status all
B. display ap all
C. display ap version all
D. display ap run-info ap-id x (x is the ID number of the AP)
Answer: C,D (LEAVE A REPLY)

NEW QUESTION: 154
802.11n is faster than 802.11g, what are the main reasons? (Multiple choice)
A. Higher coding ratio
B. More spatial streams
C.Wider channel
D. More channels
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E. More subcarriers
F. Shorter GI
Answer: A,B,C,E,F (LEAVE A REPLY)

NEW QUESTION: 155
Point-to-point wireless bridge can be used to connect two separate network located in different
sites, in wireless backhaul connection, Root AP and Leaf AP should set different channels.
A. False
B. True
Answer: A (LEAVE A REPLY)

NEW QUESTION: 156
BSS is called Basic Service Set, and BSS can be divided into Independent BSS and
Infrastructure BSS.
A. False
B. True
Answer: (SHOW ANSWER)

NEW QUESTION: 157
Among the following options, it is not the main purpose of roaming.
A. Avoid excessive authentication time during roaming, resulting in packet loss or even service
interruption.
B. Ensure that the user's IP address is unchanged.
C. Ensure that the user's network rate is unchanged.
D. Ensure user authorization information remains unchanged.
Answer: (SHOW ANSWER)

NEW QUESTION: 158
To upgrade an AP through FTP, you need to ensure that the AP and the FTP server can
communicate with each other and put the AP upgrade file in the FTP root directory.
A. True
B. False
Answer: A (LEAVE A REPLY)

NEW QUESTION: 159
What are the technical advantages of 802.11n over 802.11a/b/g?
A. Maximum theoretical transmission rate is increased to 600Mbps
B. Downward compatible with 802.11a/b/g protocol
C. The other three items are correct
D. Support MIMO technology
Answer: D (LEAVE A REPLY)

https://www.freepdfdumps.com/Huawei.H12-311-ENU.v2022-01-17.q164.html
https://www.freepdfdumps.com/Huawei.H12-311-ENU.v2022-01-17.q164.html
https://www.freepdfdumps.com/Huawei.H12-311-ENU.v2022-01-17.q164.html
https://www.freepdfdumps.com/Huawei.H12-311-ENU.v2022-01-17.q164.html
https://www.freepdfdumps.com/Huawei.H12-311-ENU.v2022-01-17.q164.html
https://www.freepdfdumps.com/Huawei.H12-311-ENU.v2022-01-17.q164.html


NEW QUESTION: 160
What is the AP connected to the AC through the wired network in the WDS network commonly
called?
A. Root AP
B. Middle AP
C. Leaf AP
D. Master AP
Answer: A (LEAVE A REPLY)

NEW QUESTION: 161
Wireless users with the same user VLAN and the same SSID can access the Internet, but they
can't access each other. What could be the cause of this phenomenon?
A. Port isolation configured on the switch connected to the AP prevents mutual access between
users.
B. User isolation is configured on the wireless service-set to prevent mutual access between
users.
C. The ACL is configured on the AC to prevent mutual access between users.
D. The user's gateway device is configured with an ACL to prevent mutual access between users.
Answer: (SHOW ANSWER)

NEW QUESTION: 162
The coverage area size of AP is controlled by which way? (Multiple choice)
A. adjust the access bandwidth of AP
B. adjust the power supply of AP
C. adjust the Angle of AP antenna
D. adjust the transmission power of AP
Answer: C,D (LEAVE A REPLY)

NEW QUESTION: 163
For the polarization of the antenna, which of the following description is correct? (Multiple choice)
A. If the electric field of the electric wave is perpendicular to the ground, we call it a vertically
polarized wave.
B. The polarization of the antenna refers to the direction of the magnetic field strength formed by
the antenna radiation.
C. The antenna radiates electromagnetic waves to the surrounding space, and the direction of the
electric field changes according to a certain law.
D. If the transmitting antenna is circularly polarized, the receiving antenna must also be circularly
polarized and the polarization directions of both must be the same.
Answer: A,C,D (LEAVE A REPLY)
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NEW QUESTION: 164
Which of the following statement is correct about the characteristics of Huawei WLAN products?
A. After the dual-link backup configuration, if the user adopts the tunnel forwarding mode, the
user service will not be interrupted even if the active AC fails.
B. Huawei's AP radio tuning function is divided into global tuning and local tuning. The local
tuning is done independently by the AP.
C. The switching threshold of WLAN load balancing has two configurations based on session
mode and traffic mode.
D.Wireless controller can achieve high availability through stacking
Answer: C (LEAVE A REPLY)
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