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NEW QUESTION: 1
In the Client-Initiated VPN configuration, it is generally recommended to plan the address pool
and headquarters network address as different network segments, otherwise you need to turn on
the proxy forwarding function on the gateway device.
A. True
B. False
Answer: (SHOW ANSWER)

NEW QUESTION: 2
Gratuitous ARP can be used to detect if _____address conflicts, and it can also refresh the MAC
address table of the switch.
A. IP
Answer: (SHOW ANSWER)

NEW QUESTION: 3
"Caesar Password" is mainly encrypted by using a stick of specific specifications.
A. True
B. False
Answer: B (LEAVE A REPLY)

NEW QUESTION: 4
In which of the following scenarios does the firewall generate a server map table? (Multiple
choice)
A. ASPF is deployed on the firewall and the traffic of the multi-channel protocol is forwarded
B. NAT Server is deployed on the firewall
C. If the firewall generates a session table, it will generate a Server-map table
D. Security policies are deployed on the firewall and traffic is released
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Answer: (SHOW ANSWER)

NEW QUESTION: 5
Regarding the description of the buffer overflow attack, which of the following options are correct?
(Multiple choice)
A. Buffer overflow attacks are application layer attacks
B. Buffer overflow attack is one of the common methods in the behavior of attacking software
systems
C. Buffer overflow attack exploits the flaws in the memory operation of the software system to run
the attack code with high operating authority
D. Buffer overflow attacks have nothing to do with operating system vulnerabilities and
architecture
Answer: A,B,C (LEAVE A REPLY)

NEW QUESTION: 6
Regarding Client-Initialized L2TP VPN, which of the following statements is wrong?
A. The LNS device receives the user's L2TP connection request, and can verify the user based
on the user name and password
B. Remote users do not need to install VPN client software
C. After remote users access the Internet, they can directly initiate an L2TP tunnel connection
request to the remote LNS through the client software
D. LNS assigns private IP addresses to remote users
Answer: B (LEAVE A REPLY)

NEW QUESTION: 7
Which of the following information is not the backup content included in the status information
backup in dual-system hot backup?
A. IPv4 Session Table
B. NAPT related entries
C. IPSEC tunnel
D. Routing table
Answer: D (LEAVE A REPLY)

NEW QUESTION: 8
Which protocols below can guarantee the confidentiality of data transmission? (Multiple Choice)
A. HTTPS
B. Telnet
C. FTP
D. SSH
Answer: (SHOW ANSWER)
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NEW QUESTION: 9
Please match the following information security risks with information security incidents one by
one.

Answer:

NEW QUESTION: 10
When configuring the security policy, ______ can control the flow based on the user.
A. Services and applications
Answer: (SHOW ANSWER)

NEW QUESTION: 11
The SSL VPN routing mode determines the route of the message sent by the client. In the
_______ mode, no matter what resource is accessed, the data will be intercepted by the virtual
network card and forwarded to the virtual gateway for processing.
A. Network expansion
Answer: (SHOW ANSWER)
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NEW QUESTION: 12
Intrusion Prevention System (IPS) is a defense system that can block intrusions in real time
A. False
B. True
Answer: (SHOW ANSWER)

NEW QUESTION: 13
Which of the following mechanisms are used to implement MAC flooding attacks? (Multiple
choice)
A. ARP learning mechanism
B. The forwarding mechanism of the switch
C. Limit on the number of MAC entries
D. MAC learning mechanism of the switch
Answer: B,C,D (LEAVE A REPLY)

NEW QUESTION: 14
Which of the following is not a file format for saving certificates supported by USG6000 series
devices?
A. PEM
B. PKCS#
C. DER
D. PKCS#12
Answer: (SHOW ANSWER)

NEW QUESTION: 15
NAT technology can realize data secure transmission by encrypting data.
A. True
B. False
Answer: (SHOW ANSWER)

NEW QUESTION: 16
Which of the following options belong to the same characteristics of windows system and LINUX
system? (Multiple choice)
A. Support multiple terminal platforms
B. Support graphical interface operation
C. Support multitasking
D. Open-source system
Answer: A,B,C (LEAVE A REPLY)
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NEW QUESTION: 17
Security technology has different methods in different technical levels and fields. Which of the
following devices can be used for network layer security protection? (Multiple choice)
A. Firewall
B. Vulnerability scanning device
C. Anti-DDoS device
D. IPS/IDS device
Answer: A,C,D (LEAVE A REPLY)

NEW QUESTION: 18
Huawei USG firewall VRRP notification message is a multicast message, so each firewall in the
backup group must be able to achieve direct layer 2 intercommunication
A. True
B. False
Answer: A (LEAVE A REPLY)

NEW QUESTION: 19
Regarding the description of the advanced settings of the windows firewall, which of the following
options are wrong? (Multiple choice)
A.When setting the pushstack rules, both the local port and the remote port can be restricted
B.When setting the popstack rules, only the local port can be restricted, but the remote port
cannot be restricted
C.When setting the pushstack rules, only the local port can be restricted, but the remote port
cannot be restricted
D.When setting the popstack rules, both the local port and the remote port can be restricted
Answer: (SHOW ANSWER)

NEW QUESTION: 20
Regarding the description of the intrusion prevention system (IPS), which of the following is
wrong?
A. The IDS device needs to be linked to the firewall to block the intrusion
B. IPS devices cannot be deployed in bypass mode in the network
C. IPS equipment can be connected in series at the network boundary and deployed online
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D. Once the IPS device detects the intrusion, it can block it in real time
Answer: B (LEAVE A REPLY)

NEW QUESTION: 21
Regarding the firewall security policy, the following items are correct?
A. By default, the security policy can control unicast messages, broadcast messages and
multicast messages
B. By default, the security policy can control multicast
C. By default, the security policy only controls unicast packets.
D. By default, the security policy can control unicast packets and broadcast packets.
Answer: C (LEAVE A REPLY)

NEW QUESTION: 22
In the security assessment method, the purpose of security scanning is to use scanning analysis
and assessment tools to scan the target system in order to find relevant vulnerabilities and
prepare for attacks
A. True
B. False
Answer: (SHOW ANSWER)

NEW QUESTION: 23
Which of the following descriptions of the VGMP protocol is wrong?
A. VGMP adds multiple VRRP backup groups on the same firewall to a management group, and
the management group manages all VRRP backup groups in a unified manner
B. By default, when the standby end does not receive the hello message sent by the opposite end
for three hello message cycles, it will consider the opposite end to be faulty and switch itself to the
Active state.
C. VGMP group devices in Active state will periodically send hello messages to the opposite end,
and the stdandby end is only responsible for listening to hello messages and will not respond
D. VGMP uniformly controls the switching of the status of each VRRP backup group to ensure
that the status of all VRRP backup groups in the management group is consistent.
Answer: C (LEAVE A REPLY)

NEW QUESTION: 24
Social engineering is a kind of harmful means such as deception and harm through psychological
traps such as psychological weakness, instinctual reaction, curiosity, trust, and greed of the
victim.
A. FALSE
B. TURE
Answer: B (LEAVE A REPLY)
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NEW QUESTION: 25
Social engineering is a method of deceiving and hurting victims through psychological traps such
as psychological weakness, instinctual reaction, curiosity, trust, and greed.
A. True
B. False
Answer: A (LEAVE A REPLY)

NEW QUESTION: 26
ASPF (Application Specific Packet Filter) is a packet filtering technology based on the application
layer and implements a special security mechanism through the server-map table.
Regarding ASPF and server-map tables, which of the following are correct? (Multiple choice)
A. ASPF can dynamically create server-map tables
B. ASPF monitors the messages in the communication process
C. ASPF dynamically allows multi-channel protocol data to pass through the server-map table
D. The five-tuple server-map table entry implements a function similar to the session table
Answer: A,B,C (LEAVE A REPLY)

NEW QUESTION: 27
Which of the following options does not belong to the five-tuple range?
A. Source IP
B. Destination IP
C. Source MAC
D. Destination port
Answer: C (LEAVE A REPLY)

NEW QUESTION: 28
About SSL VPN technology, which of the following statement is wrong?
A. SSL VPN requires dial client
B. SSL VPN technology is perfect for NAT traversal scenarios
C. SSL VPN technology expands the network range of enterprises
D. Encryption of SSL VPN technology only takes effect on the application layer
Answer: A (LEAVE A REPLY)

NEW QUESTION: 29
As shown in the figure is an application scenario of a NAT server, when using the web
configuration method for this configuration. Which of the following statements is correct? (Multiple
choice)
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A.When configuring the interzone security policy, set the source security zone to DMZ and the
target security zone to Untrust
B.When configuring the interzone security policy, you need to set the source security zone to
Untrust and the target security zone to DMZ
C.When configuring NAT Server, the internal address is 10.1.1.2 and the external address is
200.10.10.1
D.When configuring NAT Server, the internal address is 200.10.10.1 and the external address is
10.1.1.2.
Answer: (SHOW ANSWER)

NEW QUESTION: 30
Which of the following sequence for incident response management is correct?
1 Detection 2 Report 3 Mitigation 4 Summarize experience 5 Repair 6 Recovery 7 Response
A. 1-7-3-2-6-5-4
B. 1-2-3-7-6-5-4
C. 1-3-2-7-6-5-4
D. 1-3-2-7-5-6-4
Answer: A (LEAVE A REPLY)

NEW QUESTION: 31
When configuring user single sign-on, the mode of receiving PC messages is adopted, and the
authentication process has the following steps:
1. The visitor's PC executes the login script and sends the user login information to the AD
monitor
2. The firewall extracts the corresponding relationship between the user and IP from the login
information and adds it to the online user table
3. The AD monitor connects to the AD server to query login user information, and forwards the
queried user information to the firewall
4. The visitor logs in to the AD domain, and the AD server returns a login success message to the
user and delivers the login script. Which of the following is the correct order?
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A. 1-4-3-2
B. 1-2-3-4
C. 3-2-1-4
D. 4-1-3-2
Answer: D (LEAVE A REPLY)
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NEW QUESTION: 32
Which of the following are functions of address translation technology? (Multiple choice)
A. Address translation can make many hosts in the internal LAN share an IP address to surf the
Internet
B. Address translation can enable internal network users (private IP addresses) to access the
Internet
C. Address translation can handle encrypted IP headers
D. Address translation can shield users on the internal network and improve the security of the
internal network
Answer: (SHOW ANSWER)

NEW QUESTION: 33
In the process of using the digital envelope, which of the following information will be encrypted?
(Multiple choice)
A. User data
B. Recipient's public key
C. Symmetric key
D. Receiver's private key
Answer: A,C (LEAVE A REPLY)

NEW QUESTION: 34
What is the warning level for major cybersecurity incidents that occur?
A. Red warning
B. Orange warning
C. Yellow warning
D. Blue warning
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Answer: (SHOW ANSWER)

NEW QUESTION: 35
Regarding VPN, which of the following statements is wrong?
A. The emergence of VPN technology allows employees on business trips to remotely access the
internal server of the enterprise
B. VPN technology is a technology that multiplexes logical channels on actual physical lines
C. Virtual private network has lower cost than dedicated line
D. VPN technology must involve encryption technology
Answer: D (LEAVE A REPLY)

NEW QUESTION: 36
Regarding the command to view the number of security policy matches, which of the following is
correct?
A. count security-policy hit
B. display firewall sesstion table
C. display security-policy all
D. display security-policy count
Answer: (SHOW ANSWER)

NEW QUESTION: 37
Because the server is a kind of computer, we can use our personal computer as a server in the
enterprise.
A. True
B. False
Answer: (SHOW ANSWER)

NEW QUESTION: 38
The results seen through display ike sa are as follows. Which of the following statements is
wrong?

A. The neighbor address is 2.2.2.1
B. IKE SA has been established
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C. IPSec SA has been established
D. IKE uses the V1 version
Answer: C (LEAVE A REPLY)

NEW QUESTION: 39
The vulnerabilities that have not been discovered are 0 day vulnerabilities
A. False
B. True
Answer: (SHOW ANSWER)

NEW QUESTION: 40
In practical applications, asymmetric encryption is mainly used to encrypt user data.
A. False
B. True
Answer: A (LEAVE A REPLY)

NEW QUESTION: 41
Which of the following types of attacks are DDos attacks?
A. Snooping scan attack
B. Special message attack
C. Malformed message attack
D. Traffic attacks
Answer: D (LEAVE A REPLY)

NEW QUESTION: 42
In the USG series firewall, you can use the ______ function to provide a well-known application
service for the non-knowledge port.
A. Long connection
B. Packing filter
C. Mac and IP address binding
D. Port mapping
Answer: D (LEAVE A REPLY)

NEW QUESTION: 43
Drag the stages of cybersecurity emergency response on the left into the box on the right, and
arrange them from top to bottom in the order of execution.
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Answer:

NEW QUESTION: 44
Regarding the description of the intrusion detection system, which of the following is wrong?
A. The immersion detection system can be linked with firewalls and switches, becoming a
powerful "assistant" of the firewall, and better and more precise control of traffic access between
domains
B. Intrusion detection system includes all software and hardware systems used for intrusion
detection
C. Once the intrusion detection system finds any behavior that violates the security policy or the
system has traces of being attacked, it can implement blocking operations



D. The intrusion detection system can dynamically collect a large amount of key information
through the network and computer, and can analyze and judge the current state of the entire
system environment in time
Answer: C (LEAVE A REPLY)

NEW QUESTION: 45
On the USG series firewall, after configuring the web redirection, the the authentication page
cannot pop up. Which item below does not belong to the cause?
A. The port number of the authentication page service is set to 8887
B. Unenable WEB authentication function
C. Unconfigured authentication policy or authentication policy configuration error
D. Browser SSL version is not matched with the firewall authentication page SSL version
Answer: A (LEAVE A REPLY)

NEW QUESTION: 46
The host firewall is mainly used to protect the host from attacks and intrusions from the network.
A. False
B. True
Answer: B (LEAVE A REPLY)
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NEW QUESTION: 47
Which of the following description is wrong about the digital fingerprint in the digital signature?
A. The receiver needs to use the sender's public key to unlock the digital signature and get the
digital fingerprint.
B. The receiver will use the sender ' s public key to calculate the generated data fingerprint and
compare it with the received digital fingerprint.
C. Digital fingerprints are also called information digests.
D. It is the data obtained by the sender after calculating the plaintext information through the
HASH algorithm.
Answer: C (LEAVE A REPLY)

NEW QUESTION: 48
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Which of the following is not the business scope of the National Internet Emergency Response
Center?
A. Emergency handling of security incidents
B. Provide security evaluation services for government departments, enterprises and institutions
C. Cooperate with other organizations to provide training services
D. Early warning and notification of security incidents
Answer: (SHOW ANSWER)

NEW QUESTION: 49
Which of the following descriptions about dual-system hot backup is wrong?
A. The active preemption function is enabled by default
B.Whether it is a Layer 2 or Layer 3 interface, whether it is a business interface or a heartbeat
interface, it needs to be added to the security zone
C. The dual-system hot backup function requires license support
D. The preemption delay is 60s by default
Answer: C (LEAVE A REPLY)

NEW QUESTION: 50
In response to network security incidents, remote emergency response is generally taken first. If
the problem cannot be solved for the customer through remote access, after the customer
confirms, it will be transferred to the local emergency response process.
A. True
B. False
Answer: A (LEAVE A REPLY)

NEW QUESTION: 51
The firewall imports users locally, and supports importing user information in _______ format files
and database dbm files to the local device.
A. CSV
Answer: (SHOW ANSWER)

NEW QUESTION: 52
Which of the following is the default backup mode of dual-machine hot backup?
A. Fast session backup
B. Configuration of the active and standby FW after the device restarts
C. Manual batch backup
D. Automatic backup
Answer: D (LEAVE A REPLY)

NEW QUESTION: 53
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Drag the steps of electronic forensics on the left into the box on the right to summarize, and
arrange them from top to bottom in the order of execution.

Answer:

NEW QUESTION: 54
Which of the following options belong to international organizations related to information security
standardization? (Multiple choice)
A.Wi-Fi Alliance Wi-Fi
B. International Telecommunication Union ( ITU )
C. International Organization for Standardization ( ISO )
D. International Electrotechnical Commission ( IEC )
Answer: B,C,D (LEAVE A REPLY)

NEW QUESTION: 55
Which of the following options are malicious programs? (Multiple choice)
A.Worms
B. Vulnerabilities
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C. Viruses
D. Trojan Horse
Answer: (SHOW ANSWER)

NEW QUESTION: 56
Which of the following options belong to the function of SSL VPN? (Multiple choice)
A.WEB rewrite
B. File sharing
C. User authentication
D. Port scan
Answer: (SHOW ANSWER)

NEW QUESTION: 57
Regarding IKE SA, which of the following descriptions is wrong?
A. The encryption algorithm used in user data packets is determined by IKE SA
B. IKE SA is two-way
C. IKE SA serves for IPSec SA
D. IKE is an application layer protocol based on UDP
Answer: A (LEAVE A REPLY)

NEW QUESTION: 58
Digital envelope refers to the data obtained after the sender uses the receiver's ______ to encrypt
the symmetric key.
A. Public key
Answer: A (LEAVE A REPLY)

NEW QUESTION: 59
When an information security incident occurs, the priority is to adopt _____ emergency response
to provide customers with technical technical support.
A. MPDRR
Answer: A (LEAVE A REPLY)

NEW QUESTION: 60
NAPT technology can implement a public IP address for multiple private network hosts.
A. True
B. False
Answer: A (LEAVE A REPLY)

NEW QUESTION: 61
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In the USG series firewall system view, the device configuration will be restored to the default
configuration after the reset saved-configuration command is executed, and it will take effect
without other operations.
A. True
B. False
Answer: B (LEAVE A REPLY)

Valid H12-711_V3.0 Dumps shared by Actual4test.com for Helping Passing H12-711_V3.0
Exam! Actual4test.com now offer the newest H12-711_V3.0 exam dumps, the
Actual4test.com H12-711_V3.0 exam questions have been updated and answers have
been corrected get the newest Actual4test.com H12-711_V3.0 dumps with Test Engine here:
https://www.actual4test.com/H12-711_V3.0_examcollection.html (466 Q&As Dumps, 30%OFF

Special Discount: Freepdfdumps)

NEW QUESTION: 62
About the description of the Windows firewall, which of the following statements are correct?
(Multiple Choice)
A.Windows firewall can change the notification rule in the closed state
B.Windows firewalls can only allow or prohibit preset programs or features and programs
installed on the system, and cannot customize the release rules in accordance with protocols or
port numbers.
C. If in the process of setting up the Windows firewall, the Internet cannot be accessed, you can
quickly restore the firewall to the initial state using the restored default value function.
D.Windows firewall not only allows or prohibits preset programs or features and programs
installed on the system, but also support to customize the release rules in accordance with
protocols or port numbers.
Answer: (SHOW ANSWER)

NEW QUESTION: 63
In the USG system firewall, you can use which function to provide well-known application services
for non-well-known ports?
A. MAC and IP address binding
B. Port mapping
C. Packet filtering
D. Long connection
Answer: B (LEAVE A REPLY)

NEW QUESTION: 64
Which of the following options are harmful to traffic-based attacks? (Multiple choices)
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A. Data is stolen
B. Server down
C. The webpage has been tampered with
D. The network is down
Answer: B,D (LEAVE A REPLY)

NEW QUESTION: 65
Which of the following is not a requirement for firewall dual-machine hot backup?
A. The firewall software version is consistent
B. The interface type and number used are consistent
C. The firewall interface IP addresses are consistent
D. The firewall hardware models are consistent
Answer: (SHOW ANSWER)

NEW QUESTION: 66
Which of the following statement is wrong about the L2TP VPN of Client-Initialized?
A. After the remote user access the Internet, the L2TP tunnel connection request can be initiated
directly from the remote LNS through the client software.
B. The remote users do not need to install VPN client software
C. LNS assign private IP addresses for remote users.
D. The LNS device receives the user's L2TP connection request, and the user can be verified
according to the username and password.
Answer: B (LEAVE A REPLY)

NEW QUESTION: 67
Regarding Client-Initiated VPN, which of the following statements are correct? (Multiple choice)
A. A tunnel is established between each access user and LNS
B. Each tunnel carries multiple L2TP sessions and PPP connections
C. Each tunnel carries multiple L2TP sessions and one PPP connection
D. Each tunnel carries only one L2TP session and PPP connection
Answer: (SHOW ANSWER)

NEW QUESTION: 68
Using the _____ method of the web proxy, the virtual gateway encrypts the real URL that the user
wants to access and can adapt to different terminal types.
A.Web rewriting
Answer: A (LEAVE A REPLY)

NEW QUESTION: 69
Regarding the comparison between windows and linux, which of the following statements is
wrong?
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A.Windows is open source, you can do whatever you want
B. It is difficult for new linux users to get started, and some learning and guidance are needed.
C.Windows can be compatible with most software and play most games
D. Linux is an open source code, you can do whatever you want
Answer: A (LEAVE A REPLY)

NEW QUESTION: 70
Regarding the description of TCP/IP protocol stack packet decapsulation, which of the following is
correct? (Multiple Choice)
A. After the application layer receives the data message, the application layer information is
stripped after parsing, and the final user data displayed is exactly the same as the data sent by
the sender host
B. After the transport layer (TCP) receives the data message, the transport layer information is
stripped after parsing, and the upper layer processing protocol is known based on the parsing
information, such as UDP
C. The data message is first transmitted to the data link layer. After parsing, the data link layer
information is stripped, and the network layer information is known based on the analysis
information, such as IP
D. After the network layer receives the data message, the network layer information is stripped
after parsing, and the upper layer processing protocol is known based on the parsing information,
such as HTTP
Answer: (SHOW ANSWER)

NEW QUESTION: 71
The SIP protocol uses SDP messages to establish a session, and the SDP message contains a
remote address or multicast address
A. False
B. True
Answer: (SHOW ANSWER)

NEW QUESTION: 72
Which of the following options belongs to the Layer 2 VPN technology?
A. GRE VPN
B. IPSec VPN
C. L2TP VPN
D. SSL VPN
Answer: C (LEAVE A REPLY)

NEW QUESTION: 73
Which of the following does not belong to the classification of cybersecurity incidents?
A. Major cybersecurity incidents
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B. General cybersecurity incidents
C. Special cybersecurity incidents
D. Major cybersecurity incidents
Answer: C (LEAVE A REPLY)

NEW QUESTION: 74
Security policy conditions can be divided into multiple fields, such as source address, destination
address, source port, destination port, etc. These fields have an "and" relationship, that is, only
the information in the message and all fields If they all match, it is considered to have hit this
strategy.
A. True
B. False
Answer: B (LEAVE A REPLY)

NEW QUESTION: 75
After the company ' s network administrator has configured dual-system hot backup, he can view
VRRP and other information through commands, and get the following information
HRP_M<FWA>
Gigabit Ethernet 0/0/3 Virtual Router 1
State: Master
Virtual IP: 10.3.0.3
Master IP: 10.3.0.1
Priority Run: 120
Priority Config: 100
Master Priority: 120
Preempt: YES Delay Time: 0s
Timer Run: 60s
Timer Config: 60s
Auth type: NONE
Virtual MAC: 0000-5e00-0101
Check TIL: YES
Config type: vgmp Vrrp
Backup-forward : disabled
Create time : 2020-03-17 17:35:54UTC+08:02
Last change time: 2020-03-22 16:01:56 UTC+08:02
Type in the blank space to view the command is _____
A. display vmp
Answer: A (LEAVE A REPLY)

NEW QUESTION: 76
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When the user uses the session authentication method to trigger the firewall's built-in Portal
authentication, the user does not actively perform identity authentication, first performs business
access, and the device pushes "redirect" to the authentication page.
A. True
B. False
Answer: A (LEAVE A REPLY)
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NEW QUESTION: 77
Regarding the description of the Windows log event type, which of the following is correct?
(Multiple Choice)
A. Failure audit event refers to a failure of security login attempts, such as failure when a user
view accesses a network drive, is recorded as a failure audit event.
B.When the disk space is insufficient, it will be recorded as a "information event".
C. Error events usually refer to the loss of functionality and data. For example, a service cannot
be loaded as a system boot, an error event is generated.
D.Warning event refers to an event that the application, driver or service is successful.
Answer: A,C (LEAVE A REPLY)

NEW QUESTION: 78
The leakage of personal information belongs to the destruction of the ________ characteristics of
the information.
A. Confidential
Answer: A (LEAVE A REPLY)

NEW QUESTION: 79
As shown in the figure, when using Client-Initiated VPN to establish L2TP VPN, which of the
following is the end point of PPP packets?
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A. LNS
B. LAC
C. Server
D. Access users
Answer: A (LEAVE A REPLY)

NEW QUESTION: 80
The online scenario of internal users in the enterprise is shown in the figure. The user online
process is as follows:
1. After the authentication is passed, the USG allows the connection to be established
2. The user accesses the internet and enters http://1.1.1.1
3. USG push authentication interface
4. The user successfully accesses http://1.1.1.1, and the device creates a session table
5. The user enters the correct user name and password
Which of the following is the correct process sequence?

A. 2->3->5->1->4
B. 2->3->1->5->4
C. 2->5->3->1->4
D. 2->1->3->5->4
Answer: (SHOW ANSWER)

NEW QUESTION: 81
Normally, the port used by the FTP active mode server for data transmission is the TCP ( ) port.
A. 20
Answer: (SHOW ANSWER)

NEW QUESTION: 82
In information security protection, commonly used security products include firewalls, Anti-DDos
equipment, and IPS/IDS equipment
A. False
B. True
Answer: B (LEAVE A REPLY)
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NEW QUESTION: 83
Drag the early warning levels of the network security emergency response on the left into the box
on the right, and arrange them from top to bottom in order of severity.

Answer:

NEW QUESTION: 84
Match the following survey methods and descriptions one by one



Answer:

NEW QUESTION: 85
Regarding the source of electronic evidence, which of the following descriptions is wrong?
A. Database operation records and operating system logs are electronic evidence related to
computers
B. Movies and TV series are electronic evidence related to network technology.
C. The operating system logs, e-mail, and chat records can all be used as the source of electronic
evidence.



D. Fax information and mobile phone recordings are electronic evidence related to
communication technology.
Answer: (SHOW ANSWER)

NEW QUESTION: 86
When NAT Server is configured on the USG system firewall, a server-map table will be
generated. Which of the following is not included in the table?
A. Destination port number
B. Source IP
C. Protocol number
D. Destination IP
Answer: B (LEAVE A REPLY)

NEW QUESTION: 87
Which of the following is a remote authentication method? (Multiple Choice)
A. LLDP
B. HWTACACS
C. RADIUS
D. Local
Answer: B,C (LEAVE A REPLY)

NEW QUESTION: 88
In order to obtain criminal evidence, it is necessary to master the intrusion tracking technology.
Which of the following description of the tracking technology is correct? (Multiple choice)
A. Shallow mail behavior analysis can realize the analysis of sending IP address, sending time,
sending frequency, number of recipients, shallow email headers and other information
B. The packet recording technology inserts tracking data into the tracked IP packet, thereby
marking the packet on each router mentioned.
C. Link detection technology determines the source of the attack information by testing the
network connection between routers
D. Data packet marking technology records data packets on the router, and then uses data
drilling technology to extract information about the source of the attack
Answer: (SHOW ANSWER)

NEW QUESTION: 89
Regarding NAT address translation, which of the following statements is wrong?
A. Some application layer protocols carry IP address information in the data, and when NAT is
performed on them, the IP address information in the upper layer data must be modified
B. For some non-TCP, UDP protocols (such as ICMP, PPTP), NAT conversion is not possible
C. Address conversion can provide FTP, WWW, Telnet and other services outside the local area
network according to the needs of users
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D. Configure the NAT address pool in the source NAT technology, you can configure only one IP
address in the address pool
Answer: B (LEAVE A REPLY)

NEW QUESTION: 90
On Huawei USG series firewalls, the default security policy does not support modification.
A. True
B. False
Answer: B (LEAVE A REPLY)

NEW QUESTION: 91
User authentication is the authentication of the client's identity by the SSL virtual gateway,
including: ________, server authentication, certificate anonymous authentication and certificate
challenge authentication.
A. Local authentication
Answer: A (LEAVE A REPLY)
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NEW QUESTION: 92
When the firewall upgrades the signature database and virus database online through the
security service center, the firewall must first be able to connect to the Internet, and secondly, the
correct DNS address must be configured.
A. False
B. True
Answer: B (LEAVE A REPLY)

NEW QUESTION: 93
What protection levels are included in TCSEC standard? (Multiple Choice)
A. Verification Protection
B. Passive Protection
C. Self-protection
D. Forced Protection
Answer: (SHOW ANSWER)
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NEW QUESTION: 94
Which of the following is not part of the digital certificate?
A. Public key
B. Private key
C. Issuer
D. Validity period
Answer: (SHOW ANSWER)

NEW QUESTION: 95
The tunnel addresses at both ends of the GRE tunnel can be configured as addresses of different
network segments.
A. True
B. False
Answer: A (LEAVE A REPLY)

NEW QUESTION: 96
Which of the following is not a key technology of anti-virus software?
A. Self-protection
B. Shelling technology
C. Real-time update virus database
D. Format the disk
Answer: D (LEAVE A REPLY)

NEW QUESTION: 97
Which types can be divided into according to the shape of servers? (Multiple Choice)
A. Rackline server
B. Tower server
C. Blade server
D. x86 server
Answer: A,B,C (LEAVE A REPLY)

NEW QUESTION: 98
Which of the following attacks is not a network attack?
A. Smurf attack
B. ICMP attack
C. MAC address spoofing attack
D. IP spoofing attack
Answer: C (LEAVE A REPLY)

NEW QUESTION: 99
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Security technology has different methods in different technical levels and fields. Which of the
following devices can be used for network layer security protection? (Multiple choice)
A. IPS/IDS equipment
B. Anti-DDoS equipment
C. Firewall
D. Vulnerability scanning equipment
Answer: A,B,C (LEAVE A REPLY)

NEW QUESTION: 100
Which of the following data does the digital signature technology encrypt to obtain a digital
signature?
A. Recipient's public key
B. User data
C. The sender's public key
D. Digital fingerprint
Answer: D (LEAVE A REPLY)

NEW QUESTION: 101
Which attack below does not belong to a special packet attack?
A. Super ICMP Packet Attack
B. ICMP unreachable packet attack
C. IP address scan attack
D. ICMP redirection packet attack
Answer: C (LEAVE A REPLY)

NEW QUESTION: 102
The role of antivirus software and host firewall is the same.
A. True
B. False
Answer: B (LEAVE A REPLY)

NEW QUESTION: 103
Which item stipulates that "spam should be detected and protected at key network nodes, and the
upgrade and update of the spam protection mechanism should be maintained"?
A. Border protection
B. Centralized control
C. Malicious code prevention
D. Communication transmission
Answer: C (LEAVE A REPLY)

NEW QUESTION: 104
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Which of the following is the status information that can be backed up by the HRP (Huawei
Redundancy Protocol) protocol? (Multiple Choice)
A. Dynamic blacklist
B. Routing table
C. Conference table
D. ServerMap entry
Answer: A,C,D (LEAVE A REPLY)
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