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NEW QUESTION: 1

An organization is designing an enterprise dashboard to support governance of its Al
program. Which of the following is the risk practitioner's BEST recommendation?

A. Designate Al system uptime, availability, and infrastructure health metrics as primary
performance indicators.

B. Aggregate diverse metrics from all Al life cycle stages to deliver a unified and actionable
enterprise view.

C. Develop Al-specific risk heat maps based on the degree of variance from predicted
model training outcomes.

D. Assign dashboard responsibility to the IT function and require the inclusion of Al system
availability metrics.

Answer: B (LEAVE A REPLY)

An enterprise Al governance dashboard must provide decision-makers with a

comprehensive, integrated view of Al program health across all dimensions-risk,
performance, compliance, ethics, and operations.

Fragmenting this view or focusing on narrow metrics produces an incomplete governance
picture.

Why B is Correct: The ISACA AAIR governance reporting guidance recommends
aggregating diverse metrics from all Al life cycle stages as the best approach for an
enterprise governance dashboard. This comprehensive aggregation enables decision-
makers to see the full Al risk and performance picture-from data quality in training through
deployment performance, bias monitoring, security incidents, and compliance status-in a
single, actionable view. This unified perspective supports informed enterprise-level
governance decisions.

Why A is Wrong: Uptime and availability metrics are operational infrastructure indicators
that represent only one dimension of Al governance. Focusing primarily on availability
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misses critical governance concerns including model fairness, accuracy, bias, and ethical
compliance.

Why C is Wrong: Risk heat maps based solely on training variance are narrow technical
performance indicators. A governance dashboard requires breadth across risk types and
life cycle stages, not depth on one specific technical metric.

Why D is Wrong: Assigning dashboard responsibility exclusively to IT centralizes
governance reporting in one function that may lack visibility into business risk, ethical
compliance, and strategic alignment dimensions of Al governance. Enterprise dashboards
require cross-functional input and ownership.

NEW QUESTION: 2

A risk practitioner is performing a post-implementation review for an Al system used for
credit scoring.

Which of the following is MOST important for the risk practitioner to confirm?

A. Access token runtime is logged and timestamped.

B. The Al system's decisions are explainable and fair.

C. Performance metrics are frequently communicated to stakeholders.

D. Employees find the Al system easy to learn and use.

Answer: B (LEAVE A REPLY)

Credit scoring Al systems make high-stakes financial decisions that directly affect

individuals' access to credit. Post-implementation review for such systems must confirm
that the system performs within ethical, legal, and regulatory boundaries-particularly
regarding fairness and explainability.

Why B is Correct: According to ISACA AAIR post-implementation review guidance for high-
stakes Al, confirming explainability and fairness is the most critical review element for
credit scoring systems. Anti- discrimination laws (Equal Credit Opportunity Act, Fair
Housing Act) require that credit decisions be explainable and not discriminatory. Fairness
testing detects whether the system produces disparate outcomes across demographic
groups, while explainability ensures individual decisions can be justified if challenged.
Why A is Wrong: Access token logging is a security audit trail mechanism. While important
for access governance, it does not address the primary regulatory and ethical obligations
of a credit scoring system regarding decision quality and fairness.

Why C is Wrong: Stakeholder communication of performance metrics is a governance
reporting activity.

Metric communication does not confirm the system is making fair, explainable decisions-it
only reports on performance indicators.

Why D is Wrong: User ease of learning and use is a user experience and adoption
concern. System usability does not determine whether credit scoring decisions are
accurate, fair, or legally compliant-which are the primary post-implementation concerns.

NEW QUESTION: 3
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An election oversight body is considering the use of Al to identify irregularities in voting
patterns. Which of the following is the MOST important risk to evaluate?

A. |dentification of voter locations

B. Amplification of biases in historical data

C. Susceptibility to contextual drift

D. Distrust of Al among political interest groups

Answer: (SHOW ANSWER)

Al systems trained on historical data inherit the biases, patterns, and structural inequities

embedded in that data. In electoral contexts, historical voting patterns may reflect systemic
disenfranchisement, gerrymandering, or demographic manipulation-biases that an Al
system could amplify and legitimize through its outputs.

Why B is Correct: According to ISACA AAIR bias and fairness guidance applied to high-
stakes public sector Al, the amplification of historical data biases poses the greatest risk in
electoral irregularity detection. If the Al system treats historically suppressed voting
patterns as the normal baseline, it may flag legitimate turnout increases in previously
underrepresented communities as irregularities-producing discriminatory, biased outputs
with severe democratic consequences.

Why A is Wrong: Voter location identification is a privacy concern but represents a specific
data element risk.

Comprehensive privacy controls can mitigate location exposure without resolving the
systemic bias risk.

Why C is Wrong: Contextual drift-the model performing differently in new electoral contexts
than in training contexts-is a technical risk that is relevant but addressable through
validation testing. Bias amplification is a more fundamental concern embedded in the
historical data itself.

Why D is Wrong: Political distrust of Al represents a stakeholder acceptance challenge.
While significant for implementation success, it is a communication and change
management concern rather than the primary technical and ethical risk from the Al system
itself.

NEW QUESTION: 4

Which of the following is the PRIMARY benefit of integrating Al risk processes into an
enterprise risk framework?

A. More accurate benchmarking of Al key performance indicators (KPls)

B. Improved compliance with regulatory requirements

C. Rapid identification of cyber threats and risks

D. Organization-level oversight and strategic alignment

Answer: (SHOW ANSWER)

Enterprise risk framework integration elevates Al risk management from a technical

discipline to a strategic organizational function, ensuring Al risks are considered alongside
all other enterprise risks in strategic planning and decision-making.
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Why D is Correct: The ISACA AAIR curriculum identifies enterprise integration as the
mechanism that enables organization-level oversight and ensures Al risk management
aligns with strategic objectives, risk appetite, and governance structures. This integration
allows the board and senior management to make informed decisions about Al investment,
deployment, and risk acceptance with full awareness of Al's contribution to the
organizational risk profile.

Why A is Wrong: KPI benchmarking is an operational performance management activity.
While integration may improve KPI accuracy, this is a secondary operational benefit rather
than the primary strategic benefit of ERM integration.

Why B is Wrong: Regulatory compliance is improved by integration but represents a
specific compliance benefit rather than the primary organizational value. Compliance is an
output of good governance, not the purpose of ERM integration.

Why C is Wrong: Cyber threat identification is a security function that benefits from
integration but is not the primary benefit. Many Al risks are non-cyber in nature-fairness,
accuracy, transparency-and would not be captured by a cyber-focused framing.

NEW QUESTION: 5

Which of the following is the BEST governance approach for balancing risk management
and operational flexibility across diverse Al applications?

A. Control approaches for Al solutions that prioritize compliance on a single regulation
B. Frameworks that can be adapted to business-relevant Al use cases

C. External consultants who conduct independent Al governance reviews

D. Risk ownership processes that focus on ensuring centralized decision-making
Answer: B (LEAVE A REPLY)

Al governance across diverse applications requires frameworks flexible enough to

accommodate varying risk profiles, regulatory environments, and operational contexts
while maintaining consistent governance standards. Rigid or overly centralized approaches
reduce operational effectiveness.

Why B is Correct: The ISACA AAIR framework advocates for adaptable governance
frameworks that can be scaled and tailored to specific Al use cases. A risk-based,
adaptable framework applies more rigorous controls to high-risk applications while allowing
operational flexibility for lower-risk uses. This balance enables innovation while maintaining
appropriate risk oversight-a core principle of proportionate Al governance.

Why A is Wrong: Single-regulation compliance focus creates compliance tunnel vision that
may miss material risks not covered by that regulation. Al governance must address the
full risk landscape, not just one regulatory framework.

Why C is Wrong: External consultants provide periodic independent assurance, not
governance. Relying on external reviews for governance would be episodic rather than
continuous, creating governance gaps between review cycles.

Why D is Wrong: Centralized decision-making creates operational bottlenecks and slows
Al deployment.
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Effective governance delegates decision authority appropriately while maintaining
oversight, rather than centralizing all decisions in a single function.

NEW QUESTION: 6

A risk practitioner reviews an Al model that ingests diverse external feeds and determines
that their reliability is not consistent. Which of the following BEST mitigates this risk?

A. Weighting historical records over recent samples to limit induced variance

B. Updating to the latest model version to accurately reflect real-world data changes

C. Establishing data provenance and implementing stage gate quality reviews

D. Reducing the diversity of the external feeds and the number of classes

Answer: C (LEAVE A REPLY)

Inconsistent data reliability from external feeds undermines model accuracy and creates

auditability challenges. The solution requires both understanding where data comes from
(provenance) and verifying its quality before it enters the model's learning process (stage
gate reviews).

Why C is Correct: The ISACA AAIR data quality governance guidance identifies
establishing data provenance and implementing stage gate quality reviews as the
comprehensive approach to managing inconsistent external data reliability. Provenance
tracking records the origin, processing history, and chain of custody of each data source,
enabling quality issues to be traced to their source. Stage gate reviews enforce quality
standards at defined points in the data pipeline, preventing unreliable data from advancing
to model training.

Why A is Wrong: Weighting historical data over recent samples introduces temporal bias
and prevents the model from reflecting current real-world conditions-the opposite of what
most Al applications require. This trade-off may be appropriate in specific contexts but is
not a general mitigation for inconsistent data reliability.

Why B is Wrong: Updating model versions improves model architecture and training
processes but does not resolve the underlying external data quality problems. The model
update cannot compensate for ingesting unreliable data.

Why D is Wrong: Reducing data source diversity sacrifices the breadth of information that
diverse feeds provide, potentially reducing model performance and representativeness.
The goal is to ensure consistent quality from diverse sources, not to reduce diversity.

NEW QUESTION: 7

An organization adopts a third-party Al service under a shared responsibility model. Which
of the following is the MOST important area of focus for the risk practitioner?

A. Comprehensive staff training on operational procedures and escalation

B. Contractual clauses defining liability and remediation timelines

C. Testing data pathways for confidentiality, integrity, and provenance

D. Documented assignment of control ownership and decision authority

Answer: (SHOW ANSWER)
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The shared responsibility model creates complexity in Al governance because control
obligations are distributed between the organization and the vendor. The most critical risk
is ambiguity about who owns specific controls and who makes decisions when issues
arise.

Why D is Correct: The ISACA AAIR framework identifies documented assignment of
control ownership as the cornerstone of shared responsibility governance. Without explicit
documentation of which controls the organization owns versus which the vendor owns, and
who has decision authority in each scenario, gaps and overlaps emerge that allow risks to
go unmanaged. Named ownership ensures accountability persists across the shared
boundary.

Why A is Wrong: Staff training on procedures is important but addresses operational
readiness rather than the fundamental governance challenge of shared responsibility.
Training supports a well-structured model but cannot substitute for defined ownership.
Why B is Wrong: Contractual liability clauses are legal protections that determine financial
recourse after incidents. While essential, they do not prevent governance gaps from
forming during normal operations.

Why C is Wrong: Data pathway testing is a security assurance activity addressing
technical controls. It verifies control function but does not establish who owns those
controls or what authority they have in the shared model.

NEW QUESTION: 8

An organization deploys an autonomous system that makes decisions affecting
compliance with regulations.

If those decisions could potentially produce regulatory breaches, which of the following
BEST helps to manage associated liability exposures?

A. Creating a separate compliance program for Al obligations and maintaining distinct
reporting channels

B. Retaining documentation that provides explainability for decisions and embedding
controls in oversight processes

C. Restricting Al deployment to use cases with lower impact and delaying broader
operational integration

D. Routing escalations through a single point of contact and prohibiting disclosure of
proprietary information

Answer: B (LEAVE A REPLY)

Liability from autonomous Al decisions affecting regulatory compliance requires

organizations to demonstrate accountability, oversight, and control. Documentation of
decision rationale and embedded oversight controls are the primary mechanisms for
demonstrating responsible governance to regulators.

Why B is Correct: The ISACA AAIR framework identifies explainability documentation and
embedded oversight controls as the key liability management tools for autonomous Al
systems. When the organization can demonstrate that each Al decision was explainable,
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that controls were in place to detect violations, and that human oversight was embedded in
the process, this demonstrates due diligence-which is the legal and regulatory standard for
managing liability from automated decisions.

Why A is Wrong: Separate compliance programs fragment governance and may increase
rather than reduce liability by suggesting Al compliance is siloed from the enterprise
compliance program. Regulators expect integrated governance.

Why C is Wrong: Restricting deployment represents risk avoidance, not liability
management for already- deployed systems. If the system is already in production,
deployment restriction does not address existing liability.

Why D is Wrong: Single-point escalation and non-disclosure create governance
bottlenecks and conflict with regulatory transparency requirements. Restricting disclosure
cannot be used to shield the organization from regulatory accountability for automated
decisions.

NEW QUESTION: 9

An organization is integrating Al systems into core business operations and has decided to
establish a formal process to align Al initiatives with corporate values. Which of the
following is the GREATEST benefit of this decision?

A. Ethical principles can be added to Al development and usage after deployment.

B. The transparency and explainability of Al model decisions is enhanced for all
stakeholder groups.

C. Executive support for technical training and upskilling related to Al can be more
effectively obtained.

D. Return on investment (ROI) for new Al services can be evaluated more accurately.
Answer: B (LEAVE A REPLY)

NEW QUESTION: 10

Which of the following is the BEST course of action to mitigate risk during model selection
of supervised or unsupervised algorithms?

A. Emphasize the generalization capability of algorithms.

B. Require the use of supervised learning for model training projects.

C. Prioritize cost reductions related to computational requirements.

D. Align algorithmic capabilities to intended use cases.

Answer: D (LEAVE A REPLY)

Algorithm selection is a foundational risk management decision in Al development. The

wrong algorithm for a given use case can produce inaccurate, unreliable, or harmful
outputs regardless of the quality of training data or computational resources applied.
Why D is Correct: The ISACA AAIR model development guidance identifies use case
alignment as the most critical algorithm selection criterion. Supervised and unsupervised
learning are suited to fundamentally different problem types-supervised learning requires
labeled training data and learns mappings to known outputs; unsupervised learning
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discovers patterns in unlabeled data. Selecting algorithms whose capabilities match the
use case's structure and objectives prevents systematic performance failures and
misapplied Al.

Why A is Wrong: Generalization capability is an important model quality criterion but
represents one of many algorithmic properties. Strong generalization on the wrong
problem type still produces poor results. Use case alignment precedes generalization as a
selection criterion.

Why B is Wrong: Requiring supervised learning for all training projects is an inappropriate
blanket policy.

Many valuable use cases-anomaly detection, customer segmentation, exploratory
analytics-are better served by unsupervised approaches. Mandating supervised learning
prevents optimal use case matching.

Why C is Wrong: Computational cost is a resource management consideration. Optimizing
for cost at the expense of use case fit risks deploying inappropriate models that produce
unreliable outputs, creating far greater costs through remediation or harm.

NEW QUESTION: 11

Which of the following BEST helps to ensure adherence to data minimization principles
when using an Al model whose training dataset contains personal information?

A. Data loss prevention (DLP)

B. Role-based access control (RBAC)

C. Data encryption

D. Pseudonymization

Answer: (SHOW ANSWER)

Data minimization is a privacy principle requiring that personal data be processed only to
the extent necessary for the specified purpose. When training Al models, this means
reducing the identifiability of personal data while preserving its statistical utility for model
training.

Why D is Correct: According to ISACA AAIR data privacy guidance, pseudonymization
directly supports data minimization by replacing identifying attributes with artificial
identifiers, allowing the model to train on statistically representative data without
processing full personal identifiers. This satisfies minimization requirements under

frameworks like GDPR while maintaining training data utility-the specific challenge of Al
model development with personal data.

Why A is Wrong: Data Loss Prevention prevents unauthorized transmission of data but
does not reduce the amount of personal information contained in training datasets. DLP
addresses data exfiltration risk, not data minimization compliance.

Why B is Wrong: Role-based access control restricts who can access the training data but
does not reduce the volume or identifiability of personal information in the dataset. RBAC
addresses access risk, not data minimization.
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Why C is Wrong: Data encryption protects data confidentiality in storage and transit but
does not remove or obfuscate personal identifiers from training data. Encrypted personal
data is still personal data under privacy law.

NEW QUESTION: 12

Risk practitioners use automated tools to generate potential Al risk scenarios. Which of the
following represents the GREATEST risk from that approach?

A. Likelihood and impact scoring may be more complex.

B. Emerging adversarial attack vectors may be overlooked.

C. Impacts from model changes may be underestimated.

D. Scenarios may not account for all process interdependencies.

Answer: (SHOW ANSWER)

Automated risk scenario generation tools operate based on programmed logic, historical

data, and pattern recognition. They may excel at generating scenarios based on known
risks and documented processes but struggle to account for complex organizational
interdependencies that are not fully captured in their data inputs.

Why D is Correct: The ISACA AAIR risk scenario development guidance identifies the
failure to account for process interdependencies as the greatest risk from automated
scenario generation. Al systems do not operate in isolation-they are embedded in complex
organizational ecosystems where failures cascade through interconnected processes,
systems, and stakeholders. Automated tools may miss these interdependencies, producing
scenarios that are technically accurate in isolation but miss the most consequential
cascade effects.

Why A is Wrong: Complexity in likelihood and impact scoring is a risk quantification
challenge that affects scenario prioritization but does not result in missing scenarios
entirely. Complex scoring can be managed through additional analytical methods.

Why B is Wrong: Emerging adversarial attack vectors are a potential blind spot for any tool
or analyst working from historical data, but this is a known limitation of retrospective
approaches that can be supplemented with threat intelligence. It does not represent the
distinctive risk of automated scenario generation.

Why C is Wrong: Underestimating model change impacts is a scenario calibration issue
that represents a less severe risk than missing entire categories of scenarios arising from
unmodeled interdependencies.

NEW QUESTION: 13

Which of the following is the PRIMARY benefit of integrating Al-driven business
intelligence into enterprise risk processes?

A. Reduced costs through elimination of redundant business risk oversight mechanisms
B. Enhanced alignment of analysis outputs with organizational risk thresholds

C. Automated production of technical performance reports for Al business tools

D. Centralized governance of Al inventory and classification activities
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Answer: (SHOW ANSWER)

Al-driven business intelligence enhances the quality and timeliness of analytical outputs
across enterprise risk processes. When integrated into risk management, Al analytics can
continuously compare emerging risk signals against organizational risk thresholds,
providing real-time alignment verification that human analysts cannot achieve at scale.

Why B is Correct: According to ISACA AAIR analytics integration guidance, the primary
benefit of integrating Al-driven business intelligence into enterprise risk processes is
enhanced alignment of analysis outputs with organizational risk thresholds. Al analytics
tools continuously process risk data at scale, comparing patterns and emerging exposures
against defined thresholds to provide risk practitioners with timely, calibrated intelligence.
This alignment ensures risk responses are proportionate and that threshold breaches are
detected promptly rather than discovered during periodic reviews.

Why A is Wrong: Cost reduction through eliminating redundant oversight mechanisms is
an efficiency benefit that may result from process optimization but is not the primary
purpose of integrating Al-driven business intelligence. Oversight mechanisms may be
streamlined but rarely eliminated entirely.

Why C is Wrong: Automated production of technical performance reports is an operational
reporting automation benefit. While valuable for reducing manual reporting burden, it is a
narrow operational benefit compared to the strategic risk alignment value of Al-enhanced
analytics.

Why D is Wrong: Al inventory governance and classification is a risk management
administration function.

Centralizing these activities is an organizational efficiency benefit, not the primary value
delivered by Al- driven business intelligence integration into risk processes.

NEW QUESTION: 14

Which of the following is the GREATEST concern when Al risk management operates
separately from enterprise risk management (ERM)?

A. Lack of strategic control alignment

B. Inconsistent regulatory reporting

C. Reduced return on investment (ROI) due to increased model training costs

D. Redundant risk documentation and scoring

Answer: A (LEAVE A REPLY)

Enterprise Risk Management (ERM) provides the strategic framework within which all

organizational risks- including Al risks-should be managed. When Al risk management
operates in isolation, it loses connection to enterprise strategy, risk appetite, and cross-
functional control objectives.

Why A is Correct: The ISACA AAIR curriculum identifies strategic control alignment as a
foundational ERM integration requirement. When Al risk operates independently, controls
may conflict with or duplicate enterprise controls, risk appetite thresholds may differ, and Al
risks cannot be aggregated or prioritized alongside other organizational risks. This
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misalignment creates blind spots at the enterprise level and undermines coherent strategic
risk management.

Why B is Wrong: Inconsistent regulatory reporting is a compliance concern but is a
downstream consequence of poor governance rather than the greatest organizational risk
from separation. Regulatory gaps can often be patched operationally without full
integration.

Why C is Wrong: Training cost increases represent a financial efficiency concern unrelated
to the governance challenge of separate risk management functions. ROl impacts are not
driven by organizational structure of risk management.

Why D is Wrong: Redundant documentation is an operational inefficiency, not a strategic
risk. Duplicated records are wasteful but do not threaten organizational strategy or expose
the enterprise to unmanaged risk.

NEW QUESTION: 15

Which of the following is the PRIMARY purpose of maintaining comprehensive model
cards and documentation?

A. Justifying model use cases

B. Preserving audit trails

C. Listing technical specifications

D. Providing model transparency

Answer: (SHOW ANSWER)

Model cards are standardized documents that communicate key information about Al

models, including their intended use, training data, performance characteristics, limitations,
and ethical considerations. They serve as a primary transparency instrument in Al
governance.

Why D is Correct: According to the ISACA AAIR curriculum, the primary purpose of model
cards is to provide transparency to stakeholders-including developers, users, auditors, and
regulators. Transparency enables informed decision-making about model deployment,
helps identify potential misuse, and supports responsible Al governance across the life
cycle.

Why A is Wrong: Justifying use cases is a secondary benefit. Model cards are not primarily
advocacy documents; their core function is objective disclosure of model characteristics
and limitations.

Why B is Wrong: Preserving audit trails is a governance function served by version control
and change management systems. While model cards contribute to audit readiness, it is
not their primary purpose.

Why C is Wrong: Technical specifications represent only a subset of model card content.
Model cards go beyond technical detail to address fairness, bias, intended use boundaries,
and societal impact considerations.

NEW QUESTION: 16
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A risk practitioner is assessing risk in a newly implemented Al system integrated into an
organization's business processes. Which of the following is the MOST important
consideration for the risk practitioner?

A. Escalation and approval protocols for Al mitigation measures

B. Level of existing business process automation prior to Al adoption

C. Al expertise within the organization's risk management function

D. Criticality and impact of decision-making driven by the Al system

Answer: (SHOW ANSWER)

Al risk assessment must be calibrated to the potential consequences of Al-driven

decisions. The criticality and impact of Al-driven decisions directly determine the
magnitude of risk exposure and the appropriate level of risk treatment.

Why D is Correct: According to ISACA AAIR principles, the most fundamental risk
assessment consideration is the nature and impact of decisions driven by the Al system.
Systems making high-stakes decisions-affecting employment, credit, healthcare, or public
safety-carry significantly greater risk than those supporting low-impact tasks.
Understanding decision criticality frames all other risk assessment activities and drives
proportionate control selection.

Why A is Wrong: Escalation protocols are governance process elements that should be
designed after understanding the risk profile. They are outputs of risk assessment, not
inputs to the primary assessment consideration.

Why B is Wrong: Prior automation levels provide contextual background but do not
determine the risk profile of the new Al system. The relevant risk driver is forward-looking,
not historical.

Why C is Wrong: Internal expertise levels affect assessment capability but represent an
organizational constraint rather than the primary risk consideration. The risk lies in the
system's potential impact, not in who assesses it.
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NEW QUESTION: 17

Which of the following Al capabilities would BEST enable a forecasting system to
accurately predict the point at which specific equipment components are likely to fail?
A. Post-defect identification of complex root causes

B. Recommendation of replacement products
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C. Dynamic inventories of spare equipment parts

D. Real-time analysis of sensor monitoring data

Answer: (SHOW ANSWER)

Predictive maintenance for equipment components requires continuous analysis of

operational data- vibration, temperature, pressure, electrical signatures-that indicate
component health over time. Al systems performing this function must process high-
frequency sensor data to detect patterns that precede failure.

Why D is Correct: According to ISACA AAIR Al application guidance, real-time sensor
monitoring data analysis is the core capability enabling accurate failure point prediction. By
continuously analyzing sensor readings against learned patterns of pre-failure behavior, Al
systems can detect early-stage degradation signals and forecast time-to-failure with
precision unavailable through periodic inspection or rule-based thresholds.

Why A is Wrong: Root cause identification occurs after a defect has already manifested.
For predictive maintenance-predicting failure before it occurs-post-defect analysis provides
no forward-looking capability.

Why B is Wrong: Replacement product recommendation is a procurement and inventory
support function. It assists in planning responses to predicted failures but is not the
capability that enables the prediction itself.

Why C is Wrong: Dynamic inventory management of spare parts supports maintenance
operations but is a supply chain function dependent on failure predictions, not a capability
that generates those predictions.

NEW QUESTION: 18

Which of the following should be the PRIMARY consideration when determining the priority
for restoration of Al systems following a model exfiltration attack?

A. Reliance on the Al system for critical business requirements

B. Al-specific expertise among business continuity team members

C. Cost of Al system vulnerability testing and patch deployment

D. Availability of externally vetted datasets for Al model retraining

Answer: A (LEAVE A REPLY)

Following a model exfiltration attack, multiple Al systems may require restoration.

Prioritization must be based on objective criteria that reflect the potential business impact
of continued unavailability. Systems supporting critical business functions must be restored
before those supporting non-critical functions.

Why A is Correct: According to ISACA AAIR business continuity guidance for Al, the
primary criterion for restoration priority is the Al system's criticality to business
requirements. Systems that support mission- critical functions-patient care, financial
transaction processing, safety operations-represent the highest restoration priority because
their unavailability causes the greatest operational harm. This risk-based prioritization
framework is consistent with standard business continuity management principles applied
to the Al context.
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Why B is Wrong: Team member expertise affects restoration capacity and speed but
should not drive prioritization decisions. Priority is determined by business impact, not by
where the team has the most technical capability. Resource allocation follows priority, not
the reverse.

Why C is Wrong: Vulnerability testing and patch costs are operational considerations that
may influence restoration timelines but should not override business criticality in
determining priority. Cost-based prioritization could lead to restoring cheaper but less
critical systems first.

Why D is Wrong: Dataset availability affects the feasibility and timeline of model retraining
but is a logistical consideration rather than the primary basis for restoration priority. Critical
systems should be prioritized even if their restoration is technically more complex.

NEW QUESTION: 19

Which of the following is the PRIMARY benefit of implementing a comprehensive data
pipeline for Al model training, testing, and validation?

A. Reduced risk of introducing errors into the final Al model

B. Sharing of governance risk with external data and service providers

C. Automation of complex tasks in early stages of the data pipeline

D. Enhanced auditability of outputs to provide evidence of regulatory compliance
Answer: A (LEAVE A REPLY)

A comprehensive, well-designed data pipeline establishes consistent, documented

processes for data collection, preprocessing, transformation, and quality validation across
training, testing, and validation stages.

This systematic approach reduces the likelihood of data errors propagating through to the
final model.

Why A is Correct: According to ISACA AAIR data pipeline governance guidance, the
primary benefit of a comprehensive pipeline is reducing error propagation risk. By applying
consistent quality checks, validation gates, and transformation rules throughout the
pipeline, errors in raw data are detected and corrected before they influence model
training. This prevents data quality failures from compounding into model accuracy and
bias problems-producing a higher-quality, more reliable final model.

Why B is Wrong: Governance risk sharing with external providers occurs through
contractual arrangements and shared responsibility frameworks, not through data pipeline
implementation. Pipeline design is an internal quality management measure.

Why C is Wrong: Automation of early-stage pipeline tasks is an operational efficiency
benefit. While valuable, efficiency is a secondary benefit compared to the primary purpose
of ensuring data quality and reducing error risk.

Why D is Wrong: Enhanced auditability is an important governance benefit that pipeline
documentation provides but is not the primary purpose of pipeline implementation. The
primary purpose is quality assurance during model development; auditability is a beneficial
side effect.
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NEW QUESTION: 20

Which of the following is the PRIMARY reason to include contractual requirements for
model updates and disclosures from third-party Al suppliers?

A. To guarantee that existing availability targets will be achieved following each update
B. To ensure timely detection and mitigation of new system risks that could harm
individuals

C. To ensure internal trust in the model's reliability before launching Al-driven innovation
efforts

D. To determine appropriate access to vendor staff for datasets containing sensitive
information

Answer: B (LEAVE A REPLY)

Third-party Al suppliers introduce significant risk through model updates, changes in

training data, and modifications to system behavior. Contractual disclosure requirements
ensure the acquiring organization can maintain active risk oversight despite not controlling
the vendor's development processes.

Why B is Correct: The ISACA AAIR framework emphasizes that third-party Al contracts
must protect against harms arising from undisclosed changes. When vendors make silent
updates to models, the acquiring organization cannot assess new risks before they affect
users, decisions, or regulated outcomes. Timely disclosure requirements enable proactive
risk detection and mitigation before individuals are harmed.

Why A is Wrong: Availability guarantees are service-level concerns addressed by SLA
provisions. While important operationally, they do not address the risk management
imperative of understanding what changes have been made to Al models.

Why C is Wrong: Internal trust-building is a change management consideration, not the
primary purpose of contractual disclosure requirements. Contracts address risk obligations,
not organizational confidence.

Why D is Wrong: Vendor staff access to sensitive datasets is a data access and privacy
concern addressed through data processing agreements and access controls, not model
update disclosure requirements.

NEW QUESTION: 21

Which of the following BEST enables an organization adopting Al solutions to foster an
ethical and risk- aware culture?

A. All business units use checklists to ensure Al risk and ethical concerns are addressed.
B. Senior management representatives actively participate in industry conferences related
to Al ethics.

C. Al policies include clear disciplinary actions for violations of risk and ethical standards.
D. Leadership consistently models ethical behavior and values for Al development and
use.

Answer: (SHOW ANSWER)
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Organizational culture is primarily shaped by leadership behavior and tone at the top. In Al
governance, an ethical culture cannot be mandated through documentation alone-it must
be demonstrated through the actions and values of organizational leaders.

Why D is Correct: The ISACA AAIR Study Guide emphasizes that tone at the top is the
most powerful driver of ethical culture. When leaders consistently model ethical behavior in
Al development and usage, they create a normative environment where employees
internalize values rather than merely complying with rules. This authentic leadership
approach produces sustainable cultural change.

Why A is Wrong: Checklists are compliance tools that address process adherence, not
cultural transformation.

A checklist culture can produce box-ticking behavior without genuine ethical commitment.
Why B is Wrong: Conference participation raises awareness but has minimal impact on
day-to-day organizational behavior. External networking does not directly shape internal
culture.

Why C is Wrong: Disciplinary actions represent reactive compliance enforcement. While
necessary, punitive measures create a compliance-driven rather than values-driven
culture, which is less robust and sustainable.

NEW QUESTION: 22

Which of the following is the MOST important reason for a risk practitioner to classify Al
risk using threat actor profiles?

A. To align Al threat and vulnerability risk with the overall IT control taxonomy

B. To tailor controls to adversary motivations and capabilities

C. To develop response metrics for Al cybersecurity incidents

D. To ensure external threats to corporate assets are given highest priority

Answer: B (LEAVE A REPLY)

Threat actor profiling characterizes the motivations, capabilities, and likely attack methods
of potential adversaries. In Al risk management, understanding who the likely attackers are
and what they seek enables the design of controls specifically matched to the actual threat
landscape.

Why B is Correct: According to ISACA AAIR threat-based risk management guidance, the

most important reason for threat actor profiling is to tailor controls to adversary motivations
and capabilities. Different threat actors-nation-state attackers, criminal organizations,
competitors, insiders, activists-have different objectives (espionage vs. financial gain vs.
disruption), capabilities (sophisticated vs. opportunistic), and methods. Controls calibrated
to actual threat actor profiles are significantly more effective than generic controls that may
not address the specific threats the organization actually faces.

Why A is Wrong: Aligning Al threats with IT control taxonomy is a governance integration
activity that improves control consistency but does not capture the threat actor-specific
tailoring value of profiling.
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Taxonomy alignment is an administrative benefit; threat-tailored controls are a security
effectiveness benefit.

Why C is Wrong: Response metrics for cybersecurity incidents are developed for incident
management planning. Threat actor profiling informs control design and incident response
strategies but is not primarily used to develop response metrics.

Why D is Wrong: Prioritizing external threats over internal threats is a security strategy
choice that threat actor profiling does not prescribe. Many Al attacks, including insider
threats and social engineering, are internal. Profiling should result in appropriate
prioritization based on actual threat likelihood, not a blanket prioritization of external
threats.

NEW QUESTION: 23

Which of the following is the GREATEST concern when an organization cannot clearly
explain an Al system's decision-making process and the origin of its inputs?

A. Increased dependence on external Al service providers for managing Al system risk
throughout its life cycle

B. Decrease in Al adoption rates within business units who are regularly responsible for
critical decisions

C. Inability to detect discriminatory or inaccurate outputs that expose the organization to
regulatory and reputational risk

D. Heightened reliance on manual review resulting in approval bottlenecks and slower
response times

Answer: C (LEAVE A REPLY)

Explainability and input transparency are foundational requirements for responsible Al

governance. When these are absent, organizations lose the ability to identify when Al
systems produce harmful, biased, or inaccurate results-leaving those harms undetected
and unaddressed.

Why C is Correct: According to ISACA AAIR, the inability to explain Al decisions is most
dangerous because it creates an environment where discriminatory or inaccurate outputs
can persist undetected. This exposes the organization to regulatory penalties (particularly
under anti-discrimination, financial services, and privacy laws), reputational damage, and
harm to affected individuals. The detection gap-not knowing what the system is doing
wrong-is the core governance failure.

Why A is Wrong: External provider dependence is a third-party risk management concern.
While relevant, it is a structural risk that can be addressed through contract management,
not an immediate consequence of lacking explainability.

Why B is Wrong: Declining adoption rates represent a change management and trust
concern. Business unit reluctance to adopt Al is a cultural and operational issue, not the
primary risk from unexplainable Al decisions.
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Why D is Wrong: Manual review bottlenecks represent operational inefficiency. They may
result from lack of confidence in Al outputs but do not represent the primary organizational
harm from unexplainability.

NEW QUESTION: 24

Which of the following is the MOST important consideration when managing changes to an
Al model in production?

A. Allowing operational teams to adjust configuration parameters for real-time performance
tuning

B. Implementing stringent approval processes for user access to new model functionalities
C. Conducting rigorous validation to assess effects on predictive accuracy and model bias
D. Expediting rollout of changes in production to ensure service continuity and minimize
downtime

Answer: C (LEAVE A REPLY)

Changes to production Al models-including retraining, parameter updates, and architecture
modifications- can alter model behavior in ways that introduce new biases, reduce

accuracy, or create regulatory compliance issues. Validation before deploying changes is
the most critical safeguard.

Why C is Correct: According to ISACA AAIR change management guidance for Al
systems, rigorous validation to assess changes' effects on predictive accuracy and model
bias is the most important change management activity. Production Al models make real-
world decisions affecting people and business outcomes. Unvalidated changes may
degrade performance, introduce discriminatory patterns, or create regulatory violations that
are difficult to detect and remediate after deployment.

Why A is Wrong: Allowing operational teams to adjust configuration parameters in real time
bypasses change control processes and creates untracked, unvalidated changes to model
behavior. This represents a governance risk, not an acceptable change management
practice.

Why B is Wrong: Access controls for new model functionalities are a security and
authorization concern.

While important for access governance, they do not address the technical risk that model
changes may degrade performance or introduce bias.

Why D is Wrong: Expediting production rollouts to minimize downtime prioritizes availability
over quality assurance. Rushing changes without adequate validation trades one
operational risk (downtime) for a potentially more severe risk (biased or inaccurate outputs
affecting critical decisions).

NEW QUESTION: 25

Which of the following is the BEST justification for selecting a risk avoidance strategy when
considering whether to deploy a high-impact Al system?

A. Potential harm to stakeholders
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B. Long-term reduction of operational costs

C. Shortage of Al expertise among staff

D. Likelihood of data poisoning attacks

Answer: A (LEAVE A REPLY)

Risk avoidance is the risk treatment strategy of not engaging in an activity because the

risks it presents cannot be adequately mitigated to within acceptable tolerance. For high-
impact Al systems, the justification for avoidance must be proportionate to the gravity of
the decision to forgo deployment entirely.

Why A is Correct: The ISACA AAIR risk treatment framework identifies potential harm to
stakeholders as the most compelling justification for risk avoidance in Al deployment
decisions. When a high-impact Al system poses risks of significant harm to individuals,
communities, or society that cannot be adequately controlled, avoiding deployment is the
ethically and legally appropriate choice. Stakeholder harm-especially irreversible or
widespread harm-represents the highest severity risk outcome and justifies the most
conservative risk treatment.

Why B is Wrong: Cost reduction objectives are business case considerations, not risk
management justifications. Avoiding deployment to reduce costs is a financial decision, not
a risk avoidance strategy. Risk avoidance decisions are driven by harm potential, not cost
efficiency.

Why C is Wrong: Staff expertise shortages represent an organizational capability
constraint that can be addressed through hiring, training, or managed services. A capability
gap is a surmountable operational challenge, not a justification for permanently avoiding a
valuable deployment.

Why D is Wrong: Data poisoning attack likelihood is a security risk that can be mitigated
through appropriate controls-data integrity verification, provenance tracking, anomaly
detection. A manageable risk with available mitigations does not justify full risk avoidance
when stakeholder harm is not at stake.

NEW QUESTION: 26

Which of the following is the GREATEST risk when an organization lacks clearly defined
accountability mechanisms for Al outputs and decisions?

A. Intellectual property exposure

B. Ineffective model training

C. Reduced availability

D. Legal liability

Answer: D (LEAVE A REPLY)

Al systems make decisions that can affect individuals, organizations, and society. When no

individual or function is clearly accountable for those decisions, the organization cannot
demonstrate due diligence, remedy harms, or mount a coherent legal defense when
challenged.
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Why D is Correct: The ISACA AAIR framework identifies legal liability as the greatest
organizational risk from absent accountability mechanisms. When Al outputs cause harm-
discriminatory lending decisions, unsafe autonomous vehicle actions, inaccurate medical
diagnoses-the absence of documented accountability makes it impossible to demonstrate
responsible governance to courts, regulators, and affected parties. This creates maximum
legal exposure across contract, tort, and regulatory law.

Why A is Wrong: Intellectual property exposure is a significant risk in Al contexts
(particularly around training data and model weights) but is not primarily caused by absent
accountability mechanisms. IP risk arises from access controls and contractual protections.
Why B is Wrong: Ineffective model training is a technical quality issue. While accountability
for model development may influence training quality, ineffective training is not the primary
risk from absent accountability for outputs and decisions.

Why C is Wrong: Reduced availability is an operational resilience concern. Accountability
gaps do not directly cause availability failures, which are driven by architectural and
operational factors.

NEW QUESTION: 27

Which of the following is the BEST way to integrate Al risk management into operational
procedures?

A. Require organization-wide training on Al legal and regulatory requirements.

B. Engage regular third-party audits of Al process and workflow documentation.

C. Introduce Al risk assessment stages throughout the development and deployment
process.

D. Require Al risk committee approval for changes involving automation of manual tasks.
Answer: C (LEAVE A REPLY)

Embedding Al risk management into operations requires that risk assessment activities be

integrated throughout the Al development and deployment life cycle, not applied only at
discrete checkpoints. This life cycle integration ensures risks are identified and addressed
at the stages where they can be most effectively mitigated.

Why C is Correct: The ISACA AAIR curriculum identifies life cycle-integrated risk
assessment as the most effective operational integration approach. By introducing risk
assessment stages throughout development and deployment-at design, data collection,
model training, testing, and deployment-organizations catch risks before they are built into
the system. This proactive approach is far more effective than retrospective assessment.
Why A is Wrong: Organization-wide training increases risk awareness but represents an
enabler rather than an operational integration mechanism. Training alone does not embed
risk practices into workflows.

Why B is Wrong: Third-party audits provide periodic independent assurance but occur
infrequently and reactively. They cannot substitute for continuous, integrated risk
assessment throughout operations.
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Why D is Wrong: Requiring risk committee approval for automation changes creates a
governance checkpoint at one decision point. This is narrower than integrating risk
assessment across all development and deployment stages and may create bottlenecks
without proportionate risk management benefit.

NEW QUESTION: 28

Which of the following is the GREATEST benefit of incorporating Al technology for data
asset management?

A. Justifying the use of synthetic data to augment smaller datasets

B. Reducing the initial impacts of data poisoning and exfiltration attacks

C. Providing more rapid identification of overfitting during model training

D. Automating data cleaning and metadata tagging for large datasets

Answer: D (LEAVE A REPLY)

Data asset management for large-scale Al programs involves processing, cataloging, and
maintaining vast quantities of structured and unstructured data. Al-powered automation
addresses the scalability challenges of manual data management processes.

Why D is Correct: The ISACA AAIR Al capabilities guidance identifies automating data
cleaning and metadata tagging as the greatest practical benefit of Al-powered data asset
management. Large datasets- often containing millions of records-require consistent
preprocessing and cataloging to be usable for Al training and governance. Al automation
achieves this at scale, with speed and consistency that manual processes cannot match,
improving data quality and discoverability across the organization.

Why A is Wrong: Justifying synthetic data usage is a model development strategy decision,
not a data asset management benefit. The justification for synthetic data depends on use

case requirements, not Al automation capability.

Why B is Wrong: Al tools can support security monitoring but do not inherently reduce the
initial impact of data poisoning or exfiltration attacks. Security outcomes depend on specific
defensive Al applications, not general data management automation.

Why C is Wrong: Overfitting identification during model training is a model development
monitoring activity. While Al can support training analytics, this is a narrow benefit
compared to the broad, scalable data asset management value of automated cleaning and

tagging.

NEW QUESTION: 29

After which of the following events is it MOST important to update risk ratings?
A. Discovery of discriminatory outputs from an Al system

B. Addition of new metrics tracked by automated monitoring

C. Vulnerability patch deployment for an Al system

D. Creation of a new Al risk oversight committee

Answer: A (LEAVE A REPLY)



https://www.freepdfdumps.com/ISACA.AAIR.v2026-08-07.q41.html
https://www.freepdfdumps.com/ISACA.AAIR.v2026-08-07.q41.html

Risk ratings must be maintained as current assessments of organizational risk exposure.
Events that materially change the risk profile-particularly those indicating active harm or
regulatory violations-require immediate risk rating updates to ensure governance
responses are calibrated to the current risk reality.

Why A is Correct: According to ISACA AAIR risk monitoring and review guidance, the
discovery of discriminatory outputs from an Al system represents a material change in risk
exposure that requires immediate risk rating updates. Discriminatory outputs indicate
active harm to individuals, regulatory violations, and significant legal and reputational
exposure. This event fundamentally changes the risk profile from a potential to an actual
harm, requiring escalated risk ratings and treatment responses.

Why B is Wrong: Adding new monitoring metrics improves risk detection capability but
does not change the underlying risk levels. New metrics may subsequently detect risks
requiring rating updates, but their addition alone is an operational change, not a risk level
change.

Why C is Wrong: Vulnerability patch deployment reduces risk by closing specific security
gaps, which may lower risk ratings but is less urgent than updating ratings to reflect active
harm discovery. Patching is a remediation activity; discriminatory outputs represent
ongoing harm requiring immediate escalation.

Why D is Wrong: Creating an oversight committee improves governance capability but
does not change the risk profile of Al systems. Governance structure changes affect the
organization's ability to manage risk; they do not affect the risk levels themselves.

NEW QUESTION: 30

Which of the following is the PRIMARY benefit of using Al-based data analytic tools to
monitor Al system risk?

A. Forecasting industry-specific Al risk trends and projecting future financial and business
risk

B. Early detection of latent vulnerabilities by identifying anomalous patterns within large
datasets

C. Comprehensive logging and documentation of unauthorized Al system access attempts
D. Reduction of human involvement through automation of risk analyses and treatment
decisions

Answer: (SHOW ANSWER)

Al systems generate large volumes of operational data-model outputs, query logs,

performance metrics, system telemetry. Al-powered analytics tools can process this data
at scale and speed to identify subtle patterns that indicate developing vulnerabilities before
they manifest as incidents.

Why B is Correct: According to ISACA AAIR monitoring and analytics guidance, the
primary benefit of Al- based risk monitoring tools is their ability to identify latent
vulnerabilities through anomaly detection in large datasets. Human analysts cannot
process the volume and velocity of data produced by Al systems at sufficient scale to
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detect subtle, early-stage indicators of emerging risks. Al-powered analytics provide this
capability- identifying patterns that precede security incidents, model failures, or
compliance violations.

Why A is Wrong: Industry trend forecasting is a strategic risk intelligence activity. While
valuable for planning, it represents a secondary, external-facing use of Al analytics rather
than the primary benefit of monitoring organizational Al system risks.

Why C is Wrong: Access attempt logging and documentation are security event recording
functions. While comprehensive logging is important for audit trails, the primary benefit of
Al analytics is pattern detection across that logged data-not the logging activity itself.
Why D is Wrong: Automation of risk analysis and treatment decisions is a contested
application of Al in risk management. Human judgment in risk treatment decisions is
typically retained as a governance requirement.

Removing human involvement from treatment decisions is not the primary benefit of Al
monitoring tools.

NEW QUESTION: 31

Which of the following is the PRIMARY benefit of defining and documenting a RACI matrix
for Al solution development and deployment?

A. It facilitates collaboration between operational and technical teams on Al decision
making.

B. It consolidates Al governance authority and oversight within senior organization
leadership.

C. It strengthens governance over Al technical development activities and enterprise
architecture (EA).

D. It establishes responsibility and decision authority for Al project outcomes and risk
management.

Answer: (SHOW ANSWER)

A RACI (Responsible, Accountable, Consulted, Informed) matrix is a governance tool that

explicitly maps roles and decision authority across project activities. For Al systems, RACI
frameworks ensure that accountability for decisions, outputs, and risk management is
clearly defined and documented.

Why D is Correct: The ISACA AAIR curriculum identifies the RACI matrix as a foundational
accountability instrument. Its primary benefit is establishing unambiguous responsibility
and decision authority, which is essential for Al governance where multiple stakeholders-
technical teams, business owners, risk practitioners, compliance officers-must work
together with clear lanes of authority. This clarity prevents accountability gaps and ensures
risk management actions are owned.

Why A is Wrong: Facilitating collaboration is a secondary benefit. While RACI does support
cross-functional coordination, collaboration enablement is not its defining purpose.
Collaboration can occur without a RACI through other mechanisms.


https://www.freepdfdumps.com/ISACA.AAIR.v2026-08-07.q41.html

Why B is Wrong: Consolidating governance authority in senior leadership describes
centralization, which is not the purpose of RACI. In fact, RACI typically distributes
responsibility across multiple levels rather than consolidating it.

Why C is Wrong: Strengthening technical development governance is an application of the
RACI, not its primary benefit. The RACI benefit is accountability clarity, which then
supports technical and architectural governance.
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NEW QUESTION: 32

Which of the following is the GREATEST risk when an Al system requires a specific
safeguard that cannot be put in place because of technical constraints?

A. Elevated residual exposure due to lack of effective controls

B. Deterioration of model accuracy due to restrictions on training datasets

C. Degraded user experience resulting from reduced system performance

D. Increased operational inefficiency and reliance on manual processes

Answer: A (LEAVE A REPLY)

When required safeguards cannot be technically implemented, the risk they were designed
to mitigate remains unaddressed. This creates a residual exposure gap where the Al
system operates with known, unmitigated vulnerabilities-a fundamental risk management
failure for the identified threat.

Why A is Correct: The ISACA AAIR risk treatment guidance identifies elevated residual
exposure from absent controls as the greatest risk when required safeguards cannot be
implemented. Every required safeguard addresses a specific risk exposure. When that
safeguard is technically infeasible, the risk it was designed to prevent remains fully
present. This unmitigated exposure may exceed the organization's risk tolerance and
require escalation to senior management for risk acceptance or alternative treatment
decisions.

Why B is Wrong: Training dataset restrictions relate to model development constraints, not
directly to the inability to implement a specific runtime safeguard. This is a separate
concern that may arise in some technical constraint scenarios but is not the primary risk of
an absent safeguard.
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Why C is Wrong: User experience degradation is an operational quality concern.
Performance impacts from technical constraints are a usability issue rather than a risk
exposure representing the greatest organizational concern.

Why D is Wrong: Operational inefficiency and manual process dependencies are resource
and process concerns. While relevant to operational cost and effectiveness, they do not
represent the primary risk of an unmitigated security or safety exposure from an absent
safeguard.

NEW QUESTION: 33

Which of the following poses the GREATEST challenge when performing root cause
analysis for incidents involving Al systems and data?

A. Lack of transparency

B. Unclear system objectives

C. Automation bias

D. Privacy compliance

Answer: A (LEAVE A REPLY)

Root cause analysis for Al incidents requires the ability to trace system behavior back
through decision logic, data processing steps, and model internals to identify what caused
the incident. Al systems-particularly deep learning models-often operate as black boxes,
making this tracing extremely difficult.

Why A is Correct: According to ISACA AAIR incident management guidance, the lack of
transparency in Al systems is the greatest root cause analysis challenge. When decision
logic cannot be inspected, when data lineage is unclear, or when model internals are

opaque, analysts cannot determine why the system behaved as it did. This transparency
deficit prevents accurate root cause identification, perpetuates recurrence, and makes it
impossible to demonstrate corrective action to regulators.

Why B is Wrong: Unclear system objectives represent a design and governance problem
that should be addressed before deployment. While unclear objectives can contribute to
incidents, they are typically knowable and addressable. Lack of transparency during an
incident is a more immediate analytical barrier.

Why C is Wrong: Automation bias-the tendency to over-trust automated systems-is a
human factors risk that affects decision-making during normal operations. While it may
contribute to incidents, it is a behavioral phenomenon rather than the primary technical
barrier to root cause analysis.

Why D is Wrong: Privacy compliance requirements may restrict access to certain data
needed for analysis, creating constraints on investigation. However, these are governance
constraints that can often be addressed through appropriate authorization, not fundamental
analytical barriers.

NEW QUESTION: 34
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A manufacturing organization has implemented an autonomous navigation system for
warehouse operations.

Which of the following should a risk practitioner regard as the MOST significant concern?
A. The system is unable to learn from complex situations not encountered during training.
B. The deep neural network used by the system contains datasets with proprietary
information.

C. The system is used to accelerate just-in-time warehouse processes.

D. The organization uses outside contractors to address the lack of in-house Al
knowledge.

Answer: A (LEAVE A REPLY)

Autonomous navigation systems in physical environments like warehouses operate in

complex, dynamic spaces where unexpected situations arise regularly. Systems trained on
limited scenarios may behave unpredictably-or dangerously-when confronted with
conditions outside their training distribution.

Why A is Correct: The ISACA AAIR guidance on autonomous systems identifies the
inability to generalize beyond training scenarios as the most significant concern because it
creates direct physical safety risks. In a warehouse, an autonomous system that cannot
adapt to novel situations-unexpected obstacles, unusual layouts, human workers in
unexpected locations-may collide with equipment or personnel, causing injury or property
damage. This operational safety risk is the highest priority concern.

Why B is Wrong: Proprietary datasets in the neural network represent an intellectual
property and data privacy concern. While relevant, it is a data governance issue that does
not create the same magnitude of physical safety risk.

Why C is Wrong: Using Al to accelerate just-in-time processes is an intended operational
use. Process acceleration is the value proposition, not a risk concern. The risk lies in how
reliably and safely that acceleration is achieved.

Why D is Wrong: Reliance on outside contractors reflects a workforce capability gap but
represents a manageable governance risk through appropriate vendor oversight. It does
not create the direct physical safety exposure of a system that cannot handle novel
situations.

NEW QUESTION: 35

An organization is integrating Al systems into core business operations and has decided to
establish a formal process to align Al initiatives with corporate values. Which of the
following is the GREATEST benefit of this decision?

A. Ethical principles can be added to Al development and usage after deployment.

B. Return on investment (ROI) for new Al services can be evaluated more accurately.

C. Executive support for technical training and upskilling related to Al can be more
effectively obtained.

D. The transparency and explainability of Al model decisions is enhanced for all
stakeholder groups.
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Answer: D (LEAVE A REPLY)
Aligning Al initiatives with corporate values establishes ethical foundations that directly
influence how models are designed, deployed, and governed. This alignment is most

powerfully expressed through enhanced transparency and explainability of Al decisions.
Why D is Correct: The ISACA AAIR Study Guide identifies transparency and explainability
as core benefits of value-aligned Al governance. When Al processes are formally
anchored to corporate values, organizations build systems that can explain their decisions
to regulators, customers, employees, and the public. This fosters trust, enables
accountability, and supports compliance across all stakeholder groups-producing the most
broadly impactful organizational benefit.

Why A is Wrong: This option suggests a sequential approach where ethics are retrofitted
after deployment, which is actually a risk and poor practice. The formal alignment process
prevents this problem rather than enabling it.

Why B is Wrong: ROI evaluation is a financial management function. While valuable, it is a
narrow benefit compared to the enterprise-wide stakeholder value created by transparency
and explainability.

Why C is Wrong: Obtaining executive support for training is an organizational change
management benefit.

While useful, it is a means to an end rather than the primary organizational benefit of value
alignment.

NEW QUESTION: 36

To reinforce organization-wide ethical norms and risk recognition, which of the following is
MOST important to integrate into Al user training?

A. Acceptable use policy and acknowledgment

B. Ethical risk indicators and reporting

C. Cyber threat identification and Al incident handling

D. External regulations and compliance checklists

Answer: B (LEAVE A REPLY)

Effective Al user training must go beyond policy acknowledgment and compliance

instruction to equip employees with the practical skills needed to identify ethical risks and
report them appropriately. This builds an active risk-aware workforce.

Why B is Correct: The ISACA AAIR framework identifies that training on ethical risk
indicators and reporting mechanisms directly reinforces ethical norms by enabling
employees to recognize real-world signs of Al misuse, bias, or harmful outputs. When staff
can identify specific risk signals and know how to escalate them, the organization builds a
proactive risk culture grounded in practical ethical literacy.

Why A is Wrong: Acceptable use policy acknowledgment is a compliance activity, not a
culture-building measure. Acknowledging a document does not ensure employees
understand how to apply ethical principles in practice.
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Why C is Wrong: Cyber threat identification addresses security risk, which is narrower than
the full scope of ethical Al risk. Security training does not develop ethical judgment
regarding fairness, bias, or societal impact.

Why D is Wrong: Regulatory compliance checklists address legal obligations but do not
develop the ethical reasoning and risk recognition skills needed to reinforce organizational
norms.

NEW QUESTION: 37

An organization intends to implement an Al system that poses significant societal risk and
interfaces with critical infrastructure and public services. Which of the following is the BEST
course of action?

A. Conduct a comprehensive pre-launch evaluation of potential adverse impacts and
compliance obligations.

B. Engage external consultants with expertise on measuring broad societal impacts.

C. Restrict disclosure of model internal operations to safeguard proprietary algorithms and
protect trade secrets.

D. Conduct parallel model evaluation to quantify the impact of system operations.
Answer: A (LEAVE A REPLY)

High-risk Al systems-particularly those affecting critical infrastructure and public services-
require rigorous pre-deployment assessment to identify potential harms, regulatory
obligations, and societal impacts before they affect people or essential services.

Why A is Correct: The ISACA AAIR framework, consistent with emerging Al regulations

(including the EU Al Act's requirements for high-risk systems), mandates comprehensive
pre-launch impact assessment for systems posing significant societal risk. This
assessment must cover adverse impact scenarios, applicable compliance obligations, and
mitigation measures. Acting before deployment prevents irreversible harm and
demonstrates responsible governance to regulators and the public.

Why B is Wrong: External consultants can support impact assessment but cannot
substitute for the organization's own comprehensive evaluation and accountability.
External expertise supplements internal assessment; it does not replace the organization's
obligation to assess and take responsibility.

Why C is Wrong: Restricting disclosure conflicts with regulatory transparency requirements
for high-risk Al systems. Many jurisdictions require explainability and disclosure for
systems affecting public services. IP protection cannot override public safety obligations.
Why D is Wrong: Parallel model evaluation is a technical testing method that quantifies
operational performance. It does not constitute the comprehensive societal impact and
compliance assessment required for high-risk deployment.

NEW QUESTION: 38
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An organization plans to deploy a generative Al system that processes sensitive personal
data across multiple countries with varying privacy laws. Which of the following is the
BEST course of action to manage legal and regulatory exposure?

A. Remediate regulatory gaps in each jurisdiction through iterative post-deployment
updates and model retraining.

B. Tailor organizational controls to relevant statutory requirements and preserve audit trails
to prove adherence.

C. Adopt uniform global policies and implement strong encryption of personal data for all
cross-border transfers.

D. Prioritize protection of intellectual property and restrict disclosure of model operations to
safeguard assets.

Answer: B (LEAVE A REPLY)

Multi-jurisdictional Al deployment requires jurisdiction-specific compliance strategies

because privacy and data protection laws vary significantly across countries. A one-size-
fits-all approach frequently fails to meet local requirements, while post-deployment
remediation creates legal exposure during the gap period.

Why B is Correct: According to ISACA AAIR guidance, the best approach to multi-
jurisdictional compliance is to tailor controls to each relevant statutory framework before
deployment and maintain audit trails that demonstrate adherence. This proactive,
documented approach reduces legal exposure, satisfies regulatory examination
requirements, and enables the organization to demonstrate accountability-a key
requirement of frameworks like GDPR.

Why A is Wrong: Post-deployment remediation means the organization is non-compliant
during deployment, which creates immediate regulatory exposure. Iterative fixes after harm
has occurred are inadequate for protecting individuals or the organization.

Why C is Wrong: Uniform global policies cannot satisfy jurisdictions with conflicting
requirements-some laws mandate data residency within borders, making cross-border
transfer impossible regardless of encryption strength.

Why D is Wrong: Restricting disclosure of model operations conflicts with transparency
requirements embedded in many privacy laws, including GDPR's right to explanation. IP
protection cannot override regulatory disclosure obligations.

NEW QUESTION: 39

Which of the following BEST helps to ensure Al model outputs can be reproduced in other
environments?

A. Requiring manual review of outputs for stability and accuracy

B. Capturing and archiving complete snapshots of training datasets

C. Maintaining continuous post-deployment performance monitoring

D. Implementing Al-specific change management processes

Answer: B (LEAVE A REPLY)
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Al model reproducibility-the ability to recreate identical or near-identical outputs in different
environments-depends on having access to the exact training data, model weights, and
configurations used to produce a given model version. Training dataset snapshots are
foundational to this capability.

Why B is Correct: The ISACA AAIR model documentation and auditability guidance
identifies capturing and archiving complete training dataset snapshots as essential for
reproducibility. To reproduce a model's outputs in another environment, the development
team must be able to reconstruct the exact training conditions- including the precise
dataset used. Without archived snapshots, datasets evolve and the original training
conditions become impossible to recreate.

Why A is Wrong: Manual review of outputs validates accuracy for a specific deployment
but does not address reproducibility across environments. Manual review cannot substitute
for the technical artifacts needed to recreate a model.

Why C is Wrong: Continuous performance monitoring detects behavioral changes in
production but does not enable reproduction of the model in alternative environments.
Monitoring is forward-looking, while reproducibility is about reconstructing past conditions.
Why D is Wrong: Al-specific change management processes control how models are
modified and deployed but do not capture the training artifacts needed for environmental
reproduction. Change management governs transitions; reproducibility requires data
preservation.

NEW QUESTION: 40

Which risk treatment is MOST appropriate when an organization's Al system presents
residual risk within tolerance and impacts non-critical functions?

A. Document a formal risk acceptance.

B. Recommend increasing the tolerance threshold.

C. Enhance monitoring to detect deviations

D. Implement periodic vulnerability scans.

Answer: A (LEAVE A REPLY)

Risk treatment decisions are driven by two factors: whether the residual risk falls within or

outside tolerance, and the criticality of the affected function. When both conditions-risk
within tolerance AND non-critical function impact-are met, formal risk acceptance is the
appropriate and proportionate treatment.

Why A is Correct: According to ISACA AAIR risk treatment guidance, documented formal
risk acceptance is the appropriate response when residual risk is within defined tolerance
for non-critical functions. Risk acceptance acknowledges the identified exposure,
documents the organization's conscious decision to accept it, and establishes
accountability for that decision. This proportionate response avoids over-investing in
controls for risk that the organization has determined is acceptable.

Why B is Wrong: Recommending increases to tolerance thresholds is a governance
manipulation rather than a risk treatment. Adjusting thresholds upward to accommodate
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risk does not address the risk; it merely reclassifies it as acceptable. This approach
undermines risk governance integrity.

Why C is Wrong: Enhancing monitoring to detect deviations represents additional control
investment that may be disproportionate for risk that is already within tolerance affecting
non-critical functions. Enhanced monitoring is more appropriate when risk is near the
tolerance boundary or when trends indicate potential future breach.

Why D is Wrong: Periodic vulnerability scanning is a security assurance activity that
identifies technical weaknesses. It represents an ongoing control measure rather than the
appropriate risk treatment decision for a residual risk that is already within tolerance.

NEW QUESTION: 41

An organization has deployed an Al system that initially performs well but whose outputs
deteriorate over time despite stable input characteristics. Which of the following is the
BEST course of action?

A. Engage periodic external audits of model source code and implement peer code
reviews.

B. Replace the system's predictive capability with static rule-based controls and fixed
decision logic.

C. Focus efforts on dataset cleansing and documentation prior to further system updates.
D. Establish continuous performance monitoring and scheduled system recalibration.
Answer: D (LEAVE A REPLY)

Output deterioration despite stable inputs is a classic indicator of model drift-specifically
concept drift, where the underlying relationships between inputs and targets change over
time even when the distribution of inputs appears stable. This requires ongoing monitoring
and systematic recalibration.

Why D is Correct: The ISACA AAIR life cycle management guidance identifies continuous

performance monitoring and scheduled recalibration as the appropriate response to model
drift. Monitoring provides early warning when performance degrades below thresholds,
while scheduled recalibration ensures the model is periodically updated to reflect current
real-world patterns. This systematic approach prevents continued deterioration and
maintains model reliability.

Why A is Wrong: Source code audits and peer reviews address development quality and
code integrity, not model drift. Drift is a statistical phenomenon driven by changing data
relationships, not code defects that code reviews can identify.

Why B is Wrong: Replacing predictive Al with static rule-based systems eliminates the
adaptive capabilities that make Al valuable. Static rules cannot respond to evolving
patterns and typically perform worse in dynamic environments.

Why C is Wrong: Dataset cleansing addresses data quality for model retraining but does
not establish the ongoing monitoring mechanism needed to detect future drift. A one-time
cleansing activity cannot prevent recurrent deterioration.
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