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NEW QUESTION: 1
Can you apply a policy to more than one system at a time?
A. No
B. Yes
Answer: A (LEAVE A REPLY)

NEW QUESTION: 2
You must restart a system every time you enforce a new policy.
A. True
B. False
Answer: B (LEAVE A REPLY)

NEW QUESTION: 3
When taking over an existing local profile with a new JumpCloud user, it's important to match the
username in the JumpCloud Admin Portal to the username on the local system. If the usernames
are NOT an exact match, what will happen when you attempt to bind the JumpCloud user to the
local system? Select the correct answer.
A. A new user will be provisioned and bound on the system using the JumpCloud username.
B. The user will bind to the system using the local username, and you will be asked to update the
JumpCloud username.
C. The user will not bind to the system.
Answer: B (LEAVE A REPLY)

NEW QUESTION: 4
What requirements will you need to configure an application or resources on the LDAP endpoint?
Select all that apply.
A. OrgDN
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B. Secure password
C. At least 1 LDAP bindDN
D. Samba auth enabled
Answer: (SHOW ANSWER)

NEW QUESTION: 5
What would cause a JumpCloud user to get locked out? Select all that apply.
A. Too many incorrect password attempts.
B. Insufficient password complexity.
C. Their password expires.
Answer: (SHOW ANSWER)

NEW QUESTION: 6
Can you require MFA to log into the Admin portal? Select the correct answer.
A. Yes
B. No
Answer: A (LEAVE A REPLY)

NEW QUESTION: 7
What are the requirements for JumpCloud agent installation? Select all that apply.
A. Internet connection
B. Connect key
C. JumpCloud supported OS
D. Admin rights
Answer: A,B,C,D (LEAVE A REPLY)

NEW QUESTION: 8
Which system(s) leverage a secure token? Select all that apply.
A.Windows
B. Mac
C. Linux
Answer: (SHOW ANSWER)

NEW QUESTION: 9
What happens for a user if you enable MFA on the user's system without enabling MFA for the
user account?
A. The user will not be prompted for MFA on their system or the user portal.
B. The user will be asked to enroll in MFA from their system.
C. The user will be prompted for MFA on their system but not the user portal.
Answer: A (LEAVE A REPLY)
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NEW QUESTION: 10
Match the following administrator roles to their permissions.

Answer:

Explanation
A. Admin with Billing can manage the JumpCloud org, billing info, and other admins
B. Admin can manage the JumpCloud org
C. Manager can manage users, devices, and groups
D. Command Runner with Billing can execute pre-made commands in JumpCloud and modify
billing info
E. Command Runner can execute pre-made commands in JumpCloud
F. Help Desk can create/delete users, reset passwords, and unlock users
G. Read Only can view users and resources

NEW QUESTION: 11



Within a single JumpCloud org, users are unique by __________? Select all that apply.
A. Email address
B. Last name
C. First name
D. Username
Answer: A,D (LEAVE A REPLY)

NEW QUESTION: 12
To implement directory sync for G suite or O365 users within JumpCloud, put the following steps
in correct order:

Answer:

Explanation
A. Authorize directory sync
B. Users activate themselves by resetting their password via activation email
C. Import user(s)
D. Bind users back to the directory sync

NEW QUESTION: 13
MFA via Duo can be used to secure the following resources. Select all that apply.
A. Admin portal
B. RADIUS servers
C. User portal
D. Systems
Answer: C (LEAVE A REPLY)

NEW QUESTION: 14
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In order to provision access to a RADIUS server, a user must be associated to a user group that's
bound to RADIUS.
A. True
B. False
Answer: (SHOW ANSWER)

NEW QUESTION: 15
JumpCloud recommends establishing at least 2 admins in your JumpCloud console to secure
redundancies.
A. True
B. False
Answer: (SHOW ANSWER)

NEW QUESTION: 16
What does just-in-time (JIT) provisioning do? Select all that apply.
A. Creates additional users within JumpCloud.
B. Provides login credentials to new users.
C. Automatically creates new users on the application endpoint.
Answer: C (LEAVE A REPLY)
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NEW QUESTION: 17
What is JumpCloud's LDAP endpoint?
Answer:
ldap.jumpcloud.com

NEW QUESTION: 18
By installing the JumpCloud agent on a system, this allows users to ______. Select all that apply.
A. reset their password for all JumpCloud-managed resources at once (Mac and Windows)
B. access RADIUS networks
C. access the system with the same password as their other JumpCloud-managed resources
Answer: (SHOW ANSWER)
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NEW QUESTION: 19
MFA via TOTP can be used to secure the following resources. Select all that apply.
A. User portal
B. Systems
C. Admin p
D. RADIUS servers
Answer: A,B,C,D (LEAVE A REPLY)

NEW QUESTION: 20
You can determine how many days a user has to enroll in TOTP MFA before getting locked out of
their JumpCloud-bound resources.
A. True
B. False
Answer: A (LEAVE A REPLY)

NEW QUESTION: 21
Match the following definitions to the correct MFA method.

Answer:

Explanation
A. TOTP a security key or biometric device that allows users to authenticate directly from their
device
B. Duo a 3rd party platform that provides push notifications, phone callbacks, and mobile
passcodes for MFA
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C. WebAuthn a time-based one-time password provided by apps like Google Authenticator

NEW QUESTION: 22
In JumpCloud, you can grant user access to applications by _____. Select all that apply.
A. system group
B. user group
C. individual user
Answer: B,C (LEAVE A REPLY)
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