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NEW QUESTION: 1
You have an Azure subscription that contains the virtual networks shown in the following table.

= Region
MWest US
West US 2 ; Subnet2l
East US Subnet3l

The subscription contains the virtual machines shown in the following table.

Network interface Connected to
NIC1 Subnetll
NIC2 Subnetll
NIC3 Subnet12
NIC4 Subnet21
NICS Subnet31

On NIC1, you configure an application security group named ASGH1.
On which other network interfaces can you configure ASG1?

A. NIC2 only

B. NIC2, NIC3, NIC4, and NIC5

C. NIC2 and NIC3 only

D. NIC2, NIC3, and NIC4 only

Answer: (SHOW ANSWER)

Explanation

Only network interfaces in NVET1, which consists of Subnet11 and Subnet12, can be configured
in ASGH1, as all network interfaces assigned to an application security group have to exist in the
same virtual network that the first network interface assigned to the application security group is
in.
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Reference:
https://azure.microsoft.com/es-es/blog/applicationsecuritygroups/

NEW QUESTION: 2

You have an Azure subscription that contains the following resources:

A network virtual appliance (NVA) that runs non-Microsoft firewall software and routes all
outbound traffic from the virtual machines to the internet An Azure function that contains a script
to manage the firewall rules of the NVA Azure Security Center standard tier enabled for all virtual
machines An Azure Sentinel workspace

30 virtual machines

You need to ensure that when a high-priority alert is generated in Security Center for a virtual
machine, an incident is created in Azure Sentinel and then a script is initiated to configure a
firewall rule for the NVA.

How should you configure Azure Sentinel to meet the requirements? To answer, drag the
appropriate components to the correct requirements. Each component may be used once, more
than once, or not at all. You may need to drag the split bar between panes or scroll to view
content.

NOTE: Each correct selection is worth one point.

OO MIISWET Mrea
A data connector for Security Center
Enable alert notilications from Security Center
A data connector for the firewall solbware
Credle an incident
A playbook
Initiate a Script 1o tonfigure the firewall rule
A rule

A Security Events connector

A workbook

Answer:
Lomponents ANSWET Area

|A data connector for Security Center

Enable alert notifications from Security Center; | data connector for Security Center

[A data connector for the firewall software

. Anute
Create an incident

[A playbook

A playbook

— — Initigte gscriptio'configure the firewall rule

(A rule

LA Secunty EI.'E-hh connector

| A workbook

Reference:
https://docs.microsoft.com/en-us/azure/sentinel/create-incidents-from-alerts
https://docs.microsoft.com/en-us/azure/sentinel/connect-azure-security-center

NEW QUESTION: 3



You have an Azure Active Directory (Azure AD) tenant named contoso.com that contains the
users shown in the following table.

Name | Memberof | Multi-factor authentication (MFA)
0 status
Userl | None Disabled

Userds | Groupl Disabled

-

user’ M@W OLC FEnforced

Azure AD Privileged ldentity Management (PIM) is enabled for the tenant.

In PIM, the Password Administrator role has the following settings:

Maximum activation duration (hours): 2

Send email notifying admins of activation: Disable

Require incident/request ticket number during activation: Disable

Require Azure Multi-Factor Authentication for activation: Enable

Require approval to activate this role: Enable

Selected approver: Group1

You assign users the Password Administrator role as shown in the following table.

Userl

User2
user3 - Eligible

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Stsdsutiagt Mi€rosoft-

When Userl signs in, the user is assigned the Password Adminisir ator role automatically. O

User? can reguest to activate the Password Administrator role. O

If User3 wants to activate the Password Administrator role, the user can approve their own O
request.

Answer:

Statements Yes
When User1 signs in, the user is assigned the Password Administrator role automatically. O
User2 can request to activate the Password Administrator role. O

gl 1 4
If User3 wants to activate the Password Administrator ole, the M W@S@f@n O

reauest.
Reference:

ol O |0] 3




https://docs.microsoft.com/bs-latn-ba/azure/active-directory/privileged-identity-management/pim-
resource-roles-assign-roles

NEW QUESTION: 4
You have the Azure virtual networks shown in the following table.

Name Location Subnet Peered network
VNET1 East US Subnetl VNET?2
VNET2 West US Subnet?2, Subnet3 | VNET1
VNET4 East US Subnetd None

You have the Azure virtual machines shown in the following table.

Connected to

Subnetl
Subnet?

The firewalls on all the virtual machines allow ping traffic.
NSGH1 is configured as shown in the following exhibit.
Inbound security rules

Priority MName Port Protocol Source Destination Action
110 & Allow RDP 3389 Any Any Any o Allow

130 Rulel Any  Any o ASGl Any = Allow

140 Rule? Any  Any o ASG2 Any = Allow
150 Rule3 Any  Any @ ASGY Any = Allow
160 & Ruled Any. [ ANy Any Any o Deny

AllowVnetinBound Any  Any VirtualNetwork VirtualMetwork = Allow

AllowAzureLoa 2l lan.. Any  Any ArurelLoadBalancer Any & Allow
DenyAllinBound. f‘_f M 1670 S@ft

Outbound security rules

AllowVnetOutBound Any i ﬁhaiNetwork VirtualNetwork = Allow

Name Protocol sﬁr? . ( as Action
il

AllowInternetOutBou... ¢ Internet @ Allow

DenyAllOutBound \ Any o Deny

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.



VM1 can ping VM3 successfully.

VM2 can ping VM4 successfully.

VM3 can be accessed by using Remote Desktop from the internet.

Answer:

Statements Yes No
VM1 can ping VM3 successfully.

VM2 can ping VM4 successfully.

VM3 can bejaccesséd -'tiy'usiﬁg-ﬁé'rﬁote Desktop from the internet.

NEW QUESTION: 5

Your network contains an Active Directory forest named contoso.com. The forest contains a
single domain.

You have an Azure subscription named Sub1 that is associated to an Azure Active Directory
(Azure AD) tenant

named contoso.com.

You plan to deploy Azure AD Connect and to integrate Active Directory and the Azure AD tenant.
You need to recommend an integration solution that meets the following requirements:

* Ensures that password policies and user logon restrictions apply to user accounts that are
synced to the

tenant

* Minimizes the number of servers required for the solution.

Which authentication method should you include in the recommendation?

A. federated identity with Active Directory Federation Services (AD FS)

B. password hash synchronization with seamless single sign-on (SSO)

C. pass-through authentication with seamless single sign-on (SSO)

Answer: B (LEAVE A REPLY)

Password hash synchronization requires the least effort regarding deployment, maintenance, and
infrastructure. This level of effort typically applies to organizations that only need their users to
sign in to Office

365, SaaS apps, and other Azure AD-based resources. When turned on, password hash
synchronization is

part of the Azure AD Connect sync process and runs every two minutes.

Incorrect Answers:

A: A federated authentication system relies on an external trusted system to authenticate users.
Some
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companies want to reuse their existing federated system investment with their Azure AD hybrid
identity

solution. The maintenance and management of the federated system falls outside the control of
Azure AD. It's

up to the organization by using the federated system to make sure it's deployed securely and can
handle the

authentication load.

C: For pass-through authentication, you need one or more (we recommend three) lightweight
agents installed

on existing servers. These agents must have access to your on-premises Active Directory
Domain Services,

including your on-premises AD domain controllers. They need outbound access to the Internet
and access to

your domain controllers. For this reason, it's not supported to deploy the agents in a perimeter
network.

Pass-through Authentication requires unconstrained network access to domain controllers. All
network traffic is

encrypted and limited to authentication requests.

References:

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-pta

NEW QUESTION: 6
You have an Azure Active Directory (Azure AD) tenant that contains the users shown in the
following table.

MName Multi-factor authentication (MFA) status
User1 Disabled
User? Disabled
User3 Enforced

In Azure AD Privileged ldentity Management (PIM), the Role settings for the Contributor role are
configured as shown in the exhibit. (Click the Exhibit tab.)



Role settings o X

Allow permanent eligible assignment

Expire eligible assignments after
3 Months ~

Allow permanent active assignment

Expire active assignments after

1 Month o
' Fequire Mulli-Factor Aut hentication on actve aif.l,lq:"lr!"lf-_“f‘.:
' Require justification on active assignment
Activation

Activation maxamum duration (Rours)
C L L T T T ). - 8

' | Reguire Multi-Faftor-Bauthentication on activation
+ Require justification on activation

Require ticket information on activation

Require approval to activate

R A mprrn = endd
Microsoft

You assign users the Contributor role on May 1, 2019 as shown in the following table.

MName Assignment type
User1 Eligible
User2 Active
User3 Active

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.



Statements Yes

On May 15, 2019, User1 can activate the Contributor role.

On May 15, 2019, User2 can use the Contributor role.

On June 15, 2019 Userdydan activate the Contributor role. O

Answer:

Statements Yes No

On May 15, 2019, User1 can activate the Contriblior role.

On May 15, 2019, User2 can use the Contributor role.

On June 15, Eﬂfggzl;ﬁ%@vate the Contributor role. |

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-
resource-roles-assign-roles

NEW QUESTION: 7

You have a Azure subscription that contains an Azure Container Registry named Registry1. The
subscription uses the Standard use tier of Azure Security Center.

You upload several container images to Register1.

You discover that vulnerability security scans were not performed

You need to ensured that the images are scanned for vulnerabilities when they are uploaded to
Registry1.

What should you do?

A. From the Azure portal modify the Pricing tier settings.

B. From Azure CLI, lock the container images.

C. Upload the container images by using AzCopy

D. Push the container images to Registry1 by using Docker

Answer: A (LEAVE A REPLY)

Reference:

https://charbelnemnom.com/scan-container-images-in-azure-container-registry-with-azure-
security-center/

NEW QUESTION: 8
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You have an Azure AD tenant named contoso.com that has Azure AD Premium P1 licenses.
You need to create a group named Group1 that will be assigned the Global reader role.
Which portal should you use to create Group1 and which type of group should you create? To
answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point

Portat: -

The Azure Active Directory admin center only
The Microsoft 365 admin center only

The Arure Active Directory admin center of the Micpos@i365 admin center

Group type v
Security only
Microsoft 365 only
Security or mail-enabled sacurity only
Security or Microsoft 365 only

Security, MiSIpSolt Fi{?i ? F?Iﬁglﬁ ﬁunty
L - - L .
Answer:

Portak v

| The Azure Active Directory admin center only |
The Microsoft 365 admin center only

The Arure Active Directory admin center or the Microsoft 365 admin center

Group type: -
[Security only |
Microsoft 365 only
Security or mail-enabled secunty only
Security or Microsoft 365 only

Secufity, m%ﬁg }p?',o mail: Ir_}ameu security

31 I |
e e o j_

https://learn.microsoft.com/en-us/azure/active-directory/roles/groups-create-eligible

NEW QUESTION: 9

You are configuring just in time (JIT) VM access to a set of Azure virtual machines.

You need to grant users PowerShell access to the virtual machine by using JIT VM access.
What should you configure? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.



Answer Arca

Permission that must be granted 1O useds on VM: |Read

: ™ L Update
View
White

TCP port that must be allowed: |22
25

3389

59856

Answer:
Answer Area

Permission that must be granted.io'users on VM
Update

View

wnte

TCP port that must be allowed: |22
25
3389

E—1

NEW QUESTION: 10

You are implementing conditional access policies.

You must evaluate the existing Azure Active Directory (Azure AD) risk events and risk levels to
configure and implement the policies.

You need to identify the risk level of the following risk events:

Users with leaked credentials

Impossible travel to atypical locations

Sign ins from IP addresses with suspicious activity

Which level should you identify for each risk event? To answer, drag the appropriate levels to the
correct risk events. Each level may be used once, more than once, or not at all. You may need to
drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Levels Answer Area
High‘ AL ,In}po_sfsjb_lg,travel to atypical locations:
Low Users with léaked credentials:

| Medium | Sign ins from IP addresses with suspicious activity:



Answer:

Levels Answer Area
High Impossible travel to atypical locations: Medium I
Low Users with leaked credentials: High

Medium | - Signins ffiquy/P agdressesrwith suspicious activity: |Medium I

NEW QUESTION: 11

You implement the planned changes for ASG1 and ASG2.
In which NSGs can you use ASG1. and the network interfaces of which virtual machines can you

assign to ASG2?

Answer Arca

Microsoft

NSGs: —
NSG2 only

Virtual machines:

NSG2 and NSG4 only
NSG2, NSG3, and HSG4

VM3 only

VM2 and VM4 only

VM1, VM2, and VM4 only

VM2, VM3, and VM[} only

VM1, VM2, VM3, and VM4

Answer:
BNSWoT Aarca

NEW QUESTION: 12

Mie

Virdal machines:

MNSGZ2 and NSGA only
THEGT: &

Vi3 only
W2 and VR4 only

VM1 VM2, and VME only
- , a only
VAT, VB2, VM3, and VNI

You have an Azure subscription that is linked to an Azure AD tenant and contains the virtual

machines shown in the following table.

e

Mame | Connecte: to || Private |P address | Public IP address
VM1 WMNET1/Subnetl | 10.1.1.5 20.224.219.170
VM2 | VNET1/Subnet2 | 1014325 20.224.219.230
Vi3 VMNET2Subnet! 1.70.71.15 40.122.155.212

The subnets of the virtual networks have the service endpoints shown in the following table.




Subnet Service endpoint
VNET1/Subnet1 | Microsoft.Storage
VNET1/Subnet2 | Microsoft KeyVault
VNET2/Subnet1 | Microsoft.Storage, Microsoft.KeyVault

You create the resources shown in the following table.

Name Type
storage Azure Storage account
Vault1 Azure Key Vault

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements

Connectsons from Wid] 1o stiorage] always use iF sidness 10:01.5

Connections fromAP42" 10 Vatdt ] shwayt use IP address 20.224.219.230.

Authentication from Wi to the tenant uses either IP address 1001115 or 40.122155212

Answer:
Answer Area
Statements |V I VoW L Yes No
Connections from VM1 to storage1 always use IP address, 10.1.1.5 D
Connections/from V210 Vaulth-always use IP address 20.224.219.230. ' E]
Authentication from VM3 to the tenant uses either IP address 10.11.1.5 or 40.122.155.212. D

NEW QUESTION: 13

Note: This question is part of a series of questions that present the same scenario. Each question
in the series contains a unique solution that might meet the stated goals. Some question sets
might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these
questions will not appear in the review screen.

You have an Azure Subscription named Sub1.

You have an Azure Storage account named Sa1 in a resource group named RG1.

Users and applications access the blob service and the file service in Sa1 by using several
shared access signatures (SASs) and stored access policies.

You discover that unauthorized users accessed both the file service and the blob service.

You need to revoke all access to Sa1.

Solution: You create a new stored access policy.

Does this meet the goal?

A. No

B. Yes

Answer: A (LEAVE A REPLY)
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NEW QUESTION: 14

You plan to implement an Azure function named Function1 that will create new storage accounts

for containerized application instances.
You need to grant Function1 the minimum required privileges to create the storage accounts. The

solution must minimize administrative effort.

What should you do? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Assign role to:

Role assignment to create:

Answer:

Assign role to:

Role assignment to create:

Reference:

v

A group account

A system-assigned managed identity
A user account

A user-assigned managed identity

Built-in role assignment
Classic administrator role assignment
Custom role-based access control (RBAC) role assignment

L]

R A i =
A\ WiVl ol o aTalal -

A group account

A system-assigned managed identity

A user account

A user-assigned managed identity

Built-in role assignment
Classic administrator role assignment

Custom role-based access control (RBAC) role assignment

https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-

resources/overview

https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-

resources/howto-assign-access-portal

NEW QUESTION: 15

Use the following login credentials as needed:
To enter your username, place your cursor in the Sign in box and click on the username below.




To enter your password, place your cursor in the Enter password box and click on the password
below.

Azure Username: User1-10598168@ExamUsers.com

Azure Password: Ag1Bh9!#Bd

The following information is for technical support purposes only:

Lab Instance: 10598168
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You need to ensure that the rg11od10598168n1 Azure Storage account is encrypted by using a
key stored in the KeyVault10598168 Azure key vault.

To complete this task, sign in to the Azure portal.

Answer:

See the explanation below.

Explanation

Step 1: To enable customer-managed keys in the Azure portal, follow these steps:

1. Navigate to your storage account rg11od10598168n1

2. On the Settings blade for the storage account, click Encryption. Select the Use your own key
option, as shown in the following figure.

[

Searade env .::!:.:i,i'l'?t'l;!"-'.’.r-'..‘g-!.‘.l.#‘.d.':t e 'l'j;tvt_é:'.:“.’. our St A IS written im our datacembers, and actomationty decrpts i Sor you 8 you BCCest it

Ey default duth o encrypted using Micnosoft Managed Keys for Azure Bishs, Tables, Files and Queues. You may choose 1o bring yout.own Binlocinoryption far Azune Blobs and Files. Encryption for
Tabes and Chobues will Bhadys ute Marrggaft Massged Ko

Plesse note that after enabling Stonge Sevvice Encrypbion, only new data will be encrypied and agy eifling Fligen tha thorage sccount will retroactively get encrypied by a background encryplion
g ¥ JF ! - F - J . -

PrOEEs

Your slorsgé socount o curfenty encrypied with Meiedh mansged key by default You can choose to ute your own ey

Step 2: Specify a key from a key vault

To specify a key from a key vault, first make sure that you have a key vault that contains a key.
To specify a key from a key vault, follow these steps:

4. Choose the Select from Key Vault option.

5. Choose the key vault KeyVault10598168 containing the key you want to use.

6. Choose the key from the key vault.



| L W ]
Storage service encryption protects your data at rest. Azure Storage encrypls your data as it's wiitten in our datacenters, and automatically decrypts it for you as you access it

By default, dats o encrypted uting Microsaft Managed Keys for Azure Blobs, Tables, Fies and Queues. You may choose to bring your own key for encryption for Azure Blobs and Fles. Encryption for
Tables and Queues will sbways use Microsoft Managed Keys

Pigase note that after enabling Storage Senvice Encryption, only new dats will be encrypled, and any exsting files mn they storage account will retroactively get encrypled by & background encryption
process

Learn more

Your slorage account 15 currently encrypted with Microsoft managed key by default You can choose to use your own key,
Uie your own key

Encryption key

Enter key UR)
8 Select from Key Vault

* Key Vault

<hogy-vauit

® Encryption key

—

Mﬂiﬂ r .
'B_cﬂetm-lc{cur.:- will be granted access to the i wault h COLNQOSN: I-I' ied on the key vault and canndt be duabled. Learn more

Reference:
https://docs.microsoft.com/en-us/azure/storage/common/storage-encryption-keys-portal

NEW QUESTION: 16
You are evaluating the security of VM1, VM2, and VM3 in Sub2.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.
Answer Area

Statements Yes Na
From the Intemet, you can connect to the websenser on VM1 by using HTTF. J 9]

From the Intermet, you can connect 1o the web server on VM2 by using HTTP. O

thlmmmﬂ@mwhmﬁmmﬂdlw:ﬁmm. 2 Q

== Microsoft

Answer:
Answer Arca
Statements g Yes No
FmtmlmmtmcmmmmmmwwwlbyuslngHTl‘P, m Q
From the Intermet, you can mdlahm server on VM2 by using HTTP. o
From the Intemef, JoULcanCOnnect to the web server on VM3 by using HTTP. B G

== Microsoft

Topic 3, Fabrikam inc
Overview




This is a case study. Case studies are not timed separately. You can use as much exam time as
you would like to complete each case. However, there may be additional case studies and
sections on this exam. You must manage your time to ensure that you are able to complete all
questions included on this exam in the time provided.

To answer the questions included in a case study, you will need to reference information that is
provided in the case study. Case studies might contain exhibits and other resources that provide
more information about the scenario that is described in the case study. Each question is
independent of the other questions in this case study.

At the end of this case study, a review screen will appear. This screen allows you to review your
answers and to make changes before you move to the next section of the exam. After you begin
a new section, you cannot return to this section.

To start the case study

To display the first question in this case study, click the Next button. Use the buttons in the left
pane to explore the content of the case study before you answer the questions. Clicking these
buttons displays information such as business requirements, existing environment, and problem
statements. If the case study has an All Information tab, note that the information displayed is
identical to the information displayed on the subsequent tabs. When you are ready to answer a
question, click the Question button to return to the question.

General Overview

Fabrikam, Inc. is a consulting company that has a main office in Montreal and branch offices in
Seattle and New York. Fabrikam has IT, human resources (HR), and finance departments.
Existing Environment

Network Environment

Fabrikam has a Microsoft 365 subscription and an Azure subscription named subscription1.

The network contains an on-premises Active Directory domain named Fabrikam.com. The
domain contains two organizational units (OUs) named OU1 and OU2. Azure AD Connect cloud
sync syncs only OU1.

The Azure resources hierarchy is shown in the following exhibit.
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The Azure Active Directory (Azure AD) tenant contains the users shown in the following table.

Name F M inérf‘rgg C'ft Role Delegated to

Userl User Yes User _None

. User Access (7, | Tenant Root
Adminl User No | _Admmﬁtr&tor Gioip

| RO it
Admin2 User JAE)S " ecu'rl'y MG1

T %A administrator

Admin3 User * | No Contributor Subscription1
Admin4 User No Owner RG1
Groupl Group No Not applicable | None

Azure AD contains the resources shown in the following table.

Name Type Setting

Users in the finance department
must.us€ rhulti‘factor authentication
(MFA) when accessing Microsoft

CAPolicyl Conditional access policy

& SharePoint Cnlir
Sentinell Azuré Sentinelworkspace | Not applicable

Security con?rg}uration for virtual
machines

SecPoll Azure Policy definition

Subscription1 Resources
Subscription1 contains the virtual networks shown in the following table.



Subscription1 contains the virtual machines shown in the following table.

Name Subnet Loe=sionciosoft Peer

VNET1 Subnetl, Subnet2 | West US VNET2, VNET3

VNET2 Subnetl Central US VNET1, VNET3

VNET3 Subnetl West US VNET1, VNET?2

Subscription1 contains the network security groups (NSGs) shown in the following table.

Name Location Microseft

NSG2 West US

NSG3 Central US

NSG4 West US

Operating system

Location

Connected tor

Associated NSG

Windows Server
2019

West US

VN ETlfSulg_li_E;t_l

None

a3

CentOS-based 8.2

West US

Windows Server
2016

Central US

VNET2/Subnetl

VNET1/Subnet? [\

Ubuntu Server
18.04 LTS

West US

VNET3/Subnetl

Subscription1 contains the Azure key vaults shown in the following table.

Name Location Pricing tier Private endpoint
KeyVaultl West US Standard VNET1/Subnetl
KeyVault2 Central US Premium None

_ VNET1/Subnetl,
KeyVault3 l%aaru_sﬂ\ &H :’% Premium VNET2/Subnetl,
e i VNET3/Subnetl

Subscription1 contains a storage account named storage1 in the West US Azure region.
Planned Changes and Requirements
Planned Changes

Fabrikam plans to implement the following changes:
Create two application security groups as shown in the following table.

Name Location
ASG1 West US
ASG?2 Central US

Associate the network interface of VM1 to ASG1.
Deploy SecPol1 by using Azure Security Center.
Deploy a third-party app named App1. A version of App1 exists for all available operating

systems.

Create a resource group named RG2.

Sync OU2 to Azure AD.
Add User1 to Group1.
Technical Requirements



Fabrikam identifies the following technical requirements:

The finance department users must reauthenticate after three hours when they access
SharePoint Online.

Storage1 must be encrypted by using customer-managed keys and automatic key rotation.
From Sentinel1, you must ensure that the following notebooks can be launched:

Entity Explorer - Account

Entity Explorer - Windows Host

Guided Investigation Process Alerts

VM1, VM2, and VM3 must be encrypted by using Azure Disk Encryption.

Just in time (JIT) VM access for VM1, VM2, and VM3 must be enabled.

App1 must use a secure connection string stored in KeyVault1.

KeyVault1 traffic must NOT travel over the internet.

Valid AZ-500 Dumps shared by Actual4test.com for Helping Passing AZ-500 Exam!
Actual4test.com now offer the newest AZ-500 exam dumps, the Actual4test.com AZ-500
exam questions have been updated and answers have been corrected get the newest
Actualdtest.com AZ-500 dumps with Test Engine here:
https://www.actual4test.com/AZ-500_examcollection.html (460 Q&As Dumps, 30%OFF

Special Discount: Freepdfdumps)

NEW QUESTION: 17

Your network contains an on-premises Active Directory domain named adatum.com that syncs to
Azure Active Directory (Azure AD).

The Azure AD tenant contains the users shown in the following table.

You configure the Authentication methods - Password Protection settings for adatum.com as
shown in the following exhibit.


https://www.actual4test.com/AZ-500_examcollection.html

Custom smart lockout

Lockout threshold @ 10
Lockout duration in seconds @ | 60

Custom banned passwords

Adatum

Custom banned password list O

Password protection for Windows Server Active Directory

Enable password protection on Windows Server Active Directory @

Mode ©

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

" Microscsfatements Yes No
Userl will be prompted to change the password on the next sign-in. O O
User2 can change the password to @d@tum_COmpleX123. @) O
User3 can change the password to Adatum123!. O ®)
Answer:
Statements Yes No
Userl will be prompted to change the passwerd on the si al |
promp g P nﬁﬁ Qﬁ }ﬁ C ro S sp \
User2 can change the password fo @d@tum_COmpleX123. O O
User3 can change the password to Adatum123!. @) O
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-password-ban-bad-
on-premises-deploy
https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-password-ban-bad

NEW QUESTION: 18



On Monday, you configure an email notification in Azure Security Center to email notifications to
user1@contoso.com.

On Tuesday, Security Center generates the security alerts shown in the following table.

Time Description Severity
01:00 | Failed RDP brute force attack Medium
01:01 | Successful RDP brute force attack High
06:10 | Suspicious process executed High
09:00 | Malicious SQL activity High
11:15 | Network communication with a malicious machine detected | Low
13:30 | Suspicious process executed High
14:00 | Failed RDP brute force attack Medium
16:01 | Successful RDP brute force attack High
23:20 | Possible outgoing spam activity detected Low
23:25 | Modified system binary ﬁaﬁpmm dufnp file High
23:30 | Malicious SOL activity o Hiah

How many email notifications will user1@contoso.com receive on Tuesday? To answer, select
the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

otal number of Security Center email nutrfmg:lks about an ROP,

brute for Q&Qﬂ& L v
1
2
3
4
Total number of Security Center email notifications on Tuesday: v
3
4
6
9
11

Answer:




Total number of Security Cerltef binailinotificatpfisfabout an ROP

brute force attack on Tuesday:

Total number of Security Center email natifications on Tuesday:

Reference:
https://docs.microsoft.com/en-us/azure/security-center/security-center-provide-security-contact-
details

NEW QUESTION: 19
You have the Azure Information Protection conditions shown in the following table.

Name Pattern Case sensitivity
Condition1 White On
Condition2 Black Off

You have the Azure Information Protection labels shown in the following table.

Name Applies to Use label | Set the default label
Global Not applicable | None None

Policy1 User1 %u 1. Nane

Policy2 | User1 -k

You need to identify how Azure Information Protection will label files.
What should you identify? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.



If User1 creates a Microsoft Word file that includes the text

v
‘Black and White”, the file will be assigned: No label ’
; . Label1 only
{ ,ﬁlj ' “rOS ﬁ“hﬁ Label2 only
S L Label1 and Label2
If User1 creates a Microsoft Notepad file that includes the [ v
text “Black or white”, the file will be assigned: No label
Label1 only
Label2 only
Label1 and Label2
Answer:
f User1 creates a Microsoft Word file that includés the Wn : v
'‘Black and White”, the file will be assigned: 03 labe |
 Label1 only .
Label2 o_nlg |
Label1 and Label2
"User1 creates a Microsoft Notepad filethatincludes the | v
ext “Black or white”, the file will be assigned: No label
I
Label1 only
Label2 only
Label1 and Label2
Explanation
If User1 creates a Microsoft Word file that includes the text | v
“Black and White®, the file will be assigned: Nu.;bel '
Label1 only
Label2 only
Label1 and Label2
P&jﬁ A L i we A
fUser 1l tfeatés b MicroSaft Notepad file thatincludes the v

text "Black or white”, the file will be assigned:

No label

Label1 only
Label2 only

Label1 and Label2

Box 1: Label 2 only
How multiple conditions are evaluated when they apply to more

than one label

* The labels are ordered for evaluation, according to their position that you specify in the policy:

The label positioned first has the lowest position (least sensitive
the highest position (most sensitive).
* The most sensitive label is applied.

) and the label positioned last has



* The last sublabel is applied.

Box 2: No Label

Automatic classification applies to Word, Excel, and PowerPoint when documents are saved, and
apply to Outlook when emails are sent. Automatic classification does not apply to Microsoft
Notepad.

References:
https://docs.microsoft.com/en-us/azure/information-protection/configure-policy-classification

NEW QUESTION: 20

Use the following login credentials as needed:

To enter your username, place your cursor in the Sign in box and click on the username below.
To enter your password, place your cursor in the Enter password box and click on the password
below.

Azure Username: User1-10598168@ExamUsers.com

Azure Password: Ag1Bh9!'#Bd

The following information is for technical support purposes only:

Lab Instance: 10598168

logunumscr o oftonlre com

Eed content and adi. By

Microsoft Azure

=. Microsoft

Sign in

to oot to Merotoft Anure

Frmail. prg oo psey e

e ate D
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You need to email an alert to a user named admin1@contoso.com if the average CPU usage of a
virtual machine named VM1 is greater than 70 percent for a period of 15 minutes.

To complete this task, sign in to the Azure portal.

Answer:

See the explanation below.

Explanation

Create an alert rule on a metric with the Azure portal

1. In the portal, locate the resource, here VM1, you are interested in monitoring and select it.
2. Select Alerts (Classic) under the MONITORING section. The text and icon may vary slightly for
different resources.

3. Select the Add metric alert (classic) button and fill in the fields as per below, and click OK.
Metric: CPU Percentage

Condition: Greater than

Period: Over last 15 minutes

Notify via: email

Additional administrator email(s): admin1@contoso.com



Greater than

0

Cver the last 5 minutes

Notify via
)
pimin@contoso.com
0
http//www.contoso.com/dowork?param
Reference:

https://docs.microsoft.com/en-us/azure/sql-database/sql-database-insights-alerts-portal

NEW QUESTION: 21

You have an Azure subscription that contains 100 virtual machines. Azure Diagnostics is enabled
on all the virtual machines.

You are planning the monitoring of Azure services in the subscription.

You need to retrieve the following details:

* |dentify the user who deleted a virtual machine three weeks ago.

* Query the security events of a virtual machine that runs Windows Server 2016.

What should you use in Azure Monitor? To answer, drag the appropriate configuration settings to
the correct details. Each configuration setting may be used once, more than once, or not at all.
You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.



Settings Answer Area

Activity log |

L

 Logs | Identify the user who deletéd a virtual machine three weeks ago:

|Mewics | Query the security events of a virtual machine that runs |'
: . Windows Server 20168 '

Service Health Microsoft

Answer:
Settings Answer Area

| Activtylog |

L ] n ,
12095 | Identify the user who déleted a virtual machine three weeks ago: | Activitylog
r . R e i
!.'NE“EE_‘_}, Query the security events of a virtual machine that runs  Loge :
i Windows Seiver2016: , - | : s, .
{Senvice Healt Aicrosoft

Explanation

Identify the user who deleted a virtual machine three weeks aco

Query the security events of a virtual machine that runs | Loos
Windows Server 2016: o9

Box1: Activity log

Azure activity logs provide insight into the operations that were performed on resources in your
subscription.

Activity logs were previously known as "audit logs" or "operational logs," because they report
control-plane events for your subscriptions.

Activity logs help you determine the "what, who, and when" for write operations (that is, PUT,
POST, or DELETE).

Box 2: Logs

Log Integration collects Azure diagnostics from your Windows virtual machines, Azure activity
logs, Azure Security Center alerts, and Azure resource provider logs. This integration provides a
unified dashboard for all your assets, whether they're on-premises or in the cloud, so that you can
aggregate, correlate, analyze, and alert for security events.

References:

https://docs.microsoft.com/en-us/azure/security/azure-log-audit



NEW QUESTION: 22

You have an Azure subscription that contains an Azure Sentinel workspace.

Azure Sentinel is configured to ingest logs from several Azure workloads. A third-party service
management platform is used to manage incidents.

You need to identify which Azure Sentinel components to configure to meet the following
requirements:

When Azure Sentinel identifies a threat, an incident must be created.

A ticket must be logged in the service management platform when an incident is created in Azure
Sentinel.

Which component should you identify for each requirement? To answer, select the appropriate
options in the answer area.

NOTE: Each correct selection is worth one point.

When Azure Sentinel identifies a threat, an incident v

must be crea_ted: Anaiylics
Data connectors
Playbooks
Workbooks

A ticket must be logged in the serviceé management platform -

when an incident is created in Azure Sentinel: Analytics
Data connectors
Playbooks
Workbooks

Answer:

Nhen Azure Sentinel idédhtifies-athreat-af incident v

nust be created:

Data connectors
Playbooks
Workbooks

A ticket must be logged in the service management platform v
vhen an incident is created in Azure Sentinel:

Analytics
Data connectors

Playbooks
Warkhnnks

Reference:
https://docs.microsoft.com/en-us/azure/sentinel/create-incidents-from-alerts
https://docs.microsoft.com/en-us/azure/sentinel/tutorial-respond-threats-playbook



NEW QUESTION: 23
You have an Azure subscription that contains the virtual machines shown in the following table.

Name Operating system
VM1 Windows Server 2016
VM2 Ubuntu Server 18.04 LTS

From Azure Security Center, you turn on Auto Provisioning.
You deploy the virtual machines shown in the following table.

Name Operating system
VM3 Windows Server 2016
VM4 Ubuntu Server 18.04 LTS

On which virtual machines is the Log Analytics agent installed?
A. VM3 only

B. VM1 and VM3 only

C. VM3 and VM4 only

D. VM1, VM2, VM3, and VM4

Answer: (SHOW ANSWER)

Explanation

When automatic provisioning is On, Security Center provisions the Log Analytics Agent on all
supported Azure VMs and any new ones that are created.

Supported Operating systems include: Ubuntu 14.04 LTS (x86/x64), 16.04 LTS (x86/x64), and
18.04 LTS (x64) and Windows Server 2008 R2, 2012, 2012 R2, 2016, version 1709 and 1803
Reference:
https://docs.microsoft.com/en-us/azure/security-center/security-center-enable-data-collection

NEW QUESTION: 24

You are evaluating the security of the network communication between the virtual machines in
Sub2.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements

From YM1, you can successfulbugifig the BUbIR 1P address of VM2,

From VMLl Gan Sufieessfully ping the private IP address of VM3,

Esor VM1, you canSliceessfully ging thesprivate IP address of VM

Answer:


https://www.freepdfdumps.com/Microsoft.AZ-500.v2024-03-29.q215.html

Answer Arca

Statements No

M i C r@ S @ ft From VM1, you can s\x(essfull_,'l?,'m the Public IP address of VM2, D

From VM gy ¢in $uckéssfully ping the private IP address of VM3,

Flomw1 You can successfully ping the private IP address of VMS. D

NEW QUESTION: 25

You have an Azure subscription that contains a user named Admin1 and a resource group named

RG1.

In Azure Monitor, you create the alert rules shown in the following table.
Resource Condition

R1 All security operations

R1 Al administrative operations

All security operations by Admini
All administrative operations by Admin

Admin1 performs the following actions on RG1:

* Adds a virtual network named VNET1

* Adds a Delete lock named Lock1

Which rules will trigger an alert as a result of the actions of Admin1? To answer, select the

appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Adding VNET1: v
Rule2 only
Rule4 only
Rule2 and Rule 4 only
Rule3 and Rule 4 only
Rule1, Rule2; Rule3 and Rule 4

Adding Lock1: v
Rule2 only
Rule4 only
Rule2 and Rule 4 only
Rule3 and Rule 4 only
'VRuledsRulé2, Rule3 and Rule 4
Answer:

Explanation



Adding VNET1: -
Rule2 only

Rule4 only

Rule2 and Rule 4 only.*

Rule3 and Rule 4.0nly

Rule1, Rule2, Rule3 and Rule 4

ol W

Adding Lock1: A =
,Rule2 only
Rule4 only
Rule2 and Rule 4 only
_ | Rule3 and Rule 4 only
19501 [ Rule1, Rule2, Rule3 and Rule 4

NEW QUESTION: 26

You have an Azure Sentinel workspace that has an Azure Active Directory (Azure AD) data
connector.

You are threat hunting suspicious traffic from a specific IP address.

You need to annotate an intermediate event stored in the workspace and be able to reference the
IP address when navigating through the investigation graph.

Which three actions should you perform in sequence? To answer, move the appropriate actions
from the list of actions to the answer area and arrange them in the correct order.



Actions Answer Area

m o m°®

\ B o o | .|
\ / el of el = ==
v L) S
Vi ! ""“-_-.-,f)" (- S

il
i
H e B

Add the query to Favorites.

From the Azure Sentinel workspace, run
an Azure Log Analytics query.

In a Jupyter notebook, create a reference
to the IP address.

Add a bookmark and assign a tag.

Q)
©Q

Add a bookmark and map an entity.

From Azure Monitor, run an Azure Log
Analytics query.

Select a query result.

Answer:

Answer Area

From the Azure Sentinel workspace, run.an
Azure Log Analytics query.

Select aquery result.

Add a bookmark and map an entity.
Shdiceo

1 - From the Azure Sentinel workspace, run an Azure Log Analytics query.
2 - Select a query result.

3 - Add a bookmark and map an entity.

Reference:

https://docs.microsoft.com/en-us/azure/sentinel/bookmarks

NEW QUESTION: 27

Use the following login credentials as needed:

To enter your username, place your cursor in the Sign in box and click on the username below.
To enter your password, place your cursor in the Enter password box and click on the password
below.

Azure Username: User1-10598168@ExamUsers.com

Azure Password: Ag1Bh9'#Bd

The following information is for technical support purposes only:



Lab Instance: 10598168
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You need to prevent HTTP connections to the rg11od10598168n1 Azure Storage account.
To complete this task, sign in to the Azure portal.

See the explanation below.

Answer:



Explanation

The "Secure transfer required" feature is now supported in Azure Storage account. This feature

enhances the security of your storage account by enforcing all requests to your account through a
secure connection. This feature is disabled by default.
1. In Azure Portal select you Azure Storage account rg11od10598168n1.
2. Select Configuration, and Secure Transfer required.

. requiresecurexfer - Configuration

g A

0 h

% Access control (1AM

&

s .

* Uagnose and sohve e

ACCesS keys

& Configuration

shared access

sgnate

Reference:

. «0
Standard
ecurg trénsfer required @
aton @
Read-access geo-redundant storage (RA-GRS

https://techcommunity.microsoft.com/t5/Azure/quot-Secure-transfer-required-quot-is-available-in-

Azure-Storage

NEW QUESTION: 28

You have an Azure subscription named Subscription1 that contains the resources shown in the

following table.

Name Type In resource group
gg;gg’}gggﬁ?"wm -boet- Subscription 1D Notapplicable
RG1 Resource group Not applicable
VM1 Virtual machine RG1
VNET1 L Virtual network RG1
storage " | Storage-aceQuni-, RG1
User1 ' User account- Not applicable

You create an Azure role by using the following JSON file.



“properties”:{
“roleName”: “Rolel”,

“description”: ““%,

“assignableScopes”: [
“/subscriptions/8372£433-2dcd-4361-bSef-5p188£ed87d40”,
“/subscriptions/8372£f433-2dcd-4361-bSef-50188fed87d0/resourceGroups/RG1"

g Mée@g‘s@@@‘frt

“Yactions”: [
“Microsofticempute/*”
1s

“notActions™% T],
“datadctdions?: [],
“notDataActions”: []

}
You assign Role1 to User1 for RG1.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes

User1 can create a new virtual machine in RG1. O
User can modify the properties of storage1. o)

User1 can attach the networK interface of Wi Wﬁﬁ_f$

Answer:

Cr Viicrosoftt

User1 can create a new virtual machine in RG1.

User can modify the properties of storage1. o

User1 can attach the network intefface of VM1 to VNET1. ©

Reference:
https://docs.microsoft.com/en-us/azure/role-based-access-control/built-in-roles#compute

NEW QUESTION: 29

Note: This question is part of a series of questions that present the same scenario. Each question
in the series contains a unique solution that might meet the stated goals. Some question sets
might have more than one correct solution, while others might not have a correct solution.



After you answer a question in this section, you will NOT be able to return to it. As a result, these
questions will not appear in the review screen.

You have an Azure Subscription named Sub1. Sub1 contains an Azure virtual machine named
VM1 that runs Windows Server 2016.

You need to encrypt VM1 disks by using Azure Disk Encryption.

Which three actions should you perform in sequence? To answer, move the appropriate actions
from the list of actions to the answer area and arrange them in the correct order.

Actions Answer Area
0\
Configure secrets for the Azure key vault, s )
-
Greatean Azure key vault. O~
| L DAY
N,
Mhicrosoft A
RUN Set-AzureRmStorageAccount.
Configure access policies for the Azure kea( m[t
€ > L
Q‘ ﬂe </

Run set-AzureRs V':Dlsx“r‘»ryp“!zor' EXtension.
Answer:

Actions Answer Area
__________________ 1 o
| Configure secrets for the Azure key vault 1 | create an Azure key vault |
b I —————— — e — —— o — — — m— — —

I'" _________________ | _____ P . B o AL B

Create an Azure key vault | Conbgtue aceels policies for the Azure key vault.
R LYY LS A '
Run Sset-AzureRmStorageAccount. ) ; | | Run Set-AzureRmvVmDiskEncryptionExtension. |

!— ——————————————————————— — "-1:-1:'—:‘ ‘w—"_—-l l

| Configure access policies forthe Agure key vault. I

_________ e ————.

R BT~ = =

| Run Set-AzureRmvemDi s kKBRS VI Mr&(ﬁ&@ S Q(m

b= = = R | — o
Explanation

Create an Azure key vault.

Configure access policies for the Azure key vault.

Run Set-AzurefpmVmDi skEncrypt iﬁmfi‘ﬁﬁﬂﬁﬁﬂft

References:
https://docs.microsoft.com/en-us/azure/virtual-machines/windows/encrypt-disks

NEW QUESTION: 30



You create a new Azure subscription that is associated to a new Azure Active Directory (Azure

AD) tenant.

You create one active conditional access policy named Portal Policy. Portal Policy is used to
provide access to the Microsoft Azure Management cloud app.
The Conditions settings for Portal Policy are configured as shown in the Conditions exhibit. (Click

the Conditions tab.)
Portal Policy

B inko Delete

* Name
Portal Policy

Assignments

X

Users and groups @
All users

Cloud apps
1 app included

Conditions @
1 condition selected

Acces controls

Grant O
2 controls selected

Session
0 controls selected

Conditions

LAY R K

0 info

Device platforms
Mot configured

> | Aocations
i YO AT T
-t “Comtrol user access based on their
physical location, Learn more
Configure @
Yes Mo

Locations
1included

Indude Exclude

Client apps (preview) 0
Mot configured

Any location

All trusted locations

Device state (preview) 0
Not configured

& Selected locations

O X

Select
Contoso

Contosg

The Grant settings for Portal Policy are configured as shown in the Grant exhibit. (Click the Grant

tab.)




Portal Policy >< Gran®MI N 1i o off X

Select[ﬂﬁllle controls to be enforced.

© nfo [ pelete
() Block access
*Name >
Portal Policy @ Grantaccess
N\ Require multi-factor authentication @
nﬁig“mms | Require device to be ma as compliant §
Users and groups @ _— m
| | Require H jointed device
All users o q% ?ﬁ °
Cloud apps @ uire approved client app
: I f I
1 app included ee list of approved client apps

md For multiple controls
1 L‘ﬂi‘ldiﬁ * () Require all the selected controls

(@) Require one of the selected controls

Acces controls

Grant @
2 controls selected

Session @
0 controls selected

For each of the following statements, select Yes- if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements

Users from the Contoso named location must use mulm?faﬁtbr
authentication (MFA) to access the Azure portal.

Users from the Contoso named location nﬂi&ruse multi-factor
authentication (MFA) to access th&%&hservuces hosted in the Azure
subscription.

Users external to the @ntbﬁo named Iocattonust R?Irnu!tl-factor

ICFOSO

authentication (MFA) to access the Azure pork

Answer:

Explanation

Box 1: No

The Contoso location is excluded



Box 2: NO
Box 3: NO
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/location-condition

NEW QUESTION: 31

You have an Azure subscription that contains a storage account named storage1 and several
virtual machines. The storage account and virtual machines are in the same Azure region. The
network configurations of the virtual machines are shown in the following table.

Name Public IP address | Connected to
VM1 52.232.128.194 VNET1/Subnetl
VM2 52.233.129.82 VNET2/Subnet2
VM3 522318308P 1t | VNET3/Subnet3
The virtual network subnets have service endpoints defined as shown in the following table.
Name Service endpoint

VNET1/Subnetl | Microsoft:Storage
VNET2/Subnet2 | None*™
VNET3/Subnet? |\Wiicrosstt KeyVault

You configure the following Firewall and virtual networks settings for storage1:

Allow access from: Selected networks

Virtual networks: VNET3\Subnet3

Firewall - Address range: 52.233.129.0/24

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

™

Statem éﬁts rosoft
VM1 can connect to storagel.c

VM2 can conngct'to storagel.

VM3 can connect to storagel.

Answer:



Statements Yes No

vivilvcanconnect to storagel.

VM2 can connect to storagel. O]

VM3 can connect to storagel. [O]

Valid AZ-500 Dumps shared by Actual4test.com for Helping Passing AZ-500 Exam!
Actual4test.com now offer the newest AZ-500 exam dumps, the Actual4test.com AZ-500
exam questions have been updated and answers have been corrected get the newest
Actual4test.com AZ-500 dumps with Test Engine here:
https://www.actual4test.com/AZ-500_examcollection.html (460 Q&As Dumps, 30%OFF

Special Discount: Freepdfdumps)

NEW QUESTION: 32

You have an Azure subscription named Sub1. Sub1 contains a virtual network named VNet1 that
contains one subnet named Subnet1.

You create a service endpoint for Subnet1.

Subnet1 contains an Azure virtual machine named VM1 that runs Ubuntu Server 18.04.

You need to deploy Docker containers to VM1. The containers must be able to access Azure
Storage resources and Azure SQL databases by using the service endpoint.

A. Create an application security group and a network security group (NSG).

B. Edit the docker-compose.yml file.

C. Install the container network interface (CNI) plug-in.

Answer: (SHOW ANSWER)

Explanation

The Azure Virtual Network container network interface (CNI) plug-in installs in an Azure Virtual

Machine.

The plug-in supports both Linux and Windows platform.

The plug-in assigns IP addresses from a virtual network to containers brought up in the virtual
machine, attaching them to the virtual network, and connecting them directly to other containers
and virtual network resources. The plug-in doesn't rely on overlay networks, or routes, for
connectivity, and provides the same performance as virtual machines.

The following picture shows how the plug-in provides Azure Virtual Network capabilities to Pods:


https://www.actual4test.com/AZ-500_examcollection.html
https://www.freepdfdumps.com/Microsoft.AZ-500.v2024-03-29.q215.html
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%
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References:

https://docs.microsoft.com/en-us/azure/virtual-network/container-networking-overview

NEW QUESTION: 33

You have an Azure subscription that contains three storage accounts, an Azure SQL managed
instance named SQL and three Azure SQL databases. The storage accounts are configured as

shown in the following table.
SQ11 has the following settings:
* Auditing: On

* Audit tog destination: storage1

The Azure SQL databases are configured as shown in the following table.

WISWET JArea
Statements Yes
Audit events for DB1 grewiitlan th.stonge

Audi-events for DE2 are wiltlen 1o storage ] and storaged

B . -
. .. Mrlé;iicj;)é matm audit kot destination for DE3

Answer:



Audit events for DBl aréswritten to storage

Audit evépts Ter DB2 are written to storage1 and storagel.

Stafages can be used as an audit log destination for DB3

Reference:
https://docs.microsoft.com/en-us/azure/azure-sql/managed-instance/auditing-configure
https://docs.microsoft.com/en-us/azure/azure-sql/database/auditing-overview

NEW QUESTION: 34

You have an Azure Active directory tenant that syncs with an Active Directory Domain Services
(AD DS) domain.

You plan to create an Azure file share that will contain folders and files.

Which identity store can you use to assign permissions to the Azure file share and folders within
the share? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Argwer Area
Azure files share: -
& Folders in the fle'share; -
MirasoT
Answer:
Answer is as image below.
Answer Arca
2uré Hids'shate: = AT DS bn“T)z _ v
Folders in thé file@hare. AD DS and Azure AD v
)

NEW QUESTION: 35
Your company has two offices in Seattle and New York. Each office connects to the Internet by
using a NAT device. The offices use the IP addresses shown in the following table.

Location IP address space | Public NAT segment |
Seattle 10.10.0.0/16 1 190.15.1.0/24
New York 172.16.0.0/16 | 194.25.2.0/24

The company has an Azure Active Directory (Azure AD) tenant named contoso.com. The tenant
contains the users shown in the following table.



Name Multi-factor authentication
(MFA) status
User1 Enabled
User2 Enforced

The MFA service settings are configured as shown in the exhibit. (Click the Exhibit tab.)

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Yes No

If User1 signs in to Azure from a device that uses an IP address of 134,1814.10, User1 o 0
must be authenticated by using a phone. '

If User2 signs in to Azure from a device inthe Seattle office, User2 must be authenticated o o)
by using the Microsoft enficator app.

If User2 signs in to Azurg ffom 'Mlﬁdi@ﬁﬁfrtofﬁce, User1 must be authenticated (O o)
by using a phone
Answer:

If User1 signs in to Azure from a device that uses an IP address of 134.18.14.10, User1 O
must be authenticated by using a phone.

if User2 signs in to Azure from a device inthe Seattle office, User2 must be authenticated o
by using the Microsoft Authenticator a

If User2 signs in to Azure from a demcﬂmmlffl be authenticated

by using a phone

Explanation:




Box 2: No

Use of Microsoft Authenticator is not required.

Note: Microsoft Authenticator is a multifactor app for mobile devices that generates time-based
codes used during the Two-Step Verification process.

Box 3: No

The New York IP address subnet is included in the "skip multi-factor authentication for request.
References:

https://www.cayosoft.com/difference-enabling-enforcing-mfa/

NEW QUESTION: 36
You have an Azure Active Directory (Azure AD) tenant that contains the users shown in the
following table.

Name Mmuﬂémber of
Group 1

Group2
Group1, Group2

From Azure AD Privileged Identity Management (PIM), you configure the settings for the Security
Administrator role as shown in the following exhibit.



Allow permanent eligible assignment
Expire eligible assignments after
3 Months ~

Allow permanent active assignment

Expire active assignments after
1 Month ~

|| rRequire Azure Multi-Factor Authentication on agfive assignment
Require justification on active assignment
Activation

Activation maxamum duration (hours)
o e e e W W e e ! T ) S U R 5

[ ] rRequire Azuré Mulfi-Factor Authentication on activation
[ ] Require justification on activation

_DM"cros° i

[:] Require approval to activate

. & c
p
No member or group selected

X

From PIM, you assign the Security Administrator role to the following groups:
Group1: Active assignment type, permanently assigned
Group2: Eligible assignment type, permanently eligible

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.




Statements Yes No

User1 can only activate the Security Administrator role in O O

five hours.

It User2ldctivates the Security Administrator role, the user O O

wiii be assigned the role immediately.

User3 can activate the Security Administrator role. O O
Answer:

Stntements

User1 can only activate the Security Administrator role in O
five hours.

If User2 activates the Security Administrator role, the use@
will be assigned the role immmediately.

User3 can activate the Security Administrator role.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-
configure
https://docs.microsoft.com/bs-cyrl-ba/azure/active-directory/privileged-identity-management/pim-
resource-roles-configure-role-settings

NEW QUESTION: 37
You have an Azure Active Directory (Azure AD) tenant named contoso.com that contains three
security groups named Group1, Group2, and Group3 and the users shown in the following table.

Nalﬁ |\/h icrosoft Role \! Member of
Userl Application administrator Groupl
User2 Application developer Group?2
User3 Cloudapplication administrator Group3

Group3 is a member of Group?2.

In contoso.com, you register an enterprise application named App1 that has the following
settings:

Owners: User1

Users and groups: Group2

You configure the properties of App1 as shown in the following exhibit.



H Save X Discard @ Delete 2 Got feedback

Enabled for users to sign-in? e | Yes | No ; ,
= Vicrosoft
Name* e Appl

Homepage URL e

Logo e
AP

Select-a file [=]
Application ID e " 75082794-3617-4347-ac6d-88cida364072
Object ID. o 4926ab6c-af57-4c0f-3028-6d635cde655 |
User assignment required? o Yes | No |
Visible to users o ' Yes | No
Notes e

For each of the following statements, select Yes if the statement is true. Otherwise, select no.
NOTE: Each correct selection is worth one point.

StatementOso Tt Yes No
Userl has Appl listed on his My Apps portal. O ®

User2 has Appl listed en-her My Apps portal. O O

User3 has Appllisted on her My Apps portal. O

Answer:



statements/VliCrosoft,

Userl has Appl listed on his Myﬁpps Iportal.

User2 has Appl Ii_;;ed:;i:iﬁ ﬁ:ef My Apps portal.

User3 has Appi listed on her My Apps portal.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/assign-user-or-group-
access-portal

NEW QUESTION: 38

You plan to deploy a custom policy initiative for Microsoft Defender for Cloud.

You need to identify all the resource groups that have a Delete lock.

How should you complete the policy definition? To answer, select the appropriate options in the
answer area.

NOTE: Each correct selection is worth one point.

Microsoft

"policyRule”: {
"3y &

“field™: “type",

“equals™: "Microsoft Resources/subscriptions” ¥
.
“Microsoft.Resources/subscriptions/resourceGroups”
“resourceGroups”
“effect": "auditIfNotExists”™,

“then™: {

"details™: {

“type”: "Microsoft.Authorization/locks™,

“exstenceCondition” ¥ : {

“operations”

“value” 4

"field”: "Microsoft.Authorization/locks/level”.

“equals®™: “CanMNotDelete”



Answer:
HNIWET Arca

“"policyRule™: {

g g
“fleld™: “type”,
“equals™: Microsoft Resources/ subscriptions
! [ Microso escurcessobscrptions
Microsoft.Resources/subscriptions/resourceGroups’
“then": = ’
. resourceGroups
"effect™: "suditIfHotExiztsl,
"detalls®: {
Rype T "Hicrosoft.Authorizetion/locks™,
existenceCondition” ™ : {
I
“paistenceCondition
QPErations:
value’
"field™: "Microsoft.Authorization/locks/level”.
"equals®: "CanNotDelete”

NEW QUESTION: 39

Your network contains an on-premises Active Directory domain named corp.contoso.com.
You have an Azure subscription named Sub1 that is associated to an Azure Active Directory
(Azure AD) tenant named contoso.com.

You sync all on-premises identities to Azure AD.

You need to prevent users who have a givenName attribute that starts with TEST from being
synced to Azure AD. The solution must minimize administrative effort.

What should you use?

A. Synchronization Rules Editor

B. Web Service Configuration Tool

C. the Azure AD Connect wizard

D. Active Directory Users and Computers

Answer: A (LEAVE A REPLY)

Explanation

Use the Synchronization Rules Editor and write attribute-based filtering rule.

References:



https://www.freepdfdumps.com/Microsoft.AZ-500.v2024-03-29.q215.html

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sync-change-the-
configuration

NEW QUESTION: 40

You plan to use Azure Sentinel to create an analytic rule that will detect suspicious threats and
automate responses.

Which components are required for the rule? To answer, select the appropriate options in the
answer area.

NOTE: Each correct selection is worth one point.

Jetect suspicious threats: -
A Kusto query language query

A Transact-SQL query

An Azure PowerShell query

An Azure Sentinel playbook

\utomate responses: v
An Azure Functions app

An Azure PowerShell script

An Azure Sentinel playbook

An Azure Sentinel workbook

Answer:
letect suspicious threats: “Microsoft -
A Kusto query language query I]
A Transact-SUL query
An Azure PowerShell query
An Azure Sentinel playbook
utomate responses: v
An Azure Functions app
An Azure PowerShell script
An Azure Sentinel playbook
An Azure Sentinel workbook
Reference:

https://docs.microsoft.com/en-us/azure/sentinel/tutorial-detect-threats-custom
https://docs.microsoft.com/en-us/azure/sentinel/tutorial-respond-threats-playbook

NEW QUESTION: 41
You have an Azure subscription that contains the Azure Log Analytics workspaces shown in the
following table.

Name Location Description
Workspace1 East U5 Used by Azure Sentinel
Workspace? West US Mot applicable

You create the virtual machines shown in the following table.



Locatic 1/ [ DU Dperating system Connected to
East US Windows Server 2019 None
East US Windows Server 2019 Workspace?
West US Windows Server 2019 None
West US Windows Server 2019 Workspace2

You plan to use Azure Sentinel to monitor Windows Defender Firewall on the virtual machines.
Which virtual machines you can connect to Azure Sentinel?

A. VM1 and VM3 only

B. VM1 Only

C. VM1 and VM2 only

D. VM1, VM2, VM3 and VM4

Answer: D (LEAVE A REPLY)

Reference:

https://docs.microsoft.com/en-us/azure/sentinel/connect-windows-firewall

NEW QUESTION: 42

Use the following login credentials as needed:

To enter your username, place your cursor in the Sign in box and click on the username below.
To enter your password, place your cursor in the Enter password box and click on the password
below.

Azure Username: User1-10598168@ExamUsers.com

Azure Password: Ag1Bh9!#Bd

The following information is for technical support purposes only:

Lab Instance: 10598168


https://www.freepdfdumps.com/Microsoft.AZ-500.v2024-03-29.q215.html
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You need to email an alert to a user named admin1@contoso.com if the average CPU usage of a
virtual machine named VM1 is greater than 70 percent for a period of 15 minutes.

To complete this task, sign in to the Azure portal.

Answer:

See the explanation below.

Explanation

Create an alert rule on a metric with the Azure portal

1. In the portal, locate the resource, here VM1, you are interested in monitoring and select it.



2. Select Alerts (Classic) under the MONITORING section. The text and icon may vary slightly for
different resources.

3. Select the Add metric alert (classic) button and fill in the fields as per below, and click OK.
Metric: CPU Percentage

Condition: Greater than

Period: Over last 15 minutes

Notify via: email

Additional administrator email(s): admin1@contoso.com

Greater than v
60
0

Cver the last 5 minutes v
Notify via
v

gminiPcontoso.com
0
httpy//www.contoso.com/dowork?param
Reference:

https://docs.microsoft.com/en-us/azure/sql-database/sql-database-insights-alerts-portal

NEW QUESTION: 43

You have an Azure subscription that contains an Azure SQL database named SQL1.

You plan to deploy a web app named App1.

You need to provide App1 with read and write access to SQL1. The solution must meet the
following requirements:

Provide App1 with access to SQL1 without storing a password.

Use the principle of least privilege.

Minimize administrative effort.



Which type of account should App1 use to access SQL1, and which database roles should you
assign to App1? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Account type:
Azure Active Directory User
Managed identity

Service Principal

Roles: Vv
db datawrlter only

db datareader and db datawriter

—_— =

db owh? tfn!y*i )SOTT

Answer:

Account type:

Azure Active Directory User

Managed identity

Service Principal

db datawriter only
db_datareader and db_datawriter

¥

db owner only SN icro
HOGI

Reference:
https://docs.microsoft.com/en-us/azure/app-service/tutorial-connect-msi-sql-database?
tabs=windowsclient%2Cdotnet

NEW QUESTION: 44
You have an Azure subscription that contains an Azure key vault named KeyVault1 and the
virtual machines shown in the following table.



Name Private IP address Public IP address Connected to
VM1 10.7.0.4 51.144.245.152 VNET1/Default
VM2 10.8.0.4 104.45.9.227 VNET2/Default

You set the Key Vault access policy to Enable access to Azure Disk Encryption for volume
encryption.
KeyVault1 is configured as shown in the following exhibit.

Allow access from: All networks @ Selected networks
@) Configure network access control for your key vault. Learn More

Virtual networks: ) + Add existing virtual networks + Add new virtual network

VIRTUAL NETWORK SUBNET RESOURCE GROUP SUBSCRIPTION

VNET1 default RG1
Firewall: @

IPv4 ADDRESS OR CIDR

DR

Exception:
Allow trusted Microsoft services to bypass | | (@) Yes No

this firewall? CrNcCNTT
b O Jhis setinpiscelated o firewall only. In order to access this key vault, the trusted

service must also be given explicit permissions in the Access policies section.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
From VM1, users can manage the keys and secrets
stored in KeyVaultl. O O
From VM2, users can manage the keys and secrets O O

stored in KeyVaultl.

VM2 can use KeyVault for Azufé Disk Encryption Tt O O

Answer:



Statements Yes

From VM1, users can manage the keys and secrets ~ -
stored in KeyVault1. 1

From VM2, users.can manage the keys and secrets Te}
stored in KeyVaultl. Bl

VM2 can use KeyVault for Azure Disk Encryption 10.|

Explanation

Statements Yes

From VM1, users can manage the keys and secrets
stored in KeyVault1l. O

From VM2, users can manage the keys and secrets 0O
stored in KeyVaultl.

VM2 can use KevVault for'Azure Disk Encryption O

NEW QUESTION: 45

No

No

You have an Azure subscription named Sub1 that contains an Azure Storage account named

Contosostorage1 and an Azure key vault named Contosokeyvault1.

You plan to create an Azure Automation runbook that will rotate the keys of Contosostorage1 and

store them in Contosokeyvault1.
You need to implement prerequisites to ensure that you can implement the runbook.

Which three actions should you perform in sequence? To answer, move the appropriate actions

from the list of actions to the answer area and arrange them in the correct order.



Actions

Run Set-AzureRmKeyVaultAccessPolicy

Create an Azure Automation account.

Import PowerShell modules to the Azure
Automation account.

Create a user-assigned managed identity.

Create a connection resource in the Azure
Lﬂuutomatiun account.

Answer:

©
Q

Answer Area
= Microsoft

Qe

Actions

:Run Set-AzureRmKeyVaultAccessPolicy |

Create an Azure Automation account.

_——

' Imporl PowerShell modules to the Azure
AmOmalmn account.

: iieaie auser- assigned managed identity.
l CITOS0 I

IICreate a connection resource in the Azure
''Automation account.

Answer Area

Impont PowerShell modules to the Azure
Automation account.

|
Create a connection resource in the Azure |
Automation account. :

Explanation




| :
|Create an Azure Automation account.

Import PowerShell modules to the Azure
Automation account

Create a connection resource in the Azure
Automation account.

Step 1: Create an Azure Automation account

Runbooks live within the Azure Automation account and can execute PowerShell scripts.

Step 2: Import PowerShell modules to the Azure Automation account

Under 'Assets' from the Azure Automation account Resources section select 'to add in Modules to
the runbook. To execute key vault cmdlets in the runbook, we need to add AzureRM.profile and
AzureRM.key vault.

Step 3: Create a connection resource in the Azure Automation account

You can use the sample code below, taken from the AzureAutomationTutorialScript example
runbook, to authenticate using the Run As account to manage Resource Manager resources with
your runbooks. The AzureRunAsConnection is a connection asset automatically created when we
created 'run as accounts' above.

This can be found under Assets -> Connections. After the authentication code, run the same code
above to get all the keys from the vault.

$connectionName = "AzureRunAsConnection"

try

{

# Get the connection "AzureRunAsConnection "
$servicePrincipalConnection=Get-AutomationConnection -Name $connectionName
"Logging in to Azure..."

Add-AzureRmAccount *

-ServicePrincipal

-Tenantld $servicePrincipalConnection.Tenantld

-Applicationld $servicePrincipalConnection.Applicationld

-CertificateThumbprint $servicePrincipalConnection.Certificate Thumbprint

}

References:
https://www.rahulpnath.com/blog/accessing-azure-key-vault-from-azure-runbook/

NEW QUESTION: 46
You have an Azure Active Directory (Azure AD) tenant that contains the users shown in the
following table.



Group1, Group?2

From Azure AD Privileged Identity Management (PIM), you configure the settings for the Security

Administrator role as shown in the following exhibit.
settings : . [
:J Microsoft

Assignment

[ﬂ Allow permanent eligible assignment
Expare |:-|.g|b]r_' assgrments aftes
| 2 Months ~ |

Alﬂpﬂmmmnsigm

Expire active assignments after
[ 1 Mot ~ |

|:| Require Arure Multi-Factor Authenbication on active assigriment

Activation

Activation masamim duration (hours) -
---{)-------—-----—---- 5

[ ] Require Azure Multi-Factor Authentication on activation
|:| Require justification on actvation

|:| Require icket informatson on actvabon

D Require approval to actrvate

"
b
No member or group selected

From PIM, you assign the Security Administrator role to the following groups:

* Group1: Active assignment type, permanently assigned

* Group2: Eligible assignment type, permanently eligible

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.



Statements

User1 can only activate the Security Administrator role in O

fi :
B\ Tcrosoft

i User2 activates the Security Administrator role, the user O
will be assigned the role imimediately.

User3 can activate the Security Administrator role. O

Answer:

statements IV11C i’@%&ﬁi

User1 can only activate the Security Administrator role in. © — 1
five hours.

If User2 activates the Security Administrator role, the useﬁ:‘) I
will be assigned the role imrmediately. —=

User3 can activate the Security Administrator role.

Explanation

User1 can only activate the Security Administrator role‘in o ‘
five hours. e - =

If User2 activates the Security A_dmini'stratdr role, the user @) ‘
will be assigned thg__.rqjqﬁ,]mme'diately. |

User3 can activate the Security Administrator role. . O ‘

Box 1: Yes

Eligible Type: A role assignment that requires a user to perform one or more actions to use the
role. If a user has been made eligible for a role, that means they can activate the role when they
need to perform privileged tasks. There's no difference in the access given to someone with a
permanent versus an eligible role assignment. The only difference is that some people don't need
that access all the time.

You can choose from two assignment duration options for each assignment type (eligible and
active) when you configure settings for a role. These options become the default maximum
duration when a user is assigned to the role in Privileged Identity Management.



Use the Activation maximum duration slider to set the maximum time, in hours, that a role stays
active before it expires. This value can be from one to 24 hours.

Box 2: Yes

Active Type: A role assignment that doesn't require a user to perform any action to use the role.
Users assigned as active have the privileges assigned to the role Box 3: Yes User3 is member of
Group?2.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-
configure
https://docs.microsoft.com/bs-cyrl-ba/azure/active-directory/privileged-identity-management/pim-
resource-roles
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Special Discount: Freepdfdumps)

NEW QUESTION: 47

You have a web app named WebApp1.

You create a web application firewall (WAF) policy named WAF1.
You need to protect WebApp1 by using WAF1.

What should you do first?

A. Deploy an Azure Front Door.

B. Add an extension to WebApp1.

C. Deploy Azure Firewall.

Answer: A (LEAVE A REPLY)

Explanation/Reference:

References:
https://docs.microsoft.com/en-us/azure/frontdoor/quickstart-create-front-door

NEW QUESTION: 48
You have an Azure Active Directory (Azure AD) tenant that contains the users shown in the
following table.

Name Member of Multi-factor authentication (MFA) status
User1 Group1, Group2 Disabled
User2 Group2 Disabled

The tenant contains the named locations shown in the following table.
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MName IP address range Trusted location
Seattle 193.77.10.0/24 Yes
Boston 154.12.18.0/24 Mo

You create the conditional access policies for a cloud app named App1 as shown in the following
table.

Hame Include Exclude Condition Grant
Policy1 Group1 Group2 Locations: Boston Block acoess
L} Grant sccess, Require
Policyz | Groupl Pare ﬁw?‘m multi-facter
authenticanon

Policy3 Group? Group1 Lo€ations: Boston Block acoess
Grant access, Reguire
5 f multi-factor

Ln "lp-c:hurl — 1 authentication

Policy4 Usar? Locations: Amy

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area
Staternents Yes Mo

User! can access App from an 1P addiess of 154121810,

User? can accessadpp! Tio an 1P addeess of 193771015

[erd can &ccess Appl from an 1P address of 154121834,

W \/; ft
Answer:
Answer Area

i 'Microsoft ... o

User1 can access App1 fromianiP sadress of 154.12.18.10. o 1O
User2 can accessMppt from an IP address of 193.77.10.15.

Userd can atcess App1 from an 1P address of 154121834, Q i (ol

Explanation



Statements Yes

User1 can access App1 from an IP address of 154.12.18.10. ()

User2 can access App1 fromi an IP address of 193.77.10.15. ()

. pp
User2 canaccess’Appl from an IPaddress of 154.12.18.34. O

NEW QUESTION: 49

use the following login credentials as needed:

To enter your username, place your cursor in the Sign in box and click on the username below.
To enter your password. place your cursor in the Enter password box and click on the password
below.

Azure Username: Userl -28681041@ExamUsers.com

Azure Password: GpOAe4@IDg

If the Azure portal does not load successfully in the browser, press CTRL-K to reload the portal in
a new browser tab.

The following information is for technical support purposes only:

Lab Instance: 28681041

Task 8

You need to prevent HTTP connections to the rg110d28681041n1 Azure Storage account.
Answer:

Check below steps in explanation for Task.

Explanation

To prevent HTTP connections to the rg11od28681041n1 Azure Storage account, you can follow
these steps:

In the Azure portal, search for and select the storage account named rg110d28681041n1.

In the left pane, select Firewalls and virtual networks.

In the Firewalls and virtual networks pane, select Selected networks.

In the Selected networks pane, select Add existing virtual network.

In the Add existing virtual network pane, select the virtual network that does not allow HTTP
connections.

Select Add.

NEW QUESTION: 50
You have an Azure key vault named KeyVault1 that contains the items shown in the following
table.



Name Type
Iltem1 Key
ltem2 Secret
Policy1 Access policy

In KeyVault, the following events occur in sequence:

Item1 is deleted

Administrator enables soft delete

ltem2 and Policy1 are deleted.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statemnts ' Yes No

You can recover Policy1. @) O
You can add a new key named Item1. O O

You can add a new secret named ltem?2 O O

Answer:

St: aments I Yes No

fou can recover Policy1 Q o

fou can add a new key named tem1. O O

fou can add a new secret named ltem2 Q O

Reference:
https://docs.microsoft.com/en-us/azure/key-vault/general/soft-delete-overview

NEW QUESTION: 51
Your company has an Azure subscription named Subscription1 that contains the users shown in
the following table.



Name Role

User1 Global admistrator
User2 Billing‘administrator
User3 Owner

Userd  Mi{rAccount Admin

The company is sold to a new owner.

The company needs to transfer ownership of Subscription1.

Which user can transfer the ownership and which tool should the user use? To answer, select the
appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

User: v

User1
User2
User3
User4

T%Fm softy v

Azure Account Center
Azure Cloud Shell
Azure PowerShell
Azure Security Center

Answer:



User: v

ser]
User?
User3

- %ﬁg
Tool: ,@%" .4
& AZGré Cloud Shell

Azure PowerShell
Azure Security Center

Explanation
User: v
User1
User2
User3
User4
Tool: v
Azure Account Center
Azure Cloud Shell
Azure PowerShell
Azure Secunty Center.
Box 1; User2

Billing Administrator

Select Transfer billing ownership for the subscription that you want to transfer.

Enter the email address of a user who's a billing administrator of the account that will be the new
owner for the subscription.

Box 2: Azure Account Center

Azure Account Center can be used.

Reference:
https://docs.microsoft.com/en-us/azure/billing/billing-subscription-transfer#transfer-billing-
ownership-of-an-azu



NEW QUESTION: 52
You have an Azure subscription that contains the virtual machines shown in the following table.

Name Operating system
VM1 Windows Server 2016
VM2 Ubuntu Server 18.04 LTS

From Azure Security Center, you turn on Auto Provisioning.

You deploy the virtual machines shown in the following table.
https://www.fast2test.com/AZ-500-practice-test.html 64
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Name Operating system
VM3 Windows Server 2016
VM4 Ubuntu Server 18.04 LTS

On which virtual machines is the Log Analytics Agent installed?

A. VM3 only

B. VM1 and VM3 only

C. VM3 and VM4 only

D. VM1, VM2, VM3, and VM4

Answer: D (LEAVE A REPLY)

When automatic provisioning is On, Security Center provisions the Log Analytics Agent on all
supported Azure VMs and any new ones that are created.

Supported Operating systems include: Ubuntu 14.04 LTS (x86/x64), 16.04 LTS (x86/x64), and
18.04 LTS (x64) and Windows Server 2008 R2, 2012, 2012 R2, 2016, version 1709 and 1803
Reference:
https://docs.microsoft.com/en-us/azure/security-center/security-center-enable-data-collection

NEW QUESTION: 53
You have an Azure subscription named Subscription1 that contains the resources shown in the
following table.

[ Name |  Type 0000 [ _ _Be_sé?ip_ﬂn—|
| EventHubl | Azure Event Hubs ... | Not applicable |
|Adf1 ', Azure Data Factory . | Motapplicable - = = _|
!—N'I.-'M | Network virtual appliance (A The NVA sends security event messages in the |

| | e Y CNCCSMimen Event Format (CEF) |
kS

You have an Azure subsdription named Subscription2 that contains the following resources:

An Azure Sentinel workspace

An Azure Event Grid instance

You need to ingest the CEF messages from the NVAs to Azure Sentinel.

What should you configure for each subscription? To answer, select the appropriate options in the
answer area.

NOTE: Each correct selection is worth one point.
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Subscription1: .

An Azure Log Analytics agent on a Linux virtual machine
A Data Factory pipeline 1%
An Event Hubs namespace _
An Azure Service Bus quele

Subscription2: ' v
A new Azure Log Analytics workspace
A new Azure Sentinel data connector
A new Azure Sentinel playbook
A new Event Grid resource provider

Answer:

o, . i
__\-ll R N

Subscription1: IVIICFOSOT1 v
An Azure Log Analytics agent on a Linux virtual machine

A Data Factory pipeline

An Event Hubs namespace
An Azure service Bus queue

Subscription2: v
A new Azufre'Log Analytics workspace

A New.Azure sentinel data connector
A new Azure Sentinel playbook
A new Event Grid resource provider

NEW QUESTION: 54
You have an Azure key vault named Vault1 that stores the resources shown in the following table.

Name Type
Key1 Key
Secret]l | Secret
Cert1 Certificate

Which resources support the creation of a rotation policy?
A. Key 1 only

B. Key1 and Secret1 only

C. Secret1 and Cert1 only

D. Cert1 only

E. Key1 and Cert1 only

F. Key1, Secret1, and Cert1

Answer: (SHOW ANSWER)

NEW QUESTION: 55
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You have an Azure subscription. The subscription contains Azure virtual machines that run
Windows Server
2016.

You need to implement a policy to ensure that each virtual machine has a custom antimalware
virtual machine extension installed.

How should you complete the policy? To answer, select the appropriate options in the answer
area.

_NOTE: Each correct selection is worth one point.

e
nallorr: |
[
=fiald™ 1 “typa"™,
foequala®: “Mlorosoft . SesmputefvlcbualMach] nes®?
]
L

“flald® @ "Microsoft.Compute/image K0T,

vagquals” : *2016-Datacenters,

J
1

|
“khan® @ |

“affect” ; = Yy "
Append
Diewy
DeploviiNotExsis

“datails” : |

“eypa® @ "Hicrosof . GuastConf igurationfguasBCon figurati onfsslgnmantsa™ ,
“rolapefiniticnsTds™ : [

“fMproviders/miorosoft . authorizgaflon/eolaDel inl tions A 12345670-1234 -56T8-abod - 01 234567891 0~
1.

“pame® | "custoskxtonsiien®,
“doploymant e |
proparoloas” L
"=ode”: “indrameantal”.
"paramatars : [
).
w v -
exstenceL.ondinon
IRROURCES
temgala

Answer:



{
wifs' :
vallof«: [
{

“field” : “type”,

Mequals”: “Microsoft.Compute/virtualMachines?
|
{

“field” : “Microsoft.Compute/imageSKu~,
“aquals” : “2016-Datacenter”,
)
]
Y.
“then” : {
v“effect” : |v b7

rdetails” : {

“type” : “Microsoft.GuestGonfiguration

onAssignments”,
“roleDefinitionslds” : [

finitions/12345678-1234-5678-abcd-0123456789107
1.
“name” : “oustomExtensio
“deploymant” : (
“pro >
“mode” :

‘template

Explanation
),
“then” : | : -
“effect” i v ]" b’

wdetails” : {

“type” i “Microsoft.GuestConfiguration/guestConfigurationAssignments”,
“roleDefinitionslids~ : [

w/providers/microsoft.authorization/roleDefinitions/12345678-1234-5678-abcd-012345678910/
1,

“name” : “ocustomExtension”,

“deployment” i ( s
=ggHpdfdumP

v | o o

BEMicrosoft

Box 1: DeploylfNotExists

DeploylfNotExists executes a template deployment when the condition is met.
Box 2: Template



The details property of the DeploylfNotExists effects has all the subproperties that define the
related resources to match and the template deployment to execute.

Deployment [required]

This property should include the full template deployment as it would be passed to the
Microsoft.Resources/deployment References:
https://docs.microsoft.com/en-us/azure/governance/policy/concepts/effects

NEW QUESTION: 56

You need to meet the identity and access requirements for Group1.

What should you do?

A. Add a membership rule to Group1.

B. Delete Group1. Create a new group named Group1 that has a membership type of Office 365.
Add users and devices to the group.

C. Modify the membership rule of Group1.

D. Change the membership type of Group1 to Assigned. Create two groups that have dynamic
memberships.

Add the new groups to Group1.

Answer: (SHOW ANSWER)

Section: [none]

Explanation:

Incorrect Answers:

A, C: You can create a dynamic group for devices or for users, but you can't create a rule that
contains both users and devices.

D: For assigned group you can only add individual members.

Scenario:

Litware identifies the following identity and access requirements: All San Francisco users and
their devices must be members of Group1.

The tenant currently contain this group:

Name Type . VDeséription

A group that has the Dynamic User membership type,
contains all the San Francisco users, and provides

Sroupt SRR anovs access to many Azure AD applications and Azure
resources.
References:
https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/groups-dynamic-
membership

https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/active-directory-groups-
create-azure- portal Testlet 2 Case Study This is a case study. Case studies are not timed
separately. You can use as much exam time as you would like to complete each case. However,
there may be additional case studies and sections on this exam. You must manage your time to
ensure that you are able to complete all questions included on this exam in the time provided.
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To answer the questions included in a case study, you will need to reference information that is
provided in the case study. Case studies might contain exhibits and other resources that provide
more information about the scenario that is described in the case study. Each question is
independent of the other question on this case study.

At the end of this case study, a review screen will appear. This screen allows you to review your
answers and to make changes before you move to the next sections of the exam. After you begin
a new section, you cannot return to this section.

To start the case study

To display the first question on this case study, click the Next button. Use the buttons in the left
pane to explore the content of the case study before you answer the questions. Clicking these
buttons displays information such as business requirements, existing environment, and problem
statements. If the case study has an All Information tab, note that the information displayed is
identical to the information displayed on the subsequent tabs. When you are ready to answer a
question, click the Question button to return to the question.

Overview

Contoso, Ltd. is a consulting company that has a main office in Montreal and two branch offices in
Seattle and New York.

The company hosts its entire server infrastructure in Azure.

Contoso has two Azure subscriptions named Sub1 and Sub2. Both subscriptions are associated
to an Azure Active Directory (Azure AD) tenant named contoso.com.

Existing Environment

Azure AD
Contoso.com contains the users shown in the following table.
Name City Role

User1 Montreal Global administrator
User2 MONTREAL | Security administrator
User3 London Privileged role-administrator
Userd Ontario Application administrator
Userd Seattle Cloud application administrator
User6 Seattle User administrator
User7 Sydney Reports reader
User8 Sydney None
User9 Sydney Owner

Contoso.com contains the security groups shown in the following table.

Name | Membership type Dynamic membership rule
Group1 Dynamic user user.city —contains “ON"
Group2 | Dynamic user user.city —match “*on”

Sub1




Sub1 contains six resource groups named RG1, RG2, RG3, RG4, RG5, and RG6.
User9 creates the virtual networks shown in the following table.

Name | Resource group
VNET1 RG1
VNET2 RG2
VNET3 RG3
VNET4 RG4

Sub1 contains the locks shown in the following table.

Nama\ droSeton |..- Lock type
Lock1 RG1 ~. Delete
Lock2 RG2 ..y | Read-only
Lock3 RC-_R§ Delete
Lock4 R‘GG Read-only

Sub1 contains the Azure policies shown in the following table.

Pollcy ‘definition - R n Resource type
Allowe  resourcetypes- “héiw‘brkSecurityGroups
Not allowed resource virtualNetworks/subnels

types
Not allowed resource networkSecurityGroups

types
Not allowed resource virtualNetworks/virtualNetworkPeerings
types
Sub2

Sub2 contains the virtual networks shown in the following table.

Name Subnet
VNetworkl | Subnetll, Subnetl2, and Subnet13
VMNetwork?2 | Subnet21

Sub2 contains the virtual machines shown in the following table.

Network Application Connected to

interface security group
NIC1 ASG1 Subnet11
NIC2 ASG2 Subnetll
NIC3 None .
NIC4 ASG1 Subnetiz -
NICS None Subnet21

All virtual machines have public IP addresses and the Web Server (11S) role installed. The
firewalls for each virtual machine allow ping requests and web requests.

Sub2 contains the network security groups (NSGs) shown in the following table.



i

Name

dr‘l. .lq:.'.!"- F i Wl o B il

~Associated to

NSG1

NIC2

NSG2

Subnet11

NSG3

Subnet13

Subnet21

NSG1 has the inbound security rules shown in the following table.

Priority Port Protocol Source Destination Action
65000 Any Any VirtualNetwork VirtualNetwork | Allow
65001 Any Any AzurelLoadBalancer | Any Allow
65500 Any Any Any Any Deny

NSG2 has the inbound security rules shown in the following table.

Protocol

Source

Destination

Action

TCP

Internet

VirtualNetwork

Allow

Any

VirtualNetwork

VirtualNetwork

Allow

Any

AzurelLoadBalancer

Any

Allow

Any

Any

Deny

Destination

Action

ASG1

ASGH A A

Allow, . . [

VirtualN=iworK |

Allow o o |

Any

Deny

VirttaiNetwork

VirtualNetwork

Allow

AzureLoadBalancer

Any

Allow

Any

Any

Deny

Priority

Source

Destination

Action

100

Any

Any

Allow

65000

VirtualNetwork

VirtualNetwork

Allow

65001

AzurelLoadBalancer

Any

Allow

65500

Any

Any

Deny

NSG1, NSG2, NSG3, and NSG4 have the outbound security rules shown in the following table.

Priority Port Protocol Source Destination Action
65000 Any Any VirtualNetwork VirtualNetwork | Allow
65001 Any Any Any Internet Allow
65500 Any Any Any Any Deny

Technical requirements
Contoso identifies the following technical requirements:

* Deploy Azure Firewall to VNetwork1 in Sub2.




* Register an application named App2 in contoso.com.
* Whenever possible, use the principle of least privilege.
* Enable Azure AD Privileged Identity Management (PIM) for contoso.com.

NEW QUESTION: 57
You have an Azure subscription mat contains a resource group named RG1. RG1 contains a

storage account named storage1.
You have two custom Azure rotes named Role1 and Role2 that are scoped to RG1.
The permissions for Role1 are shown in the following JSON code.

“permissions”: [

{

“sctions”: |

"Microsoft.Storage/storsgeAccounts/listievs/action™.,
1.
“notActions”: [], &
“datsactions™: [1],
“notDatadctions™: [] C’O

g ]

. - >

= Micnosoft &

The permissions for Role2 nrtstmn ing JSON code.

“permizcions™: | %6
“actd ;
3: soft.Storege/storagedAccounts/listheys/action™,

{‘&c rosoft.Storags/storageAccounts/ListAccountSas/action”™,
K Microsoft.Storage/storagedccounts/read”™

notﬂ-c:tonﬁ": [1s
“datadctions™: [].
“notDatafctions™: []

Statements
Liser1 can read data n storage .

Liser? can read dats in SIomegii J

Usericmrmmi from a backup in Azure Backup.

Answer:



Statements

Userl can réead data in StOragel

User2 can read data in storagel.

_. g3 can restore storage ! from a backup m Azure Backup

NEW QUESTION: 58

You have an Azure subscription named Sub1.

In Azure Security Center, you have a workflow automation named WF1. WF1 is configured to
send an email message to a user named User1.

You need to modify WF1 to send email messages to a distribution group named Alerts.
What should you use to modify WF1?

A. Azure Application Insights

B. Azure Monitor

C. Azure Logic Apps Designer

D. Azure DevOps

Answer: C (LEAVE A REPLY)

Reference:

https://docs.microsoft.com/en-us/azure/security-center/workflow-automation
https://docs.microsoft.com/en-us/learn/modules/resolve-threats-with-azure-security-center/6-

exerciseconfigure-playbook

NEW QUESTION: 59
You have an Azure virtual machines shown in the following table.

| Operating system | ___Resource group |
Windows Sarver 2012 RG1
Windows Server 2012 R2 RG1

Windows Server 2016 RG2
Red Hat Enterprise LIBL¥ rd Y| BG?

You create an Azure Log Analytics workspace named Analytics1 in RG1 in the East US region.
Which virtual machines can be enrolled in Analytics1?

A. VM1 only

B. VM1, VM2, and VM3 only

C. VM1, VM2, VM3, and VM4

D. VM1 and VM4 only

Answer: (SHOW ANSWER)

Explanation

Note: Create a workspace

* In the Azure portal, click All services. In the list of resources, type Log Analytics. As you begin
typing, the list filters based on your input. Select Log Analytics.

* Click Create, and then select choices for the following items:
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Provide a name for the new Log Analytics workspace, such as DefaultLAWorkspace. OMS
workspaces are now referred to as Log Analytics workspaces.

Select a Subscription to link to by selecting from the drop-down list if the default selected is not
appropriate.

For Resource Group, select an existing resource group that contains one or more Azure virtual
machines.

Select the Location your VMs are deployed to. For additional information, see which regions Log
Analytics is available in.

NEW QUESTION: 60
You have an Azure Active Directory (Azure AD) tenant that contains the users shown in the
following table.

Name Member of Multi-factor authentication (MFA) status
User1 Group1, Group2 | Enabled
User? Group1 Disabled
User3 Group1 Disabled
You create and enforce an Azure AD ldentity Protection sign-in risk policy that has the following
settings:

Assignments: Include Group1, exclude Group2

Conditions: Sign-in risk level: Medium and above

Access Allow access, Require multi-factor authentication

You need to identify what occurs when the users sign in to Azure AD.

What should you identify for each user? To answer, select the appropriate options in the answer
area.

NOTE: Each correct selection is worth one point.

When User1 signs in from an anonymous IP address, v

the user will:
Be blocked
Be prompted for MFA
Sign in by using a-username and password only

When User2 signs in from an unfamiliar location, v

the user will Be hlocked
Be prompted for MFA
Signin by using a username and password only

When User3 signs in from an infected device, v

the user wil Be blocked

Be pmmpted fpr MF-A
Signinby L=ing Alusdminie he ﬁéﬁﬁﬁﬂrﬁ only

Answer:



When User1 signs in from an anonymous IP address, ‘ v

the user will:

Be blocked

Be prompted for MFA

Sign in by using a username and password only
When User2 signs in from an unfamiliar location, | v
the user will: Ba tocked

Be prompted for MFA

Sign in by using a username and password only
When User3 signs in from an infected device, B 4
the user will: Beblocked, . - = |

BepomptedforMEA O SOT L

Signin Dy using a username and password only
References:

http://www.rebeladmin.com/2018/09/step-step-guide-configure-risk-based-azure-conditional-
access-policies/
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity-
protection-policies
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity-
protection-risks

NEW QUESTION: 61

You are configuring just in time (JIT) VM access to a set of Azure virtual machines.

You need to grant users PowerShell access to the virtual machine by using JIT VM access.
What should you configure? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
Answer Area

Permission that must be granted to psees on VM: |read
= COX Update

AL : W iEw

= RALET Wiite

]

TCP port that must be allowed: |22
25

3389
59856

Answer:



Answer Area

Permission that must be'gramted to users on WV lRead

i
=
TCP pon that raest be b
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NEW QUESTION: 62
You have an Azure subscription named Sub1 that contains the Azure key vaults shown in the
following table.

Name Region Resource group

Vault1 West Europe RG1
Vault2 East US RGT
Vault3 Wes# Europe RG2

Vaght? |/l | cresubt RG2

In Sub1, you create a virtual machine that has the following configurations:
* Name:VM1

* Size: DS2v2

* Resource group: RG1

* Region: West Europe

* Operating system: Windows Server 2016

You plan to enable Azure Disk Encryption on VM1.

In which key vaults can you store the encryption key for VM1?
A. Vault1 or Vault2 only

B. Vault1 or Vault3 only

C. Vault1 only

D. Vault1, Vault2, Vault3, or Vault4

Answer: (SHOW ANSWER)
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NEW QUESTION: 63

You assign User8 the Owner role for RG4, RG5, and RGG6.

In which resource groups can User8 create virtual networks and NSGs? To answer, select the
appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

— . II:;FI
User8 can create virtual networks in: & Micro Sor!tv
RG4 only
RG6 only,
RG4and-RG6 only
RG4, RG5, and RG6

User8 can create NSGs in; v

RG4 only

RG4 and RG5 only
RG4 and RG6 only
RG4, RG5, and RG6

Answer:

User8 can create virtual networks in: v

RG&LQDI)L

RG6 onlx |

RG4 and RGH

RG4, RGABnd RGECT OSOTT

User8 can create NSGs in: v

RG4 only
RG4 and RGS only

RG4, RG5, and RG6

Explanation
Box1: RG6 only as there is not option for RG5 & RG6 which it should be.

Box2: RG4 & RG6

NEW QUESTION: 64



You plan to use Azure Sentinel to create an analytic rule that will detect suspicious threats and
automate responses.

Which components are required for the rule? To answer, select the appropriate options in the
answer area.

NOTE: Each correct selection is worth one point.

Jetect suspicious threats: v

A Kusto query language query

A Transact-SQL query

An Azure PowerShell query

NAicrGaEH An Azure Sentinel playbook

\utomate responses: - v

An Azure Functions app

An Azure PowerShell script

An Azure Sentinel playbook

An Azure Sentinel workbook
Answer:

' ICrOSOTT

Detect suspicious thieats: -
lﬁu Kusto query language guery

A Transact-SQL query

An Azure PowerShell query

An Azure Sentinel playbook

Automate responses:

An Azure Functions app

An Azure PowerShell script
An Azure Sentinel playbook
An Azure Sentinel workbook

Reference:
https://docs.microsoft.com/en-us/azure/sentinel/tutorial-detect-threats-custom
https://docs.microsoft.com/en-us/azure/sentinel/tutorial-respond-threats-playbook

NEW QUESTION: 65
You have an Azure Active Directory (Azure AD) tenant that contains the resources shown in the
following table.



User3 ;0?%’

Groupl ¢2" | Security group
Group?2 Security group

Appl Fnteronrise annlication

User2 is the owner of Group2.
The user and group settings for App1 are configured as shown in the following exhibit.

o Adduser # edit [ Remove M Update Credentials S8 Columns () Got feedback?

o The application will appear on the access panel for assigned users.Set 'visible to users?* to no in properties to prevent this. =

I “'.r.'.\-.‘ 100 shown, to search all users & groups, enter a disglay hdme

DISPLAY NAME QLKT TYPE ROLE ASSIGNED
@ Groupl | Gmup . M IcrOSOft Default Access

You enable self-service applicatibn access for App1 as shown in the following exhibit.

Allow users to request access to this

application? () .I M i(: ro S Oft

To which group should assigned users be
added? Select group

GroupZ

Require approval before granting access m N "*\
i deatl e &Y
to this application? (0 W

o

Who is allowed to approve access to this N 1Y,
application? (0 Seﬂtapprom;

o Nuters selected

To which role should users bcﬁs?gned in
this application? () :

User3 is configured to approve access to Appl.
You need to identify the owners of Group2 and the users of Appl.
What should you identify? To answer, select the appropriate options in the answer area.



NOTE: Each correct selection is worth one point.

Group2 owners:

User2 only

User3 only

Userl and User2 only
User2 and User3 only _‘
Userl, User2, and U Q

Appl users:

A

Groupl me@ s only
GroupZ4nembers only

%S@.End Group2 members only

upl and Group2 members and Userl only

Answer:
Group2 owners:

Appl users:

G
Grcuiﬁ'ﬁn_d Group2ppembers,wserl, and User3 only

MR Ny -rosoft

I User2 only
User3 only
Userl and User2 only

User2 and User3 only
Userl, User2, and User3 \ %

Groupl members only
Group2 members only

Reference:

https://docs.microsoft.

access

NEW QUESTION: 66

Groupl and Group2 members only

Groupl and Group2 members and Userl only

Groupl and Group2 members, Userl, and User3 only

com/en-us/azure/active-directory/manage-apps/manage-self-service-

You have an Azure subscription that contains the resources shown in the following table.




=
Type C.r%ion
Azure SQL database . ¢(\%Y | East US

Azure Lclg Anammwmtspace East US
East US

West Europe

Access tier
(default)
Storage East US Cool

Storage2 East WS Not applicable

Storage3 West Europe Hot

You need to configure auditing for SQL1.

Which storage accounts and Log Analytics workspaces can you use as the audit log destination?
To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Storage accounts that can be used as the audit log, [Storage cnly

destination;, [Storage2 only
\ Storagel and Storage2 only
Storagel, Storage2, and Storaged

Log Analytics workspaces that can be used a5 the audit log |analytics1 only
Tdestination: |Anahtics1 and Analytics2 only

. . . 1 and Analytics3 only
| I c ro S ics 1, Anaktics?, and Anahytics3

Answer:

e can be used as the audit log_[storage] only ¢
ICFE50 destnatonJsrasgevan, &

Storage! and Storage2 only
Storagel. Storage2. and Storage3

Log Analytics workspaces that can be used as the audit log Analytics1 only
destination: |Analytics1 and Analytics2 only
Janalytics1 and Analticssonly .

I|Analﬁncsi, Analaicsz, and Ana(x‘licsS |

Explanation



Storage accounts that can be used v
as the audit log destination:

Storagelonly \Nirvracnft
Storageionl- IvitTcCiIvovi o
Storageland Storage?2 only

Storagel, Storage?, and Storage3

Log Analytics workspaces that can be used v
as the audit log destination:

Analyticslonly

Analytics1 and Analytics2 only
Analytics1 and Analytics3 only
Analytics1, Analytics2, and Analytics3

NEW QUESTION: 67

You have an Azure subscription that contains a web app named Appl. App1 provides users with
product images and videos. Users access App1 by using a URL of HTTPS://appl.contoso.com.
You deploy two server pools named Pool! and Pool2. Pool1 hosts product images. Pool2 hosts
product videos. You need to optimize The performance of Appl. The solution must meet the
following requirements:

* Minimize the performance impact of TLS connections on Pool1 and Pool2.

* Route user requests to the server pools based on the requested URL path.

What should you include in the solution?

A. Azure Traffic Manager

B. Azure Application Gateway

C. Azure Front Door

D. Azure Bastion

Answer: B (LEAVE A REPLY)

NEW QUESTION: 68
You have an Azure subscription named Subcription1 that contains the resources shown in the
following table.

Not y
The NVA sends security event messages in the Common Ewent
Formnat (CEF).

You have an Azure subscription named Subcription2 that contains the following resources:
An Azure Sentinel workspace

An Azure Event Grid instance

You need to ingest the CEF messages from the NVAs to Azure Sentinel.

NOTE: Each correct selection is worth one point.
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NEW QUESTION: 69
You have an Azure subscription that contains the resources shown in the following table.

The subscription is linked to an Azure Active Directory (Azure AD) tenant that contains the users
shown in the following table.

You create the groups shown in the following table.
The membership rules for Group1 and Group2 are configured as shown in the following exhibit.



Dynamic membership rules - X

] save X Discard QO Got feedback?

Configure Rules  Validate Rules (Preview) M ]I Cros @ﬂi

You can use the rule builder or rule syntax text box to create or edit a dynamic
membership rule.© Learn more

And/Or Property Operator Value
accountEnabled Equals true
Or vusagelocation v Equals vil US v

-+ Add expression —t Get custom extension properties O

Rule syntax 7 Edit

(user.accountEnabled -eq true) or (user.usagelocation - eq "US")

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

statementd ICrosoft Yes No
User1 is a member of Group1 and Group?2. O O
User2 is a member of Group?2 only. O O

Managed1 is a member of Group1 and Group2. O O

Answer:



Statements

Userf1is-a mernber of Group1 and Group?2. §| O

User2 is a member of Group2 only. @) O

Managed1 is a member of Group1 and Group?Z2. O

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/groups-dynamic-
membership

NEW QUESTION: 70

You have an Azure subscription that contains an Azure Active Directory (Azure AD) tenant and a
user named User1.

The App registrations settings for the tenant are configured as shown in the following exhibit.

App registrations

Users caregRigRIppications @

e

You plan to deploy an app named App1.

You need to ensure that User1 can register App1 in Azure AD. The solution must use the
principle of least privilege.

Which role should you assign to User1?

A. App Configuration Data Owner for the subscription

B. Managed Application Contributor for the subscription

C. Cloud application administrator in Azure AD

D. Application developer in Azure AD.

Answer: (SHOW ANSWER)

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/roles/delegate-by-task

NEW QUESTION: 71

You need to ensure that the events in the NetworkSecurityGroupRuleCounter log of the VNETO01-
Subnet0-NSG network security group (NSG) are stored in the logs11597200 Azure Storage
account for 30 days.

To complete this task, sign in to the Azure portal.

Answer:

See the explanation below.

Explanation

You need to configure the diagnostic logging for the NetworkSecurityGroupRuleCounter log.
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* In the Azure portal, type Network Security Groups in the search box, select Network Security
Groups from the search results then select VNET01-Subnet0-NSG. Alternatively, browse to
Network Security Groups in the left navigation pane.

* In the properties of the Network Security Group, click on Diagnostic Settings.

* Click on the Add diagnostic setting link.

* Provide a name in the Diagnostic settings name field. It doesn't matter what name you provide
for the exam.

* In the Log section, select NetworkSecurityGroupRuleCounter.

* In the Destination details section, select Archive to a storage account.

* In the Storage account field, select the logs11597200 storage account.

* In the Retention (days) field, enter 30.

* Click the Save button to save the changes.

NEW QUESTION: 72
You have an Azure Active Directory (Azure AD) tenant that contains the resources shown in the

following table.

Name Type
Userl User
UserZ2 User
User3 User
Groupl Security group
;GPGlj[}?OSD ft Security group
Appl Enterprise application

User2 is the owner of Group2.
The user and group settings for App1 are configured as shown in the following exhibit.

-I- Add user ," - -'. ' == rﬁh”ﬁ‘?‘iﬁﬂﬁﬁ rm*’ﬁ I]

o The application will appear on the access panel for assigned users Si '!. ag iyl to users? to no in properties (o prevent this, =

[I shown, 1o Searg isevs & groups, enter 3 difelay Be®

OBIECT TYPE ROLE ASSIGMED

@ Groupl Grc}up Default Access

You enable self-service application access for App1 as shown in the following exhibit.




Allow users to request access to this m No : ;
apphcation? 0 M i (: r@ S th
To which group should assigned users be N : : — 3 pusth i ) :

added? (U Select group .

Group2

Require approval before granting access Na AL )
quire app granting @& o0
to this application? i - k

Who is allowed to approve access to this .. R
application? ( _Jpeiect approvers N

" 1 users selected

To which role should users be assigned in
this application?

User3 is configured to approve access to Appl.

You need to identify the owners of Group2 and the users of Appl.

What should you identify? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Groupz ownersj : | NMicracaft v
IVIIWNE VOV L
User2 only

User3 only

Userl and User2 only
User2 and User3 only
Userl, User2, and User3

Appl users: ' v

Groupl members only
| "GI-'OUPZ members only
Groupl and Group2 members only
Groupl and Group2 members and Userl only
Groupl and Group2 members, Userl, and User3 only

Answer:



MUUp L UWIIETS. v

! f|
.
S
=
=l

User3 only
Userl and User2 only

User2 and User3 only
Userl, User2, and User3

Appl users: v
Groupl members only

GroupE members only

| Groupl and Group2 members only

“Groupl and Group2 members and Userl only
Groupl and Group2 members, Userl, and User3 only

Explanation
)roupZ owners: v

 —y

User2 only

User3 only

Userl and User2 only
User2 and User3 only
Userl, User2, and User3.

Appl users: | v
Groupl mermbers only

Group2 members only

G’i‘dupl and GroupZ members only

| [Group1 and Group2 members and Userl only

| "H(-‘n*ouﬁ’f antf Gf‘oup2 members, Userl, and User3 only

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/manage-self-service-
access

NEW QUESTION: 73
You need to ensure that the Azure AD application registration and consent configurations meet
the identity and access requirements.



What should you use in the Azure portal? To answer, select the appropriate options in the answer
area.
NOTE: Each correct selection is worth one point.

To configure the registration settings: v

Azure AD — User settings
Azure AD ~ Apgregisirq!ions settings _
Enterprise Applications +Usdr 6ettings

To configure the consent settings: v

Azure AD — User settings
Azure AD — App registrations settings
Enterprise Applications — User settings

Answer:

To configure the registration settings: AV CTIOSt

Azure AD — User settings

Azure AD — App registrations settings
Enterprise Applications — User settings

To configure the consent settings: v

Azure AD — User settings
Azure AD — App registrations settings
Enterprise Applications — User settings

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/configure-user-consent

NEW QUESTION: 74

Note: This question is part of a series of questions that present the same scenario. Each question
in the series contains a unique solution that might meet the stated goals. Some question sets
might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these
questions will not appear in the review screen.

You have an Azure subscription named Sub1.

You have an Azure Storage account named sa1 in a resource group named RG1.

Users and applications access the blob service and the file service in sa1 by using several shared
access signatures (SASs) and stored access policies.

You discover that unauthorized users accessed both the file service and the blob service.

You need to revoke all access to sa1.

Solution: You create a new stored access policy.

Does this meet the goal?



A. Yes

B. No

Answer: (SHOW ANSWER)

Creating a new (additional) stored access policy with have no effect on the existing policy or the
SAS's linked to it.

To revoke a stored access policy, you can either delete it, or rename it by changing the signed
identifier.

Changing the signed identifier breaks the associations between any existing signatures and the
stored access policy. Deleting or renaming the stored access policy immediately effects all of the
shared access signatures associated with it.

Reference:
https://docs.microsoft.com/en-us/rest/api/storageservices/Establishing-a-Stored-Access-Policy

NEW QUESTION: 75
You have an Azure subscription that contains the virtual networks shown in the following table.

Name Region Description
| HubVNet is a virtual network connected to the on-premises
. network by using a site-to-site YR N that has BGP route
L |
Vel Eas\s l propagationenabled. HUbVINet contains a subnet named
HubVNetSubnetl

SpokeVNetis a virtual network connected to HubVNet by
SpokeVNet EastUS | using VNet peering. SpokeVNet contains a subnet named
SpokeVNetSubnet0
The Azure virtual machines on SpokeVNetSubnetO can communicate with the computers on the
on-premises network.
You plan to deploy an Azure firewall to HubVNet.
You create the following two routing tables:
* RT1: Includes a user-defined route that points to the private IP address of the Azure firewall as
a next hop address
* RT2: Disables BGP route propagation and defines the private IP address of the Azure firewall
as the default gateway You need to ensure that traffic between SpokeVNetSubnet0O and the on-
premises network flows through the Azure firewall.
To which subnet should you associate each route table? To answer, drag the appropriate subnets
to the correct route tables. Each subnet may be used once, more than once, or not at all. You
may need to drag the split bar between panes or scroll to view content.
NOTE: Each correct selection is worth one point.



https://www.freepdfdumps.com/Microsoft.AZ-500.v2024-03-29.q215.html

Subnets ViAnswerArea

Azure FirewallSubnet
RT1:
GatewaySubnet
RT2:
HubVNetSubnet0
Answer:
Subnets Answer Area
Lﬂfi‘ Eﬁa@ﬁ%ﬂ RT1: | GatewaySubnet ‘
|  Gateway Sub net :
———————————— RT2: | HubVNetSubnet0 |
HubVNetSubnet0
—@m  IVIicrosott
Explanation

Answer Araacosoft

RT1:  GatewaySubnet l

RT2: | HubVNetSubnet0 l

NEW QUESTION: 76

You have an Azure subscription named Sub1 that contains an Azure Log Analytics workspace
named LAW1.

You have 500 Azure virtual machines that run Windows Server 2016 and are enrolled in LAW1.
You plan to add the System Update Assessment solution to LAW1.



You need to ensure that System Update Assessment-related logs are uploaded to LAW1 from

100 of the virtual machines only.

Which three actions should you perform in sequence? To answer, move the appropriate actions
from the list of actions to the answer area and arrange them in the correct order.

Actions

Create a new workspace.
Apply the scope configuration to the solution.
Create a scope configuration.

Create a computer group.

1

Create a data source.

Answer Area

Answer:

Create a new Wwork:pace,

Apply the scope configuration to the solution.

Create a scope configuration.

Create a computer group. !

Create a data source,

Actions L A’ "Answer Area

Create @ computer group.

Create a scope configuration.

Apply the scope configuration to the solution.

Reference:

https://docs.microsoft.com/en-us/azure/azure-monitor/insights/solution-targeting

Valid AZ-500 Dumps shared by Actual4test.com for Helping Passing AZ-500 Exam!
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Actualdtest.com AZ-500 dumps with Test Engine here:
https://www.actual4test.com/AZ-500_examcollection.html (460 Q&As Dumps, 30%OFF

Special Discount: Freepdfdumps)

NEW QUESTION: 77

You have an Azure subscription named Sub1 that contains an Azure Log Analytics workspace

named LAW1.



https://www.actual4test.com/AZ-500_examcollection.html

You have 100 on-premises servers that run Windows Server 2012 R2 and Windows Server 2016.
The servers connect to LAW1. LAW1 is configured to collect security-related performance
counters from the connected servers.

You need to configure alerts based on the data collected by LAW1. The solution must meet the
following requirements:

Alert rules must support dimensions.

The time it takes to generate an alert must be minimized.

Alert notifications must be generated only once when the alert is generated and once when the
alert is

resolved.

Which signal type should you use when you create the alert rules?

A. Log

B. Log (Saved Query)

C. Metric

D. Activity Log

Answer: C (LEAVE A REPLY)

Metric alerts in Azure Monitor provide a way to get notified when one of your metrics cross a

threshold. Metric alerts work on a range of multi-dimensional platform metrics, custom metrics,
Application Insights standard and custom metrics.

Note: Signals are emitted by the target resource and can be of several types. Metric, Activity log,
Application Insights, and Log.

Reference:

https://docs.microsoft.com/en-us/azure/azure-monitor/platform/alerts-metric

NEW QUESTION: 78

You have an Azure subscription named Sub1.

In Azure Security Center, you have a security playbook named Play1. Play1 is configured to send
an email message to a user named User1.

You need to modify Play1 to send email messages to a distribution group named Alerts.
What should you use to modify Play1?

A. Azure DevOps

B. Azure Application Insights

C. Azure Monitor

D. Azure Logic Apps Designer

Answer: (SHOW ANSWER)

Section: [none]

Explanation:

You can change an existing playbook in Security Center to add an action, or conditions. To do
that you just need to click on the name of the playbook that you want to change, in the Playbooks
tab, and Logic App Designer opens up.

References:


https://www.freepdfdumps.com/Microsoft.AZ-500.v2024-03-29.q215.html
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https://docs.microsoft.com/en-us/azure/security-center/security-center-playbooks

NEW QUESTION: 79

You have an Azure key vault.

You need to delegate administrative access to the key vault to meet the following requirements:

* Provide a user named User1 with the ability to set advanced access policies for the key vault.

* Provide a user named User2 with the ability to add and delete certificates in the key vault.

* Use the principle of least privilege.

What should you use to assign access to each user? To answer, select the appropriate options in
the answer area.

NOTE: Each correct selection is worth one point.

User1: v

A Kkey vault access policy

Azure Information Protection

Azure Policy

Managed identities for Azure resources
RBAC

User2: v

A key vault access policy

Azure Information Protection

Azure Policy

Managed identities for Azure resources
RBAC ey

Answer:



User1: A\ 4

A key vault access policy
Azure Information Protection
Azure Policy

Managed identities for Azure resources
RBAC |

User2: A 4

|A key vault access policy | |

Azure Information Protection

Azure Policy

Managed identities for Azure resources
RBAC

Explanation:

User1: RBAC

RBAC is used as the Key Vault access control mechanism for the management plane. It would
allow a user with the proper identity to:

* set Key Vault access policies

* create, read, update, and delete key vaults

* set Key Vault tags

Note: Role-based access control (RBAC) is a system that provides fine-grained access
management of Azure resources. Using RBAC, you can segregate duties within your team and
grant only the amount of access to users that they need to perform their jobs.

User2: A key vault access policy

A key vault access policy is the access control mechanism to get access to the key vault data
plane. Key Vault access policies grant permissions separately to keys, secrets, and certificates.
References:

https://docs.microsoft.com/en-us/azure/key-vault/key-vault-secure-your-key-vault

NEW QUESTION: 80
Use the following login credentials as needed:
To enter your username, place your cursor in the Sign in box and click on the username below.



To enter your password, place your cursor in the Enter password box and click on the password
below.

Azure Username: User1-10598168@ExamUsers.com

Azure Password: Ag1Bh9!#Bd

The following information is for technical support purposes only:

Lab Instance: 10598168

O ® RN egin micrgiohoglinecom . . L
IVIHHCTOSO0I1 L
@ This site uses cookies for analytics"personalized content and ads. By e

Microsoft Azure

BT Microsoft

Sign in

to continue to Microsoft Azure

Email, phone, or Skype

No account? Creste onel

Can't access your@count?
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The developers at your company plan to create a web app named App10598168 and to publish
the app to
https://www.contoso.com.

You need to perform the following tasks:

* Ensure that App10598168 is registered to Azure Active Directory (Azure AD).

* Generate a password for App10598168.

To complete this task, sign in to the Azure portal.

See the explanation below.

Answer:

Explanation

Step 1: Register the Application

1. Sign in to your Azure Account through the Azure portal.

2. Select Azure Active Directory.

3. Select App registrations.

4. Select New registration.

5. Name the application App10598168 . Select a supported account type, which determines who
can use the application. Under Redirect URI, select Web for the type of application you want to
create. Enter the URI:

https://www.contoso.com , where the access token is sent to.



Dashboard > Microsoft - App registrations > Register an application

Register an application
A\ 'fyou are building an application for external users that will be distributed by Microsoft, you must register as a
first party application to meet all security, privacy, and compliance policies. Read our decision guide [

*Name

The user-facing display name for this application (this can be changed later).

example-app

Supported account types

wWho can use this application or access this API?

(®) Accounts in this organizational directory only (Microselft) Iy

| Accounts in any organizational directory

[ ; N 9.
[ ]| (' M;‘ge reg@#{dir&ﬂ?i@iﬁeﬁcnm Microsoft accounts (e.g. Skype, Xbox, Outlook.com)

Help me choose.,

Redirect URI (optiornal_!j.-'.- 2

we'll return the authienti€atioWresponse to this URI after successfully authenticating the user. Providing this now is
optional and it can B&chapged later, but a value is required for most authentication scenarios.

Web v | | nttpsi/icontosc.org/exampleapp |

By proceeding, you agree to the Microsoft Platform Policies [2

6. Click Register

Step 2: Create a new application secret

If you choose not to use a certificate, you can create a new application secret.

7 Select Certificates & secrets.

8. Select Client secrets -> New client secret.

9. Provide a description of the secret, and a duration. When done, select Add.

After saving the client secret, the value of the client secret is displayed. Copy this value because
you aren't able to retrieve the key later. You provide the key value with the application ID to sign
in as the application.

Store the key value where your application can retrieve it.




Reference:
https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-create-service-principal-
portal

NEW QUESTION: 81

You have an Azure key vault.

You need to delegate administrative access to the key vault to meet the following requirements:

* Provide a user named User1 with the ability to set advanced access policies for the key vault.

* Provide a user named User2 with the ability to add and delete certificates in the key vault.

* Use the principle of least privilege.

What should you use to assign access to each user? To answer, select the appropriate options in
the answer area.

NOTE: Each correct selection is worth one point.

A key vault access policy

Azure Information Protection . .*
Azure Policy '
Managed identities for-AZure resources
RBAC :

v

A key vault access policy

Azufe Information Protection

Azure Policy

Managed identities for Azure resources
RBAC

Answer:



v

A key vault access policy
Azure Information F’rotectlon
Azure Policy

Managed identities forAz_ufe resources

RBAC'

i\@“ — i ot

A ke_y Vault access policy !
ﬁaure Information Protection
Azure Policy

Managed identities for Azure resources
RBAC

Explanation



A key vault access policy

Azure Information Protection

Azure Policy

Managed identities for Azure resources

RBAC uLA_u_EﬂDs'bU”-

—_ N A B EY =

User2: | |

A key vault access policy

Azure Information Protection

Azure Policy

Managed identities for Azure resources
RBAC

Explanation:

User1: RBAC

RBAC is used as the Key Vault access control mechanism for the management plane. It would
allow a user with the proper identity to:

* set Key Vault access policies

* create, read, update, and delete key vaults

* set Key Vault tags

Note: Role-based access control (RBAC) is a system that provides fine-grained access
management of Azure resources. Using RBAC, you can segregate duties within your team and
grant only the amount of access to users that they need to perform their jobs.

User2: A key vault access policy

A key vault access policy is the access control mechanism to get access to the key vault data
plane. Key Vault access policies grant permissions separately to keys, secrets, and certificates.
References:

https://docs.microsoft.com/en-us/azure/key-vault/key-vault-secure-your-key-vault

NEW QUESTION: 82
You have an Azure subscription named Subscription1 that contains the resources shown in the
following table.



“Microgeft In resource group
Container instance RG1

Virtual network RGT

App Setrvice app RGT

Virtual machine RGT

User Not applicable

You create a custom RBAC role in Subscription1 by using the following JSON file.

"Name": “Rolel",
"IsCustom"”: true,
"Description”: "Rolel description”,
"Actions": [
"*/Read”,
"Microsoft.Compute/*"
1,
"NotActions™: [],
"DataActions": [].
"MotDataActions": [],
"AssignableScopes": [
"fsubscriptions/923a419a-4358-48fb-b4a9-bB8af43dd@c92/resourceGroups/RG1"

: = Microsoft

You assign Role1 to User1 on RG1.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Mi(ii’@%é

¥

ements Yes No

User1 can add VM1 to VNET1. O O
User1 can start and stop App1. O O
User1 can start and stop cont1. O ®

Answer:



Statements Yes No

User1 can add VM1 to VNET1. O O

User1 can start and stop App1. O O

User1 can start and stop cont1. @) @)

Reference:
https://docs.microsoft.com/en-us/azure/role-based-access-control/resource-provider-
operations#microsoftcompute

NEW QUESTION: 83

SIMULATION

You need to configure network connectivity between a virtual network named VNET1 and a virtual
network named VNET2. The solution must ensure that virtual machines connected to VNET1 can
communicate with virtual machines connected to VNET2.

To complete this task, sign in to the Azure portal and modify the Azure resources.

A. You need to configure VNet Peering between the two networks. The questions states, "The
solution must ensure that virtual machines connected to VNET1 can communicate with virtual
machines connected to VNET2". It doesn't say the VMs on VNET2 should be able to
communicate with VMs on VNET1. Therefore, we need to configure the peering to allow just the
one-way communication.

1. In the Azure portal, type Virtual Networks in the search box, select Virtual Networks from the
search results then select VNET1. Alternatively, browse to Virtual Networks in the left navigation
pane.

2. In the properties of VNET1, click on Peerings.

3. In the Peerings blade, click Add to add a new peering.

4. In the Name of the peering from remote virtual network to VNET1 box, enter a name such as
VNET2-VNET1 (this is the name that the peering will be displayed as in VNET2).

There is an option Allow virtual network access from VNET to remote virtual network. This should
be left as Enabled.

5. For the option Allow virtual network access from remote network to VNET1, click the slider
button to Disabled.

6. Click the OK button to save the changes.

B. You need to configure VNet Peering between the two networks. The questions states, "The
solution must ensure that virtual machines connected to VNET1 can communicate with virtual
machines connected to VNET2". It doesn't say the VMs on VNET2 should be able to
communicate with VMs on VNET1. Therefore, we need to configure the peering to allow just the
one-way communication.



1. In the Azure portal, type Virtual Networks in the search box, select Virtual Networks from the
search results then select VNET1. Alternatively, browse to Virtual Networks in the left navigation
pane.

2. In the properties of VNET1, click on Peerings.

3. In the Peerings blade, click Add to add a new peering.

4. In the Name of the peering from VNET1 to remote virtual network box, enter a name such as
VNET1-VNET2 (this is the name that the peering will be displayed as in VNET1)

5. In the Virtual Network box, select VNET2.

6. In the Name of the peering from remote virtual network to VNET1 box, enter a name such as
VNET2-VNET1 (this is the name that the peering will be displayed as in VNET2).

There is an option Allow virtual network access from VNET to remote virtual network. This should
be left as Enabled.

7. For the option Allow virtual network access from remote network to VNET1, click the slider
button to Disabled.

8. Click the OK button to save the changes.

Answer: B (LEAVE A REPLY)

Reference:

https://docs.microsoft.com/en-us/azure/virtual-network/virtual-network-manage-peering

NEW QUESTION: 84

Which virtual networks in Sub1 can User2 modify and delete in their current state? To answer,
select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Virtual networks that User2 can modify: Microsoft =

VNET4 only

VNET4 and VNET1 only

VNET4, VNET3, and VNET1 only
VNET4, VNET3, VNET2, and VNET1

Virtual networks that User2 can delete: v

VNET4 only

VNET4 and VNET1 only

VNET4, VNET3, and VNET1 only
VNET4, VNET3, VNET2, and VNET1

Answer:


https://www.freepdfdumps.com/Microsoft.AZ-500.v2024-03-29.q215.html

Virtual networks that User2 can modify: v

VNET4 only

VNET4 and VNET1 only

VNET4, VNET3, and VNET1 only
VNET4, VNET3, VNET2, and VNET1

Virtual networks that User2 can delete: v

NET4 only

VNET4 and VNET1 only
VNET4, VNET3, and VNET1 only
VNET4, VNET3, VNET2, and VNET1

Reference:
https://docs.microsoft.com/en-us/azure/azure-resource-manager/resource-group-lock-resources

NEW QUESTION: 85

You plan to use Azure Resource Manager templates to perform multiple deployments of
identically configured Azure virtual machines. The password for the administrator account of each
deployment is stored as a secret in different Azure key vaults.

You need to identify a method to dynamically construct a resource ID that will designate the key
vault containing the appropriate secret during each deployment. The name of the key vault and
the name of the secret will be provided as inline parameters.

What should you use to construct the resource ID?

A. a key vault access policy

B. a linked template

C. a parameters file

D. an automation account

Answer: B (LEAVE A REPLY)

Explanation
https://docs.microsoft.com/en-us/azure/azure-resource-manager/templates/key-vault-parameter?
tabs=azure-cli#re

NEW QUESTION: 86
You have the hierarchy of Azure resources shown in the following exhibit.


https://www.freepdfdumps.com/Microsoft.AZ-500.v2024-03-29.q215.html

(%)
Tenant Root Group

l
(%)

ManagementGroup1

!

L]
Subscription1

'
g
RG1

'

5"

VM1

You create the Azure Blueprints definitions shown in the following table.
Name Published at
Blueprint1 Tenant Root Group
Blueprint2 Subscriptiond

To which objects can you assign Blueprint1 and Blueprint2? To answer, select the appropriate
options in the answer area.
NOTE: Each correct selection is worth one point.

Blueprint1:

ManagementGroup1 only

ManagementGroup1, Subscription1, and RG1 only
ManagementGroup1, Subscription1, RG1, and VM1
Subscription1 only

Tenant Root Group only

Tenant Root Group, ManiagementGroup1, and_Subscription1 only

== Microsoft

Blueprint2:

ManagementGroup1 only
Subscription1 and RG1 only
Subscription1 only
Subscription1, RG1, and VM1

Answer:



ke Microsoft =
ManagementGroup1 only
ManagementGroup1, Subscription1, and RG1 only
ManagementGroup1, Subscription1, RG1, and VM1
Subscription1 only |]
Tenant Root Group only
Tenant Root Group, ManagementGroup1, and Subscription1 only
Blueprint2: v
ManagementGroup1 only
Subscription1 and RG1 only
Subscription1 only I
'Subscriptioni, RG1, and VM1

NEW QUESTION: 87
You have an Azure subscription named Sub 1 that is associated to an Azure Active Directory
(Azure AD) tenant named contoso.com. The tenant contains the users shown in the following

table.

MName Role
User1 Global administrator
User2 Security administrator
User3 Security reader
u:ae;{f; . rshhicense administrator

Each user is assigned an Azure AD Premium P2 license.

You plan lo onboard and configure Azure AD identity Protection.

Which users can onboard Azure AD Identity Protection, remediate users, and configure policies?
To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point
Answer Area

Users who can onboard Azure AD Identity Pegtections{usert only

User1 and User2 only

User1, User 2, and User3 only

User1, User 2, User3, and User 4 only

Users whe &an'teémediate users and configure policies: |userl and User2
i

nly _ o r
s/l 1 ~crye T
vty | -0 s O f t

UserfPUser 2 User3, and User 4

=7 )




Answer:

Create the rule and set the type to: v
Fusion
| Microsoft Securitydncident creation
Scheduled (!
Configure the playbook to include®.” | v

A managed connector
A system-assigned managed identity

(Afrigger

[MHEgest s fpnos

Explanation
Users who can onboard Azure AD Identity Protection: v

Userlonly
Userl and User2 only
User1,User2, and User3 only
User1,User2, User3, and User4 only

Users who can remediate users and configure policies: v
User1 and User2 only
User1 and User3 only
Userl, U E?‘diu@'%w .
User1, Use’ri ser3, an siit

NEW QUESTION: 88
You have an Azure subscription named Subscription1 that contains the resources shown in the
following table.

MName Type ! b
EventHub1 Azure Event Hubs Mot applicable
Adit Azure Data Factory Mot applicable
MNVAT Metwork virtual appliance (a)

Description

|

You have an Azure subscription named Subscription2 that contains the following resources:

An Azure Sentinel workspace

An Azure Event Grid instance

You need to ingest the CEF messages from the NVAs to Azure Sentinel.

What should you configure for each subscription? To answer, select the appropriate options in the
answer area.

NOTE: Each correct selection is worth one point.



Subscription1:

Subscription2:

Answer:

Subscription1:

Subscription2:

An Azure Log Analytics agent on a Linux virtual machine

A Data Factory pipeline
An Event Hubs namespace
An Azure Service Bus quele

A new Azure Log Analytics workspace
A new Azure Sentinel data connector
A new Azure Sentinel playbook

A new Event Grid resource provider

An Azure Log Analytics agent on a Linux virtual machine

A Data Factory pipeline

[An Event Hubs namespace

An Azure Service Bus queue

A new Azure Log Analytics workspace
'mgtmm data connector
A new Azure Sentinel playbogk™  pn a7 . .
A new Event Grid resource provi ged VIICTOSO

NEW QUESTION: 89

Lab Task

use the following login credentials as needed:

o
£

L

To enter your username, place your cursor in the Sign in box and click on the username below.

To enter your password. place your cursor in the Enter password box and click on the password

below.

Azure Username: Userl -28681041@ExamUsers.com
Azure Password: GpOAe4@IDg
If the Azure portal does not load successfully in the browser, press CTRL-K to reload the portal in

a new browser tab.

The following information is for technical support purposes only:
Lab Instance: 28681041

Task 5

You need to ensure that only devices connected to a 131-107.0.0/16 subnet can access data in
the rg110d28681041 Azure Storage account.

Answer:



To ensure that only devices connected to a 131-107.0.0/16 subnet can access data in the
rg11od28681041 Azure Storage account, you can follow these steps:

In the Azure portal, search for and select the storage account named rg110d28681041.

In the left pane, select Firewalls and virtual networks.

In the Firewalls and virtual networks pane, select Selected networks.

In the Selected networks pane, select Add existing virtual network.

In the Add existing virtual network pane, select the virtual network that contains the
131-107.0.0/16 subnet.

Select Add.
https://docs.microsoft.com/en-us/azure/storage/common/storage-network-security

NEW QUESTION: 90
You assign User8 the Owner role for RG4, RG5, and RGG6.

In which resource groups can User8 create virtual networks and NSGs? To answer, select the

appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

User8 can create virtual networks in

v

RG4 only

RG6 only _ ¢
RG4.and.RG6 only
RG4, RG5, and RG6

User8 can create NSGs i

RG4 only

RG4 and RGS5 only
RG4 and RG6 only
RG4, RG5, and RG6

Answer:




User8 can create virtual networks in:

|RG4 only
RG6 only

p— Co RG4.and-RG6 only
Microsoftt RG4, RG5, and RG6

User8 can create NSGs.in:

RG4 only
RG4 and RG5 only

Explanation

User8 can matMriﬂ@M§ In: v
RG4only

RG6 only

RG4 and RG6 only

RG4, RG5, and RG6

User8 can create NSGs in: | v

RG4 only

RG4 and RG5 only
RG4 and RG6 only
RG4. RG5. and RG6

Box 1: RG4 only

Virtual Networks are not allowed for Rg5 and Rg6.

Box 2: Rg4,Rg5, and Rg6

Scenario:

Contoso has two Azure subscriptions named Sub1 and Sub2.

Sub1 contains six resource groups named RG1, RG2, RG3, RG4, RG5, and RG6.

You assign User8 the Owner role for RG4, RG5, and RG6

User8 city Sidney, Role:None

Note: A network security group (NSG) contains a list of security rules that allow or deny network
traffic to resources connected to Azure Virtual Networks (VNet). NSGs can be associated to
subnets, individual VMs (classic), or individual network interfaces (NIC) attached to VMs
(Resource Manager).

References:




https://docs.microsoft.com/en-us/azure/governance/policy/overview

NEW QUESTION: 91

You have a hybrid configuration of Azure Active Directory (Azure AD) that has Single Sign-On
(SSO) enabled.

You have an Azure SQL Database instance that is configured to support Azure AD
authentication.

Database developers must connect to the database instance from the domain joined device and
authenticate by using their on-premises Active Directory account.

You need to ensure that developers can connect to the instance by using Microsoft SQL Server
Management Studio. The solution must minimize authentication prompts.

Which authentication method should you recommend?

A. Active Directory - Password

B. Active Directory - Universal with MFA support

C. SQL Server Authentication

D. Active Directory - Integrated

https://www.fast2test.com/AZ-500-practice-test.html 18
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Answer: D (LEAVE A REPLY)

Active Directory - Integrated

Azure Active Directory Authentication is a mechanism of connecting to Microsoft Azure SQL
Database by using identities in Azure Active Directory (Azure AD). Use this method for
connecting to SQL Database if you are logged in to Windows using your Azure Active Directory
credentials from a federated domain.

Reference:
https://docs.microsoft.com/en-us/sqgl/ssms/f1-help/connect-to-server-database-engine?view=sql-
server-2017
https://docs.microsoft.com/en-us/azure/sql-database/sql-database-aad-authentication-configure

Valid AZ-500 Dumps shared by Actual4test.com for Helping Passing AZ-500 Exam!
Actual4test.com now offer the newest AZ-500 exam dumps, the Actual4test.com AZ-500
exam questions have been updated and answers have been corrected get the newest
Actualdtest.com AZ-500 dumps with Test Engine here:
https://www.actual4test.com/AZ-500_examcollection.html (460 Q&As Dumps, 30%OFF

Special Discount: Freepdfdumps)

NEW QUESTION: 92
You have an Azure key vault named KeyVault1 that contains the items shown in the following
table.


https://www.freepdfdumps.com/Microsoft.AZ-500.v2024-03-29.q215.html
https://www.actual4test.com/AZ-500_examcollection.html

Name Type
Iltem1 Key
ltem? Secret
Policy1 Access policy

In KeyVault, the following events occur in sequence:

* Item1 is deleted

* Administrator enables soft delete

* Item2 and Policy1 are deleted.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements mMic FOSO\:'EE;ES No
You can recover Policy1. O O
You can add a hew key named ltem1. O O
You can add a new secret named Item2. O O

Answer:

Microsoft
Statements : Yes

You can recover Policy1. O

You can add a new key.named ltem1. 'O

You can add a new secret named ltem2. O

Explanation

NO. Policies cannot be recovered

YES, Item1 is permanently deleted

NO, You cannot use the same name cause Item2 is in Seoft-deleted status



https://docs.microsoft.com/en-us/azure/key-vault/general/soft-delete-overview

NEW QUESTION: 93

You need to deploy Microsoft Antimalware to meet the platform protection requirements.
What should you do? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Create a custom policy definition that has effect set to:

Append
Deny
DeploylfNotExists

Create a policy assignment and modify:

The Create a Managed Identify setting
exclusion settings

) ® Fh
8 IVIicrosoffis

Answer:

Create a custom policy definition that has effect’se_t to: E AL s

- s =

Create a policy assignment and modify:

The exclusion settings
The scope

Explanation

Create a custom policy definition that has effect set to:

Create a policy assignment and modify:

The Create a Managed Identify setting
The exclusion settings

Scenario: Microsoft Antimalware must be installed on the virtual machines in RG1.
RG1 is a resource group that contains Vnet1, VMO, and VM1.

Box 1: DeploylfNotExists

DeploylfNotExists executes a template deployment when the condition is met.



Azure policy definition Antimalware
Reference:
https://docs.microsoft.com/en-us/azure/governance/policy/concepts/effects

NEW QUESTION: 94

Your network contains an on-premises Active Directory domain named corp.contoso.com.
You have an Azure subscription named Sub1 that is associated to an Azure Active Directory
(Azure AD) tenant named contoso.com.

You sync all on-premises identities to Azure AD.

You need to prevent users who have a givenNameattribute that starts with TESTfrom being
synced to Azure AD. The solution must minimize administrative effort.

What should you use?

A. Synchronization Rules Editor

B. Web Service Configuration Tool

C. Azure Portal

D. Active Directory Users and Computers

Answer: A (LEAVE A REPLY)

Use the Synchronization Rules Editor and write attribute-based filtering rule.

References:

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sync-change-the-
configuration

NEW QUESTION: 95

You are implementing conditional access policies.

You must evaluate the existing Azure Active Directory (Azure AD) risk events and risk levels to
configure and implement the policies.

You need to identify the risk level of the following risk events:

Users with leaked credentials

Impossible travel to atypical locations

Sign ins from IP addresses with suspicious activity

Which level should you identify for each risk event? To answer, drag the appropriate levels to the
correct risk events. Each level may be used once, more than once, or not at all. You may need to
drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.


https://www.freepdfdumps.com/Microsoft.AZ-500.v2024-03-29.q215.html

Answer Area

Impossible travel to atypicatfééations:

Users with leaked)crédentials:

Sign ifrom P addre ith suspicious-activity
= MICrosott

Answer:

Levels ]\nsMriErgp soft

High

Impossible travel to atypical locations:

Low Users with leaked credentials:

Sign ins from IP addresses with suspicious activity:

Explanation:

Azure AD ldentity protection can detect six types of suspicious sign-in activities:

Users with leaked credentials

Sign-ins from anonymous |IP addresses

Impossible travel to atypical locations

Sign-ins from infected devices

Sign-ins from IP addresses with suspicious activity

Sign-ins from unfamiliar locations

These six types of events are categorized in to 3 levels of risks - High, Medium & Low:



Sign-in Activity | Risk Level

Users with leaked credentials | High

]; %erg @f}tym:}us P Medium

resses

Impossible travel to atypical Medium
locations

Sign-ins from infected devices Medium

Sign-ins from IP addresses with Low
suspicious activity

Sign-ins from unfamiliar locations Medium

References:
http://www.rebeladmin.com/2018/09/step-step-guide-configure-risk-based-azure-conditional-
access-policies/

NEW QUESTION: 96

You have an Azure subscription that contains the following resources:

A virtual network named VNET1 that contains two subnets named Subnet1 and Subnet2.

A virtual machine named VM1 that has only a private IP address and connects to Subnet1.

You need to ensure that Remote Desktop connections can be established to VM1 from the
internet.

Which three actions should you perform in sequence? To answer, move the appropriate actions

from the list of actions to the answer area and arrange then in the correct order.
Answer Aren

Najous Microsoft

Configure a network security group (NSG).

Create a network rule collection.

Create a NAT rule collection,

Create a new subnet,

Deploy Azure Application Gatelvay.

Deploy Azure Firewall.

Answer:



Answer Area
Actions

Configure a network security group (NSG).

Create a network rule collection.

Create a NAT rule collection.

Create a new subnet. ‘:1 .

Deploy Azure Application Gateway. (.

Deploy Azure Firewall. E

NEW QUESTION: 97
You have an Azure subscription that contains the key vaults

Greate a new subnet.

= Deploy Azure Firewall.

I Create a NAT rule collection.

Microsoft

shown in the following table.

RBAC)

KeyWault1 Arure role-based access control (Azure

KeyWault2 Azure role-based access control (Azure

T Assigried to |

Adminl | Key Vault Contri KeyVault1

Admin2 | Key Vault Seceets Officer | KeyVault2

On June 1, you perform the following actions:
* Delete a key named key1 from KeyVault1.
* Delete a secret named secret 1 from KeyVault2.

Admin3 | Key Vault ABministrator KeyVault1

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

Statements m Mécrosofie

Admin1 can recover key1 on June 5. )

Admin2 can purge secret! onJune 12

Admin3 can recover key1 on June 17. O

Answer:



Statements No
Admin1 can recover key1 on June 5. QO@%E O

Q°
Admin2 can purge secret1 E&@ﬂg\ D O
Admin3 can recm&ﬁﬁﬂ on June 1 O
7'] |Microsoft L

NEW QUESTION: 98

You need to delegate the creation of RG2 and the management of permissions for RG1. Which
users can perform each task? To answer select the appropriate options in the answer are a.
NOTE: Each correct selection is worth one point

Create RG2

Admin3 only

Admin2 and Admin3 only
Admin3 and Admind only

Admin2, Admin3, and Admind'onlil L I\ /11
Admin1, Admin2, Admin3 .am%m Mjcrosoft

Manage RG1 pemissions: |
Admi

né only
Admin1 and Admigd only
Admin3 and Admi_J only
Admin1 Admin2, and Admind only
Admin1, AdminZ, Admin3, and Admind

Answer:

Adimin] Admin mui Admind only
Adimin], Adming, Admin3, and Admind

NEW QUESTION: 99



Use the following login credentials as needed:

To enter your username, place your cursor in the Sign in box and click on the username below.
To enter your password, place your cursor in the Enter password box and click on the password
below.

Azure Username: User1-10598168@ExamUsers.com

Azure Password: Ag1Bh9!'#Bd

The following information is for technical support purposes only:

Lab Instance: 10598168
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You need to ensure that only devices connected to a 131.107.0.0/16 subnet can access data in
the rg1lod10598168 Azure Storage account.

To complete this task, sign in to the Azure portal.

Answer:

See the explanation below.



Explanation

Step 1:

1. In Azure portal go to the storage account you want to secure. Here: rg1lod10598168

2. Click on the settings menu called Firewalls and virtual networks.

3. To deny access by default, choose to allow access from Selected networks. To allow traffic
from all networks, choose to allow access from All networks.

4. Click Save to apply your changes.

Step 2:

1. Go to the storage account you want to secure. Here: rg11od10598168

2. Click on the settings menu called Firewalls and virtual networks.

3. Check that you've selected to allow access from Selected networks.

4. To grant access to a virtual network with a new network rule, under Virtual networks, click Add
existing virtual network, select Virtual networks and Subnets options. Enter the 131.107.0.0/16
subnet and then click Add.

Note: When network rules are configured, only applications requesting data over the specified set
of networks can access a storage account. You can limit access to your storage account to
requests originating from specified IP addresses, IP ranges or from a list of subnets in an Azure
Virtual Network (VNet).

Reference:

https://docs.microsoft.com/en-us/azure/storage/common/storage-network-security

NEW QUESTION: 100
You have an Azure key vault named Vault1 that stores the resources shown in following table.

Name Type
-h'..“_q' 1 ".\-.frl-
secret] | Secret
Lert] Certificate

Which resources support the creation of a rotation policy?
A. Key1 and Secret1 only

B. Key1, Secret1, and Cert1

C. Key1 and Cert1 only

D. Secret1 and Cert1 only

E. Cert1 only

F. Key1 Only

Answer: A (LEAVE A REPLY)

NEW QUESTION: 101
Your company has an Azure subscription named Subscription1 that contains the users shown in
the following table.


https://www.freepdfdumps.com/Microsoft.AZ-500.v2024-03-29.q215.html

Name Role
User1 Global admimistrator
User2 Billing‘administrator
User3 e Owner
User4d  Mi{rAccdtnt Admin

The company is sold to a new owner.

The company needs to transfer ownership of Subscription1.

Which user can transfer the ownership and which tool should the user use? To answer, select the
appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Azure Account Center
Azure Cloud Shell
Azure PowerShell
Aguire Security Ce

o =, =
e IVITL I LRy |

Answer:



User: v

b rosoft v
Azure Cloud Shell

Azure PowerShell
Azure Security Center

Explanation
User: | v
User1
User2
User3
Userd4
Tool: v
Azure Account Center
Azure Cloud Shell
Azure PowerShell
Azure Secyrity Centar
Box 1; User2

Billing Administrator

Select Transfer billing ownership for the subscription that you want to transfer.

Enter the email address of a user who's a billing administrator of the account that will be the new
owner for the subscription.

Box 2: Azure Account Center

Azure Account Center can be used.

Reference:



https://docs.microsoft.com/en-us/azure/billing/billing-subscription-transfer#transfer-billing-
ownership-of-an-azu

NEW QUESTION: 102

You have an Azure Sentinel workspace that has the following data connectors:

Azure Active Directory Identity Protection

Common Event Format (CEF)

Azure Firewall

You need to ensure that data is being ingested from each connector.

From the Logs query window, which table should you query for each connector? To answer,
select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
\zure Active Directory Identity Protection: v

AzureDiagnostics
CommonSecuritylLog
SecurityAlert
SecurityEvent

Syslog

Azure Firewall: v

AzureDiagnostics
CommonSecurityLog
SecurityAlert

SecurityEvent

Syslog

CEF: v

AzureDiagnostics

CommonSecuritylog
SecurityAlert
SecurityEvent

Svysloq
Answer:



Agzure Active Directory [dentity Protection:

AzureDiagnostics
CommonSecuritylog
SecurityAlert
SecurityEvent

Syslog

Azure Firewall:

AzyreDiggrastics

LommonSecuntylog

:"'vemri[y.ﬂllert
SecurityEvent
Syslog

AzureDiagnostics
CommonSecuritylog
SecurityAlert
SecurityEvent

Syslog

NEW QUESTION: 103

You have an Azure Active Directory (Azure AD) tenant named contoso.onmicrosoft.com.

The User administrator role is assigned to a user named Admin1.

An external partner has a Microsoft account that uses the user1@outlook.com sign in.

Admin1 attempts to invite the external partner to sign in to the Azure AD tenant and receives the
following error message: "Unable to invite user user1@outlook.com Generic authorization
exception." You need to ensure that Admin1 can invite the external partner to sign in to the Azure
AD tenant.

What should you do?

A. From the Organizational relationships blade, add an identity provider.

B. From the Users blade, modify the External collaboration settings.

C. From the Roles and administrators blade, assign the Security administrator role to Admin1.
D. From the Custom domain names blade, add a custom domain.

Answer: B (LEAVE A REPLY)

NEW QUESTION: 104

Use the following login credentials as needed:

To enter your username, place your cursor in the Sign in box and click on the username below.
To enter your password, place your cursor in the Enter password box and click on the password
below.

Azure Username: User1-10598168@ExamUsers.com

Azure Password: Ag1Bh9'#Bd

The following information is for technical support purposes only:

Lab Instance: 10598168
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Y.ou need to perform a full malware scan every Sunday at 02:00 on a virtual machine named VM1
by using Microsoft Antimalware for Virtual Machines.
To complete this task, sign in to the Azure portal.
Answer:
Deploy the Microsoft Antimalware Extension using the Azure Portal for single VM deployment

1. In Azure Portal, go to the Azure VM1's blade, navigate to the Extensions section and press
Add.



Dashboard > Virtual machines > devrgvm > devrg > devrgvm - Extensions

E'.l devrgvm - Extensions

Virtual machine

Search (Ctrl+/)

B} Overview

B Activity log

M Access control (IAM)

& Tags

X Diagnose and solve problems
Settings

A Networking
& Disks

& size

O security
I} Extensions

£re®

+ ade

L Search to filter items..

NAME

—

laaSDiagnostics

MicrosoftMonitoringAgent

SiteRecovery-Windows

BN\ /i rosoft

2. Select the Microsoft Antimalware extension and press Create.
3. Fill the "Install extension" form as desired and press OK.

Scheduled: Enable
Scan type: Full
Scan day: Sunday

CusthaiptEﬂensimQ% e
e tWi

e

Microsoft.Compute.CustomScript
Microsoft. Azure.Monitoring.Depe
Microsoft.Compute.VMAccessAgen)
Microsoft.Azure.Diagnostics.laaSDi
Microsoft.EnterpriseCloud.Monito

Microsoft.Azure.RecoveryServices.§




Dashboard > Virtual machines > devrgvm > devrg > devrgvm - Extensions > New resource

Install extension O X

Excluded files and locations @

Excluded file extensions @

Excluded processes @

Run a scheduled scan @

Scan type @
Scan day @
j Saturday v |
Scan time @

| 120



Reference:
https://www.e-apostolidis.gr/microsoft/azure/azure-vm-antimalware-extension-management/

NEW QUESTION: 105

You are testing an Azure Kubernetes Service (AKS) cluster. The cluster is configured as shown in
the exhibit.

(Click the Exhibit tab.)

Subscription Microsoft Azure Sponsorship
Resource group AzureBackupRG_eastus2_1
Region East US

Kubemetes cluster name akscluster?

Kubemnetes version 141158

DMS name prefix aksclusteg? |

Maode count L'y '

Mode size Standard_DS2_v2

Virtual nodes (preview) Disabled

AUTHEN VgAY

Enable RBAC Mo

HTTP application routing
Metwork configuration

MONITORE

Enable container manitoring
T ASE .

You plan to deploy the cluster to production. You disable HTTP application routing.

You need to implement application routing that will provide reverse proxy and TLS termination for
AKS services

by using a single IP address.

What should you do?

A. Create an AKS Ingress controller.

B. Install the container network interface (CNI) plug-in.

C. Create an Azure Standard Load Balancer.

D. Create an Azure Basic Load Balancer.

Answer: A (LEAVE A REPLY)

An ingress controller is a piece of software that provides reverse proxy, configurable traffic
routing, and TLS

termination for Kubernetes services.

References:

https://docs.microsoft.com/en-us/azure/aks/ingress-tls

NEW QUESTION: 106


https://www.freepdfdumps.com/Microsoft.AZ-500.v2024-03-29.q215.html

You plan to implement an Azure function named Function1 that will create new storage accounts
for containerized application instances.

You need to grant Function1 the minimum required privileges to create the storage accounts. The
solution must minimize administrative effort.

What should you do? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Assign role to: v

A group account

A system-assigned managed identity
A user account

A user-assigned managed identity — [\[/] | (

Role assignment to create:

Built-in role assignment

Classic administrator role assignment

Custom role-based access control (RBAC) role assignment

Answer:
Assign role to: = v
A group account
A system-assigned managed |dent|ty
A user account .40
A user- assngned managed identity
Role assignment to create: g\%f”' v
Bwlt-ln role assignment
“Classic administrator fale assignment . ~ ~ £4
Custom role-based aceess control’ (RB?\C) rcﬂe assrgnment
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-
resources/overview
https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-
resources/howto-assign-access-portal
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NEW QUESTION: 107

You have an Azure Active Directory (Azure AD) tenant named contoso.com that contains the

users shown in the following table.

Name Role
Admin1 Global administrator
Admin?2 Group administrator
Admin3 User administrator

Contoso.com contains a group naming policy. The policy has a custom blocked word list rule that

includes the word Contoso.

Which users can create a group named Contoso Sales in contoso.com? To answer, select the

appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

UserS Who can gepte a security group named Contoso Sales:

1% |

Users who can create an Office 365 group famed-Contoso Sales:

Answer:

Users who can create a security group named Contoso Sales:

Users who can create an Office 365 group named.Contoso Sales:

. L4t Admin1, Admin2, and Admin3

Admin1 only

Admigt,and Admin2 only

Admin1 and Admin3 only

Admin1, Admin2, and Admin3
-

Admin1 only

Admin1 and Admin2 only
Admin1 and Admin3 only
Admin1, Admin2, and Admin3

‘Admin1 only

Admin1, Admin2, and Admin3

w

Admin1 only
Admin1 and Admin2 only



https://www.actual4test.com/AZ-500_examcollection.html

Users who can create a security group named Contoso Sales:

Admin only

Admin1 and Admin2 only
A.:mm nnd m nrl;r
Admini, Adrnln? and Admin3

Users who can create an Office 365 group named Contoso Sales: il
Admin1 only
Admin1 and AdminZ only

'Microsoft [Admni. Admr2 and Adns

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/groups-naming-policy

NEW QUESTION: 108

Your network contains an on-premises Active Directory domain named contoso.com. The domain
contains a user named User1.

You have an Azure subscription that is linked to an Azure Active Directory (Azure AD) tenant
named contoso.com. The tenant contains an Azure Storage account named storage1. Storage1
contains an Azure file share named share1.

Currently, the domain and the tenant are not integrated.

You need to ensure that User1 can access share1 by using his domain credentials.

Which three actions should you perform in sequence? To answer, move the appropriate actions
from the list of actions to the answer area and arrange them in the correct order.

Actions Answer Area

Create a private link to storagel.

Enable Active Directory Domain Services
(AD DS) authentication on storagel.

Implement Azure AD Connect.

.ASSIQH —— penmssmm,“{ur SWI cros Of t

Answer:




Answer Area

Create a private link to storagel.

Lo i N l - S - - - e —————— e ————— — - - J
Enblm%@@m&%m Services : et e, - A . A i
'(AD DS) authentication on storagel. | Enable Active Directory Domain Services

R T T T T T T T T T 1I(AD D) authentication on storagel.

;I]mplement Azure AD Connect. !
I :

i e R R | 3 o
! ) ) 1, Assign share-level permissions for sharel.
\Create a service endpoint to storagel. 1t

bigices N !
/Assign share-level permissions for sharel. |

Explanation

Implement Azure AD Connect. |

+ Eridbte Active Directory Domain Services |
‘_(_AD DS) authentication on storagel. |

: 5 |
iAsmgn share-level permissions for sharel. |

Reference:
https://docs.microsoft.com/en-us/azure/security-center/security-center-compliance-dashboard

NEW QUESTION: 109

You have an Azure key vault.

You need to delegate administrative access to the key vault to meet the following requirements:
Provide a user named User1 with the ability to set advanced access policies for the key vault.
Provide a user named User2 with the ability to add and delete certificates in the key vault.

Use the principle of least privilege.

What should you use to assign access to each user? To answer, select the appropriate options in
the answer area.

NOTE: Each correct selection is worth one point.



s Microsoft

A key vault access policy

Azure Information Protection

Azure Policy ~ O
Managed identities for Azure resources
RBAC N

v

A key vault access policy

Azure Information Protection

Azure Policy

Managed identities for Azure resources
RBAC

Answer:

User1: ‘ v
A key vault access policy

Azure Information Protection

Azure Policy

Managed identities for Azure resources
RBAC

User2: | v

A key vault access policy
Azure Information Protection

11 dAzare Policy
Managed identities for Azure resources
RBAC

Reference:

https://docs.microsoft.com/en-us/azure/key-vault/key-vault-secure-your-key-vault

NEW QUESTION: 110
You have the Azure Information Protection conditions shown in the following table.



Name Pattern Case sanaiﬂu}t:ir
i "'j Gopdition1 White Oon Cy
Bl Condition2’ > L} Black Off

You have the Azure Information Protection Iat;_-p&éhdwn in the following table.

Name Applies to . | -~ Use label | Set the default label
Global Not applicable.| None None
Policy1 User1 ~ % | Label1 None
Policy2 User1 . Label2 None

You need to identify how Azure Information Protection will label files.

What should you identify? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

f User1 creates a Microsoft Word file that ingludés,the text
Black and White”, the file will be assigned;‘_

‘User1 creates a Microsoft Notepad file thatincludes the

axt “Black or white”, the file will be assigned:

Answer:

Traffic destined for an Azure Storage account is [answer choice].

M= Microsoft

FTP connections from 1.2.3.4 t0 10.0.0.1

i

Explanation

[answer choice].

ICKRsoft

Label1 only
Label2 only

Label1 and Label2

No label
Label1 only
Label2 only

Label1 and Label2

able'to connect to East US

e e e e o e S S

able to connect to West Europe
prevented from connecting to all regions

v

lowes.
dropped
forwarded




If User1 creates a Microsoft Word file that includes the text ' v
“Black and White®, the file will be assigned: Nolabel

Label1 only

Label2 only
Label1 and Label2

FUser1l¢featés a Microsoft Notepad filethat includes the v
text Black or white”, the file will be assigned: Nolabel

Label1 only
Label2 only
Label1 and Label2

Box 1: Label 2 only

How multiple conditions are evaluated when they apply to more than one label

* The labels are ordered for evaluation, according to their position that you specify in the policy:
The label positioned first has the lowest position (least sensitive) and the label positioned last has
the highest position (most sensitive).

* The most sensitive label is applied.

* The last sublabel is applied.

Box 2: No Label

Automatic classification applies to Word, Excel, and PowerPoint when documents are saved, and
apply to Outlook when emails are sent. Automatic classification does not apply to Microsoft
Notepad.

References:
https://docs.microsoft.com/en-us/azure/information-protection/configure-policy-classification

NEW QUESTION: 111

You need to deploy Microsoft Antimalware to meet the platform protection requirements.
What should you do? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Create a custom policy definition that has effect set to: v

Append
Deny
DeploylfNotExists

Create a policy assignment and modify: A4

The Create a Managed Identify setting
The exclusion settings
The scope

Answer:



Create a custom policy definition that has effect set to: ] v |

Append
Deny

| ED wiﬁotsmstﬁ I

Create a policy assignment and modify: ] A4 1

The Create a Managed Identify setting
The.exclusiqn settifigs.

Thescore’]

NEW QUESTION: 112

You suspect that users are attempting to sign in to resources to which they have no access.

You need to create an Azure Log Analytics query to identify failed user sign-in attempts from the
last three days. The results must only show users who had more than five failed sign-in attempts.
How should you configure the query? To answer, select the appropriate options in the answer
area.

NOTE: Each correct selection is worth one point.

et timeframe = 3d;

iecurityEvent
where TimeGenerated > ago(3d) .
where AcccountType == ‘User’ and |7 ==4625
ActivitylD
DataType
EventlD
QuantityUnit
Summarie failed login attempts= i'
Count(),
Countif(),
Makeset(),
Split(),

latest failed login=arg max (TimeGenerated by Accoun

Answer:



let timeframe = 3d;

SecurityEvent
| where TimeGenerated > ago (3d)
| where AcccountType == ‘User’ and V¥ ==4625
ActivitylD
DataType
IEvenﬂD
QuantityUnit
| Summarie failed logain attempts= v
[Count(),
Countif(),
Makeset(),
Split(),

latest failed login=arg max (TimeGenerated by Account
| where failed login attempts > 5

Reference:

https://docs.microsoft.com/en-us/azure/azure-monitor/log-query/examples

NEW QUESTION: 113

You have an Azure subscription that contains the resources shown in the following table.

Name Type Resource group Location
RG1 Resource group Not applicable West US
Managed1 | Managed identity RG1 West US

The subscription is linked to an Azure Active Directory (Azure AD) tenant that contains the users

shown in the following table.

Name | Usage location
User1 | United States
User2 | Germany

You create the groups shown in the following table.

Name Type

Membership type

Group1| Security

Dynamic User

Group2 | Microsoft 365

Dynamic User

The membership rules for Group1 and Group2 are configured as shown in the following exhibit.



Dynamic membership rules

5] save X Discard Q Got feedback?

Configure Rules Validate Rules (Preview)

You can use the rule builder or rule syntax text box to create or edit a dynamlc
membership rule.© Learn more '

And/Or Property Operator <" Value

R a4 B B

accountEnabied /" Equals true

et
B - u- x.nm

Or _ xusagel.ocatlon v Equals v US

._‘ .‘..,.__-,.r' - B

-+ Add exprasston -+ Get custom extension propertles@

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statem%ts Microsoft Yes No
User1 is a member of Group1 and Group?2. O O
User2 is a member of Group2 only. O O

Managed1 is a member of Group1 and Group?2. O O

Answer:



Vi Crcstatérhents Yes No

User1 is a member of Group1 and\Group2. O O

User2 is a member Df_,G_rG'up2 only. O O

Managed1 is a member of Group1 and Group2. O O
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/groups-dynamic-
membership

NEW QUESTION: 114

You have an Azure subscription that contains a user named Admin1 and a resource group named
RG1.

In Azure Monitor, you create the alert rules shown in the following table.

Name Resource ~ Condition
Rule1 RG1 All security operations
Rule2 RG1 All administrative operations

Ruled.. . .. | Azure subscription | All security operations by Admin1
Ruled 'V'IC'Azure subscription | All administrative operations by Admin1

Admin1 performs the following actions on RG1:

Adds a virtual network named VNET1

Adds a Delete lock named Lock1

Which rules will trigger an alert as a result of the actions of Admin1? To answer, select the
appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Adding VNET1:

Rule2 only

Rule4 only

Rule2 and Rule 4 only

Rule3 and Rule 4 only

Rule1, Ruie2, Rule@and Rule 4

]

Adding Lock1: v
Rule2 only

Rule4 only

Rule2 and Rule 4 only
Rule3 and Rule 4 only
Rule1, Rule2, Rule3 and Rule 4




Answer:

\dding VNET1: v
Rule2 only
Rule4 only
Rule2 and Rule 4.anly
Rule3 and Rule 4 only
Rule1, Rifle2 Rule3 and Rule 4

Adding Lock1: A
Rule2 only

Rule4 only
Rule2 and Rule 4 only !
Rule3 and Rule 4 anly

Dailad Dhila? hila? and Dhila A

NEW QUESTION: 115

You have an Azure subscription.

You create an Azure web app named Contoso1812 that uses an S1 App service plan.

You create a DNS record for www.contoso.com that points to the IP address of Contoso1812.
You need to ensure that users can access Contoso1812 by using the https://www.contoso.com
URL.

Which two actions should you perform? Each correct answer presents part of the solution.
NOTE: Each correct selection is worth one point.

A. Turn on the system-assigned managed identity for Contoso1812.

B. Add a hostname to Contoso1812.

C. Scale out the App Service plan of Contoso1812.

D. Add a deployment slot to Contoso1812.

E. Scale up the App Service plan of Contoso1812.

Answer: B,E (LEAVE A REPLY)

B: You can configure Azure DNS to host a custom domain for your web apps. For example, you

can create an Azure web app and have your users access it using either www.contoso.com or
contoso.com as a fully qualified domain name (FQDN).

To do this, you have to create three records:

A root "A" record pointing to contoso.com

A root "TXT" record for verification

A "CNAME" record for the www name that points to the A record

E: To map a custom DNS name to a web app, the web app's App Service plan must be a paid tier
(Shared, Basic, Standard, Premium or Consumption for Azure Functions). | Scale up the App
Service plan: Select any of the non-free tiers (D1, B1, B2, B3, or any tier in the Production
category).

References:
https://docs.microsoft.com/en-us/azure/dns/dns-web-sites-custom-domain
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NEW QUESTION: 116

You are evaluating the security of VM1, VM2, and VM3 in Sub2.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements

From the Intermet. you can connect to the weh Senfer on VM by using HTTR

From the Internet. you can connect 1o'the wel server on VM2 by using HTTR.

Friomm the Intermelgouicln connect 1o the web senver on VM2 by uting HTTP,

Answer:
Answer Area
Statements Yes No
From the Intemet, you can connect to the web server ofl Vb uling HTTP. D
From the Intemnet, you can conngcifothe weli server on VM2 by using HTTP. D
From the Inlamél. Youlcan connect 1o the web server on VM3 by using HTTP. D

4 e

NEW QUESTION: 117

You are implementing conditional access policies.

You must evaluate the existing Azure Active Directory (Azure AD) risk events and risk levels to
configure and implement the policies.

You need to identify the risk level of the following risk events:

Users with leaked credentials

Impossible travel to atypical locations

Sign ins from IP addresses with suspicious activity

Which level should you identify for each risk event? To answer, drag the appropriate levels to the
correct risk events. Each level may be used once, more than once, or not at all. You may need to
drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.



Levels Answer Area

High Impossible travel to atyplf-a* ibeﬂ"ﬂﬂs
Low Users with leakﬁd crédentials:
Medium | Sign insfrnm IP addre ith suspicious-activity:
s 1VIIC I‘(g u?%
Answer:
. -
Levele |V/1iC Aaswerfrea
HiIgh | impossible travel to atypical locations: Medium
Low Users with leaked credentials: High
Medium |  Sign ins from IP addresses with suspicious activity: |pedium “

NEW QUESTION: 118
You have an Azure subscription named Subscription1 that contains a resource group named RG1
and a user named User1. User1 is assigned the Owner role for RG1.
You create an Azure Blueprints definition named Blueprint1 that includes a resource group
named RG2 as shown in the following exhibit.

Edit blueprint

Basscs  Artfacts

Ak artfacts 10 the bhuepret Add resource Qroups 10 organioe wherne the artrfacts should be deployed and aspgred.

HAME ; mwm'i)'ii ;

v § Subseiption

ok Add arsifact.

[ a2 2 out of 2 pasameters populated

mmnmmm:m Tag Contnbutar ) 1 out of 1 paasneters popalsted

=Microsoft

You assign Blueprint1 to Subscription1 by using the following settings:
Lock assignment: Read Only
Managed ldentity: System assigned




For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements N

v~ ~F+ Yes No

-

A locking mode of Read Only will be assigned to RG1.

Userl can add tags to RG2.

You can remove Useérl from the Tag Contributor role for RG2.

Answer:

Statements Yes No

A locking mode of Read Only will be assigned to RG1.

Userl can add tags to RG2.

Yol €an refrove 'Userl‘frorty the Tag Contributor role for RG2.
Reference:
https://docs.microsoft.com/en-us/azure/governance/blueprints/concepts/resource-locking

NEW QUESTION: 119
You have the Azure virtual machines shown in the following table.

Location - Connected to
West US 2 VNET1/Subnet1
West US 2 V% | VNET1/Subnet1

West US2 VNET 1/Subnet2
East US _ | VNET2/Subnet3
WeslUSI2) S 01 [ VNET5/Subnet5

Each virtual machine has a single network interface.

You add the network interface of VM1 to an application security group named ASG1.

You need to identify the network interfaces of which virtual machines you can add to ASG1.
What should you identify?

A. VM2 only

B. VM2, VM3, VM4, and VM5

C. VM2, VM3, and VM5 only

D. Vm2 and Vm3 only

Answer: D (LEAVE A REPLY)

Reference:

https://docs.microsoft.com/en-us/azure/virtual-network/application-security-groups


https://www.freepdfdumps.com/Microsoft.AZ-500.v2024-03-29.q215.html

NEW QUESTION: 120
You have an Azure subscription. The subscription contains Azure virtual machines that run
Windows Server

2016.

You need to implement a policy to ensure that each virtual machine has a custom antimalware
virtual machine extension installed.

How should you complete the policy? To answer, select the appropriate options in the answer
area.

NOTE: Each correct selection is worth one point.

nifge' s |
wallof«: |
{
“field” : “type”,
Vequals?: “Microsoft.Compute/virtualMachines’’
]
{

“field” : “Microsoft.Compute/imageSKu~,
“aquals” : “2016-Datacenter”,

“affect” :

Append

Deny
DeploylfNotExists

rdetails~ : {
“type” : “Microsoft.GuestConfiguration/guestConfigurationAssignments”,
“roleDefinitionsIds” : [
w/providers/microsoft.authorization/rolaDafinitions/12345678-1234-5678-abed-012345678910"
] ’
“name” : “customExtension”,
“deployment® : |
“properties” : (
“mode”: “incremental”.
“paramaters” : {
).

»

exstenceCondion)
resources
template

Microsoft




(
nifgs' = |
walliofr: [
{

“field” : “type”,

“ecuals”: “Microsoft.Compute/virtualMachines’’
}
{

“field” : “Microsoft.Compute/imageSKu~,
“equals” : “2016-Datacenter”,
)
1
).

“then” : {
“eoffoct” : ™ '
lt‘wwu ‘|
DeployfNotExsts |
“d.tails" H

M: mnwmuon/mamtiquutlonﬁsaimmnt.s"
rt gﬁ a rization/rolaDefinitions/12345678-1234-5678-abed-0123456789107

“‘nam-” 3 “ouu,m-mion"
wdeploymeiit” : |
wproparties” : {
wmode”: “incremental”.
“parameters” : |
),
w

template
)

easiCeCondiion
resources

Explanation
l.l
Wthen” : { : :
“effect” @ v lv b7

wdetails” : {
“type” : “Microsoft.GuestConfiguration/guestConfigurationAssignments”,
“roleDefinitionslIds~ : [

w/providers/microsoft.authorization/roleDefinitions/12345678-1234-5678-abcd-012345678910/
1.

“name” : “Ou:t;m!'.xtontian"
“deployment” : s &
“properties” : u m
“mode” ; “mommné‘pd
“parmﬂ
Y.
n I v w.

[existenceCondition
resources

BB Microsoft

Box 1: DeploylfNotExists
DeploylfNotExists executes a template deployment when the condition is met.
Box 2: Template



The details property of the DeploylfNotEXxists effects has all the subproperties that define the
related resources to match and the template deployment to execute.

Deployment [required]

This property should include the full template deployment as it would be passed to the
Microsoft.Resources/deployment References:
https://docs.microsoft.com/en-us/azure/governance/policy/concepts/effects

NEW QUESTION: 121
You have an Azure Active Directory (Azure AD) tenant named contoso.com that contains three
security groups named Group1, Group2, and Group3 and the users shown in the following table.

Name ' Microsoft Role Member of
Userl Application administrator Groupl
User2 Application developer Group?2
User3 Cloudapplication administrator Group3

Group3 is a member of Group2.

In contoso.com, you register an enterprise application named App1 that has the following
settings:

Owners: User1

Users and groups: Group2

You configure the properties of App1 as shown in the following exhibit.



H Save X Discard @ Delete

Enabled for users to sign-in? e

Name”* o

Homepage URL e

Logo e

Application ID e

Object ID. o

User assignment required? o
Visible to users o

Notes o

(7 Got feedback

| Yes | No
Appl

= Vicrosoft

AP

Selecta file [=

¥ 75082794-3617-4347-ac6d-88cfdaS64072
4026abc-2f5T-4c0f-2028-164635cde655 |
Yes [ No |

| Yes | No

For each of the following statements, select Yes if the statement is true. Otherwise, select no.
NOTE: Each correct selection is worth one point.

StatbhentO SOl Yes
Userl has Appl listed on his My Apps portal. O

User2 has Appl listed on-her My Apps portal. O

User3 has Appllisted on her My Apps portal. O

No

Answer:




Stdtenents) [ e Te

Userl has Appl listed on his My Apps portal.

User2 has Appl listed oriher My Apps portal.

User3 has Appl listed on her My Apps portal.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/assign-user-or-group-
access-portal

Valid AZ-500 Dumps shared by Actual4test.com for Helping Passing AZ-500 Exam!
Actual4test.com now offer the newest AZ-500 exam dumps, the Actual4test.com AZ-500
exam questions have been updated and answers have been corrected get the newest
Actual4test.com AZ-500 dumps with Test Engine here:
https://www.actual4test.com/AZ-500_examcollection.html (460 Q&As Dumps, 30%OFF

Special Discount: Freepdfdumps)

NEW QUESTION: 122
You have an Azure subscription that contains an Azure Active Directory (Azure AD) tenant named
contoso.com. The tenant contains the users shown in the following table.

Subscription role Azure AD user role
Owner None
Contributor None
Security Admin None
None IVIICIOSOTT |Service administrator

You create a resource group named RG1.

Which users can modify the permissions for RG1 and which users can create virtual networks in
RG17? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.


https://www.actual4test.com/AZ-500_examcollection.html

Users who can modify the permissiﬁ\gé for F

User1 only

User1 and User2 only

User1 and User3 only

User1, User2 and User3 only
Userl,UserZ, User3, and Userd

s

Users who can create Virtual networks in RG1: (

User1 only

User1 and User2 only

User1 and User3 only

User1, User2 and User3 only
User1, User2, User3, and Userd

Answer:

Users who can modify the permissions for RG1: [ v
User1 only

User1 and User2 only

User1 and User3 only

User1, User2 and\User3 only

-5 8 8 10

Userd; User2,-User3, and Userd

Users who can create virtyal hetworks in RG1: v
18 " User1 only
User1 and User2 only
User and User3 only
] : , User2 and User3 onl
m Microsgfl y

. User2, User3, and Userd

NEW QUESTION: 123

You need to perform the planned changes for OU2 and User1.

Which tools should you use? To answer, drag the appropriate tools to the correct resources. Each
tool may be used once, more than once, or not at all. You may need to drag the split bar between
panes or scroll to view content.

NOTE: Each correct selection is worth one point.



Tools Answer Area
The Azure portal ou2: | Tool
Azure AD Connect Userl: -1t Tool
The Active Directory admin center
Active Directory Sites and Services

-

Active Directory Users and Computers ﬁ%\ﬂ Croso I T

Answer:

Tools Answer Area

The Azure portal ou2: Azuré AD'Connect

Azure AD Connect Userly~ | The Azure portal

The Active Directory admin center ;

———

Active Directory Sites and Services r

[ Active Directory Users ahd\Computers ﬁ‘ﬁ j/ﬂ ICTOSO [JF
4 - <

NEW QUESTION: 124

You are troubleshooting a security issue for an Azure Storage account.
You enable the diagnostic logs for the storage account.
What should you use to retrieve the diagnostics logs?
A. the Security & Compliance admin center

B. SQL query editor in Azure

C. File Explorer in Windows

D. AzCopy

Answer: D (LEAVE A REPLY)
Explanation/Reference:

References:

https://docs.microsoft.com/en-us/azure/storage/common/storage-analytics-logging?toc=%2fazure
%2fstorage%
2fblobs%2ftoc.json

NEW QUESTION: 125
You have the Azure Information Protection conditions shown in the following table.


https://www.freepdfdumps.com/Microsoft.AZ-500.v2024-03-29.q215.html

Name Pattern

Case sensitivity

Condition1 White On

Condition2 Black Off

You have the Azure Information Protection labels shown in the following table.

stc | Use label

Set the default label

None

None

User1
e+

None

You need to identify how Azure Information Protection will label files.
What should you identify? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

If User1 creates a Microsoft Word file that includes the text

“Black and White", the file will be assigned: TS v
n i P el
m— Microsoft C}abelt only
* |Label2 only
Label1 and Label2
If User1 creates a Microsoft Notepad filed ] v '
text “Black or white”, the file will be assi
& No label
~ Label1 only
%ﬁ Label2 only

Answer:

If User1 creates a Microsoft Word file that includes the text
“Black and White", the file will be assigned:

If User1 creates a Microsoft Notepad file that includes the
text “Black or white”, the file will be assigned:

=

Microsoft

Reference:

Label1 and Label2

|
Label1 only

Label2 only
Label1 and Label2

No label

Label1 only
Label2 only
Label1 and Label2

https://docs.microsoft.com/en-us/azure/information-protection/configure-policy-classification

NEW QUESTION: 126




You have an Azure subscription named Sub1 that is associated to an Azure Active Directory
(Azure AD) tenant named contoso.com.

You plan to implement an application that will consist of the resources shown in the following
table.

Name Type Description
A CosmosDBlaccount containing a
Azure Cosmos DB | database
CosmosDBAccount! | o ocount | Named CosmosDB1 that serves as a
. __ani | back-end tier of the application |
2%7 ¥ | Aweb app configured to serve as the
WebApp1 ] Azlre weh #bp 1 ) tier of the application

Users will authenticate by using their Azure AD user account and access the Cosmos DB account
by using resource tokens.

You need to identify which tasks will be implemented in CosmosDB1 and WebApp1.

Which task should you identify for each resource? To answer, select the appropriate options in
the answer area.

NOTE: Each correct selection is worth one point.

CosmosDB1: \ v

Authenticate Azure AD users and generate resource tokens.
Authenticate Azure AD users and relay resource tokens.
Create database users and generate resource tokens.

WebApp1: j v
Authenticate Azure AD users and generate resource tokens.
Authenticale Azure, AD users andelay resource tokens.
Create database isbfs hd génerate resource tokens.
Answer:
CosmosDB1: | v

\ ¢ ... |Authenticate Azure AD users and generate resource tokens.
Mic Hzﬁ icate Azure AD users and relay resource tokens.
Create database users and generate resource tokens.

WebApp1: Y v
Authenticate Azure AD users and generate resource tokens.
Authenticate Azure AD users and relay resource tokens.
Create database users and generate resource tokens.




Explanation:

CosmosDB1: Create database users and generate resource tokens.

Azure Cosmos DB resource tokens provide a safe mechanism for allowing clients to read, write,
and delete specific resources in an Azure Cosmos DB account according to the granted
permissions.

WebApp1: Authenticate Azure AD users and relay resource tokens

A typical approach to requesting, generating, and delivering resource tokens to a mobile
application is to use a resource token broker. The following diagram shows a high-level overview
of how the sample application uses a resource token broker to manage access to the document
database data:

oooooooooooooooooooooo

Xamarin.Forms App 1. Legin to Facebook

L Sl g oompn o om e e
5 m,‘_‘. . d"ii - 'E :F Vr % i_h i W
= B ot 31 L - i“h_-abl I

| I: N
- 1 W

References:
https://docs.microsoft.com/en-us/xamarin/xamarin-forms/data-cloud/cosmosdb/authentication

NEW QUESTION: 127

You have an Azure subscription named Subscription1 that contains a resource group named RG1
and a user named User1. User1 is assigned the Owner role for RG1.

You create an Azure Blueprints definition named Blueprint1 that includes a resource group
named RG2 as shown in the following exhibit.



Edit blueprint = Microsoft

Basics  Artifacts

Agd artifacts 19 the blueprint. A3d resource groups 19 organice where the artifacts should be deployed and asjansdl .. ¥

Mg o, kY v

- ? Subscription
+ Add artifact..
=[] pG2 Ly & 7 Resource group 2 cut of 2 parameters populated

QO user1 (User1@ska006280utlook.onmicrosoft.com) : Tag Contributor Role assignment 1 0ut of 1 parameters populated

+ Add artifact..

You assign Blueprint1 to Subscription1 by using the following settings:

Lock assignment: Read Only

Managed Identity: System assigned

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements ,-(M iCI’OSO'ﬁs No
A locking mode of Read Only will be asmgned to RG1.

Userl can add tags to RG2.

You can remove Userl frofit the Tag Contributor role for RG2.
Answer:

Statements Yes No

Aulo k'ng mode of Read Only will be assigned to RG1.

Userl can ad? tags tDEGZ

You can remove Userl from the Tag Contributor role for RG2. l:

Reference:
https://docs.microsoft.com/en-us/azure/governance/blueprints/concepts/resource-locking

NEW QUESTION: 128

On Monday, you configure an email notification in Azure Security Center to notify user
user1@contoso.com.

On Tuesday, Security Center generates the security alerts shown in the following table.



Time . f, 1 . Des:ﬁ' tion Severity
01:00 | Failed RDF b Medium
01:01 | Successful RDP brute force attack (\° High
06:10 | Suspicious process executed High
09:00 | Malicious SQL activity X High
11:15 | Network communication with asmalicious machine detected | Low
13:30 | Suspicious process executedh, = High
14:00 | Failed RDP brute force @ftack Medium
16:01 | Successful RDP brite'force attack High
23:20 | Possible outgaing spam activity detected Low
23:25 | Modified system binary discovered in dump file High
23:30 | Malicious SQL activity High

How many email notifications will user1@contoso.com receive on Tuesday? To answer, select

the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer:

Total number of Security Center email notifications about an RDP
brute force attack on Tuesday: v
e (4
5] : 2
= Microsoft z
4
Total number of Security Center email notifications on Tuesday: v
3
4
6
9
11




otal number of Security Center email notifications about an RDP
brute force attack on‘Tuésday! =271 & =

Total number of Security Center email npotifications on Tuesday:

H@mbw Y -

Reference:
https://docs.microsoft.com/en-us/azure/security-center/security-center-provide-security-contact-
details

NEW QUESTION: 129

You suspect that users are attempting to sign in to resources to which they have no access.

You need to create an Azure Log Analytics query to identify failed user sign-in attempts from the
last three days. The results must only show users who had more than five failed sign-in attempts.
How should you configure the query? To answer, select the appropriate options in the answer
area.

NOTE: Each correct selection is worth one point.




let [Eime pybke rOBO 1

SecurityEvent
| where TimeGenerated > ago(3d)
| where AcccountType == ‘User’ and !v ==4625
ActivitylD_-,
DataType
EventlD
QuantityUnit
| Summarie failed,login attempts= |v
Count)),
Countif(),
Makeset(),
Split(),

latest_failed login=arg max (TimeGenerated by Account
| where failed login attempts > 5
Answer:

let timeframe = 3d;

SecurityEvent
| where TimeGenerated > ago(3d)
| where AcccountType == ‘User’ and lv ==4625
ActivitylD
Datalype
EventiD |
QuantityUnit
| Summarie failed)login_ attempts= I‘r
Cﬂilnt{}, I
Counfif(),”
Makeset(),
Split(),

la%s‘tﬁﬁﬁi@gc@ﬁ?rg_max (TimeGenerated by Account
| where _fai e ogin attempts > 5

Explanation



let timerrame = 3d;
SecurityEvent

| where TimeGenerated > ago(3d)
| where AcccountType == ‘User’ and W ==4625
ActivitylD
Datalipa'y |
Evéiliy - *
CQuantityUnit

| Summarie failed,18gin” attempts= v

Count(),

Countif().

Makeset(),

Split(),
latest failed login=arg max(TimeGenerated by Account

| where failed login attemnts > 5

The following example identifies user accounts that failed to log in more than five times in the last

day, and when they last attempted to log in.

let timeframe = 1d;

SecurityEvent

| where TimeGenerated > ago(1d)

| where AccountType == "'User' and EventID == 4625 // 4625 - failed log in
| summarize failed_login_attempts=count(), latest_failed_login=arg_max(TimeGenerated,
Account) by Account

| where failed_login_attempts > 5

| project-away Account1

References:
https://docs.microsoft.com/en-us/azure/azure-monitor/log-query/examples

NEW QUESTION: 130

You have an Azure subscription that contains an Azure Sentinel workspace.

Azure Sentinel is configured to ingest logs from several Azure workloads. A third-party service
management platform is used to manage incidents.

You need to identify which Azure Sentinel components to configure to meet the following
requirements:

* When Azure Sentinel identifies a threat, an incident must be created.

* A ticket must be logged in the service management platform when an incident is created in
Azure Sentinel.

Which component should you identify for each requirement? To answer, select the appropriate
options in the answer area.

NOTE: Each correct selection is worth one point.



When Azure Sentinel identifies a threat, an incident
must be created

_ﬁula!y‘ilf;‘i
Data connectors
Playbooks
Workbooks
A ticket must be logged inthe senvice management platform
when an incident is created in Azure Sentinel: e
Analylics
Data connectors
Playbooks
Workbooks
Answer:
Explanation
When Azure Sentinel identifies a threat, an incident ysOft -
must be created: ———
Analytics
Data connectors
Playbooks
Workbooks
A ticket must be logged in the service management platform v
when an incident is created in Azure Sentinel: .
Analytics
Data connectors
Playbooks
Workbooks

Reference:
https://docs.microsoft.com/en-us/azure/sentinel/create-incidents-from-alerts
https://docs.microsoft.com/en-us/azure/sentinel/tutorial-respond-threats-playbook

NEW QUESTION: 131

You create a new Azure subscription.

You need to ensure that you can create custom alert rules in Azure Security Center.
Which two actions should you perform? Each correct answer presents part of the solution.
NOTE: Each correct selection is worth one point.
https://www.fast2test.com/AZ-500-practice-test.html 71

Valid Fast2test AZ-500 Exam PDF Dumps - New AZ-500 Real Exam Questions

A. Onboard Azure Active Directory (Azure AD) Identity Protection.

B. Create an Azure Storage account.

C. Implement Azure Advisor recommendations.

D. Create an Azure Log Analytics workspace.

E. Upgrade the pricing tier of Security Center to Standard.

Answer: B,D (LEAVE A REPLY)

D: You need write permission in the workspace that you select to store your custom alert.



https://www.freepdfdumps.com/Microsoft.AZ-500.v2024-03-29.q215.html

References:
https://docs.microsoft.com/en-us/azure/security-center/security-center-custom-alert

NEW QUESTION: 132
You have an Azure subscription that contains the resources shown in the following table.

Type Attached to NSG

Network security group ~n -
(NSG) M5 O Not appiicable

Network secun*.ygfaqn
(NSG) .

Subnet Not applicable

Subpet- ;L ' Not applicable Not applicable

|\rtbalmachine Subnet1 NSG1

An IP address of 10.1.0.4 is assigned to VM5. VM5 does not have a public IP address.
VMS5 has just in time (JIT) VM access configured as shown in the following exhibit.

JIT VM access configuration
VM5

+ Add Save X Discard

Configure the ports for which the just-in-time Vi adcess will be applicable

Port Protocol Allowed source IPs IP range Time range (hours)
3389 Any Per request NJ/A M I Cﬁ@ﬁ Oft

You enable JIT VM access for VM5.
NSG1 has the inbound rules shown in the following exhibit.

“norny mame ror FIowowwl WU[;E wesunauon
— . T %

" s vV | GEOSOf T, o

000 Securityc.:m;;;ﬂule_m... 3389 Any ys Any 10.1.0.4

001 RDP 3389 - Tc; - Any Any

5000 AllowVnetinBound Any : \ M - Any VirtualNetwork VirtualNetwork

5001 AllowAzureLoadBalancerln... A;M 1“ Any AureloadBalancer Any

5500 DenyAllinBound - _:ﬂh Any Any Any Any

e

ALuon

@ Allow
© Deny
@ Allow
@ Allow
@ Aliow

O Deny

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

Statements

Deleting the security rule that has a prionty of 100 will revoke the approved JIT
access request.

Remote Desktop access (o YMS is blocked.

An Azure Basﬁcn;!n*lmﬂ M?Eﬂ:ﬂﬁ Wcﬁess to VMS fromthe intemet. O




Answer:

= s FOSOTT |

Deleting the security rule that has a priority of 100 will remlqeﬂﬁappfmed JIT
access reguest. JLLY

Remote Desktop access to VM5 is blocked, ¢ o\l

An Azure Bastion host will enable ﬁm"'nesktnp access to VMS from the internet.

Explanation
Statements Yes No
Deleting the security rule that has a priority of 100 will revoke the approveqm 'Q| e
access request. —~ S
Remote Desktop access to VM5 is block TGt [©] (o)
B e TR : ﬂ” )
An Azure Bastion host will enable Remofe Deskidh Abcess fovms fropfte intemet. O [e]]

NEW QUESTION: 133
You have Azure virtual machines that have Update Management enabled. The virtual machines
are configured as shown in the following table.

VM Windows Server 2012 ast US RG1
VM2 Windows Server 2012 R2 WestUS RG1
VM3 Windows Server 2016 WestUS RG2
VM4 Ubuntu Server 18.04 LTS WestUS RG2
VM5 Red Hat Enterprise Linux 7.4 East US RG1
VMG CentOS 7.5 EastUS RG1

You schedule two update deployments named Update1 and Update2. Update1 updates VM3.
Update2 updates VMG6.

Which additional virtual machines can be updated by using Update1 and Update2? To answer,
select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.



Update1: v
VM2 only

VM4 only

VM1 and VM2 only

VM1, VM2, VM4, VM5, and VM6

Update2: = v

VM5 only

VM1 and VM5 only

VM4 and VMS only

VM1, VM2, and VMS only

VM1, VM2, VM3, V4, and MMS

Answer:
Update1: ‘ Vv
Update2: | Vv
VM5 only
VM1 and VM5 only
VM1, VM2, and VM5 only
VM1, VM2, VM3)\ ¥Mdoand VMS
References:

https://docs.microsoft.com/en-us/azure/automation/automation-update-management

NEW QUESTION: 134
You have an Azure Active Directory (Azure AD) tenant named contoso1812.onmicrosoft.com that



contains the users shown in the following table.

Name Username Type
Userl Userl@contoso1812.onmicrosoft.com | Member
User2 User2@contoso1812.onmicrosoft.com | Member
: ! i~ MEBI3@cONt0s0181 2.onmicrosoft.com | Member
Usérd 2 dsera@outlook.com Guest

You create an Azure Information Protection label named Label1. The Protection settings for
Label1 are configured as shown in the exhibit. (Click the Exhibit tab.)

Protection
Contosol812 - Azure |n!arm:&- F‘er“ OSD-H:

Protections settings )

LHNCRSETLEEN]  HYOK (AD RMS)

Select the protection action type 'ﬁ
(®) Set permissions =
(O set user-defined pemssncm {ﬁre#tewl

USERS O PERMISSIONS

Auﬁantlut_o_dm;‘i" i Viewer
Usarlﬂmrﬁnﬁﬁl&ﬂ.unniaosuﬁ.mm Co-Author
User2@contosol1812.onmicrosoft.com Reviewer

+Add permissions

Label1 is applied to a file named File1.
For each of the following statements, select Yes if the statement is true, Otherwise, select No.
NOTE: Each correct selection is worth one point.



Stater drits 00t Yes

Userl can printFilel. ()

User3 canread Filel. ()

User4 can print Filel. )

Answer:

Statements Yes

Userl can print Filel. ()
User3 can read Filel. Q!

User4 can print Filelosof)

Explanation

o}

No



Microsoft
Statements Yes No

Userl can print Filel. ‘O O

User3 can read Filel. O‘ O

User4 can print Filel. ) ‘O'

NEW QUESTION: 135
Your company has two offices in Seattle and New York. Each office connects to the Internet by
using a NAT device. The offices use the IP addresses shown in the following table.

Location IP address space Public NAT segment
Seattle 10.10.0.0/16 190.15.1.0/24
New York 172.16.0.0/16 194.25.2.0/24

The company has an Azure Active Directory (Azure AD) tenant named contoso.com. The tenant
contains the users shown in the following table.

Name Multi-factor authentication
(MFA) status
User1 Enabled
User2 Enforced

The MFA service settings are configured as shown in the exhibit. (Click the Exhibit tab.)



For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
Yes

If User1 signs in to Azure from a device that uses an IP address of 134,18:14.10, User1 o
must be authenticated by using a phone.

If User2 signs in to Azure from a device inthe Seattle office, User2 must be authenticated o
by using the Microsoft Authenficator app.

If User2 signs in to Azurgffom Mlﬁrﬂ@ﬁ@fﬂtofﬁce, User1 must be authenticated O
by using a phone -
Answer:

BN N crosoft

]
f User1 signs in to Azure from a device that uses an IP address ui 134.18.14.10, User1 @
must be authenticated by using a phone.

If User2 signs in to Azure from a device in the Seattle office, User2 must be authenticated ')
by using the Microsoft Authenticator app.

f User2 signs in to Azure from a device in the New York office, User1 must be authenticated (O
W lsinn a nhona
Reference:

https://www.cayosoft.com/difference-enabling-enforcing-mfa/

NEW QUESTION: 136

You have an Azure subscription named Sub1.
You have an Azure Active Directory (Azure AD) group named Group1 that contains all the

No

o O

Ol @ ©



members of your IT team.

You need to ensure that the members of Group1 can stop, start, and restart the Azure virtual
machines in Sub1. The solution must use the principle of least privilege.

Which three actions should you perform in sequence? To answer, move the appropriate actions
from the list of actions to the answer area and arrange them in the correct order.

Actions

Create a JSON file.

Run the Update-AzureRmManagementGroup cmdlet,

Create an XML file.

Run the New-AzureRmRoleDefinition cmdlet.

Run the New-AzureRmRoleAssignment cmdlet.

I\ /|AnswerArea ¢,

Answer:

Actions

Create a JSON file. Il

Run the Update-AzureRmManagementGroup cmdlet.

i

Run the New-AzureRmRoleDefinitionemdiet:

Run the New-AzureRmRoleAssignment cmdlet.

Reference:

Answer Area

Creaté 3 JSON file.

» | Run the New-AzureRmRoleDefinition cmdlet.

Run the New-AzureRmRoleAssignment cmdlet.

https://www.petri.com/cloud-security-create-custom-rbac-role-microsoft-azure
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Special Discount: Freepdfdumps)

NEW QUESTION: 137

You have an Azure subscription that contains the virtual machines shown in the following table.


https://www.actual4test.com/AZ-500_examcollection.html

Name Resource group Status
VM1 RG1 Stopped (Deallocated)
VM2 RG2 Stopped (Deallocated)

You create the Azure policies shown in the following table.
Policy definition Resource type. Scope

Not allowed virtualMachines) " RG1

resource types i

Allowed resource wrtualuﬁﬁnes RG2

types &

AV
You create the resource locks shcp@h’me following table.
i..a{‘.r‘
Name Typé - | Created on
Lock1 Read-oniy | WM1,. . _
Lock2 Hg“g-only_ ket ft

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Answer Area Microsoft
Statements Yes No
You can start VM1. O O
You can start VIM2. O

You can create a virtual machine inRG2. O

Answer:
Answer Area
Statements Yes
You can start VM1. O
You can start VM2. O

You can create a virtual machine in*RC—ﬁﬂ i

Reference:

bsoft




https://docs.microsoft.com/en-us/azure/governance/blueprints/concepts/resource-locking

NEW QUESTION: 138

You plan to use Azure Resource Manager templates to perform multiple deployments of
identically configured Azure virtual machines. The password for the administrator account of each
deployment is stored as a secret in different Azure key vaults.

You need to identify a method to dynamically construct a resource ID that will designate the key
vault containing the appropriate secret during each deployment. The name of the key vault and
the name of the secret will be provided as inline parameters.

What should you use to construct the resource ID?

A. a key vault access policy

B. a linked template

C. a parameters file

D. an automation account

Answer: (SHOW ANSWER)

Section: [none]

Explanation:

You reference the key vault in the parameter file, not the template. The following image shows

how the parameter file references the secret and passes that value to the template.

CA Nzure
parameter file Key Vault]

E] references hi;ﬂj

secret

Reference:
https://docs.microsoft.com/en-us/azure/azure-resource-manager/resource-manager-keyvault-
parameter Testlet 1 This is a case study. Case studies are not timed separately. You can use as
much exam time as you would like to complete each case. However, there may be additional
case studies and sections on this exam. You must manage your time to ensure that you are able
to complete all questions included on this exam in the time provided.

To answer the questions included in a case study, you will need to reference information that is
provided in the case study. Case studies might contain exhibits and other resources that provide
more information about the scenario that is described in the case study. Each question is
independent of the other question on this case study.

At the end of this case study, a review screen will appear. This screen allows you to review your
answers and to make changes before you move to the next sections of the exam. After you begin
a new section, you cannot return to this section.

To start the case study

To display the first question on this case study, click the Next button. Use the buttons in the left

pane to explore the content of the case study before you answer the questions. Clicking these
buttons displays information such as business requirements, existing environment, and problem
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statements. If the case study has an All Information tab, note that the information displayed is
identical to the information displayed on the subsequent tabs. When you are ready to answer a
question, click the Question button to return to the question.

Overview

Litware, Inc. is a digital media company that has 500 employees in the Chicago area and 20
employees in the San Francisco area.

Existing Environment

Litware has an Azure subscription named Sub1 that has a subscription ID of
43894a43-17c2-4a39-8cfc-

3540c2653ef4.

Sub1 is associated to an Azure Active Directory (Azure AD) tenant named litwareinc.com. The
tenant contains the user objects and the device objects of all the Litware employees and their
devices. Each user is assigned an Azure AD Premium P2 license. Azure AD Privileged Identity
Management (PIM) is activated.

The tenant contains the groups shown in the following table.

Type Description
A group that has the Dynamic User membership type,
contains all the San Francisco users, and provides

Security group

access to many Azure AD applications and Azure
resources.

A group that has the Dynamic User membership type and
ontainsithe Chicago IT team

The Azure subscription contains the objects shown in the following table.

Security group

Name Type Description
VNet1 is a virtual network that contains
VNet1 ¥, oy P security-sensitive IT resources. VNet1

contains three subnets named Subnet0,

Subnet1, and AzureFirewallSubnet.

. . VMO is an Azure virtual machine that runs
NI CroatnT . Windows Server 2016, connectsto

o FVITLT LD Diistdatmachine Subnet0, and has just in time (JIT) VM

access configured.

VM1 is an Azure virtual machine that runs

VM1 Virtual machine Windows Server 2016 and connects to

Subent0.

SQLDB1 is an Azure SQL database on a

SQLDB1 ’E‘g':;: ESBQEL SQL Database server named
LitwareSQLServer1.
WebApp1 is an Azure web app that is
WebApp1 Web app accessible by using https://llitwareinc.com

and http://www.litwareinc.com.

Resource Group1 is a resource group that
contains VNet1, VMO, and VM1.
Resource Group2is a resource group that
contains shared IT resources.

Resource Group1 | Resource group

Resource Group2 | Resource group

Identity and Access Requirements



Azure Security Center is set to the Free tier.
Planned changes
Litware plans to deploy the Azure resources shown in the following table.

Name - _Type i Description
Firewall1 Fzure Flrewall An Azure firewall on VNet1.
A route table that will contain a route
RT1 Route table | pointing to Firewall1 as the default

_| gateway and will be assigned to SubnetQ.

AKS1 'E:Ega,] Kubemetas Satvice A managed AKS cluster

Litware identifies the following identity and access requirements:

* All San Francisco users and their devices must be members of Group1.

* The members of Group2 must be assigned the Contributor role to Resource Group2 by using a
permanent eligible assignment.

* Users must be prevented from registering applications in Azure AD and from consenting to
applications that access company information on the users' behalf.

Platform Protection Requirements

Litware identifies the following platform protection requirements:

* Microsoft Antimalware must be installed on the virtual machines in Resource Group1.

* The members of Group2 must be assigned the Azure Kubernetes Service Cluster Admin Role.
* Azure AD users must be to authenticate to AKS1 by using their Azure AD credentials.

* Following the implementation of the planned changes, the IT team must be able to connect to
VMO by using JIT VM access.

* A new custom RBAC role named Role1 must be used to delegate the administration of the
managed disks in Resource Group1. Role1 must be available only for Resource Group1.
Security Operations Requirements

Litware must be able to customize the operating system security configurations in Azure Security
Center.

Data and Application Requirements

Litware identifies the following data and applications requirements:

* The users in Group2 must be able to authenticate to SQLDB1 by using their Azure AD
credentials.

* WebApp1 must enforce mutual authentication.

General Requirements

Litware identifies the following general requirements:

* Whenever possible, administrative effort must be minimized.

* Whenever possible, use of automation must be minimized.

NEW QUESTION: 139
Use the following login credentials as needed:

To enter your username, place your cursor in the Sign in box and click on the username below.
To enter your password, place your cursor in the Enter password box and click on the password

below.



Azure Username: User1-10598168@ExamUsers.com

Azure Password: Ag1Bh9'#Bd

The following information is for technical support purposes only:
Lab Instance: 10598168
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You need to ensure that a user named user21059868 can manage the properties of the virtual

machines in the RG1lod10598168 resource group. The solution must use the principle of least
privilege.

To complete this task, sign in to the Azure portal.

Answer:

See the explanation below.

Explanation

1. In Azure portal, locate and select the RG1lod10598168 resource group.
2. Click Access control (IAM).



3. Click the Role assignments tab to view all the role assignments at this scope.
4. Click Add > Add role assignment to open the Add role assignment pane.

o+ add  EE Q) Refresh

Add role assignment : »
~nts  Deny assignments

Add co-administrator
Mariaye aLLEss (U ALUTE TesUUTLEs 10Ut USETS, Groups, Service princip:
creating role assignments. Learn mordilfh ¢

5. In the Role drop-down list, select the role Virtual Machine Contributor.Virtual Machine
Contributor lets you manage virtual machines, but not access to them, and not the virtual network
or storage account they're connected to.

6. In the Select list, select user user21059868

7. Click Save to assign the role.

Reference:
https://docs.microsoft.com/en-us/azure/role-based-access-control/role-assignments-portal

https://docs.microsoft.com/en-us/azure/role-based-access-control/built-in-roles#virtual-machine-
contributor

NEW QUESTION: 140

You have an Azure subscription named Sub1.

You have an Azure Active Directory (Azure AD) group named Group1 that contains all the
members of your IT team.

You need to ensure that the members of Group1 can stop, start, and restart the Azure virtual
machines in Sub1. The solution must use the principle of least privilege.

Which three actions should you perform in sequence? To answer, move the appropriate actions
from the list of actions to the answer area and arrange them in the correct order.

Answer Area
Actions ]

Create a JSON file.

Run the Update-AzureRmManagementGroup cmdlet.

Create an XML file.

Run the New-AzureRmRoleDefinition cmdlet.

Run the New-AzureRmRoleAssignment cmdlet.

Answer:



Answer Area

Actions 1
Tt

!;Create a JSON file. Freate 2 TSON file.

Run the Update-AzureRmmManagementGroup cmdiet. Run the New-AzureRmRoleDefinition cmdlet.

Create an XML file. :
Run the New-AzureRmRoleAssignment cmdlet.

Run the New-AzureRmRoleDefinition cmilet.

Run the New-AzureRmRoleAssignment cmdlet.

Reference:
https://www.petri.com/cloud-security-create-custom-rbac-role-microsoft-azure

NEW QUESTION: 141
Your company plans to create separate subscriptions for each department. Each subscription will
be associated to the same Azure Active Directory (Azure AD) tenant.

You need to configure each subscription to have the same role assignments.
What should you use?

A. Azure Security Center

B. Azure Blueprints

C. Azure AD Privileged Identity Management (PIM)

D. Azure Policy

Answer: B (LEAVE A REPLY)

Explanation
https://docs.microsoft.com/en-us/azure/governance/blueprints/overview#blueprint-definition
https://docs.microsoft.com/en-us/azure/governance/blueprints/overview

NEW QUESTION: 142
You have an Azure subscription named Sub 1 that is associated to an Azure Active Directory
(Azure AD) tenant named contoso.com. The tenant contains the users shown in the following

table.
| Name Role
Userl Global admindstrator
| User2 | Security administrator
| User3 Secunty reader
[ Userd  (Milicense-acnpipistratos

Each user is assigned an Azure AD Premium P2 license.

You plan lo onboard and configure Azure AD identity Protection.

Which users can onboard Azure AD Identity Protection, remediate users, and configure policies?
To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point
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Answer Area

Users who can onboard Azure AD Identity. Protection: [Usert only

Userl and User2 only

Userl, User 2, and User3 only

Userl, User 2, User3, and User 4 Cr‘|2-l

Users who can remediate users and configure policies: Juser! and User2 only

Userl and User3 only

User1, User 2. and User3 only
Userl, User 2. User3, and User 4

Answer:
Answer Area

Users who can onboard Azure AD Identity Protection: fusert ant

Wiser) and Wiserl only

User), User 2 ard Uiserd only

Ldger), Used 2 Userd and User 4 onby
Users who can remedfiatewsens and configure polies: Jiiser! and User? anly 1

LIger] sind Liers only

Uisar], Lser 2, arsd Lserd only

User] Liser 2 Userd and User 4

NEW QUESTION: 143

You have a hybrid configuration of Azure Active Directory (Azure AD).

All users have computers that run Windows 10 and are hybrid Azure AD joined.

You have an Azure SQL database that is configured to support Azure AD authentication.
Database developers must connect to the SQL database by using Microsoft SQL Server
Management Studio (SSMS) and authenticate by using their on-premises Active Directory
account.

You need to tell the developers which authentication method to use to connect to the SQL
database from SSMS. The solution must minimize authentication prompts.

Which authentication method should you instruct the developers to use?

A. SQL Login

B. Active Directory - Universal with MFA support

C. Active Directory - Integrated

D. Active Directory - Password

Answer: (SHOW ANSWER)

Azure AD can be the initial Azure AD managed domain. Azure AD can also be an on-premises
Active Directory Domain Services that is federated with the Azure AD.

Using an Azure AD identity to connect using SSMS or SSDT

The following procedures show you how to connect to a SQL database with an Azure AD identity
using SQL Server Management Studio or SQL Server Database Tools.

Active Directory integrated authentication

Use this method if you are logged in to Windows using your Azure Active Directory credentials
from a federated domain.

1. Start Management Studio or Data Tools and in the Connect to Server (or Connect to Database
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Engine) dialog box, in the Authentication box, select Active Directory - Integrated. No password is
isti entials will be presented for the i

SQL Server

Database Engine

tedus.database windows net

Active Directory - Integrated

DOMAIN\username

2. Select the Options button, and on the Connection Properties page, in the Connect to database
box, type the name of the user database you want to connect to. (The AD domain name or tenant
ID" option is only supported for Universal with MFA connection options, otherwise it is greyed
out.) Reference:
https://github.com/MicrosoftDocs/azure-docs/blob/master/articles/sql-database/sql-database-aad-
authentication-configure.md

NEW QUESTION: 144

You have a Azure subscription.

You enable Azure Active Directory (Azure AD) Privileged identify (PIM).

Your company's security policy for administrator accounts has the following conditions:
* The accounts must use multi-factor authentication (MFA).

* The account must use 20-character complex passwords.

* The passwords must be changed every 180 days.

* The account must be managed by using PIM.

You receive alerts about administrator who have not changed their password during the last 90
days.

You need to minimize the number of generated alerts.



Which PIM alert should you modify?
A. Roles don't require multi-factor authentication for activation.

B. Administrator aren't using their privileged roles

C. Roles are being assigned outside of Privileged identity Management

D. Potential stale accounts in a privileged role.

Answer: (SHOW ANSWER)

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-how-
to-configure-security-alerts?tabs=new

NEW QUESTION: 145

Lab Task

use the following login credentials as needed:

To enter your username, place your cursor in the Sign in box and click on the username below.
To enter your password. place your cursor in the Enter password box and click on the password
below.

Azure Username: Userl -28681041@ExamUsers.com

Azure Password: GpOAe4@IDg

If the Azure portal does not load successfully in the browser, press CTRL-K to reload the portal in
a new browser tab.

The following information is for technical support purposes only:

Lab Instance: 28681041

Task 3

The developers at your company plan to create a web app named App28681041 and to publish
the app to

https://www.contoso.com. You need to perform the following tasks:

* Ensure that App28681041 is registered to Azure AD.

* Generate a password for App28681041.

Answer:

Check below steps in explanation for Task.

Explanation

To register App28681041 to Azure AD and generate a password for it, you can follow these
steps:

In the Azure portal, search for and select Azure Active Directory.

In the left pane, select App registrations.

Select New registration.

In the Register an application pane, enter the following information:

Name: App28681041

Supported account types: Select the appropriate account types for your scenario.

Redirect URI: Leave this field blank.

Select Register.
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In the App registrations pane, select the newly created App28681041 application.
In the left pane, select Certificates & secrets.

Select New client secret.

In the Add a client secret pane, enter the following information:

Description: Enter a description for the client secret.

Expires: Select an appropriate expiration date for the client secret.

Select Add.

In the Certificates & secrets pane, copy the value of the newly created client secret.

You can find more information on this topic in the following Microsoft documentation: Quickstart:
Register an application with the Microsoft identity platform.

NEW QUESTION: 146

You have a network security group (NSG) bound to an Azure subnet.

You run Get-AzureRmNetworkSecurityRuleConfig and receive the output shown in the following
exhibit.



Name

Description

Protocol

SourcePortRange
DestinationPortRange
SourcelAddressPrefix
DestinationAddressPrefix
SourceBpplicationSecurityGroups
DestinationBpplicationSecurityGroups
Access

Priority

Direction

Name

ProvisionIngState

Description

Protocol

SourcePortRange
DestinationPortRange
SourceAddressPrefix
DestinationAddressPrefix
SourcelApplicationSecurityGroups
DestinationfApplicationSecurityGroups
Access

Priority

Direction

Name

Description

Protocol

SourcePortRange
DestinationPortRange
SourceBAddressPrefix
DestinationAddressPrefix
SourcefApplicationSecurityGroups
DestinationfpplicationSecurityGroups
Access

Priority

Direction

DenyStorageAccess

*
¥}

=3

B
{Storage}
[]

[]
Deny

105
Outbound

StorageEA2Allow
Succeeded

*

{*}

{443)

{3
{SEorage/EastUsS2)
8] |

(1]

Allow

104

Outbound

Contoso_ETP

TCP
%3

{21}
{1.2.3.4/32)
{10.0.0.5/32)
[]
[]

Allow

504

Inbound

Use the drop-down menus to select the answer choice that completes each statement based on
the information presented in the graphic.
NOTE: Each correct selection is worth one point.




Traffic destined for an Azure Storage account is [answer choice]. [ v

able to'connect to East US

able to connect to East US 2

able to connect to West Europe
prevented from connecting to all regions

FTP connections from 1.2.3.4 t0 10.0.0,10/32 are [answer choice]. v
allowed
dropped
forwardéd-? 7 |
Answer:
Traffic destined for an Azure Storage account is [answer choice]. v

able to connect to East US

prevented from connecting to all regions

FTP connections from 1.2.3.4 t0-10.0.0.10/32 are [answer choice]. v
Fallgw_gd_l
dropped
forwarded
Explanation
Traffic destined for an Azure Storage account is [answer choice]. l v

able to connect to East US

able to connect to East US 2

able to connect to West Europe
prevented from connecting to all regions

FTP connections from 1.2.3.4 t0 10.0.0.10/32 are"{answer choice]. v
allowed
v \ ~ 1 7~ 49enpeds
vil " Prorviardéd

Box 1: able to connect to East US 2

The StorageEA2Allow has DestinationAddressPrefix {Storage/EastUS2}

Box 2: allowed

TCP Port 21 controls the FTP session. Contoso_FTP has SourceAddressPrefix {1.2.3.4/32} and
DestinationAddressPrefix {10.0.0.5/32} Note:

The Get-AzureRmNetworkSecurityRuleConfig cmdlet gets a network security rule configuration
for an Azure network security group.

Security rules in network security groups enable you to filter the type of network traffic that can
flow in and out of virtual network subnets and network interfaces.

Reference:




https://docs.microsoft.com/en-us/azure/virtual-network/manage-network-security-group

NEW QUESTION: 147
You have an Azure Container Registry named Registry1.
You add role assignment for Registry1 as shown in the following table.

“Role
AcrPush
AcrPull
AcrimageSigner
Contributor

Which users can upload images to Registry1 and download images from Registry1? To answer,
select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Upload images:

User1 only

User1 and User4 only

User1, User3. and User4
User1, User2, User3, and User4

Download images: I v

User2 only

User1 and User2 only
User2 ad User4 only
Useri, User2, and User4

User' (dé2rusec3fénd User4

Answer:



Viicrosoft
Upload '|ﬂ*ﬂ!¢gl|¢;&;:"'r - ) v
User1 only
User1 and Userd4 only
User1, Userd;and User4
User1, User2, User3, and User4

Download images: A% v
User2 only

User1 and User2 only

User2 ad User4 only

User1, User2, and User4

UserT, UserZ, Userd, and Userd

Reference:
https://docs.microsoft.com/bs-latn-ba/azure/container-registry/container-registry-roles

NEW QUESTION: 148
You have two Azure virtual machines in the East US2 region as shown in the following table.

Name Operating system Type Tier
VM1 Windows Server 2008 R2 A3 Basic
VM2 Ubuntu 16.04-DAILY-LTS Lds Standard

You deploy and configure an Azure Key vault.

You need to ensure that you can enable Azure Disk Encryption on VM1 and VM2.

What should you modify on each virtual machine? To answer, select the appropriate options in
the answer area.

NOTE: Each correct selection is worth one point.

VM1: v
The operating system version

The tier _

The type Microsoft

M2 | oe® v
The operating system version

The tier

The type

Answer:



VM1: v
The operating system versmn

he tier _ G i |

The type W IVITCTOS O]

43

RO .
w2 | oY v
The operati ng system version

The tier
The type

Reference:
https://docs.microsoft.com/en-us/azure/virtual-machines/windows/generation-2#generation-1-vs-
generation-2-capabilities

NEW QUESTION: 149

You have an Azure Active Directory (Azure AD) tenant named contoso.com that contains the
users shown in the following table.

Contoso.com contains a group naming policy. The policy has a custom blocked word list rule that
includes the word Contoso.

Which users can create a group named Contoso Sales in contoso.com? To answer, select the
appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Jsers who can create a secunity group named Contoso Sales: w
Admin1 only

Admin1 and Admin2 only
Admin1 and Admin3 only
Admin1, Admin2, and Admin3

Jsers who can create an Office 365 group namedContoso Sales: v
Admin1 only
Admint and Admin2 only
- L Admin1 and Admin3 only
1 CJading, Adimin2, and Admin3

Answer:



Users who can create a security group named Contoso Sales:

Admim only

Admin1, Admin2, and Adm|n3

Users who can create an Office 365 group namied.Contoso Sales:

Admin1 only
Admim and Admin2 only

Wﬂ HC L?"'Qd - Admin2, and Adm|n3

Explanation

Users who can create a security group named Contoso Salest ' P‘/ri | ‘: rC" S O | i:
Admin_only

_Mﬁp1 and AdminZ only
| Admin1 and Admin3 only
Admini, Admin2, and Admin3

Users who can create an Office 365 group named Contoso Sales: -
Admini only

Admin1 and Admin2 anly
Admin1 and Admin3 only
Admini, AdminZ, and Admin3

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/groups-naming-policy

NEW QUESTION: 150
You have an Azure Subscription that is linked to an Azure Active Directory (Azure AD). The
tenant contains the users shown in the following table.

| Name | Role Member of
User) Security administrator | Groug?
Userd MWetwork Contributor | Groupd
Userd | Key Vault Contiibuter | Group!, Groupd

You have an Azure key vault named Vault1 that has Purge protection set to Disabled. Vault1
contains the access policies shown in the following table.

Groupl | Purge
Groupd l Sedect all

You create role assignments for Vault1 as shown in the following table.
Name | Role
Userl | Naone

Userd | Key Vaull Reades
Userd | User Access Administralor

Purge Purge
Select all Select ol

For each of the following statements, Yes if the statement is true, Otherwise, select No.
NOTE: Each correct selection is worth one point.



Statements Yes
User? can set Pugge pgtection to Enable for Vault!

User2 qurfeunidgure firewalls and virtual networks for Vault1

Fnl-r-ﬂ to Vaultl

Answer:
Argwer Area

Statements Yes

User! can set Purge protection to Enable for Vault! n

User Can configure fuewalls and virtual networks 1o Vaulll

% poic 0 N s
DD Soqugmecess pocec 1o vaut ﬁ
= LY ' B “y | ||
viilN e P .

| 9

NEW QUESTION: 151

You need to configure SQLDB1 to meet the data and application requirements.

Which three actions should you recommend be performed in sequence? To answer, move the
appropriate actions from the list of actions to the answer area and arrange them in the correct

order.

Actions Answer Area

From the Azure portal, create an
Azure AD administrator for
LitwareSQLServer1

| In SQLDBA1, create contained
| database users

| Connect ip SQLDB1 b
I Mla:'rggl‘l m%%&@&mmm © @
' Studio (SSMS). @ @

In Azure AD, create a system-assigned |
managed identity

In Azure AD, create a user-assigned
managed identity.

Answer:



Statements Yes No

Users from the Contoso named location must use multi-factor O !
authentication (MFA) to access the Azure portal. '

Users from the Contoso named locatief mibt s eniulti-factor O
authentication (MFA] to@acféss the Wweb services hosted in the Azure
subsfr_i_ptiun.

Users external to the Contoso named location must use multi-factor () IO !
authentication (MFA) to access the Azure portal. '

Explanation

From the Azure portal, create an Azure AD administrator for LitwareSQLServer1 Connect to
SQLDB1 by using SSMS In SQLDB1, create contained database users
https://www.youtube.com/watch?v=pEPyPsGEevw
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NEW QUESTION: 152
You have the Azure key vaults shown in the following table.

Name | Locati~1\| /Azurelsubscription name

KV1 West US Subscription

KV2 West US SubscriptionT

KV3 East US Subscription

KV4 West US Subscription?2

KV5 East US Subscription2

KV1 stores a secret named Secret1 and a key for a managed storage account named Key1.
You back up Secret1 and Key1.

To which key vaults can you restore each backup? To answer, select the appropriate options in
the answer area.

NOTE: Each correct selection is worth one point.


https://www.actual4test.com/AZ-500_examcollection.html

You can restore the Secret1 backup to: v
KV1 only

KV1 and KV2 only

KV1, KV2 and KV3 only

KV1, KV2 and KV4 only

KV1, KV2, KV3,KV4, and KV5

You can restore the Key1 backup to: | ' v

KV1 only

KV1 and KV2 only

KV1, KV2 and KV3 only

KV1, KV2 and KV4 only

KV1, KV2, KV3, KV4, and KV5

Answer:

You can restore the Secret1 backup to: v
KV1 only
KV1 and KV2 only
JKV1, KV2 and K73 oply
KV1, KV2 aagricva eali- T
KVT,KV2; KV3, KV4, and KV5

You can restore the Key backup to: v

KV1 only
KV1 and KV2 only

IKV1, KV2 and KV3 only

KV1, KV2 and KV4 only
KV1, KV2, KV3, KV4, and KV5

NEW QUESTION: 153

On Monday, you configure an email notification in Azure Security Center to email notifications to
user1@contoso.com.

On Tuesday, Security Center generates the security alerts shown in the following table.



Time Description Severity
01:00 | Failed RDP brute force attack Medium
01:01 | Successful RDP brute force attack High
06:10 | Suspicious process executed High
09:00 | Malicious SQL activity High
11:15 | Network communication with a malicious machine detected | Low
13:30 | Suspicious process executed High
14:00 | Failed RDP brute force attack Medium
16:01 | Successful RDP brute force attack High
23:20 | Possible outgoing spam activity detected Low
23:25 | Modified system binary ﬂiﬂ:pyemdm ﬂv&p file High
2330 | Malicious SOL activity Hiah

How many email notifications will user1@contoso.com receive on Tuesday? To answer, select
the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
‘'otal number of Security Center email Hotifi

bruté foer a%(]ﬁ ggg t

v
1
2
3
4

Total number of Security Center email notifications on Tuesday: v
3
4
6
9

11

Answer:




Total number of Security Center email notifications about an RDP
brute force attack on Tuesday:

Microsoft

Total number of Security Center email notifications on Tuesday:

Reference:
https://docs.microsoft.com/en-us/azure/security-center/security-center-provide-security-contact-
details

NEW QUESTION: 154

You create an Azure subscription.

You need to ensure that you can use Azure Active Directory (Azure AD) Privileged Identity
Management (PIM) to secure Azure AD roles.

Which three actions should you perform in sequence? To answer, move the appropriate actions

from the list of actions to the answer area and arrange them in the correct order.
Actions Answer Area

Verify your identity by using multi-factor
authentication (MFA).

Consent to PIM.

Sign up PIM for Azure AD roles. r .I i

Discover privileged roles.  _..

Discover resources‘j M | C I’Q SO ft

Answer:

©O




Answer Area

| Consent to PIk

Vernly your identity By wsing mmulti-faoios
authentcation (MEA)

|-Su;|n up P for Azure AD rodes

1 - Consent to PIM
2 - Verify your identity by using multi-factor authentication (MFA)

3 - Sign up PIM for Azure AD roles

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-
getting-started

NEW QUESTION: 155

You have an Azure subscription that contains an Azure key vault and an Azure Storage account.
The key vault contains customer-managed keys. The storage account is configured to use the
customer-managed keys stored In the key vault.

You plan to store data in Azure by using the following services:

* Azure Files

* Azure Blob storage

* Azure Log Analytics

* Azure Table storage

* Azure Queue storage

Which two services data encryption by using the keys stored in the key vault? Each correct
answer present a complete solution.

NOTE: Each correct selection is worth one point.

A. Queue storage

B. Blob storage

C. Azure Files

D. Table storage

Answer: A,B (LEAVE A REPLY)

NEW QUESTION: 156

You create an alert rule that has the following settings:

* Resource: RG1

* Condition: All Administrative operations

* Actions: Action groups configured for this alert rule: ActionGroup1
* Alert rule name: Alert1

You create an action rule that has the following settings:

* Scope: VM1

* Filter criteria: Resource Type = "Virtual Machines"

* Define on this scope: Suppression
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* Suppression config: From now (always)
* Name: ActionRule1

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

Note: Each correct selection is worth one point.
Statenjelits rOSOT1 Yes
If you start VM1, an alert is triggered. Q

If you start VM2, an alertiis triggered. O

If you add a tag to RG1, an alert is triggered. &)

Answer:
Answer Area
Tools farContainer1: |
Tools for Share1:
& ‘Microsoft
Explanation

Statements

If you start VM1, an alert is triggered.

If you start VM2, an alert is triggered.

[Ropocopy.exe . .
Azure Storage Explorer |
File Explorer

[Robocopyexe _
Azure Storage Explorer

File Explorer

Yes

O

O

If you add a tag to RG1, an alertis tri_gggrgq,ﬁgﬁ

I W AR

Box 1:

The scope for the action rule is set to VM1 and is set to suppress alerts indefinitely.

Box 2:



The scope for the action rule is not set to VM2.

Box 3:

Adding a tag is not an administrative operation.

References:
https://docs.microsoft.com/en-us/azure/azure-monitor/platform/alerts-activity-log
https://docs.microsoft.com/en-us/azure/azure-monitor/platform/alerts-action-rules

NEW QUESTION: 157
You have an Azure Active Directory (Azure AD) tenant that contains the users shown in the
following table.

Group?2
Group1, Group?2

From Azure AD Privileged Identity Management (PIM), you configure the settings for the Security
Administrator role as shown in the followina exhibit.
Settings =

B} ) L X
= Vicrosoft
Assignment
|F_$ Allow permanent ehigible assignment
Expire ehgible assignments after
| 3 Months b J

l?]Mmpmwnemacﬁwaﬁigmm

E xparg actnre assignments allter

1 Month b
l |

|___| Require Arure Multi-Factor Authentication on active assignment

[?J Require justification on active assignment

Activation

Actnation-maamum durabion (hours)
---0------------------ 5

[_] require Azure Multi-Factor Authentication on activation

[ ] require justification on activation

|:| Require ticket information on activation

|| require approval to activate

E
Ll

No member or group selected

From PIM, you assign the Security Administrator role to the following groups:



Group1: Active assignment type, permanently assigned

Group2: Eligible assignment type, permanently eligible

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

StatGI'HEHtS . Yes No
User1 can only activate the Security Administrator role in O O
five hours.
If User2 activates the Security Administrator role, the user O O
will be assigned the role immediately.
User3 can activate the Security Administrator role. & O

Answer:
Statements Yes No

User1 can only activate the Security Administrator role in O
five hours.

If User2 activates the Security Administrator role, the use@ O

will be assigned the role immediately.

User3 can activate the SB;@"IW Adfinistrator-role! @ ()
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-
configure

https://docs.microsoft.com/bs-cyrl-ba/azure/active-directory/privileged-identity-management/pim-
resource-roles-configure-role-settings

NEW QUESTION: 158

You have an Azure subscription that has a managed identity named identity and is linked to an
Azure Active Directory (Azure AD) tenant. The tenant contains the resources shown in the
following table.

Which resources can be added to AUl and AU2? To answer, select the appropriate options in the
answer area.

Name Type Assigned object
ALl Administrative unit LUiser), Group

ALl Admirusirairee wml MNonc

Jugrl | User Mot applicable

aroupl | Security group Mot applicable

Groupd | Microsolt 365 group Mot applicable

Which resources can be added to AU1 and AU2? To answer, select the appropriate options in the



answer area.

NOTE: Each correct selection is worth one point.
Argwer Area

2 [
AL onby

Giowpd only

ldentity 1 ondy

AL2 and Groupd only
Groupd and Identity | only

ALI2

Identity | ondy

AL andd [dentity only

Group and Groupd only

AN, Group? and identity 1 only
Growp T, Groupd and Liser 1 only

Answer:
Answer Area

. [
ALL only

olip only

lgentity 1 only

ALZ and Groupd only

IOUDS and Igentity 1 onty

..
Identty 1 only
e _ AL and |dentityl only

A L J Group1 and Group2 only
AL, Group? and Identity 1 only
FJIUL.[.' Gioups and User T only

NEW QUESTION: 159
You have an Azure virtual machines shown in the following table.

Name Operating system Region Resource group
VM1 Windows Server 2012 EastUS RG1
: West
VM2 Windows Server 2012 R2 Europe RG1
West
VM3 Windows Server 201 6 b _ Eurt:_p a RG2
VM4 Red Hat Enterpric - Unux 74~ TEASLUS RG2

You create an Azure Log Analytics workspace named Analytics1 in RG1 in the East US region.
Which virtual machines can be enrolled in Analytics1?

A. VM1 only

B. VM1, VM2, and VM3 only

C. VM1, VM2, VM3, and VM4

D. VM1 and VM4 only

Answer: A (LEAVE A REPLY)

Note: Create a workspace

* In the Azure portal, click All services. In the list of resources, type Log Analytics. As you begin
typing, the list

filters based on your input. Select Log Analytics.

* Click Create, and then select choices for the following items:
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Provide a name for the new Log Analytics workspace, such as DefaultLAWorkspace. OMS
workspaces are

now referred to as Log Analytics workspaces.

Select a Subscription to link to by selecting from the drop-down list if the default selected is not
appropriate.

For Resource Group, select an existing resource group that contains one or more Azure virtual
machines.

Select the Location your VMs are deployed to. For additional information, see which regions Log
Analytics is

available in.

Incorrect Answers:

B, C: A Log Analytics workspace provides a geographic location for data storage. VM2 and VM3
are ata

different location.

D: VM4 is a different resource group.

References:

https://docs.microsoft.com/en-us/azure/azure-monitor/platform/manage-access

NEW QUESTION: 160

You need to meet the identity and access requirements for Group1.

What should you do?

A. Add a membership rule to Group1.

B. Delete Group1. Create a new group named Group1 that has a membership type of Office 365.
Add users and devices to the group.

C. Modify the membership rule of Group1.

D. Change the membership type of Group1 to Assigned. Create two groups that have dynamic
memberships. Add the new groups to Group1.

Answer: (SHOW ANSWER)

Explanation
https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/groups-dynamic-
membership Scenario:

Litware identifies the following identity and access requirements: All San Francisco users and
their devices must be members of Group1.

The tenant currently contain this group:

Type T _ . _Description _

A_E}EUFTIHEI- Has the Dynamic User me mbersh iptype.

contains allthe San Francisco users, and provides
accessto many Azure AD applications and Azure
résources. S ] o

Sacurity group

References:
https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/groups-dynamic-
membership
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/active-directory-groups-
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create-azure-porta

NEW QUESTION: 161

You have an Azure AD tenant that contains 500 users and an administrative unit named AU1.
From the Azure Active Directory admin center, you plan to add the users to AU1 by using Bulk
add members.

You need to create and upload a file for the bulk add.

What should you include in the file?

A. Only the user principal name (UPN) and display name of each user
B. only the display name of each user

C. only the object identifier of each user

D. only the user principal name (UPN) and object identifier of each user
E. only the user principal name (UPN) of each user

Answer: (SHOW ANSWER)

NEW QUESTION: 162

You suspect that users are attempting to sign in to resources to which they have no access.

You need to create an Azure Log Analytics query to identify failed user sign-in attempts from the
last three days. The results must only show users who had more than five failed sign-in attempts.
How should you configure the query? To answer, select the appropriate options in the answer
area.

NOTE: Each correct selection is worth one point.

et timeframe = 3d;

ecurityEvent
where TimeGenerated > ago (3d)
where AcccountType == ‘User’ and | W ==4625
ActivitylD
DataType
EventlD
QuantityUnit
Summarie failed login_ attempts= v

Count(),

Countif(),

Makeset(),

Split(),

latest failed login=arg max (TimeGenerated by Accoun
ralnm e Ema T aad T o an s s - c

Answer:


https://www.freepdfdumps.com/Microsoft.AZ-500.v2024-03-29.q215.html

let timeframe = 3d;
SecurityEvent
| where TimeGenerated > ago (3d}
| where AcccountType == '‘User’ and W ==4625%5
ActivitylDy
DataType
EventiD
QuantityUnit
| Summarie failed login attempts= v
Lountl ),
Counill),
Makeset(),
Spht(),
latest_failed legin=arg_max (TimeGenerated by Account
| where failed login attempts > §

Explanation:
The following example identifies user accounts that failed to log in more than five times in the last

day, and when they last attempted to log in.

let timeframe = 1d;

SecurityEvent

| where TimeGenerated > ago(1d)

| where AccountType == 'User' and EventID == 4625 // 4625 - failed log in
| summarize failed_login_attempts=count(), latest_failed_login=arg_max(TimeGenerated,
Account) by Account

| where failed_login_attempts > 5

| project-away Account1

References:
https://docs.microsoft.com/en-us/azure/azure-monitor/log-query/examples

NEW QUESTION: 163

You have an Azure subscription.

You need to create and deploy an Azure policy that meets the following requirements:

When a new virtual machine is deployed, automatically install a custom security extension.
Trigger an autogenerated remediation task for non-compliant virtual machines to install the
extension.

What should you include in the policy? To answer, select the appropriate options in the answer
area.

NOTE: Each correct selection is worth one point.



Definition effect:

Assignment remediation task:

Answer:

Definition effect:

Microsoft

Assignment remediation task:

Append
DeployifNotExists
EnforceOPAConstraint
EnforceRegoPolicy
Modify

v

A managed identity that has the Contributor role
A rrﬁaged ldenltty that has the User Access Administrator role
ngipalthe tributor role

DeploydiotExists
EnforceOPAConsfraint
EnforceRegoPolicy

 Modify

v

1A managed identity that has the Contributor role

Explanation

A managed identity that has the User Access Administrator role
A service principal that has the Contributor role
A service principal that has the User Access Administrator role

Definition effect:

Assignment remediation task:

= Mimosoft
Append

DeploylfNotExists
EnforceOPAConstraint
EnforceRegoPolicy _ .

Modify

v

A managed identity that has the Contributor role

A managed identity that has the User Access Administrator role
A service principal that has the Contributor role

A service principal that has the User Access Administrator role

Reference:

https://docs.microsoft.com/en-us/azure/governance/policy/how-to/remediate-resources

NEW QUESTION: 164

You network contains an on-premises Active Directory domain that syncs to an Azure Active



Directory (Azure AD) tenant. The tenant contains the users shown in the following table.

Azure AD E ™ ICI'OSO

Azure AD
On-premises Active Directory

The tenant contains the groups shown in the following table.

Name Members
Groupl Userl, User2, User3
Group?2 User?2

You configure a multi-factor authentication (MFA) registration policy that and the following
settings:

* Assignments:

* Include: Group1

* Exclude Group2

Controls: Require Azure MFA registration

Enforce Policy: On

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

M . t Statements Yes No
Userl will be pr[o%igngétgconﬁgure MFA registration during

the user’s next Azure AD authentication. O @)
User2 must configure MFA during the user’s next Azure AD

authentication. O O
User3 will be prompted to configure MFA registration during

the user’s next Azure AD authentication. O O
Answer:

Actions i C ro S Oft

Create a JSON file.

- — —

Run the Update-AzureRmManagementGroup cmdlet.

Run the New-AzureRmRoleDefinition cmdlet.

Create an XML file.
Run the New-AzureRmRoleAssignment cmdlet.

Run the New-AzureRmRoleDefinition cmdlet.

Run the New-AzureRmRoleAssignment cmdlet.

Explanation



Statements Yes No

Userl will be promptlcd to configure MFA registration during
the user’s next Azure AD authentication. O O

User2 must configure MFA during the user’s next Azure AD
authentication. O O

User3 will be prompted to configure MFA registration during
the user’s next Azure AD authentication. O O

NEW QUESTION: 165

You need to ensure that connections from the Internet to VNET 1\subnetO are allowed only over
TCP port

7777. The solution must use only currently deployed resources.

Answer:

see the task answer with step by step below:

You need to configure the Network Security Group that is associated with subnetO.

1. In the Azure portal, type Virtual Networks in the search box, select Virtual Networks from the
search results then select VNET1. Alternatively, browse to Virtual Networks in the left navigation
pane.

2. In the properties of VNET1, click on Subnets. This will display the subnets in VNET1 and the
Network Security Group associated to each subnet. Note the name of the Network Security
Group associated to SubnetO.

3. Type Network Security Groups into the search box and select the Network Security Group
associated with SubnetO.

4. In the properties of the Network Security Group, click on Inbound Security Rules.

5. Click the Add button to add a new rule.

6. In the Source field, select Service Tag.

7. In the Source Service Tag field, select Internet.

8. Leave the Source port ranges and Destination field as the default values (* and All).

9. In the Destination port ranges field, enter 7777.

10.Change the Protocol to TCP.

11.Leave the Action option as Allow.

12.Change the Periority to 100.

13.Change the Name from the default Port_8080 to something more descriptive such as
Allow_TCP_7777_from_Internet. The name cannot contain spaces.

14.Click the Add button to save the new rule.

NEW QUESTION: 166
You have an Azure subscription. The subscription contains Azure virtual machines that run
Windows Server 2016.



You need to implement a policy to ensure that each virtual machine has a custom antimalware
virtual machine extension installed.

How should you complete the policy? To answer, select the appropriate options in the answer
area.

NOTE: Each correct selection is worth one point.
i

wiE» 1 |
wallog~: [
{
“fieldy : “typa",
Yogquals”: “"Microsoft.Compute/virtualMachines'’
I
i

“fioeld” : "Microsoft.Compute/imagoSKu~,
“gguals® : "20l6-Datacentarc”,
I
m ome
- A LAYIR T,
Enbod | B0 WO L
“gffaot” : = Yy

oy

Deny
DeplovifNotExsts

wdatalls> : t

“type” : *Microsoft.GuestGonfiguration/guestConfigurationAssignments”
“rolaDefinitionsldsy : [

wfproviders/microsoft . authorization/rolaDefinlitions/1234567T8-1234-56T78-abod-012345678910*
1.

“nama® : “oustomExtonsion®,
“daploymeant® : |
“proparkties~ @ |
*modde”: “incremental”.
"parametears” @ |
b,
i ' W
exsienceondilion
resoces
lemplate

Answer:



nife |
wallofy: |
{
aflald® : “typa~©,
Yagquals®: "Mlorosoft.SompubtefvlrboalMach] noes*
1
{

“fiald” ; "Microscft. Corupant i EmagaiEu”

“aquals® : *20lG-Datacentas®,

"gfleokt™ i * ' i
[Appera

Dhiry |
Deplowibiote xats ]

rdatalls~ @ |
“type® : “Microsoft.GuestGonfigurationfguestCont igurablionhssignments®,
“rolapsfinitionsIds~* o |
=fproviders/mioroscoflt . authorigition/ooleDaf inltions /1 23456 7A=1 234 =567 -abod=-01 23456789 O~

“namm® 1 “custonExtanmlon®
“elap ] oymantF s
spropacilas” T [

“mda*: *incramental”.
“parasatears® 1 |

1.

n

Ty e e Y

IS0 oes

pemplate 1

Reference:
https://docs.microsoft.com/en-us/azure/governance/policy/concepts/effects
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NEW QUESTION: 167

You need to meet the technical requirements for the finance department users.
Which CAPolicy1 settings should you modify?

A. Cloud apps or actions

B. Conditions

C. Grant

D. Session

Answer: D (LEAVE A REPLY)

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/howto-conditional-



https://www.actual4test.com/AZ-500_examcollection.html
https://www.freepdfdumps.com/Microsoft.AZ-500.v2024-03-29.q215.html

access-session-lifetime

NEW QUESTION: 168

You need to configure SQLDB1 to meet the data and application requirements.
Which three actions should you recommend be performed in sequence? To answer, move the
appropriate actions from the list of actions to the answer area and arrange them in the correct

order.

Actions

From the Azure portal, create an
Azure AD administrator for
LitwareSQLServer1.

In SQLDB1, create contained
database users.

i
L M = B
1| ‘? . I é

=) N v
|

il\_b‘ |

Conne:ct to SOLD§ smg
Microsoft SQL Server Management
Studio (SSMS).

managed identity.

In Azure AD, create a system-assigned

In Azure AD, create a user-assigned
managed identity.

o

Answer Area

©

Answer:

ANSWor Aarca

Explanation

MNSGs

Virtual machines:

SHEIonly— — — — 4
INSGL and NSG4 paly
NSG2, NSG3, and N5G4

Vi3 r:unlv,f

VMI V'\«'l 2, and VM4 only |
VM2, VM3, and VML only”
VM, VM2, VM3, and VM4

From the Azure portal, create an Azure AD administrator for LitwareSQLServer1 Connect to

SQLDB1 by using SSMS In SQLDB1, create contained database users
https://www.youtube.com/watch?v=pEPyPsGEevw




NEW QUESTION: 169

You have an Azure Kubernetes Service (AKS) cluster that will connect to an Azure Container
Registry.

You need to use automatically generated service principal for the AKS cluster to authenticate to
the Azure Container Registry.

What should you create?

A. a secret in Azure Key Vault

B. a role assignment

C. an Azure Active Directory (Azure AD) user

D. an Azure Active Directory (Azure AD) group

Answer: B (LEAVE A REPLY)

Reference:

https://docs.microsoft.com/en-us/azure/aks/kubernetes-service-principal

NEW QUESTION: 170

You are implementing conditional access policies.

You must evaluate the existing Azure Active Directory (Azure AD) risk events and risk levels to
configure and implement the policies.

You need to identify the risk level of the following risk events:

Users with leaked credentials

Impossible travel to atypical locations

Sign ins from IP addresses with suspicious activity

Which level should you identify for each risk event? To answer, drag the appropriate levels to the
correct risk events. Each level may be used once, more than once, or not at all. You may need to
drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Levels Answer Area

HIgh | impossible travel to atypical locations:

Low | Users with leaked credentials:

Medium | Signins frénfllR-addresse with suspicious activity: |

Answer:


https://www.freepdfdumps.com/Microsoft.AZ-500.v2024-03-29.q215.html

Answer Area

Impossible travel to atypical lacations: | M;d;u?nﬂ

Users with leaked credentials: ﬂ High

‘Medium _@ajgn rin&nr{%ag%e es with suspicious activity: {:Mfﬂl”,,m i

Explanation

Medium

High

Medium

Refer
https://docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/concept-risk-
events#sign-ins-from-ip

NEW QUESTION: 171
You have an Azure subscription that contains an Azure key vault. The role assignments for the
key vault are shown in the following exhibit.

[ =
| VT
“RoleAssignmentId™: “3336fcbf-33d8-4cBa-BSbo-dBeddo64762b", [ I C ro S O
“Scope”™: "/subscriptions/76c42af2-badd-48Fd-bfib-deITbaaa?ffa™, ‘
“DisplayName™: “Userl™, !
“Signinlase™: “Userlfcontoso.com™,
“RoleDefinitioniame™: “Owner",

}!
{
“RoleAssignmentId™: "9d080a14-246¢-4560-8b8b-077bfec227¢",
“Scope”: "/subscriptions/76c42af2-badd-48Fd-bfib-dei7basa?ffa/resourceGroups/RG1/providers/MiErosoft . KeyVault /vaults/KeyVaultl™,
"DisplayName™: “User2”,
“signinhame™: “User2ficontoso.com™,
“RoleDefinitionhame™: “Key Vault Crypto Offlcer™,
“RoleAssignmentld™: "¢
“Scope™: "/[subscriptions//ocazari-pava-aEro-0tAD-GESIDARA /BT A rRSOUrCeLrOUPS/ KU/ providers/MICrosoTt  KeyVault/vaults/Keyvaultl -,
“PisplayName™: “User3™,
"Signlnlape”: “User3§coptoso,comt,
"R fin =1 THey Vault  Secrets Officer™,
).
{
“RoleAssignmentId™: “fled46302-¢5d0-4519-9ee7-128504e0a97¢",
"Scope™: "/subscriptions/76c42af2-badd-48Fd-bfIb-dedTbaaa7ffa/resourceGroups/RG3/providers/Microsoft . KeyVault/vaults/KeyVaultl/keys/Keyl™,
“DisplayName™: “Userd”™,
“signiohgee™: “Userdf§contoso.com”,
w fin ame™: “Ney Vault Administrator”,
)

]
Use the drop-down menus to select the answer choice that completes each statement based on

the information presented in the graphic. NOTE: Each correct selection is worth one point.

Answer Arca ':IT' =
s=\icrosoft
[Answer cholce] can create Ite'_.\sm ¥ key vault. -

[Answer choice] can-i;:iua'!e secrets in the key vault, -




Answer:

Answer is as image below.
Answer Area

Microsoft

[Answer cholce] can create keys in the key vaull. | Only ler$ and Liserd

[Answer cholce] can create secréts in the key vault. | Only Userl and User3 >

NEW QUESTION: 172
You have an Azure Active Directory (Azure AD) tenant named contoso.com that contains the
users shown in the following table.

Name Role
Admin1 Global administrator
Admin2 Group administrator
Admin3 User administrator

Contoso.com contains a group naming policy. The policy has a custom blocked word list rule that
includes the word Contoso.

Which users can create a group named Contoso Sales in contoso.com? To answer, select the
appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Users who can create a security group named Contoso Sales: v
Admin1 only
Admin1 and Admin2 only
Lb%\/sf ICrOSO L, [ Admin1 and Admin3 only
‘Admin1, Admin2, and Admin3
Users who can create an Office 365 group named Contoso Sales: v
Admin1 only

Admin1 and Admin2 only
Admin1 and Admin3 only
Admin1, Admin2, and Admin3

Answer:

Users who can create a security group named Contoso Sales:

Admin only

Admini and Admin2 only
|Admin1 and Admin3 only
Admin1, Admin2, and Admin3 |

Users who can create an Office 365 group hamed-Conloso Sales: -
Admini only

Admint and Admin2 only
Admin1 and Admin3 only |
Admini, Admin2, and Admin3

VITLT USUTL

Reference:



https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/groups-naming-policy

NEW QUESTION: 173

You create an alert rule that has the following settings:

Resource: RG1

Condition: All Administrative operations

Actions: Action groups configured for this alert rule: ActionGroup1
Alert rule name: Alert1

You create an action rule that has the following settings:

Scope: VM1

Filter criteria: Resource Type = "Virtual Machines"

Define on this scope: Suppression

Suppression config: From now (always)

Name: ActionRule1

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
Note: Each correct selection is worth one point.

Statements Yes

if you start VM1, an alert is triggered. CLi

”ifvmigrmﬁﬁﬁamﬁé A rea. O

If you add a tag to RG1, an alert is triggered. O

Answer:

Statements

If you start VM1, an alert is triggered.

If you start VM2, an alert is'triggered.

If you add a tag to RG1, an alert is triggered. O

References:
https://docs.microsoft.com/en-us/azure/azure-monitor/platform/alerts-activity-log



https://docs.microsoft.com/en-us/azure/azure-monitor/platform/alerts-action-rules

NEW QUESTION: 174
Use the following login credentials as needed:

To enter your username, place your cursor in the Sign in box and click on the username below.
To enter your password, place your cursor in the Enter password box and click on the password
below.

Azure Username: User1-10598168@ExamUsers.com

Azure Password: Ag1Bh9'#Bd

The following information is for technical support purposes only:

Lab Instance: 10598168

o Ay

Wik ¥ = '\-'!c-:"
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Microsoft Azure
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You need to prevent HTTP connections to the rg110d10598168n1 Azure Storage account.

To complete this task, sign in to the Azure portal.

Answer:

See the explanation below.

Explanation

The "Secure transfer required" feature is now supported in Azure Storage account. This feature
enhances the security of your storage account by enforcing all requests to your account through a
secure connection. This feature is disabled by default.

1. In Azure Portal select you Azure Storage account rg1lod10598168n1.

2. Select Configuration, and Secure Transfer required.



-

_ requiresecurexfer - Configuration

earch (Cerle H?-s.-. x Discard
Dverview The cost of your storage account depends on the usage and the options you choose below
e nore
@ Actiity log
e 0
.. n ]
i Hcce A
Standard | &
@
. % Seeute transfer required ©
x D agnose and colve problems Disabled -
o Replication @
SETTINGS
Read-access geo-redundant storage (RA-GRS
ACCess keys
@ Configuration
Shared access sgnature

Reference:
https://techcommunity.microsoft.com/t5/Azure/quot-Secure-transfer-required-quot-is-available-in-
Azure-Storage

NEW QUESTION: 175
Your company has an Azure subscription named Subscription1. Subscription1 is associated with
the Azure Active Directory tenant that includes the users shown in the following table.

Name Role
Userl Global administrator
User2 Billing administrator
User3 Owner
User4 V Aceount Admin

The company is sold to a new owner.

The company needs to transfer ownership of Subscription1.

Which user can transfer the ownership and which tool should the user use? To answer, select the
appropriate options in the answer area.

NOTE: Each correct selection is worth one point.



User: = Microsoft v

Userl
User2
User3
User4d

Tool: A 4

Azure Account Center
Azure Cloud Shell
Azure PowerShell

Azure Security Center

Answer:



=Microsoit

Azure Cloud Shell
Azure PowerShell
Azure Security Center

Explanation



User:

Tool:

Table Description automatically generated

Reference:

r—_

Microsoft |w

Userl
User2
User3
User4d

v

Azure Account Center
Azure Cloud Shell
Azure PowerShell
Azure Security Center

https://docs.microsoft.com/en-us/azure/cost-management-billing/manage/billing-subscription-

transfer

NEW QUESTION: 176
You have the Azure key vaults shown in the following table.

Name | Locati~1\/||C Azure subscription name
KV1 West US Subscription’
KV2 West US Subscription
KV3 East US Subscription1
KV4 West US Subscription?2
KV5 East US Subscription?2

KV1 stores a secret named Secret1 and a key for a managed storage account named Key1.
You back up Secret1 and Key1.




To which key vaults can you restore each backup? To answer, select the appropriate options in
the answer area.
NOTE: Each correct selection is worth one point.

You can restore the Secret1 backup to: v
KV1 only

KV1 and KV2 only

KV1, KV2 and KV3 only

KV1, KV2 and KV4 only

KV1, KV2, KV3,KV4, and KV5

You can restore the Key1 backup to: v
KV1 only

KV1 and KV2 only

KV1, KV2 and KV3 only

KV1, KV2 and KV4 only

KV1, KV2, KV3, KV4, and KV5

Answer:

You can restore the Secret1 backup to: v
KV1 only

KV1 and KV2 only

KV1, KV2 and KV3 only |
KV1, KV2 and KV4 only

KV1, KV2, KV3, KV4, and KV5

You can restore the Key1 backup to: v
KV1 only

KV1 and KV2 only

KV1, KV2 and KV3 only

KM1, KV2.and KV4 only,

KV’ KV2 KV3-KV4 and KV5

Explanation:
The backups can only be restored to key vaults in the same subscription and same geography.
You can restore to a different region in the same geography.

NEW QUESTION: 177



You have an Azure subscription named Sub1.
You create a virtual network that contains one subnet. On the subnet, you provision the virtual
machines shown in the following table.

Network Application security y*
Name ertiort aseir IM IP address
VM1 [ NIC1 fPPGfg'iP{E_ _}10.0.0.10
VM2 NIC2 | AppGioup2 10.0.0.11
VM3 NIC3 (AopGroup3 . 10.0.0.100
VM4 NIC4 X\5"THhg OTl 10.0.0.200

Currently, you have not provisioned any network security groups (NSGs).

You need to implement network security to meet the following requirements:

* Allow traffic to VM4 from VM3 only.

* Allow traffic from the Internet to VM1 and VM2 only.

* Minimize the number of NSGs and network security rules.

How many NSGs and network security rules should you create? To answer, select the
appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

NSGs: v

Network security rules: ‘ v

i'. - SL 8 =-|
vIICTOS0TL

W=



NSGs: A 4

Network security rules: v

Bl WIN -

Explanation:

NSGs: 1

Network security rules: 3

Not 2: You cannot specify multiple service tags or application groups) in a security rule.
References:

https://docs.microsoft.com/en-us/azure/virtual-network/security-overview

NEW QUESTION: 178
You have an Azure subscription that contains the resources shown in the following table.

Name Type Resource group Location
RG1 Resource group Not applicable West US
Managed1 | Managed identity RG1 West US

The subscription is linked to an Azure Active Directory (Azure AD) tenant that contains the users
shown in the following table.

Name | Usage location
User1 | United States
User2 | Germany

You create the groups shown in the following table.

Name Type Membership type
Group1| Security Dynamic User
Group2 | Microsoft 365 Dynamic User

The membership rules for Group1 and Group2 are configured as shown in the following exhibit.




Dynamic membership rules

5] save X Discard Q Got feedback?

Configure Rules Validate Rules (Preview)

You can use the rule builder or rule syntax text box to create or edit a dynamlc
membership rule.© Learn more '

And/Or Property Operator <" Value

R a4 B B

accountEnabied /" Equals true

et
B - u- x.nm

Or _ xusagel.ocatlon v Equals v US

._‘ .‘..,.__-,.r' - B

-+ Add exprasston -+ Get custom extension propertles@

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statem%ts Microsoft Yes No
User1 is a member of Group1 and Group?2. O O
User2 is a member of Group2 only. O O

Managed1 is a member of Group1 and Group?2. O O

Answer:



Statements Yes No

User1 is a member of Group1 and Group?: () O

User2 is a membyer of iGroup2 only. O O

Managed1 is a member of Group1 and Group?2. O @)

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/groups-dynamic-
membership

NEW QUESTION: 179
You network contains an on-premises Active Directory domain that syncs to an Azure Active
Directory (Azure AD) tenant. The tenant contains the users shown in the following table.

Name Source

Userl Azure AD

User2 Azure AD

User3 {On=premises Active Directory

The tenant contains the groups shown in the following table.

Name Members

Groupl Userl, User2, User3

Group2 User2

You configure a multi-factor authentication (MFA) registration policy that and the following
settings:

Assignments:

Include: Group1

Exclude Group2

Controls: Require Azure MFA registration

Enforce Policy: On

For each of the following statements, select Yes if the statement is true. Otherwise, select No.



Statements

Userl will be prompted to configure MFA registration during

the user’s next Azure AD authentication.

User2 must configure MFA during the user’s next Azure AD

authentication.

User3 will be prompted to configure ;Mli:A r
the user’s next Azure AD authentication.

Answer:

the user’'s next Azure AD authentication. s

Fad all
o Wl

User2 must configure MFA dugmrﬁhgaﬁsbr' 5 next Azure AD

authentication. . . =]

User3 will be prnmpted to configure MFA registration during
the user’s next Azure AD authentication.

NEW QUESTION: 180

Yes
O

gistration durin
ICrOSoOft O

No

You have an Azure subscription that contains the virtual machines shown in the following table.

Connected to

Public IP
address

VNET1/Subnet1

13.80.73.87

VNET2/Subnet2

213.199.133.190

VNET2/5ubnbed |

None

Subnet1 and Subnet2 have a Microsoft.Storage service endpoint configured.
You have an Azure Storage account named storageacc1 that is configured as shown in the
following exhibit.



H X L Refresh

Allow access from
All networks = Selected networks

Configure network security for your storage accounts. Learn maore

Virtual networks

Secure your storage account with virtual networks.
VIRTUAL SUBNET ADDRESS ENDPOINT RESOURCE = SUBSCRIBTION
NETWORK RANGE STATUS GROUF

No network selected. A%

Firewall y

Add IP ranges L] a]luu fccess from the internet on your on-premises networks. | miare

Address Range

e crasoft j

Exceptions
i Allow trusted Microsoft services to access this storage account &
] Allow read access to storage logging from any network
[ Allow read access to storace metrics from any network

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

Statements

FrjﬂlVM‘l, you }an upload a blob to storageacc1.

W2330dan

From VM3 , you can upload a blob to storageacc1.

upload a blob to storageacc1.

Answer:

Statements o Yes No

From VM1, you can upload a bleb'itﬁ'storageacct O O

From VM2, you can upload.a'blob to storageaccl.  © [O]
From VM3 | youMﬁ%@&fﬁ blob to storageaccl. © [T]

Reference:
https://docs.microsoft.com/en-gb/azure/storage/common/storage-network-security

NEW QUESTION: 181
You have an Azure subscription that contains the virtual machines shown in the following table.



Sl | PrivateIP | Public IP
M | O] i
VNET1/Subnet1: {1101.1.4 13.80.73.87
VNET et2 | 10214 213.199.133.190
VNET2/Subnetd | (HOS TSI T None

Subnet1 and Subnet2 have a Microsoft.Storage service endpoint configured.
You have an Azure Storage account named storageacc1 that is configured as shown in the
following exhibit.

bt X U Refresh

‘Microsoft

Allow access from
2 All networks @ Selected networks

Configure network security for your storage accounts. Learn more.

Virtual networks

Secure your storage account with virtual networks.  + Add existing virtual network
+ Add new virtual network

VIRTUAL SUBNET ADDRESS ENDPOINT
NETWORK RANGE STATUS

No network selected. @% ﬁ%vﬁ&*j& ﬁ% %;}
Firewall ? @ ;

Add IP ranges Ifﬂw access from the internet on your on-premises networks. Learn more

Address Range

13.80.73.87 m
| IP address or CIDR |

Exceptions
Allow trusted Microsoft services to access this storage account ®
(] Allow read access to storage logging from any network
[] Allow read access to storage metrics from any network

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

Statements -
From VM1, you can upload a blob fo storageacc1.

me VM2, you can upload ablob to storageaccl.
Fror ths@rftmhad a blob to storageacc.




¥, o

Statements 1), Yes No

From VM1, you can upload a blab tastorageacd. O O

From VM2, you can uplo@d.a blob to storageacc. O O

From VM3 , you can upload a blob to storageaccl. O O

Reference:

https://docs.microsoft.com/en-gb/azure/storage/common/storage-network-security
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NEW QUESTION: 182
You network contains an on-premises Active Directory domain that syncs to an Azure Active
Directory (Azure AD) tenant. The tenant contains the users shown in the following table.

Name Source

Userl Azure AD

User2 Azure AD

User3 On=premises Active Directory

The tenant contains the groups shown in the following table.

Name Members

Groupl Userl, User2, User3

Group?2 User?2

You configure a multi-factor authentication (MFA) registration policy that and the following
settings:

Assignments:

Include: Group1

Exclude Group2

Controls: Require Azure MFA registration

Enforce Policy: On

For each of the following statements, select Yes if the statement is true. Otherwise, select No.


https://www.actual4test.com/AZ-500_examcollection.html

Statements Yes No

Userl will be prompted to configure MFA registration during
the user’s next Azure AD authentication. O

User2 must configure MFA during the user’s next Azure AD

authentication. O O

User3 will be prompted to configure MFA registration during

the user’s next Azure AD authentication. O O
Answer:

Statements, ¢

L

Userl will be prompted to configure MFA registration during
the user's next Azure AD authentication.

User2 must configure MFA during the user’s next Azure AD
authentication.

User3 will be prompted toconfigure MFA registration during
the user's next Azure AD authentication.

NEW QUESTION: 183

You have a Azure subscription.

You enable Azure Active Directory (Azure AD) Privileged identify (PIM).

Your company's security policy for administrator accounts has the following conditions:
* The accounts must use multi-factor authentication (MFA).

* The account must use 20-character complex passwords.

* The passwords must be changed every 180 days.

* The account must be managed by using PIM.

You receive alerts about administrator who have not changed their password during the last 90
days.

You need to minimize the number of generated alerts.

Which PIM alert should you modify?

A. Roles don't require multi-factor authentication for activation.

B. Administrator aren't using their privileged roles

C. Roles are being assigned outside of Privileged identity Management

D. Potential state accounts in a privileged role.

Answer: D (LEAVE A REPLY)

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-how-



https://www.freepdfdumps.com/Microsoft.AZ-500.v2024-03-29.q215.html

to-configure-security-alerts?tabs=new

NEW QUESTION: 184

Note: This question is part of a series of questions that present the same scenario. Each question
in the series contains a unique solution that might meet the stated goals. Some question sets
might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these
questions will not appear in the review screen.

You have an Azure Subscription named Sub1.

You have an Azure Storage account named Sa1 in a resource group named RG1.

Users and applications access the blob service and the file service in Sa1 by using several
shared access signatures (SASs) and stored access policies.

You discover that unauthorized users accessed both the file service and the blob service.

You need to revoke all access to Sa1.

Solution: You generate new SASs.

Does this meet the goal?

A. Yes

B. No

Answer: (SHOW ANSWER)

Instead you should create a new stored access policy.

To revoke a stored access policy, you can either delete it, or rename it by changing the signed
identifier.

Changing the signed identifier breaks the associations between any existing signatures and the
stored access policy. Deleting or renaming the stored access policy immediately affects all of the
shared access signatures associated with it.

Reference:
https://docs.microsoft.com/en-us/rest/api/storageservices/Establishing-a-Stored-Access-Policy

NEW QUESTION: 185
You have an Azure Active Directory (Azure AD) tenant named contoso.com that contains three
security groups named Group1, Group2, and Group3 and the users shown in the following table.

Name Micros Role Member of
Userl Application administrator Groupl
User2 Application developer Group?2
User3 Cloudapplication administrator Group3

Group3 is a member of Group2.
In contoso.com, you register an enterprise application named App1 that has the following

settings:
Owners: User1


https://www.freepdfdumps.com/Microsoft.AZ-500.v2024-03-29.q215.html

Users and groups: Group2
You configure the properties of App1 as shown in the following exhibit.

[H Save X Discard @ Delete < Got feedback

Enabled for users to sign-in? e [ Yes | No o -
= [VIIcCrosoft
Name”* o Appl

Homepage URL e

Logo e

Select-a file [=]
Application ID o " 75082794-3617-4347-ac6d-88cfdaS64072
Object ID. o 4926abbic-efS7-4c9f-2028-16d635cde655 |
User assignment required? o Yes | No |
Visible to users o ' Yes | No
Notes o

For each of the following statements, select Yes if the statement is true. Otherwise, select no.
NOTE: Each correct selection is worth one point.

StatementOSOTT Yes No
Userl has Appl listed on his My Apps portal. O

User2 has Appl listed on-her My Apps portal.  ©

User3 has Applilisted on her My Apps portal. O O

Answer:



Statements Yes

User1 has Appl listed on his My AppS.portal.

User2 has Appl listed on her My Apps portal.

User3 has Appl listed on her My.Apps portal.

No

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/assign-user-or-group-

access-portal

NEW QUESTION: 186

You have the Azure virtual machines shown in the following table.

Name Location Connected to
W1 West US 2 VMNET 1/Subnett
VW2 West US 2 VMET1ISubret]
VI3 West US 2 VNET1 “ubnet?’
Vivi4 East US VWNET 2/Subnet3
VIS West LIS 2 VWMNETS/Subnets

Each virtual machine has a single network interface.
You add the network interface of VM1 to an application security group named ASG1.

You need to identify the network interfaces of which virtual machines you can add to ASG1.

What should you identify?

A. VM2 only

B. VM2 and VM3 only
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C. VM2, VM3, VM4, and VM5

D. VM2, VM3, and VM5 only

Answer: B (LEAVE A REPLY)

Explanation/Reference:
https://docs.microsoft.com/en-us/azure/virtual-network/application-security-groups

NEW QUESTION: 187
You have an Azure subscription that contains the following resources:
A network virtual appliance (NVA) that runs non-Microsoft firewall software and routes all

outbound traffic from the virtual machines to the internet An Azure function that contains a script

to manage the firewall rules of the NVA Azure Security Center standard tier enabled for all virtual

machines An Azure Sentinel workspace
30 virtual machines



https://www.freepdfdumps.com/Microsoft.AZ-500.v2024-03-29.q215.html

You need to ensure that when a high-priority alert is generated in Security Center for a virtual
machine, an incident is created in Azure Sentinel and then a script is initiated to configure a
firewall rule for the NVA.

How should you configure Azure Sentinel to meet the requirements? To answer, drag the
appropriate components to the correct requirements. Each component may be used once, more
than once, or not at all. You may need to drag the split bar between panes or scroll to view
content.

NOTE: Each correct selection is worth one point.

WI‘I‘IPG“‘E"H MITWET MIEd
A data connector for Security Center
Enable alert notifications from Security Center:
A data connector for the firewall software
Credte an incident

A playbook

1 Initiate a Script 1o tonfigure the finewall rule
A rule

A Security Events connector ’

= . L4
A workbook AY E\V‘:ﬂﬁ{:i{}g{j]j
Answer:

Companents Answer Area
E.n.da.u connecton for Security Center

Enabile alert notifications from Security Center. I""‘ data connector for Security Center
L

{J‘hd.’ﬁu connector bor the lirgwail software

T T

Q|ﬁv|$ﬂ¥@!:ﬁ:inhf|‘auﬁlm firewall rube I A jplaybook

E.r». playbook

| Aorule

[n. Secunily Events connector

|P-WI!:¢-¢~\:

Reference:
https://docs.microsoft.com/en-us/azure/sentinel/create-incidents-from-alerts
https://docs.microsoft.com/en-us/azure/sentinel/connect-azure-security-center

NEW QUESTION: 188
You have an Azure subscription that contains the virtual networks shown in the following table.

s

Name Region | -

1. HubWNet is a virtual nelwors connacied to the on-premises

| network by using a site-to-site VPN that has BGP route
propagationanabled. HubViNet contains a subnet named

| HubWVNetSubnetd

| 1 SpokaVNetis a virnual network connected to HubViMNet by
Spoke\VNet East US" -Using ViNet peering. Spoke'VMNet contains a subnet named

Spoke\NetSubnetD.

HubVMet East US

The Azure virtual machines on SpokeVNetSubnetO can communicate with the computers on the
on-premises network.
You plan to deploy an Azure firewall to HubVNet.

You create the following two routing tables:
RT1: Includes a user-defined route that points to the private IP address of the Azure firewall as a



next hop address RT2: Disables BGP route propagation and defines the private |IP address of the
Azure firewall as the default gateway You need to ensure that traffic between SpokeVNetSubnet0
and the on-premises network flows through the Azure firewall.

To which subnet should you associate each route table? To answer, drag the appropriate subnets
to the correct route tables. Each subnet may be used once, more than once, or not at all. You
may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Subnets Answer Area

r

Firewall == HeroS0 | ° |
Azure FirewallSubnet RT1- = f

GatewaySubnet

RT2:

HubVNetSubnett

Answer:

Subnets . VIICrO&RSWer Area

Azure FirewallSubnet —&
RT1: __;j;I'GaiewaySubnet \

GatewaySubnet

3 > §T2: HubVNetSubnet0

| HubVNetSubeto

NEW QUESTION: 189
You have an Azure Active Directory (Azure AD) tenant named contoso.com. The tenant contains
the users shown in the following table.



Name . Rolecrosoil  Sign in frequency
User1 Password administrator | Sign in every work day
User2 Password administrator | Sign in bi-weekly

Global administrator, S
User3 Password administrator Signs in every month

You configure an access review named Review1 as shown in the following exhibit.

TP Pl bl reveeeeri 10 attest 1 Wil el

R —
L ]
2015-03-01 =
20150320 =
L
[ e
Password admimsirator
Rl

Membsers{sell) d

B Microsoft
Use the drop-down menus to select the answer choice that completes each statement based on
the information presented in the graphic.
NOTE: Each correct selection is worth one point.

User3 can perforin ReMjrC EFO S O{f [ v

User3 only -
User1 and User2 onfy "
Usert1, User2, and User3

If User2 fails to complete Review1 by March 20, 2019 l v
The Password administrator role will be revoked from User2
User2 will retain the Password administrator role

User3 will receive a confirmation request

Answer:
User3 can perform Review1 for | v
User3 only
ser1andUser2 only
Userd, User2, and User3
If User2 fails to complete Review1 by March 20,2019 1 v

The Password administrator role will be revoked from User2

o g-a
M 5 @ Ij’ﬂ@ S @ | | User2 will retain the Password administrator role

User3 will receive a confirmation request




References:
https://docs.microsoft.com/bs-latn-ba/azure/active-directory/privileged-identity-management/pim-
how-to-start-security-review

NEW QUESTION: 190

Use the following login credentials as needed:

To enter your username, place your cursor in the Sign in box and click on the username below.
To enter your password, place your cursor in the Enter password box and click on the password
below.

Azure Username: User1-10598168@ExamUsers.com

Azure Password: Ag1Bh9'#Bd

The following information is for technical support purposes only:

Lab Instance: 10598168

®

=' Microsoft

Sign in

to continue to Mecrowolt Azure

3 T 1
B NEr acoountT Srene o
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You need to add the network interface of a virtual machine named VM1 to an application security
group named ASG1.

To complete this task, sign in to the Azure portal.

Answer:

See the explanation below.

* In the Search resources, services, and docs box at the top of the portal, begin typing the name
of a virtual machine, VM1 that has a network interface that you want to add to, or remove from, an
application security group.

* When the name of your VM appears in the search results, select it.

* Under SETTINGS, select Networking. Select Configure the application security groups, select
the application security groups that you want to add the network interface to, or unselect the
application security groups that you want to remove the network interface from, and then select
Save.

Reference:
https://docs.microsoft.com/en-us/azure/virtual-network/virtual-network-network-interface

NEW QUESTION: 191
You have an Azure Active Directory (Azure AD) tenant named contoso.com. The tenant contains
the users shown in the following table.



Role Sign in frequency
Password administrator, <} Sign in every work day
Password administrator | Sign in bi-weekly
Global administrator,

Padditerd B@ME trat Sg?_% in every month

You configure an access review named Review1 as shown in the following exhibit.

ACCeY revaeas enabbe reveEsetrL 1o 2TIe1 T Tt T e1

* Revew name | Review!

2019-03-01

2019-03-20

gy Tl Pty g

Password admunustrator

Revieye s

“evewes  Members(self)

Microsoft

Use the drop-down menus to select the answer choice that completes each statement based on
the information presented in the graphic.
NOTE: Each correct selection is worth one point.



User3 can perform Review1 for

User3 oniy 3
User1 andUser2 only
Userd, User2, and User3

If User2 fails to complete Review1 by March 20, 2049 v
- | The Password administrator role will be revoked from User2

| User?2 msl Jeiglwmemsﬂmgéngmsirator role
[User3 will réceive a cConfirmiation request

Answer:
Liserd can perform Review for lle A\ v
'I_Jse;?- j only |, - '
User1 and-biser? ﬂrrl‘,r
o Usedd] (User?, and User3
If User2 fails to complete Review! by March “21] 2019h I v
y a&;-mrd administrator role will be revoked from User2
trqe g@‘mnm‘tratﬂr role
[ ahw‘%ﬁ tion fequest |
Explanation
User3 can perform Review1 for MM v
User3 only. "0
User1 andUser2 only
Userd, User2, and User3
If User? fails to complete Review1 by March 20, 2019, v
\ M ° . . |dbe Password administrator role will be revoked from User2
,) S U USer2 will retain the Password administrator role
| User3 will receive a confirmation request

Box 1: User3 only

Use the Members (self) option to have the users review their own role assignments.

Box 2: User3 will receive a confirmation request

Use the Should reviewer not respond list to specify what happens for users that are not reviewed
by the reviewer within the review period. This setting does not impact users who have been
reviewed by the reviewers manually. If the final reviewer's decision is Deny, then the user's
access will be removed.

No change - Leave user's access unchanged

Remove access - Remove user's access

Approve access - Approve user's access

Take recommendations - Take the system's recommendation on denying or approving the user's
continued access References:
https://docs.microsoft.com/bs-latn-ba/azure/active-directory/privileged-identity-management/pim-
how-to-start-se

NEW QUESTION: 192
You have an Azure subscription. The subscription contains Azure virtual machines that run



Windows Server
2016.

You need to implement a policy to ensure that each virtual machine has a custom antimalware
virtual machine extension installed.

How should you complete the policy? To answer, select the appropriate options in the answer
area.

NOTE: Each correct selection is worth one point.

i
wigEe z [
wnallofr: [
i

“fiasld” 1 “bypa®,

“aquale”; "Microscofk.Compute/virtualMachinas'
1
|

“field® : "Microscft,Computa/imageSKu«,

“squals® 1 *20l6-Datacanter®;
}
1
Ve
wkhan® : |
“affoct™ ; " v
Append
Doy
DeplovEMNolEosis
*dotalls~ : |
“type” : “Microsoft.GusstConfiguration/guastconfigurationAssigmmants®,

“rolaDafinlitlionsalda* : |

*fproviders/miorosoft. authorization/colesbafinitions/12345678-1234-56T8-abod- 01234567510
1.

*nama* 1 “oustomExtension”,
“daploymant® : |
“proparties” : [

“mide” i “incremental”.

“parasastars® @ |

1,

» WS | H‘%fﬂ = el o el -E:-f!-
eastencaCondidion ! Ll {:}2 @ ?-.
Fesices
remplate

Answer:
Explanation



),
“then” : {
“effect” : el

Append
Deny

DeployifNotExsts

“details~ : {
“type” : “Microsoft.GuestConfiguration/guestConfigurationAssignments”,
“roleDefinitionslds~ : [
w/providers/microsoft.authorization/roleDefinitions/12345678-1234-5678~-abcd~012345678910/
 §F
“name” : “oustomExtension”,

“deployment” : |

wproperties” : |{

*mode”: “incremental %y

“parametgdrsas 171

Vs

" v " (
existenceCondition
resources

template

}
)

Blox 1: DeploylfNotExists

DeploylfNotExists executes a template deployment when the condition is met.

Box 2: Template

The details property of the DeploylfNotExists effects has all the subproperties that define the
related resources to match and the template deployment to execute.

Deployment [required]

This property should include the full template deployment as it would be passed to the
Microsoft.Resources/deployment References:
https://docs.microsoft.com/en-us/azure/governance/policy/concepts/effects

NEW QUESTION: 193

You have an Azure subscription named Sub1 that contains an Azure Storage account named
Contosostorage1 and an Azure key vault named Contosokeyvault1.

You plan to create an Azure Automation runbook that will rotate the keys of Contosostorage1 and
store them in Contosokeyvault1.

You need to implement prerequisites to ensure that you can implement the runbook.

Which three actions should you perform in sequence? To answer, move the appropriate actions
from the list of actions to the answer area and arrange them in the correct order.



Acti Answer Area
i = Microsoft

Run Set-AzureRmKeyVaultAccessPolicy

Create an Azure Automation account.

Import PowerShell modules to the Azure
Automation account. l

Create a user-assigned managed identity.

Create a connection resource in the Azure

©
®

Qe

Lﬂuutomatiun account.

Answer:

Actions

:Run Set-AzureRmKeyVaultAccessPolicy |

Create an Azure Automation account.

_——

: Import PowerShell modules to the Azure
, Automation account.

Answer Area

Create a connection resource in the Azure
Automation account.

@ Impont PowerShell modules to the Azure @
Automation account.

|

I

|

I

|Create a user-assigned managed identity.
' 1ICTOS0]

IICreate a connection resource in the Azure
''Automation account.

—

Explanation

Create an Azure Automation account.

e

Import PowerShell modules o the Azure
Automation account.

§ e ma— r

—

i !_'ME{;ruz;Df]
[Greate a connection resource in the Azure|

|th.l.mmatiun account.

|




Step 1: Create an Azure Automation account

Runbooks live within the Azure Automation account and can execute PowerShell scripts.

Step 2: Import PowerShell modules to the Azure Automation account

Under 'Assets' from the Azure Automation account Resources section select 'to add in Modules to
the runbook. To execute key vault cmdlets in the runbook, we need to add AzureRM.profile and
AzureRM .key vault.

Step 3: Create a connection resource in the Azure Automation account

You can use the sample code below, taken from the AzureAutomationTutorialScript example
runbook, to authenticate using the Run As account to manage Resource Manager resources with
your runbooks. The AzureRunAsConnection is a connection asset automatically created when we
created 'run as accounts' above.

This can be found under Assets -> Connections. After the authentication code, run the same code
above to get all the keys from the vault.

$connectionName = "AzureRunAsConnection"

try

{

# Get the connection "AzureRunAsConnection "
$servicePrincipalConnection=Get-AutomationConnection -Name $connectionName
"Logging in to Azure..."

Add-AzureRmAccount

-ServicePrincipal

-Tenantld $servicePrincipalConnection.Tenantld

-Applicationld $servicePrincipalConnection.Applicationld

-CertificateThumbprint $servicePrincipalConnection.Certificate Thumbprint

}

References:
https://www.rahulpnath.com/blog/accessing-azure-key-vault-from-azure-runbook/

NEW QUESTION: 194
You have two Azure virtual machines in the East US2 region as shown in the following table.

| Name | Operating system | Type | Tier
VM1 | Windows Server 2008 R2 A3 Basic
| VM2 | Ubuntu 16.04-DAILY-LTS | Lds | Standard |

You deploy and configure an Azure Key vault.

You need to ensure that you can enable Azure Disk Encryption on VM1 and VM2.

What should you modify on each virtual machine? To answer, select the appropriate options in
the answer area.

NOTE: Each correct selection is worth one point.



VM1: |"

The operating system version

The tier O

The type - BE N icrosoft
The operating system version

The tier

The type

Answer:

The operating system version
he tier
The type

he operating system version
TheTier

The type

References:
https://docs.microsoft.com/en-us/azure/virtual-machines/windows/generation-2#generation-1-vs-
generation-2-capabilities

NEW QUESTION: 195
You have an Azure subscription that contains the virtual machines shown in the following table.

Name Location Virtual network name
VM1 East US VNET1
M2, . | West US VNET2
VM3 TTEastus VNET1
VM4 West US VNET3

All the virtual networks are peered.
You deploy Azure Bastion to VNET2.

Which virtual machines can be protected by the bastion host?
A. VM1, VM2, VM3, and VM4

B. VM1, VM2, and VM3 only

C. VM2 and VM4 only

D. VM2 only



Answer: (SHOW ANSWER)
Section: [none]

Explanation/Reference:
https://docs.microsoft.com/en-us/azure/bastion/vnet-peering

NEW QUESTION: 196

You plan to deploy Azure container instances.

You have a containerized application that validates credit cards. The application is comprised of
two containers:

an application container and a validation container.

The application container is monitored by the validation container. The validation container
performs security checks by making requests to the application container and waiting for
responses after every transaction.

You need to ensure that the application container and the validation container are scheduled to
be deployed together. The containers must communicate to each other only on ports that are not
externally exposed.

What should you include in the deployment?

A. application security groups

B. network security groups (NSGs)

C. management groups

D. container groups

Answer: (SHOW ANSWER)

Section: [none]

Explanation:

Azure Container Instances supports the deployment of multiple containers onto a single host
using a container group. A container group is useful when building an application sidecar for
logging, monitoring, or any other configuration where a service needs a second attached process.
Reference:
https://docs.microsoft.com/en-us/azure/container-instances/container-instances-container-groups
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NEW QUESTION: 197
You have an Azure Sentinel workspace that has the following data connectors:


https://www.freepdfdumps.com/Microsoft.AZ-500.v2024-03-29.q215.html
https://www.freepdfdumps.com/Microsoft.AZ-500.v2024-03-29.q215.html
https://www.actual4test.com/AZ-500_examcollection.html

Azure Active Directory Identity Protection

Common Event Format (CEF)

Azure Firewall

You need to ensure that data is being ingested from each connector.

From the Logs query window, which table should you query for each connector? To answer,
select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
\zure Active Directory Identity Protection: v

AzureDiagnostics
CommonSecuritylog
SecurityAlert
SecurityEvent

Syslog

Azure Firewall: v

AzureDiagnostics
CommonSecuritylog
SecurityAlert

SecurityEvent

Syslog

CEF: v

AzureDiagnostics

CommonSecuritylog
SecurityAlert
SecurityEvent

Svsloa

Answer:



Azure Active Directory Identity Protection:

Azure Firewall:

~B=Microsoft |v

ﬁiﬂreDiagnostics

CommonSecuritylLog

SecurityAlert

SecurityEvent
Syslog

o

.. :
eDiagnostics

ommonSecuritylLog
SecurityAlert
SecurityEvent

Syslog

AzureDiagnostics

CommonSecuritylLog I

SecurityAlert
SecurityEvent
Syslog

NEW QUESTION: 198

You have an Azure subscription that contains an Azure Active Directory (Azure AD) tenant named
contoso.com. The tenant contains the users shown in the following table.

Subscription role

Azure AD user role

Owner

None

Contributor

None

Security Admin

None

8 Vicrosoft

You create a resource group named RGH1.

Service administrator

Which users can modify the permissions for RG1 and which users can create virtual networks in
RG1? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.



Users who can modify the permissiﬁl’_:;‘;f for F

User1 only

User1 and User2 only

User1 and User3 only

User1, User2 and User3 only
Userl-UserZ, User3, and Userd4

s

Users who can create Virtual networks in RG1: (

User1 only

User1 and User2 only

User1 and User3 only

User1, User2 and User3 only
User1, User2, User3, and Userd

%,

Answer:

Users ﬁp caeriﬂ E@&@sfots for RG1: [

User1 only

User1 and User2 only

User1 and User3 only

User1, User2 and User3 only
Usert, User2, User3, and User4

W

Users who can create virtual netwaorks in RG1: ([

User1 only

User1 and User2 only

User1 and User3 only

User1, User2 and User3 only
User1, User2, User3, and Userd

%,

NEW QUESTION: 199
You have an Azure subscription that contains the resources shown in the following table.

Name Type Resource group Location
RG1 Resource group Not applicable West US
Managed1 | Managed identity RG1 West US

The subscription is linked to an Azure Active Directory (Azure AD) tenant that contains the users
shown in the following table.



Name | Usage location
User1 | United States

User2 | Germany
You create the groups shown in the following table.

Name Type Membership type
Group1 | Security Dynamic User
Group2 | Microsoft 365 Dynamic User

The membership rules for Group1 and Group2 are configured as shown in the following exhibit.

Dynamic membership rules

=] save X Discard O Got feedback?

Configure Rules Validate Rules (Preview)

You can use the rule builder or rule syntax text box to create or edit a dynamic
membership rule. O Learn more

And/Or Property Operator
accountEnabled Equals
Or .. SgeLocation v Equals || us

-+ Add expréssfon - Get custom extension propertieso

Rule syntax

(user.?gfiaé:ﬁ@g@f itue) or (user.usagelocation - eq "US")

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.



My

statem@fits \Vlicrosoft Yes No
User1 is a member of Group1 and Group2. @ O

User2 is a member of Group2 only. O O

Managed1 is a member of Group1 and Group2. O O

Answer:

Statements s Microse$t No
User1 is a member of Group1 and Group?2. ) O
User2 is a member of Group?2 only. O 1G]

Managed1 is a member of Group1 and Group2. O | O

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/groups-dynamic-
membership

NEW QUESTION: 200

You are evaluating the effect of the application security groups on the network communication
between the virtual machines in Sub2.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes

From VM1, you can successfully ping the private IP-address of vM4. (O

From VM2, you can successfully ping the private IP address of VM4. O

Rl T ingmiim ondid
From VM1, you can connect tothe web server OE')MM{ Frosorto

I

Answer:



i

B ™ d

ICrOS O fbtements o

From VM1, you can successfully ping the private IP address of vM4. ()

From VM2, you can successfully ping the private IP address of VMA4. )

From VM1, you can connect to the web server on VM4. O

Topic 1, Contoso

Technical Requirements

Contoso identifies the following technical requirements:

Deploy Azure Firewall to VNetWork1 in Sub2.

Register an application named App2 in contoso.com.

Whenever possible, use the principle of least privilege.

Enable Azure AD Privileged Identity Management (PIM) for contoso.com
Existing Environment

Azure AD

Contoso.com contains the users shown in the following table.

City Role

Montreal Global administrator

MONTREAL | Security administrator

London Privileged role administrator

Ontario Application administrator

Seattle + 1.Cloud application administrator

Seattle .~ | User administrator
~ " | Reports reader

1S O None

Contoso.com contains the security groups shown in the following table.

Name | Membership type Dynamic membership rule
Group1 Dynamic user user.city —-contains “ON”
Group2 | Dynamic user HSer. ity “match ™*on"

Sub1

Sub1 contains six resource groups named RG1, RG2, RG3, RG4, RG5, and RG6.
User2 creates the virtual networks shown in the following table.



Resource group
RGAS -
RG2
RG3
4 RG4:.

Sub1 contains the locks shown in the following table.

Lock-type
‘Read-only
Delete
Read-onlyoft

Sub1 contains the Azure policies shown in the following table.

Policy definition Resource type
Allowed resource types | networkSecurityGroups
Not allowed resource virtualNetworks/subnets

types
tr;lrgiezllnwed resource networksSecurityGroups
g;te:unwed resource viﬁualNeMawualnm&?E{T% i
Sub2
Name Subnet
VNetwork1 Subnet1.1, Subnet1.2 and Subent1.3
VNetwork2 Subnet2.1
Sub2 contains the virtual machines shown in the following table.
Name 'Network Application security group Connected to
interface
VM1 NIC1 ASG1 Subnet1.1
VM2 NIC2 ASG2 Subnet1.1
VM3 NIC3 _ None Subnet1.2
VM4 NIC4 AN ASGIEAF+ Subnet1.3
VM5 NICS ' Nopgt T " ¢ Subnet2.1

All virtual machines have the public IP addresses and the Web Server (lIS) role installed. The
firewalls for each virtual machine allow ping requests and web requests.
Sub2 contains the network security groups (NSGs) shown in the following table.

Associated to
NICZ2

Subnet1.1
Subnet1.3
Subnet2.1




NSG1 has the inbound security rules shown in the following table.

Priority Port Protocol Source Destination Action
65000 Any Any VirtualNetwork VirtualNetwork | Allow
65001 Any Any AzurelLoadBalancer | Any Allow
65500 Any Any Any Any Deny

NSG2 has the inbound security rules shown in the following table.

Priority Port Protocol Source | | Restination Action
100 80 TCP Internet VirtualNetwork | Allow
65000 Any Any VirtualNetwork VirtualNetwork | Allow
65001 Any Any AzurelLoadBalancer | Any Allow
65500 Any Any Any Any Deny

NSG3 has the inbound security rules shown in the following table.

Priority Port Protocol Source Destination Action
100 Any TCP ASG1 ASG1 Allow
150 Any Any ASG2 VirtualNetwork | Allow
200 Any Any Any Any Deny

5000 Any Any VirtualNetwork VirtualNetwork | Allow
65001 Any Any AzurelLoadBalancer | Any Allow
65500 Any Any Any Any Deny

NSG4 has the inbound security rules shown in the following table.

Priority

Protocol

Source

Destination) |

Action

100

Any

Any

Any

Allow

65000

Any

VirtualNetwork

VirtualNetwork

Allow

65001

Any

AzurelLoadBalancer

Any

Allow

65500

Any

Any

Any

Deny

NSG1, NSG2, NSG3, and NSG4 have the outbound security rules shown in the following table.

Priority Port Protocol Source Destination Action
65000 Any Any VirtualNetwork VirtualNetwork | Allow
65001 Any Any Any Internet Allow
65500 Any Any Any Any Deny

Contoso identifies the following technical requirements:
Deploy Azure Firewall to VNetwork1 in Sub2.
Register an application named App2 in contoso.com.

Whenever possible, use the principle of least privilege.
Enable Azure AD Privileged ldentity Management (PIM) for contoso.com.

NEW QUESTION: 201

Use the following login credentials as needed:
To enter your username, place your cursor in the Sign in box and click on the username below.

To enter your password, place your cursor in the Enter password box and click on the password

below.

Azure Username: User1-10598168@ExamUsers.com
Azure Password: Ag1Bh9!#Bd




The following information is for technical support purposes only:
Lab Instance: 10598168
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You need to ensure that a user named user21059868 can manage the properties of the virtual
machines in the RG110d10598168 resource group. The solution must use the principle of least
privilege.

To complete this task, sign in to the Azure portal.

Answer:

1. In Azure portal, locate and select the RG11od10598168 resource group.

2. Click Access control (IAM).

3. Click the Role assignments tab to view all the role assignments at this scope.

4. Click Add > Add role assignment to open the Add role assignment pane.



o= Add  =Z Edit colun ) Refresh

. Add role assignment :
IS tierosoft nts Deny assignments

Add co-administrator
MIGNAYE aLLESS WU MLUIE 1ESVUILES 10T USETS, groups, Service princip:
creating role assignments. Learn more 2

5. In the Role drop-down list, select the role Virtual Machine Contributor.

Virtual Machine Contributor lets you manage virtual machines, but not access to them, and not
the virtual network or storage account they're connected to.

6. In the Select list, select user user21059868

7. Click Save to assign the role.

Reference:
https://docs.microsoft.com/en-us/azure/role-based-access-control/role-assignments-portal
https://docs.microsoft.com/en-us/azure/role-based-access-control/built-in-roles#virtual-machine-
contributor

NEW QUESTION: 202

You create a new Azure subscription that is associated to a new Azure Active Directory (Azure
AD) tenant.

You create one active conditional access policy named Portal Policy. Portal Policy is used to
provide access to the Microsoft Azure Management cloud app.

The Conditions settings for Portal Policy are configured as shown in the Conditions exhibit. (Click
the Conditions tab.)

Portal Policy x Conditions b Locations O X
Li T _ET] Delete D nio Control user atoess based on thelr
phyibeal I ation, Lesin made
" hame
Dence platforms
Portsl Policy Nt configured Configure @
Locations e ==
Assignments 1 inclueded

Indude  Excluds

Uit and groups -
All users Slﬁ- ‘D‘p; lpreview) O Any location
ot configured All trusted bocations

Choud 'F'F"‘ o Device stale (praview) & Lelwctod bocaticns
1 app included Not configured e,

° Select

1 condition selected Contoso
Conbosn

Acces controls
Grant
2 controls selected
Lenaon L
0 controls selected \/ l.‘" o & 1 g’

The Grant settings for Portal Policy are configured as shown in the Grant exhibit. (Click the Grant
tab.)



Portal Policy “  Grant L1 M

8 ino T Delete Select the controls to be enforced.
s .._ Block access
| Portal Policy W Cmrtaces
| N Require multi-factor authentication @
Assignments Require device to be marked as compliant @

Users and groups @
All users

|3 - o |
H -‘MiﬂOSOft . IMI Require approved clientapp @

1 app included | See list of approved client apps

Require Hybrid Azure AD jointed device @)

Conditions® | 9 bl For multiple controls
1 condition seleclaed ' () Require all the selected controls

(@ Require one of the selected controls

Acces controls

Grant ©
2 controls selected

Session
0 controls selected

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
Users from the Contoso named location must use multi-factor O O
authentication (MFA) to access the Azure portal. Com

authentication (MFA) to acce ervices hosted in the Azure
subscription. ‘

Users external to the Conto"m ew s multi-factor O O
authentication (MFA) to accE, th ﬁw 6f1:

Users from the Contoso named lo &g pm ulti-factor O O
s

Answer:



I\

R w1
statement" == \/ | CrOS Ot
Users from the Contoso named location must use multi-factor o
authentication (MFA) to access the Azure portal,

Users from the Contoso named location miust use multi-factor O

authentication (MFA) to access the web services hosted in the Azure
subscription.

Users external to the Contdse named location must use multi-factor

authentication (MFA) to access the Azure portal.

Explanation:

Box 1: No

The Contoso location is excluded
Box 2: Yes

Box 3: Yes

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/location-condition

NEW QUESTION: 203

You are evaluating the security of the network communication between the virtual machines in

Sub2.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

= T .
p—— = VIICros

'@y
W JI L
es

From VM1, you can successhlllpping the public IF address of V2.
From VM1, you can-Suctessfully ping the private IP address of VM3,

From VM1, Sou can successfully ping the private IP address of VIMS,

Answer:

Answer Area R, e ~ 4

From VM1, you can successfully pingrthe public 1P address of VMZ,

From_ VM1, ol can SucCessfully ping the private 1P address of VM3,

From VM, you can successfuily ping the private IP address of VMG,

NEW QUESTION: 204
You need to create Role1 to meet the platform protection requirements.

L4

Yes

(=

How should you complete the role definition of Role1? To answer, select the appropriate options



in the answer area.
NOTE: Each correct selection is worth one point.

“Name” : “Rolel”,
“Id!f -

“IsCustom” : true,

“‘“Mlcr‘osoft

“*11111111-1111-1111-1111-111111111111",

ﬁnqscription"° “WM storage operator”

v
“Microsoft Compute/ disks/™, ,
“Microsoft Resources/ storageAccounts/™,
‘Microsoft Storage/ virtualMachines/disks/™,
1,
“NotActions”: [
],

“AssignableScopes” : |

-

*/subscriptions 43894a43-17¢c2-4a39- Scfc-3540c 265 3¢f4 resourceGroups Resource Group”
*/subscriptions/43894a43-17¢2-4a39-8cfc-3540c2653ef4

]

Answer:

{
“Name™: “Rolel”,
“Id~: *11111111-1111-1111-1111-111111111111%,
“IsCustom™ : true,

“Description”:
“Actions” : [

“WM storage operator”

v

v

*Microsoft
Icr

el

L

'Mlcrosdﬂ:Stutagé}'

e oS

“NotActions”: L g e I
“AssignableScopes” :

rualMachines/disks™,

BB [N crosoft




NEW QUESTION: 205

You have an Azure Active Directory (Azure AD) tenant and a root management group.

You create 10 Azure subscriptions and add the subscriptions to the root management group.
You need to create an Azure Blueprints definition that will be stored in the root management
group.

What should you do first?

A. Modify the role-based access control (RBAC) role assignments for the root management
group.

B. Add an Azure Policy definition to the root management group.

C. Create a user-assigned identity.

D. Create a service principal.

Answer: (SHOW ANSWER)

Explanation/Reference:
https://docs.microsoft.com/en-us/azure/role-based-access-control/elevate-access-global-admin

NEW QUESTION: 206

You create an alert rule that has the following settings:

Resource: RG1

Condition: All Administrative operations

Actions: Action groups configured for this alert rule: ActionGroup1

Alert rule name: Alert1
You create an action rule that has the following settings:

Scope: VM1

Filter criteria: Resource Type = "Virtual Machines"

Define on this scope: Suppression

Suppression config: From now (always)

Name: ActionRule1

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
Note: Each correct selection is worth one point.

Statements Yes

If you start VM1, an alert is triggered. Q

It you start VN2, analertis triggered. Q

If you add a tag to RG1, an alert is triggered. O

Answer:


https://www.freepdfdumps.com/Microsoft.AZ-500.v2024-03-29.q215.html

Statements Yes Mo

If you start VM1, an alert is triggered. Q O
If you start VM2, an alertis triggered. O O
If you add a tag to RG1, an alert is triggered. O O
Reference:

https://docs.microsoft.com/en-us/azure/azure-monitor/platform/alerts-activity-log
https://docs.microsoft.com/en-us/azure/azure-monitor/platform/alerts-action-rules

NEW QUESTION: 207
You have an Azure key vault named KeyVault1 that contains the items shown in the following
table.

Name Type
ltem1 Key
ltem? Secret
Policy1 Access policy

In KeyVault, the following events occur in sequence:
Item1 is deleted

Administrator enables soft delete

Item2 and Policy1 are deleted.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
You can recover Policy1. O O
You can add a new key named Item1. O O
You can add a new secret named ltem?2 O O

Answer:



m M icrosoft
Statements Yes

You can recover Policy1. Y O

You can add a new key hamed ltem1. @

You can add a new secret named ltem2.

NEW QUESTION: 208

You have an Azure subscription mat contains a resource group named RG1. RG1 contains a
storage account named storage1.

You have two custom Azure rotes named Role1 and Role2 that are scoped to RG1.

The permissions for Role1 are shown in the followina JSON code.

“permissions”: [

{
“sctions™: [

"Microsoft.Storage/storsgeAccounts/listievs/action™.
1.
"notActions”: [], @
“dataactions®: [],
“notDatadctions™: [] C’O

™ Microsof S

o IchosoTt

Thepcrmsmmfuﬂulezmstnm ing JSON code.

p!r'-unun: : [ 5\6
o

soft.Storage/storagedccounts/listleys/action™,

{&cramﬂ Storage/storsgeAccounts/ListaccountSas/action”,
k Microsoft.S5torage/storagedccounts/read”™

Mtﬂ-ctin-ﬁi": [1s
“datadctionz®: [],
“notDetafdctions": []

Statements
User? can read data i storage i,

Liser2 can read dats in storsgha L L0 0
ST L)

Answer:



Statemenits
User1 can read data in storage1,

|
i
L

Micresoft e No
D :

User? can read data in storagg].

O

User3 can resiose storage from a backup in Azure Backup. 2 D

NEW QUESTION: 209

You create an Azure subscription.

You need to ensure that you can use Azure Active Directory (Azure AD) Privileged Identity
Management (PIM) to secure Azure AD roles.

Which three actions should you perform in sequence? To answer, move the appropriate actions
from the list of actions to the answer area and arrange them in the correct order.

Actions Answer Area

Verify your identity by using multi-factor
authentication (MFA).

f Z'{ﬁrﬂjajg S Dﬂ:

Sign up PIM for Azure AD roles.

R
[ Y
-

L

Discover privileged r@f&

Discover resources.

Answer:

Actions ANSwWer Area

Verify your identity by using muttifactor | 1+ :

authentication (MFA). i Consentto PIM. :
: I

Consent to PIM. N == =" .

S;gn up P‘lM ]‘ﬂ[ Azur . d'ﬁ Ny e T e e
e . i_&_@?_ —t e Sign up PIM for Azure AD roles. @
Discover privileged roles. [

Wicrosoft

| i |1 Verify your Wﬂim multi-factor |
@ “ah e : @

-

Discover resources.



Explanation

Consent to PIM.

Verify your identity by using multi-factor
authentication (MFA).

Sign up PIM for Azure AD roles.

Step 1: Consent to PIM

A s 7R, s
“ C ) @& hps//portalazure.com M f M fe/PIM & n ~ 8
g [ N
Ces iy @
ne > Priviieged identity Management - Consent to PiMt
Privilebed Identity Management - Consent to PIM
* ) ret b
0’ Quitk start
2 e tEaton L 4
I@_n,@ o l 3 A ¢ get starnt ¢ ace sure
’I“h‘ L3 L) * ven L3 . ¢
) i
Manage
I Storage accounts
Virtual networks o~
O e
& Azure Active Directory Activity \
Limit standing access Discover who has access
= you Lo AL VI Tgroe wENg L
Troubleshooting = Support for roles, whech means they only have tavly d
BLLLs wWhen NeCessd prev
W security Center X Troubleshoot
OleM.qu:mloE'alr e SUDDOM FeaUSTL

Step: 2 Verify your identity by using multi-factor authentication (MFA) Click Verify my identity to
verify your identity with Azure MFA. You'll be asked to pick an account.

Step 3: Sign up PIM for Azure AD roles

Once you have enabled PIM for your directory, you'll need to sign up PIM to manage Azure AD
roles.

References:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-
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NEW QUESTION: 210

You have an Azure subscription that contains the resources shown in the following table.

Resource
MName Type Region
SQL1 Azure SOL database East US RG1
Analytics1 | Azure Log Analyticsworkspace East US RG1
Analytics2 Azure Log Analytits wo ; East US RG2
Analytics3 | Azure Log Analytics wﬂ&dﬁew P&fﬂﬁm{ﬂ

You create the Azure Storage accounts shown in the following table.

= g
I} TRt T | Access tier
Mame
Reglon ey : (detault)
Sioragel | Easm LS RG1 % : s
T e AR F T General
storsge2 | Eamus L fiREA L purpose v __| No¥ dpplicable
. AL General
Storsged I-\'{Eg't-iﬁ”-abe RG1 purpose W2 o

You need to configure auditing for SQLA1.
Which storage accounts and Log Analytics workspaces can you use as the audit log destination?
To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
ANSWEr Area

L_E = Storage accounts can be used as the audit log [Storagélonly
— | C r% ‘Ft destmatm stocdge? only

: “ [Storage1 and Storage2 only

' Storagel. Storage2, and Storage3

Log Analytics woﬁcspacas thatca:r be trsed as the audit log
destination;

Analytics1 only

Analytics1 and Analytics2 only
Analytics1 and Analytics3 only
Analytics1, Analytics2, and Analylics3

Answer:

WENicrosoft

e

Storage acoounts that can be used as the audit log
destinaton

Staragel onby

Sidragel onky

Storagel and Storage2 only
Storagel. Storagel. and Storaged

Log Analytics workspaces that can be used'as the audit log
destination:

analytics1 ondy
Anaketics1 and Analytics2 anly

Analytics1 and Analytics3 only
nakticsl Anslybies2 and Analybesd

NEW QUESTION: 211
You have an Azure AD tenant that contains the users shown in the following table.



i D

Which authentication method can each user use for passwordless authentication? Téléﬁswer, |
drag the appropriate authentication methods to the correct users. Each authentication method
may be used once, more than once, or not at all. You may need to drag the split bar between
panes or scroll to view content.

NOTE: Each correct selection is worth one point.

T

hSed LT T el e T

Answer:

Explanation
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exam questions have been updated and answers have been corrected get the newest
Actual4test.com AZ-500 dumps with Test Engine here:
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NEW QUESTION: 212

You have an Azure subscription named Sub1.

You have an Azure Active Directory (Azure AD) group named Group1 that contains all the
members of your IT team.

You need to ensure that the members of Group1 can stop, start, and restart the Azure virtual
machines in Sub1. The solution must use the principle of least privilege.

Which three actions should you perform in sequence? To answer, move the appropriate actions
from the list of actions to the answer area and arrange them in the correct order.

. /|AnswerArea
Actions | ot

Create a JSON file.

Run the Update-AzureRmManagementGroup cmdlet.

Create an XML file.

Run the New-AzureRmRoleDefinition cmdlet.

Run the New-AzureRmRoleAssignment cmdlet.

Answer:


https://www.actual4test.com/AZ-500_examcollection.html

Answer Area
Actions

Create a JSON file. Create a JSON file’

Run the Update-AzureRmManagementGroup cmdlet.

I Riun the New-AzureRmRoleDefinition cmdlet.

Create an XML file.

Run the New-AzureRmRoleAssignment cmdlet.

Run the New-AzureRmRoleDefinition cmdlet.

Run the New-AzureRmRoleAssignment cmdlet. — M ﬁ Q i’@ S @‘Ft

Reference:
https://www.petri.com/cloud-security-create-custom-rbac-role-microsoft-azure

NEW QUESTION: 213

You have an Azure subscription that contains a user named Admin1 and a resource group named
RG1.

In Azure Monitor, you create the alert rules shown in the following table.

Name Resource _ Condition
Rule1 RG1 All security operations
Rule2 RG1 All ' administrative operations

Rule2. . .. | Azure subscription | All security operations by Admin1
Ruled 'V'IC'Azure subscription | All administrative operations by Admin1

Admin1 performs the following actions on RG1:

Adds a virtual network named VNET1

Adds a Delete lock named Lock1

Which rules will trigger an alert as a result of the actions of Admin1? To answer, select the

appropriate options in the answer area.
NOTE: Each correct selection is worth one point.



Adding VNET1:

Rule2 only
Rule4 only
Rule2 and Rule 4 only
Rule3 and Rule 4 only
Rule1, Rule2, Rule@and Rule 4 |

oo
Adding Lock1: v
Rule2 only

Rule4 only

Rule2 and Rule 4 only

Rule3 and Rule 4 only

Rule1, Rule2, Rule3 and Rule 4

Answer:

Adding VNET1: .
Rule2 only - _
Ruledonly Microsoft
Rule3 and Rule 4 only
Rule1, Rule2, Rule3 and Rule 4

Adding Lock1: =

Rule2 only
Rule4 only

Rule2 and Rule 4 only

Rule3 and Rule 4 only
Rule1, Rule2, Rule3 and Rule 4

NEW QUESTION: 214
You have the Azure Information Protection conditions shown in the following table.



Name Pattern
Condition1 White
Condition2 Black

You have the Azure Information Protection labels shown in the following table.

MName Applies to Use label Set the default label

 Global | Nota None | None
Policy 1 Label1 None

Palicy2 Label2 None

You need to identify how Azure Information Protection will label files.
What should you identify? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

If User1 creates a Microsoft Word file that includes the text
‘Black and White”, the file will be assigned:

f User1 creates a Microsoft Notepad file that includes the
iext “Black or white”, the file will be assigned:

Answer:

If User1 creates a Microsoft Word file that includes the text
“Black and White”, the file will be assigned:

If User1 creates a Microsoft Notepad file that includes the
text “Black or white”, the file will be assigned:

&t Microsoft

Reference:

https://docs.microsoft.com/en-us/azure/information-protection/configure-policy-classification

NEW QUESTION: 215

You have three Azure subscriptions and a user named User1.

Microsoft

No label

Label1 only
Label2 only

Label1 and Label2

No label
Label1 only
Label2 only

Label1 and Label2

No label
Label1 only

Label2 only

Label1 and Label2

0 label

Label1 only
Label2 only
Label1 and Label2

You need to provide User1 with the ability to manage and view costs for the resources across all
three subscriptions. The solution must use the principle of least privilege.




Which three actions should you perform in sequence? To answer, move the appropriate actions
from the list of actions to the answer area and arrange them in the correct order.

NOTE: More than one order of answer choices is correct. You will receive credit for any of the
correct orders you select.

Actions

Create a management group
s

Add the three subscriptions to the management growp ..
& -

Azzign User1 the Global admimistrator role

o
Assign User1 the Owner role Tor the rnﬂrﬂ_lj:ﬂ'ﬂ_"nl
group.

Assign User1 the Cost Managemeht Contibunss ke Tore puppe ut
the Management group. ' o - |] [| | E 'l )s f-: } |_ 'i

N
]

=
A

Answer:

Answer Area

Assign User1 the Cost Management Reader,,,,

Assign User1 the Globel administrator role.

Add the three subscriptions to the management
group.
Whcrosoft

1 - Assign User1 the Cost Management Reader,,,,
2 - Assign User1 the Globel administrator role.
3 - Add the three subscriptions to the management group.
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