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NEW QUESTION: 1
You have an Azure subscription that contains the resources shown in the following table.

Name Type Resource group Location
RG1 Resource group Not applicable West US
Managed1 | Managed identity RG1 West US

The subscription is linked to an Azure Active Directory (Azure AD) tenant that contains the users shown in the following table.

Name | Usage location
User1 | United States
User2 | Germany

You create the groups shown in the following table.

Name Type Membership type
Group1| Security Dynamic User
Group2 | Microsoft 365 Dynamic User

The membership rules for Group1 and Group2 are configured as shown in the following exhibit.
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Dynamic membership rules - X

|~I Save X Discard S Got feedback?

Configure Rules Validate Rules (Preview)

You can use the rule builder or rule syntax text box to create or edit a dynamic
membership rule.© Learn more

And/Or Property Operator Value
accountEnabled Equals true
Or v usagelocation v Equals vl US v

—+ Add expression ‘=i Get custom extension pr'DpErliESO

:*"'* “Whicrosoft il

(User.accountEnabled -eq true) or (user.usagelocation - eq "US")

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.



Stet2ments | Yes No

User1 is a member of Group1 and Group?2. 0 O
User2 is a member of Group2 only. O O

Managed1 is a member of Group1 and Group?. O O

Answer:

Statements Yes No

User1 is a member of Group1 and Group2a: Q)

Q
User2 is a membeér of Group2 only. o| [O]
)

Managed1 is @a member of Group1 and Group?2. O

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/groups-dynamic-membership

NEW QUESTION: 2

You have an Azure subscription that contains an Azure Sentinel workspace.

Azure Sentinel is configured to ingest logs from several Azure workloads. A third-party service management platform is used to manage incidents.
You need to identify which Azure Sentinel components to configure to meet the following requirements:

When Azure Sentinel identifies a threat, an incident must be created.

A ticket must be logged in the service management platform when an incident is created in Azure Sentinel.

Which component should you identify for each requirement? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.



When Azure Sentinel identifies a threat, an incident
must be created:

Uata connectors
Playbooks
Workbooks

A ticket must be logged in the service management platform
when an incident is created in Azure Sentinel:

Analytics

Data connectors
Playbooks
Workbooks

Answer:

When Azure mtme Atgg;glﬁgt at incident

must be created. IS"

alytics

afa connectors
Playbooks
Workbooks

A ticket must be logged in the service management platform
when an incident is created in Azure Sentinel:

Analytics

Data connectors
Playbooks
Workbooks

Reference:
https://docs.microsoft.com/en-us/azure/sentinel/create-incidents-from-alerts
https://docs.microsoft.com/en-us/azure/sentinel/tutorial-respond-threats-playbook

NEW QUESTION: 3

You have an Azure Sentinel workspace that has an Azure Active Directory (Azure AD) data connector.

You are threat hunting suspicious traffic from a specific IP address.

You need to annotate an intermediate event stored in the workspace and be able to reference the IP address when navigating through the investigation graph.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the correct order.



Actions Answer Area

Add the query to Favorites.

From the Azure Sentinel workspace, run
an Azure Log Analytics query.

In a Jupyter notebook, create a reference
to the IP address.

g.com

Add a bookmark and assian mp @
%ﬂﬁ@_df D ®

Add a bookmark and map an entity.

From Azure Monitor, run an Azure Log
Analytics query.

Select a query result =. Micros oft

Answer:

Resource provider: w rosoft
_Micre rosofLAuthonzatlm-

N M:crosoftResources | 'Q

‘Microsoft.Support ,((\

O v

Assignable scope: 6

Explanation



From the Azure Sentihel'i-.r'orhépécé, run
an Azure Log Analytics query

Select a query résult

Add a bookmark and map an entity

Reference:
https://docs.microsoft.com/en-us/azure/sentinel/bookmarks

NEW QUESTION: 4

Note: This question is part of a series of questions that present the same scenario. Each question in

the series contains a unique solution that might meet the stated goals. Some question sets might have

more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these

questions will not appear in the review screen.

You have a hybrid configuration of Azure Active Directory (AzureAD).

You have an Azure HDInsight cluster on a virtual network.

You plan to allow users to authenticate to the cluster by using their on-premises Active Directory credentials.
You need to configure the environment to support the planned authentication.

Solution: You create a site-to-site VPN between the virtual network and the on-premises network.

Does this meet the goal?

A. Yes

B. No

Answer: A (LEAVE A REPLY)

You can connect HDInsight to your on-premises network by using Azure Virtual Networks and a VPN gateway.
Note: To allow HDInsight and resources in the joined network to communicate by name, you must perform the
following actions:

* Create Azure Virtual Network.

* Create a custom DNS server in the Azure Virtual Network.

* Configure the virtual network to use the custom DNS server instead of the default Azure Recursive
Resolver.

* Configure forwarding between the custom DNS server and your on-premises DNS server.

References:

https://docs.microsoft.com/en-us/azure/hdinsight/connect-on-premises-network

NEW QUESTION: 5

You have an Azure subscription that contains a web app named App1 and an Azure key vault named Vault1.
You need to configure App1 to store and access the secrets in Vault1.

How should you configure App1? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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Configure App1 to authenticate by using a: -
I{ey

Ceftificate

Passphrase

User-assigned managed identity
System-assigned managed identity

%ﬁﬁgMi:@f@ﬁl@fﬁce for App1 from the: -
Extensions blade
General settings tab
TLS/SSL settings blade
Application settings tab
Answer:
Configure App1 to authentlcaﬂvusm crosoft v
Key (0
rase
ser assigned managed identity
System.- assigned managed |dentity".
Configure a Key Vault reference f & from the: v
6 Extensions blade
K General settings tab
TLS/SSL sgttingis blade
{Application settings tab |

Explanation



>onfigure App1 to authenticate by usinga: PR (I T =
Certificate
Passphrase
User-assigned managed identity
System-assigned managed identity

—onfigure a Key Vault reference for App1 from the: v
Extensions blade

General settings tab
TLS/SSL settings blade
Application settings tab

Reference:
https://docs.microsoft.com/en-us/azure/app-service/overview-managed-identity?tabs=dotnet

NEW QUESTION: 6
You have an Azure subscription mat contains a resource group named RG1. RG1 contains a storage account named storage1.

You have two custom Azure rotes named Role1 and Role2 that are scoped to RG1.
The permissions for Role1 are shown in the following JSON code.



“permissions”: [
1

“asctions™: [
“Microsoft.Storage/storsgeAccounts/listhevs/action™.

L

“"motActions™: [],

“dataactions™: [],

“notDatabctions™: [] N

L "Microsoft.Storage/storsgeAccounts/1isteys/action”,
"Microsoft.Storage/storageAccounts/ListAccountSas/action™,
“Microsoft.Storage/storageAccounts/read”
I
“"notActions™: [],
“datsActions”: [].
“notDatafctions™: []

H
Answer Area —— B [ O . -
User] can read 0473 n ST0mgeT. A1) o &
User2 can read caa in s1ocagel "r,::-' ) o
e g MBI erO Oft
Answer: B
Answer Area
:i' Microsoft &° Ye
Tead data in storage . ®Q Io d 7
User? can read data m storage. \} :_u_!
User3 can restore backup in Azure Backup. O ': 3
.

Explanation:



=
.
Statements - Yes No
User1 can read data in storage .
Liserd can read data in stgraged .
User3 can restore storage1 from a backup in Azure Backup .

NEW QUESTION: 7

You create an Azure subscription with Azure AD Premium P2,

You need to ensure that you can use Azure Active Directory (Azure AD) Privileged Identity Management (PIM) to secure Azure roles.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the correct order.

Actions . Answer Area

Discover privileged roles.
Sign up PIM for Azure AD roles.
Consent to PIM.

Discover resources.

Verify your identity by using multi-factor
- authentication (MFA).

Answer:



Actions Answer Area

-— - —m- - s =

P - =
| - Il Verify your identity by using multi-factor |
| Discover privileged roles. | aro. -
== f'_ _E ___________ | Il authentication (MFA). L

[ SR NN WE W ONr BN WE W OEW NN OWE W O AW OEW i — ——— . —— — T — L — L — L —

= g N N N —

: Sign up PIM for Azure AD roles. : Consent kg PIM, ! .
b = — IL-_—.——-__....—......— - : :
e e == Microsofi
:; Consent to PIM. I : Sign up PIM for Azure AD roles.
S — = N U S U P ——
.——————————__"'"""‘""""'"_] | R v e e R e o |

Explanation

1. Verify your identity with MFA
2. Consent to PIM

3. Sign up PIM for AAD Roles

NEW QUESTION: 8

You create an Azure subscription.

You need to ensure that you can use Azure Active Directory (Azure AD) Privileged Identity Management (PIM) to secure Azure AD roles.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the correct order.



Actions Answer Area

Verify your identity by using multi-factor
authentication (MFA).

Consent to PIM.

Discover privileged rﬁ @ o

Discover resources.

Consent to PIM.

Venfy your ldentlg rﬁ@mmﬁ‘factur

BE N icrosof

Sign up PIM for Azure AD roles.

Answer:

Answer Area

|Gomenl1:ul'-“l'l.'l.

n up PIM for Azure AD roles,

1 - Consent to PM.
2 - Verify your indentify by using multi-factor authentication (MFA).
3 - Sign up PIM for Azure AD roles.




Reference:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-getting-started

NEW QUESTION: 9
You have an Azure subscription that contains the storage accounts shown in the following table.

Name Type
storage Azure Blob storage

storage?2 Azure Files SMB VIicrosofl
storage3 Azure Table storage

You need to configure authorization access.
Which authorization types can you use for each storage account? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

storage1:

Shared Key only

Shared access signature (SAS) only

Azure Active Directory (Azure AD) only

Shared Key and shared access signature (SAS) only ~ ©

Shared Key, shared access signature (SAS), and Azure £ E?thﬂ’ﬁ@mf .

storage2:
Shared Key only

Shared access signature (SAS) only
Shared Key and shared access signature (SAS)

storage3:

Shared Key only

Shared access signature (SAS) only

Azure Active Directory (Azure AD) only

Shared Key and shared access signature (SAS) only

Shared Key, shared access signature (SAS), and Azure Active Directory (Azure AD)

Answer:



storage1: v

Shared Key only

Shared access signature (SAS) only

Azure Active Directory (Azure AD) only

- shared access signature (SAS) only i

red.access signature (SAS), and Azure Active Directory (Azure AD)

storageZ. v

| Shared Key only
Shared access signature (SAS) only
Shared Key and shared-access signature (SAS)

storage3: v

Shared Key only

Shared access signature (SAS) only

Azure Active Directory (Azure AD) only

Shared Key and shared access signature (SAS) only

ﬁhared Key, shared access signature (SAS), and Azure Active Directory (Azure AD)

Reference:

https://docs.microsoft.com/en-us/azure/storage/common/authorize-data-access

NEW QUESTION: 10

You have 20 Azure subscriptions and a security group hamed Group1. The subscriptions are children of the root management group.
Each subscription contains a resource group named RG1.

You need to ensure that for each subscription RG1 meets the following requirements:

The members of Group1 are assigned the Owner role.

The modification of permissions to RG1 is prevented.

What should you do? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Configure role-based access control (RBAC) v
role assignments by using: Azure Blueprints '
Azure Policy
Azure-Security Center
Prevent the modification of permissionsto 4 % v
RG1 by using: A resource lock
A role-based access control (RBAC) role assignment
atihdeSoueegropplevel-+
/Azuré Bloepnint assignments'n locking mode

Answer:



Configure role-baséd access control (RBAC) v
"U|E‘ 355!9[1”’1&[]'}5 b'}' U'.'_ n 1 Mure Eluepnnls

Azure Policy
Azure Secunty Center

Prevent the modification of permissions to v
RG1 by using:

A resource lock
A role-based access control (RBAC) role assignment

at the resource group level
Azure Blueprint assignments in locking mode

NEW QUESTION: 11

You plan to use Azure Disk Encryption for several virtual machine disks.

You need to ensure that Azure Disk Encryption can retrieve secrets from the KeyVault11641655 Azure key vault.

To complete this task, sign in to the Azure portal and modify the Azure resources.

Answer:

See the explanation below.

Explanation

1. In the Azure portal, type Key Vaults in the search box, select Key Vaults from the search results then select KeyVault11641655. Alternatively, browse to Key Vaults in the left navigation pane.
2. In the Key Vault properties, scroll down to the Settings section and select Access Policies.

3. Select the Azure Disk Encryption for volume encryption

»

Enable Access to:

D Azure Virtual Machines for deployment ()

[ ] Azure Resource Manager for template deployment @

Azure Disk Encryption for volume encryption (O

4. Click Save to save the changes.

NEW QUESTION: 12

You have an Azure subscription named Sub1. Sub1 contains a virtual network named VNet1 that contains
one subnet named Subnet1.

You create a service endpoint for Subnet1.

Subnet1 contains an Azure virtual machine named VM1 that runs Ubuntu Server 18.04.

You need to deploy Docker containers to VM1. The containers must be able to access Azure Storage
resources and Azure SQL databases by using the service endpoint.

A. Create an application security group and a network security group (NSG).

B. Edit the docker-compose.yml file.

C. Install the container network interface (CNI) plug-in.

Answer: C (LEAVE A REPLY)

Explanation/Reference:
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Explanation:

The Azure Virtual Network container network interface (CNI) plug-in installs in an Azure Virtual Machine.
The plug-in supports both Linux and Windows platform.

The plug-in assigns IP addresses from a virtual network to containers brought up in the virtual machine,
attaching them to the virtual network, and connecting them directly to other containers and virtual network
resources. The plug-in doesn't rely on overlay networks, or routes, for connectivity, and provides the same
performance as virtual machines.

The following picture shows how the plug-in provides Azure Virtual Network capabilities to Pods:

Existing vitual network

_____ @

Internet

Service Endpoints

Azure Services

References:

https://docs.microsoft.com/en-us/azure/virtual-network/container-networking-overview

NEW QUESTION: 13

Your company has an Azure subscription named Sub1 that is associated to an Azure Active Directory (Azure AD) tenant named contoso.com.
The company develops an application named App1. App1 is registered in Azure AD.

You need to ensure that App1 can access secrets in Azure Key Vault on behalf of the application users.

What should you configure?

A. an application permission without admin consent

B. a delegated permission without admin consent

C. a delegated permission that requires admin consent

D. an application permission that requires admin consent



Answer: B (LEAVE A REPLY)
Explanation
Delegated permissions - Your client application needs to access the web API as the signed-in user, but with access limited by the selected permission. This type of permission can be granted by a

user unless the permission requires administrator consent.

NEW QUESTION: 14

You are implementing conditional access policies.

You must evaluate the existing Azure Active Directory (Azure AD) risk events and risk levels to configure and implement the policies.

You need to identify the risk level of the following risk events:

* Users with leaked credentials

* Impossible travel to atypical locations

* Sign ins from IP addresses with suspicious activity

Which level should you identify for each risk event? To answer, drag the appropriate levels to the correct risk events. Each level may be used once, more than once, or not at all. You may need to drag
the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Levels Answer Area

| High Impossible travel to atypical legations:

Low | Users with ledked credentials:

\Medium | Signins frpn1 R-addressef with suspicious activity: |

Answer:

Levels Answer Area

T SRR
1,__@9_“__ i Impossible travel to atypical locations: [Medium
T e
- Low | Usersiwith leaked credentials: ! High
E—— L U

P ——

| Medium ! Sign ins from IP addresses with suspicious activity: :PM*EJ,U;-,_

— — c— — e

Explanation
Medium
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High

Medium

Refer
https://docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/concept-risk-events#sign-ins-from-ip

NEW QUESTION: 15

You suspect that users are attempting to sign in to resources to which they have no access.

You need to create an Azure Log Analytics query to identify failed user sign-in attempts from the last three days. The results must only show users who had more than five failed sign-in attempts.
How should you configure the query? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

1egueinbALGE QSO t
SecurityEvent
| where TimeGenerated > ago (3d)
| where AcccountType == ‘User’ and |7 ==4625
ActivitylD
DataType
EventiD
QuantityUnit
| Summarie failed 16gin_ attempts= Iv
Count(),
Countif(),
Makeset(),
Split(),
latest_failed login=arg_max (TimeGenerated by Account
| where failed login attempts > 5

Answer:

Viicrosoftt

let timeframe = 3d.
SecuritvEvent

| where TimeGenerated > ago(3d)

| wheare AcccountType == ‘User’ and |' ==4625
ActivitylD
DataType
EventiD
QuantityUnit

| Summarie-faileéd login attempts= _"'

Count(), |
Counfif(),”
Makeset(),
Split(),

latest_failed login=arg _max (TimeGenerated by Account
| where failed login attempts > 5

Explanation



let timeframe = 3d;
SecurityEvent
| where TimeGenerated > ago (3d) :
| where AcccountType == ‘User’ and |v ==4625
ActivitylD,
DatdType
| EventD
QuantityUnit
| Summarie failed logip\attempts= iv
Count(),
Countif(),
Makeset(),
Split(),
latest_failed login=arfy finax (TineGefherated by Account
| where failed login affempts > 5~

The following example identifies user accounts that failed to log in more than five times in the last day, and when they last attempted to log in.
let timeframe = 1d;

SecurityEvent

| where TimeGenerated > ago(1d)

| where AccountType == 'User' and EventID == 4625 // 4625 - failed log in

| summarize failed_login_attempts=count(), latest_failed_login=arg_max(TimeGenerated, Account) by Account

| where failed_login_attempts > 5

| project-away Account1

References:

https://docs.microsoft.com/en-us/azure/azure-monitor/log-query/examples

NEW QUESTION: 16
You have an Azure subscription that contains the virtual machines shown in the following table.

Name Resource group Status
VM1 RG1 Stopped (Deallocated)
VM2 RG2 Stopped (Deallocated)
You create the Azure policies shown in the following table.
Policy definition Resource type Scope
Not allowed virtualMachines RG1
resource types
Allowed resource | virtualMachines RG2
t:.’(pes VIICTGSIOTL

You create the resource locks shown in the following table.



Name Type Created on
Lock1 Read-only | VM1
Lock?2 Read-only | RG2
For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Statements Yes No
Youcan stan VM#+ O O
You can start VM2, O O
You can create a virtual machine inRG2. QO O

Answer:

StatemeMts |\ /icrosoft Yes No
You can start VM1. O O
You can start VM2, O O

You can create a virtual machine inRG2. QO El

Valid AZ-500 Dumps shared by Actualdtest.com for Helping Passing AZ-500 Exam! Actual4test.com now offer the newest AZ-500 exam dumps, the Actual4test.com AZ-500 exam questions
have been updated and answers have been corrected get the newest Actualdtest.com AZ-500 dumps with Test Engine here: https://www.actual4test.com/AZ-500_examcollection.html (517

Q&As Dumps, 30%OFF Special Discount: Freepdfdumps)

NEW QUESTION: 17
You have an Azure subscription named Sub 1 that is associated to an Azure Active Directory (Azure AD) tenant named contoso.com. The tenant contains the users shown in the following table.

Role
Global administrator
| Secufity administrator
Security reader

Each user is assigned an Azure AD Premium P2 license.
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You plan lo onboard and configure Azure AD identity Protection.
Which users can onboard Azure AD Identity Protection, remediate users, and configure policies? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point

Usert and User2 only
Userl, User 2 and User3 only

6& é Userl, User 2 User3d, and User 4 only

Users who can rerm@@rs and configure policies: |User! and User2 only
User1 and User3 only

( User1, User 2. and User3 only
Userl, User 2. User3, and User 4

B\ icrosoft

Users who can onboard Azure AD Idmw; User! anly

Answer:

s Microsoft

Userl, User 2 and Usar3 only

Users who can onboard Azure AD Identi @an Uisert unt:,r
é User1 and User2 only

Userl, User 2, Userd, and User 4 only

Users who can remediate d configure policies: |Uusert and User2 only |
Usert and User3 only —
e Userl, User 2, and User3 only

¢<

Userl, Uzer 2 Userd and Lizser 4

Explanation:

Users who can onboard Azure AD Identity Protection: |w
Userlonly |

Userl and User2 only

User1,User2, and User3 only

User1,User2, User3, and User4 only

Jsers who can remediate users and configure policies: v
User1 and User2 only

User1 and User3 _nnlif

= M | Cros Oft User1, User2, and User3 only

User1. User2. User3. and User4




NEW QUESTION: 18
You have an Azure subscription named Sub1 that is associated to an Azure Active Directory (Azure AD) tenant named contoso.com.
You plan to implement an application that will consist of the resources shown in the following table.

T Rt e
middie tier of the application

Users will authenticate by using their Azure AD user account and access the Cosmos DB account by using resource tokens.
You need to identify which tasks will be implemented in CosmosDB1 and WebApp1.

Which task should you identify for each resource? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

CosmosDB1: l v

Authenticate Azure AD users and generate resource tokens.
Authenticate Azure AD users and relay resource tokens.

o s =

WebApp1: | v
Authenticate Azure AD users and generate resource tokens.

AW ﬁure Sitsers and relay resource tokens.
Creat nd generate resource tokens.

== Microsoft
CosmosDB1: — lv

Authenticate Azure AD users and generale resource tokens.

Answer:

Create database users and generate resource tokens.




Explanation

CosmosDB1: | O | v

Authenticate Azure AD users and generate resource tokens.
Authenhcate Azure AD users and relay resource tukens

WebApp1: | &O‘V v

Authentlcate Azure AD users and generate resource tokens.

Create database Users-and generate resource tokens.

CosmosDB1: Create database users and generate resource tokens.

Azure Cosmos DB resource tokens provide a safe mechanism for allowing clients to read, write, and delete specific resources in an Azure Cosmos DB account according to the granted permissions.
WebApp1: Authenticate Azure AD users and relay resource tokens

A typical approach to requesting, generating, and delivering resource tokens to a mobile application is to use a resource token broker. The following diagram shows a high-level overview of how the
sample application uses a resource token broker to manage access to the document database data:

. Azure App Service - Facebook
. + 2, OAuth authentication =
: : - BE=—=
{amarin.Forms App 1. Login to Facebook 2 e - -
via Azure App Service = -
: : ER=—
]
. Easy Authentication -
L]
- . Document Databas
4 - 4. Fetch resource
Y . token for authenticated
3. Autheqtigate With . . user
) FacebooK agcass oken and = : =
get the usgr's resource token ' .
: :
s Resource Token Broker .
L

using resource token
References:

https://docs.microsoft.com/en-us/xamarin/xamarin-forms/data-cloud/cosmosdb/authentication

NEW QUESTION: 19
You are evaluating the security of VM1, VM2, and VM3 in Sub2.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.



NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No

From the Internet, you can connect to thesegb.sérver on VM1 by using HTTP.
From the Internet, you can conneftiothe web server on VM2 by using HTTP.

From the Intemet, you calyconmect to the web server on YM3 by using HTTP.

o
5 N
Answer:

Answer Arca

Statements Yes No

From the Intemet, you can connect to the web™Seiver on VM1 by using HTTP.

From the Internet, you can connect 1o the web server on VM2 by using HTTP.

From the Intermnet, you €an.connect to the web server on VM3 by using HTTP.

NEW QUESTION: 20

You have an Azure subscription that contains the following resources:

A virtual network named VNET1 that contains two subnets named Subnet1 and Subnet2.
A virtual machine named VM1 that has only a private IP address and connects to Subnet1.

You need to ensure that Remote Desktop connections can be established to VM1 from the internet.
Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange then in the correct order.



Actions

Configure a network security group (NSG).

Create a network rule collection.

Create a NAT rule collection.

Create a new subnet.

-
T

Deploy Azure Application Galw__.;
-

Deploy Azure Firewall.

Answer Area

Answer:

Create a network rule collection. ]
Create a NAT rule collection. l

Create a new subnet.

Deploy Azure Application Gateway.

I Deploy Azure Firewall. : ¢ {

Explanation

r LS
1Create a new subnet.

Deploy Azure Firewall,

Create a NAT rule collection.

NEW QUESTION: 21




You have an Azure subscription that contains the virtual machines shown in the following table.

Public IP
Connected to id

- MNETIFSubnet1 13.80.73.87
VNET2/Subnet2 213.199.133.190

VNETZ2/Subnet2 None

Subnet1 and Subnet2 have a Microsoft.Storage service endpoint configured.
You have an Azure Storage account named storageacc1 that is configured as shown in the following exhibit.

H X {Hh ] Iule$h r f't
Allow access fram Croso

All networks = Selected networks

Configure network security for your storage accounts. Learn more

Virtual networks

Secure your storage account with virtual networks. -+ Add existing virtual network
fdd new virtual network
VIRTUAL SUBMET ADDRESS ENDPOINT RESOURCE SUBSCRIBTION
NETWORK RANGE STATUS GROUP

No network selected.

Firewall

Add IP ranges to allow access from the internet on your on-premises networks, Learn more

Address Range

13.80.73.87
IP address or CIDR

Exceptions
Allow trusted Microsoft services to access this storage account @
[ Allow read access to storage logging from any network
[ Allow read access to storage metrics from any network

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
Statemehtsi crosoft Yes No
From VM1, you can uploéd a blob to-storageacc. © O
From VM2, you tafi Gpload a blob to storageaccl. ©  ©

From VM3 , you can upload a blob to storageacc1. © O
Answer:



statemenhts FOSOTT Yes
From VM1, you can upload a blab'to storageacc1.  [O]

O]
From VM2, you can upload:a’blob to storageacc1. O
O

0] [o] 0 &

From VM3, you can upload a blob to storageacc].

Reference:
https://docs.microsoft.com/en-gb/azure/storage/common/storage-network-security

NEW QUESTION: 22
Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the stated goals. Some question sets might

have more than one correct solution, while others might not have a correct solution.
After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
You have an Azure Subscription named Sub1. Sub1 contains an Azure virtual machine named VM1 that runs Windows Server 2016.

You need to encrypt VM1 disks by using Azure Disk Encryption.
Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the correct order.

Actions Amswer Area

Configure secrets for the Azure key vault,

Create an Arure key vaull.

Run Set-AzureRmStorageAccount ! \ A°. . _- ¢
L.

Configure access policies for the Arure keywault:

Run Sect-AzureRmVmDiskEncryptiochExtension.

Answer:



Answer Area

: Create anAzure key vault.

Explanation

Create an Azure key vault.

Configure access polncum for Ihe Azure key vault.

&

o Ll

Run Set*lzugiﬁk%bé?ggné?{pt ionExtension.

References:

https://docs.microsoft.com/en-us/azure/virtual-machines/windows/encrypt-disks

NEW QUESTION: 23

You have an Azure subscription named Subscription1 that contains the resources shown in the following table.

Name Type

EventHub1 Azure Event Hubs

[ Not applicable

Adf1 Azure Data Factory

Not applicable

NVA1 MNetwork virtual appliance (NVA)

You have an Azure subscription named Subscription2 that contains the following resources:

An Azure Sentinel workspace
An Azure Event Grid instance

You need to ingest the CEF messages from the NVAs to Azure Sentinel.
What should you configure for each subscription? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.



= o
Subscription1: _J M ICI'o SOft "

An Azure Lo?Analytics agent on a Linux virtual machine
A Data Factory pipeline O
An Event Hubs namespace _. ¢, _C-

An Azure Service Bus l‘ﬁp
atay :
A Iﬁ&ﬁzeﬁr? Log Analytics workspace

A new Azure Sentinel data connector
A new Azure Sentinel playbook
A new Event Grid resource provider

Subscription2:

Answer:

Subscription1: i

An Azure Log Analytics agent on a Linux virtual machine
A Data Factory pipeline

An Event Hubs namespace

AN Azure Service Bus queue

Subscription2: )
| A new Azure Log Analytics workspace

A new Azure Sentinel data connector
Arﬁﬁmmm& ook

A few Fuant (arid recniirce nrovider

NEW QUESTION: 24
You have Azure virtual machines that have Update Management enabled. The virtual machines are configured as shown in the following table.

Operating system
Windows Server 2012
Windows Server 2012 R2
wWindows Server 2016

AL
;i

Ubuntu Server 18.04 LTS, } ™

Red Hujﬂﬁ_mﬂhﬁx'hi
CentOS 75 \©

2L

You schedule two update deployments named Update1 and Update2. Update1 updates VM3. Update2 updates VMG6.
Which additional virtual machines can be updated by using Update1 and Update2? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.



Update1: [ v
VM2 only

VM4 only

VM1 and VM2 only

VM1, VM2, VM4, VM5, and VM6

Update2; A\ v

VM5 only

VM1 and VM5 only

VM4 and VM5 only =5 \licrosoft
VM1, VM2, and VM35 oOniy

VM1, VM2, VM3, VM4, and VM5

Answer:

Update1: | v
VM2 only
VM4 only
VM1 and VM2 only.. -
VM7, VM2, VM4, VM5, and VM6

Update2: Al | v
| VM5, anly
Micrdaa#t and VM5 only

[ VM2 and VM5 only

VM1, VM2, and VM5 only

VM1, VM2, VM3, VM4, and VM5

Explanation:

Update1: VM1 and VM2 only

VM3: Windows Server 2016 West US RG2

Update2: VM4 and VM5 only

VMG6: CentOS 7.5 East US RG1

For Linux, the machine must have access to an update repository. The update repository can be private or public.
References:



https://docs.microsoft.com/en-us/azure/automation/automation-update-management

NEW QUESTION: 25

You create a new Azure subscription.

You need to ensure that you can create custom alert rules in Azure Security Center.
Which two actions should you perform? Each correct answer presents part of the solution.
NOTE: Each correct selection is worth one point.

A. Onboard Azure Active Directory (Azure AD) Identity Protection.

B. Create an Azure Storage account.

C. Implement Azure Advisor recommendations.

D. Create an Azure Log Analytics workspace.

E. Upgrade the pricing tier of Security Center to Standard.

Answer: (SHOW ANSWER)

D: You need write permission in the workspace that you select to store your custom alert.

Reference:
https://docs.microsoft.com/en-us/azure/security-center/security-center-custom-alert

NEW QUESTION: 26

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the stated goals. Some question sets might
have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
You have an Azure Subscription. The subscription contains 50 virtual machines that run Windows Server 2012 R2 or Windows Server 2016.
You need to deploy Microsoft Antimalware to the virtual machines.

Solution: You connect to each virtual machine and add a Windows feature.

Does this meet the goal?

A. Yes

B. No

Answer: B (LEAVE A REPLY)

Microsoft Antimalware is deployed as an extension and not a feature.

References:

https://docs.microsoft.com/en-us/azure/security/fundamentals/antimalware

NEW QUESTION: 27
You have an Azure subscription that contains the resources shown in the following table.

Name Type Resource group Location
RG1 Resource group Not applicable West US
Managed1 | Managed identity RG1 West US

The subscription is linked to an Azure Active Directory (Azure AD) tenant that contains the users shown in the following table.
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Name | Usage location
User1 | United States
User2 | Germany

You create the groups shown in the following table.

Name Type Membership type
Group1 | Security Dynamic User
Group2 | Microsoft 365 Dynamic User

The membership rules for Group1 and Group2 are configured as shown in the following exhibit.

Dynamic membership rules - X

| Save X Discard S Got feedback?

Configure Rules Validate Rules (Preview)

You can use the rule builder or rule syntax text box to create or edit a dynamic
membership rule.(’ Learn more

And/Or Property Operator Value
accountEnabled Equals true
Or v usagelocation v Equals v US v
I~ Add expresSion =7 Get custom extension properties O,
Rule syntax ol g ¢ Edit

(User.accountEnabled -eq true) or (user.usagelocation - eq "US")

For each of the following statements, select Yes if the statement is true. Otherwise, select No.




NOTE: Each correct selection is worth one point.

User1 is a member of Group1 and Group?2.

Statargents OS(

User2 is a member of Group2 only.

Yes No

O Q
O O

Managed1 is a member of Group1 and Group?. O O

Answer:

CrosS Stétements

User1 is a member of Group1 and'Group?2.

User2 is a member of Group?2 only.

Managed1 is a member of Group1 and Group?.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/groups-dynamic-membership

NEW QUESTION: 28
You have an Azure Active Directory (Azure AD) tenant named contoso.com that contains the users shown in the following table.

Multi-factor authentication
e (MFA) status
User1 Group1 123 555 7890 | Disabled
User2 .. Groupi, Group2 None | Enabled
Userd i Grelpy OSOTL | 128555 7891 | Required

Yes No
o] O
O Q
O O

You create and enforce an Azure AD Identity Protection user risk policy that has the following settings:
Assignment: Include Group1, Exclude Group2
Conditions: Sign-in risk of Medium and above
Access: Allow access, Require password change
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.



Statements Yes No

IFUser1 ngns mfremamunfamlﬁar location, he must change his password. () O

If User2 signs in from an anonymous |P.address, she must change her O 9
password.

If User3 signs in from a computer containing malware that is communicating ()
with known bot servers, he must change his password.
Answer:

Statements

If User1 signs in from an unfamiliar location, he must__@haﬁﬂ‘é.’ﬁis' password.

If User2 signs in from an anonymous IP addreﬂis she must change her
password.

If User3 signs in from a computer, cnntammg malware thﬁt 15 cpmquaim
with known bot servers, he must change his password.”

Reference:
http://www.rebeladmin.com/2018/09/step-step-guide-configure-risk-based-azure-conditional-access-policies/

NEW QUESTION: 29
You have an Azure subscription that contains the virtual machines shown in the following table.

Wil Windows Server 2016
WViv2 Ubuntu Server 18.04 LTS

From Azure Security Center, you turn on Auto Provisioning.
You deploy the virtual machines shown in the following table.

- i '.E. --'-I-Eil.l
VM3 Windows Server 2016
V4 Ubuntu Server 18.04 LTS

On which virtual machines is the Log Analytics agent installed?
A. VM3 only

B. VM1 and VM3 only

C. VM3 and VM4 only

D. VM1, VM2, VM3, and VM4

Answer: (SHOW ANSWER)

Explanation
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When automatic provisioning is On, Security Center provisions the Log Analytics Agent on all supported Azure VMs and any new ones that are created.

Supported Operating systems include: Ubuntu 14.04 LTS (x86/x64), 16.04 LTS (x86/x64), and 18.04 LTS (x64) and Windows Server 2008 R2, 2012, 2012 R2, 2016, version 1709 and 1803
Reference:

https://docs.microsoft.com/en-us/azure/security-center/security-center-enable-data-collection

NEW QUESTION: 30

You need to deploy Microsoft Antimalware to meet the platform protection requirements.
What should you do? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Create a custom policy definition that has effect set to: v

Append
Deny
DeploylfNotExists

Create a policy assignment and modify: v

The Create a Managed Identify setting
Thesexclusion settings
The Scope | \J O |

Answer:

Create a custom policy definition that has effect set to: v

Append
Deny
eployltNotExists

Credte aypolicy assignment and modify: v

The Create a Managed Identify setting

The exclusion settings
The scope

NEW QUESTION: 31

You have an Azure subscription that contains the virtual machines shown in the following table.

Subnet1 and Subnet2 have a network security group {NSG). The NSG has an outbound rule that has the following configurations:
* Port; Any



* Source: Any

* Priority: 100

* Action: Deny

* Protocol: Any

* Destination: Storage

The subscription contains a storage account named storage1.

You create a private endpoint named Private1 that has the following settings:
* Resource type: Microsoft.Storage/storageAccounts

* Resource: storage1

* Target sub-resource: blob

* Virtual network: VNet1

* Subnet: Subnet1

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Areca

e B\ icrosaft -

From VM2, you can create a container in storageft. )
From VM1, you can upload data-to the blob storage of storage1. B

From VM2, you can dplead data to the blob storage of storage1. B

Answer:

Statements ' MIJC rO S O ft Yes

| {U.-' -_, '.':.
From VM2, you can create a container in s;g@g&l 1o

f-\.. L ¥
L B .

From VM1, you can upioad{daiﬂo’l{ﬁ blob storage of storagel.

:l \'

P-—.“ -."; =

From VM2, ynu ca nsﬁpﬁaw data to the blob storage of storage1.

Explanation:



Answer Area

Statements

From VM2, you can create a container in storage 1.

From VM1, you can upload data to the blob storage of storage.

From VMZNGLIESR uploag data 1o the blob storagéof storage
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have been updated and answers have been corrected get the newest Actual4test.com AZ-500 dumps with Test Engine here: https://www.actual4test.com/AZ-500_examcollection.html (517

Q&As Dumps, 30%OFF Special Discount: Freepdfdumps)

NEW QUESTION: 32

Your company has an Azure subscription named Sub1 that is associated to an Azure Active Directory (Azure AD) tenant named contoso.com.
The company develops an application named App1. App1 is registered in Azure AD.

You need to ensure that App1 can access secrets in Azure Key Vault on behalf of the application users.
What should you configure?

A. an application permission without admin consent

B. a delegated permission without admin consent

C. a delegated permission that requires admin consent

D. an application permission that requires admin consent

Answer: B (LEAVE A REPLY)

Section: [none]

Explanation:

Delegated permissions - Your client application needs to access the web API as the signed-in user, but with access limited by the selected permission. This type of permission can be granted by a
user unless the permission requires administrator consent.

Incorrect Answers:

A, D: Application permissions - Your client application needs to access the web API directly as itself (no user context). This type of permission requires administrator consent and is also not available
for public (desktop and mobile) client applications.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/develop/quickstart-configure-app-access-web-apis

NEW QUESTION: 33
You implement the planned changes for ASG1 and ASG2.
In which NSGs can you use ASG1. and the network interfaces of which virtual machines can you assign to ASG2?
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nsos: (R

NSG2 only
NSG2 and NSG4 only
NSG2, NSG3, and HSG4

\gtudal machines: [

VM3 only
VM2 and VM4 only
VM1, VM2, and VM4 only

Microsgft VA3, V42, e My

VM1, VM2, VM3, and VM4

Answer:

(i | pe—

NSG2 and NSG4 only
NSG2, NSG3, and RSG4S

virtual machines: [

VM3 only

VM2 and VM4 only

VM1, VM2, and VM4 only 1
‘ . and M only

VM1, VM2, VM3, and VM4

NEW QUESTION: 34
You have an Azure Active Directory (Azure AD) tenant named contoso.com that contains the users shown in the following table.

Name Role
Admin1 Global administrator
Admin2 Group administrator
Admin3 User administrator

Contoso.com contains a group naming policy. The policy has a custom blocked word list rule that includes the word Contoso.
Which users can create a group named Contoso Sales in contoso.com? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
Jsers who can create a security groups namecll,@?lmuso Sales: v
| Vi

CrosO [t oy

Admin1 and Admin2 only
Admin1 and Admin3 only
Admin1, Admin2, and Admin3

Jsers who can create an Office 365 group named Contoso Sales: v
Admin1 only

Admin1 and Admin2 only
Admin1 and Admin3 only
Admini, Admin2, and Admin3

Answer:



Users who can create a security group named Contoso Sales:

Admint only

Admini, Admin2, and Admin3

Users who can create an Office 365 group named Contoso Sales: -
Admini only
Admint and Admin2 anly

in2, 3

Explanation

Jsers who can ¢reale a mgw gﬁﬁi ﬁ?untusn Sales: v

Admin1 only

Admin1 and Admin2 only
Admin1 and Admin3 only
Admin1, Admin2, and Admin3

Jsers who can create an Office 365 group named Contoso Sales: v
Admin1 only

Admin1 and Admin2 only
Admin1 and Admin3 only
Admin1, Admin2, and Admin3

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/groups-naming-policy

NEW QUESTION: 35
You have an Azure Active Directory (Azure AD) tenant named contoso.com that contains the users shown in the following table.

- icrasofit Multi-factor authentication
Name | | Moibér6t°C'[ mobile phone (ASPA) atabie
User1 Group1 123 555 7890 | Disabled
User2 Group1, Group2 None Enabled
User3 Group1 123 555 7891 | Required

You create and enforce an Azure AD Identity Protection user risk policy that has the following settings:
* Assignment: Include Group1, Exclude Group2

* Conditions: Sign-in risk of Medium and above

* Access: Allow access, Require password change

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.



Sfaments)sOft

If User1 signs in from an unfamiliar location, he must change his password.

=

if User2 signs in from an anonymous IP address, she must change her
password.

If User3 signs in from a computer.cantaining malware that is communicating
with known bot servers, he must change his password.

Answer:
Statements ] . Y No
m Microsott
If User1 signs in from an unfamiliar location, he must change his mﬁy&“w I_ -: @)
LA A b ‘ q‘- = u =
It User2 signs in from an afionyméis | address, she must change her O1 o
password. w2 =
If User3 signs in from a computer containing malware that is communicating () ’_fj_ﬂ
with known bot servers, he must change his password. o
Explanation

Answer Area =N\ Nicrasoft
Statements : Yes

If User1 signs in from an unfamiliar location, he must change his password. |0 |

If User2 signs in from an anonymous IP.address, she must change her |_0 |
password.

If User3 signs in from a computer containing malware that is communicating ()
with known bot servers, he must change his password.

Box 1: Yes

User1 is member of Group1. Sign in from unfamiliar location is risk level Medium.

Box 2: Yes

User2 is member of Group1. Sign in from anonymous IP address is risk level Medium.
Box 3: No

Sign-ins from IP addresses with suspicious activity is low.

Note:



Sign-in Activity Risk Level

Users with leaked credentials High
Sign-ins from anonymous IP Medium
addresses
Impossible travel to atypical Medium
locations
Sign-ins from infected devices Medium
Sign-ins from IP addresses with Low

suspicious activity

Sign-ins from unfamiliar locations Medilim
Azure AD ldentity protection can detect six types of suspicious sign-in activities:
* Users with leaked credentials
* Sign-ins from anonymous IP addresses
* Impossible travel to atypical locations
* Sign-ins from infected devices
* Sign-ins from |IP addresses with suspicious activity
* Sign-ins from unfamiliar locations
These six types of events are categorized in to 3 levels of risks - High, Medium & Low:
References:
http://www.rebeladmin.com/2018/09/step-step-guide-configure-risk-based-azure-conditional-access-policies/

NEW QUESTION: 36
You have an Azure subscription that contains a resource group named RG1 and the network security groups (NSGs) shown in the following table.

Name Location Flow logs status
NSG1 West Europe | Off
NSGZ West Europe | Off

You create the Azure policy shown in the following exhibit.




Parameters Remediation Non-compliance messages Review + create

Azure Pass - Sponsorship/RG1
Azure Pass - Sponsorship/RG1/NSGT
Flow logs should be enabled for every pggwork security group

Assignment name Flow logs should be enabled f0RS _Wik security ?a_rf-;ﬂlﬁ'

. ot .
Description Descnption t.‘ | j ﬁ: | G 33 m
Policy enforcement Enabled

Assigned by Admin1

Parameters

effect L N

Remediation
Create managed idenfiywl %/ ves
Managed identity locathn westeurope

Create a remediation task MO

Non-compliance messages

Default non-compliance message Messagel

You assign the policy to RG1.

What will occur if you assign the policy to NSG1 and NSG2?
A. Flow logs will be enabled for NSG1 and NSG2.

B. Flow logs will be disabled for NSG1 and NSG2.

C. Flow logs will be enabled for NSG1 only.

D. Flow logs will be enabled for NSG2 only.

Answer: D (LEAVE A REPLY)

NEW QUESTION: 37

You need to deploy AKS1 to meet the platform protection requirements.

Which four actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the correct order.
NOTE: More than one order of answer choices is correct. You will receive credit for any of the correct orders you select.
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Actions Answer Area

| Deploy an AKS cluster.

Create a client application. QE’

Create a server application. 6

Create an RBAC binding.

| &
Create a custom RB%OIE.

Y8\ Nicrosoft

Answer:

Actions Answer Area

Deploy an AKS cluster. \ I Create a server application. “
Create a client application. | Create a client application. |

‘ Create a server application. “ Mm SO

| Create an RBAC binding. ‘ Create an RBAC binding.
Create a custom RBAC role.

Reference:

https://docs.microsoft.com/en-us/azure/aks/azure-ad-integration



NEW QUESTION: 38

You have an Azure Storage account that contains a blob container named container1 and a client application named App1.
You need to enable App1 access to container1 by using Azure Active Directory (Azure AD) authentication.

What should you do? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

From Azure AD: O v
Register App1. ~

Create an acgess package.
Imp[emen’;\édg.abplication proxy.
Modify tife authentication methods.

W
From the storage account: @

AAdd a private endpoint.
¢, [Regenerate the access key.
‘. ~ |Configure Access control (IAM).
W C |Geheratea shared access signature (SAS).

Answer:

From A€ Am SOTT v
Register App1.
reate an access package.
Implement an application proxy.
Modify the authentication methods.

From the storage account: v

Add a private endpoint.

Regenerate the access key.

Configure Access control (TAM).

Generate a shared access signature (SAS).

Reference:
https://azure.microsoft.com/en-in/blog/announcing-the-preview-of-aad-authentication-for-storage/
https://github.com/MicrosoftDocs/azure-docs/blob/master/articles/storage/common/storage-auth-aad-rbac-portal.md

NEW QUESTION: 39
You need to configure an access review. The review will be assigned to a new collection of reviews and reviewed by resource owners.
Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the correct order.



Actions Answer Area

Create an access review program.

Set Reviewers to Selected users.

Create an access review audit. ©

Create an access review control. @

Set Reviewers to Group owners.

B \icrosoft

Answer:

Actions Answer Area

Create an access review program. : Create an accessfeview program. :
________________ I.______q..'-.'.;-'_..::.'_.____———l
Set Reviewers to Selected users. i e e S o e |

———
1

e Y T A
X ®[ Set Reviewers to Group owners. |

_ I Creatéan access review control. |
|

Héaf udit.

Create an access review control.-

"Set Revi ewers to Grddp_"oivners.

PSet Reviewers-tﬂ Members. I

Explanation

Answer Area

Create an access review program.

Create an access review control.

' Set Reviewers to Group owners.

W /




Step 1: Create an access review program

Step 2: Create an access review control

Step 3: Set Reviewers to Group owners

In the Reviewers section, select either one or more people to review all the users in scope. Or you can select to have the members review their own access. If the resource is a group, you can ask the

group owners to review.

Reviewers JF: {CT(
Group owners ~

Group owners

Programg Selected users

Members (self)

References:
https://docs.microsoft.com/en-us/azure/active-directory/governance/create-access-review
https://docs.microsoft.com/en-us/azure/active-directory/governance/manage-programs-controls

NEW QUESTION: 40

You need to deploy Microsoft Antimalware to meet the platform protection requirements.
What should you do? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Create a custom policy definition that has effect set to: v

Append
Deny
DeploylfNotExists

Create a policy assignment and modify: v
The Create a Managed Identify setting

E RN B N - - o

The scope

Answer:



Create a custom policy definition that has effect set to: v

Append __

"

Deny ()%
I[zaglqﬂﬁumlixnsts
Create a puilw aas_;gq;mﬁrﬂ and deIf'f v
| # The Create a Managed Identify setting
ne, | The exclusion settings

Micr frastose ©

Topic 1, Litware, inc

Existing Environment

Litware has an Azure subscription named Sub1 that has a subscription ID of 43894a43-17c2-4a39-8cfc-3540c2653ef4.

Sub1 is associated to an Azure Active Directory (Azure AD) tenant named litwareinc.com. The tenant contains the user objects and the device objects of all the Litware employees and their devices.
Each user is assigned an Azure AD Premium P2 license. Azure AD Privileged Identity Management (PIM) is activated.

The tenant contains the groups shown in the following table.

m SO F t Description

A group that has the Dynamic User membership type,
contains all the San Francisco users, and provides
access to many Azure AD applications and Azure
resources.

A group that has the Dynamic User membership type and
contains the Chicago IT team

Security group

Security group

The Azure subscription contains the objects shown in the following table.



Name Type | I\ /Description.. £ 4
VNet1 is 2 virtual network that'contains

: security-sensitive IT resources. VNet1
ViNett Virtual network contains three subnets named Subnet0,
Subnet1, and AzureFirewallSubnet.
VMO is an Azure virtual machine that runs
Windows Server 2016, connects to

e Yicuakmpesine Subnet0, and has just irt time (JIT) VM
access configured.
VM1 is an Azure virtual machine that runs
VM1 Virtual machine Windows Server 2016 and connects to
SubentO.
SQLDB1 is an Azure SQL databaseon a
SQLDB1 E‘;’;ﬁ:ﬁl‘ SQL Database server named
LitwareSQLServer1.
WebApp1 is an Azure web app thatis
WebApp1 Web app accessible by using https://litwareinc.com

and hitp://www litwareinc.com.

Resource Group1 is a resource group that
contains VNet1, VMO, and VM1.

Resource Group2 is a resource group that
contains shared IT resources.

Resource Group1 | Resource group

Resource Group2 | Resource group

Azure Security Center is set to the Free tier.
Planned changes
Litware plans to deploy the Azure resources shown in the following table.

Name Type WIICFOSOTE Description
Firewall1 Azure Firewall An Azdre firewall on VNet1.
Acroute table that will contain a route
RT1 Route table pointing to Firewall1 as the default
gateway and will be assigned to Subnet0.

AKS1 fjg"sﬁ Kubernetes Service | 4 yanaged AKS cluster

Litware identifies the following identity and access requirements:

All San Francisco users and their devices must be members of Group1.

The members of Group2 must be assigned the Contributor role to Resource Group2 by using a permanent eligible assignment.

Users must be prevented from registering applications in Azure AD and from consenting to applications that access company information on the users' behalf.
Platform Protection Requirements

Litware identifies the following platform protection requirements:

Microsoft Antimalware must be installed on the virtual machines in Resource Group1.

The members of Group2 must be assigned the Azure Kubernetes Service Cluster Admin Role.

Azure AD users must be to authenticate to AKS1 by using their Azure AD credentials.

Following the implementation of the planned changes, the IT team must be able to connect to VMO by using JIT VM access.

A new custom RBAC role named Role1 must be used to delegate the administration of the managed disks in Resource Group1. Role1 must be available only for Resource Group1.
Security Operations Requirements

Litware must be able to customize the operating system security configurations in Azure Security Center.



NEW QUESTION: 41
You have an Azure subscription that contains the virtual machines shown in the following table.

Name Resource group Status
VM1 RG1 Stopped (Deallocated)
VM2 RG2 Stopped (Deallocated)

You create the Azure policies shown in the following table.

Policy definition
Mot alliowed virtualMachines
resource types
Allowed resource virtualMachines
types

You create the resolrce locks shown in the following table

Name Type Created on
Lock1 Read-only | VM1
Lock2 Read-only | RG2

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No
You can start VM1. 'FC' MiCi’OSijt
You can start VM2. @) O
You can create a vitual machineinRG2. O O

Answer:



Answer Area
Statements
You can start VM1.

You can start VM2.

You can create a virtual machine in RG2.

Explanation

AnswerWiesosoft
Statements
You can start VM1.

You can start VM2.

You can create a virtual machine in RG2.

References:

https://docs.microsoft.com/en-us/azure/governance/blueprints/concepts/resource-locking

NEW QUESTION: 42

You create an alert rule that has the following settings:

Resource: RG1

Condition: All Administrative operations

Actions: Action groups configured for this alert rule: ActionGroup1
Alert rule name: Alert1

Micrasoft

Yes

o



You create an action rule that has the following settings:

Scope: VM1

Filter criteria: Resource Type = "Virtual Machines"

Define on this scope: Suppression

Suppression config: From now (always)

Name: ActionRule1

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
Note: Each correct selection is worth one point.

Statements Yes No
If you start VM1, an alert is triggered. O ®
If you start VM2, an.alertis triggered. O O

If you add a tag te RGi;;_.a}n gle is Ir_ggered. O O

e 1 W |
bl e S M

Answer:

Statements

If you start VM1, an alert is triggered.

If you start VM2, an alert isitriggered.

If you add a tag to RG1, an alert is triggered. O

References:
https://docs.microsoft.com/en-us/azure/azure-monitor/platform/alerts-activity-log
https://docs.microsoft.com/en-us/azure/azure-monitor/platform/alerts-action-rules

NEW QUESTION: 43

You need to ensure that you can meet the security operations requirements.
What should you do first?

A. Turn on Auto Provisioning in Security Center.

B. Integrate Security Center and Microsoft Cloud App Security.



C. Upgrade the pricing tier of Security Center to Standard.

D. Modify the Security Center workspace configuration.

Answer: C (LEAVE A REPLY)

Explanation

The Standard tier extends the capabilities of the Free tier to workloads running in private and other public clouds, providing unified security management and threat protection across your hybrid cloud
workloads. The Standard tier also adds advanced threat detection capabilities, which uses built-in behavioral analytics and machine learning to identify attacks and zero-day exploits, access and
application controls to reduce exposure to network attacks and malware, and more.

Scenario: Security Operations Requirements

Litware must be able to customize the operating system security configurations in Azure Security Center.

References:

https://docs.microsoft.com/en-us/azure/security-center/security-center-pricing

Topic 2, Contoso

This is a case study. Case studies are not timed separately. You can use as much exam time as you would like to complete each case. However, there may be additional case studies and sections on
this exam. You must manage your time to ensure that you are able to complete all questions included on this exam in the time provided.

To answer the questions included in a case study, you will need to reference information that is provided in the case study. Case studies might contain exhibits and other resources that provide more
information about the scenario that is described in the case study. Each question is independent of the other question on this case study.

At the end of this case study, a review screen will appear. This screen allows you to review your answers and to make changes before you move to the next sections of the exam. After you begin a
new section, you cannot return to this section.

To start the case study

To display the first question on this case study, click the Next button. Use the buttons in the left pane to explore the content of the case study before you answer the questions. Clicking these buttons
displays information such as business requirements, existing environment, and problem statements. If the case study has an All Information tab, note that the information displayed is identical to the
information displayed on the subsequent tabs. When you are ready to answer a question, click the Question button to return to the question.

Overview

Contoso, Ltd. is a consulting company that has a main office in Montreal and two branch offices in Seattle and New York.

The company hosts its entire server infrastructure in Azure.

Contoso has two Azure subscriptions named Sub1 and Sub2. Both subscriptions are associated to an Azure Active Directory (Azure AD) tenant named contoso.com.

Technical requirements

Contoso identifies the following technical requirements:

* Deploy Azure Firewall to VNetWork1 in Sub2.

* Register an application named App2 in contoso.com.

* Whenever possible, use the principle of least privilege.

* Enable Azure AD Privileged Identity Management (PIM) for contoso.com

Existing Environment

Azure AD

Contoso.com contains the users shown in the following table.


https://www.freepdfdumps.com/Microsoft.AZ-500.v2025-01-29.q426.html

Name Ci JVIICTUSUT Role
User1 Montreal Global administrator
User2 MONTREAL | Security administrator
User3 London Privileged role administrator
Userd Ontario Application administrator
User5 Seattle Cloud application administrator
Users Seattle User administrator
User?7 Sydney Reports reader
Usersd Sydney None

Contoso.com contains the security groups shown in the following table.

Name | Membership type Dynamic membership rule
Group1 Dynamic user user.city —contains “ON”
Group2 | Dynamic user user.city -match “*on”

Sub1

Sub1 contains six resource groups named RG1, RG2, RG3, RG4, RG5, and RG6.
User2 creates the virtual networks shown in the following table.

Name Resource group
YNET1 RG1
IVNETZ>V" RG2
VNET3 RG3
VNET4 RG4
Sub1 contains the locks shown in the following table.
Name Sétlon o0l Lock type
Lock1 RG1 ~Delete
Lock2 RG2 ..+ | Read-only
Lock3 RG3 Delete
Lock4 RG3 Read-only
Sub1 contains the Azure policies shown in the following table.

Policy definition Resourcetype . Scope
Allowed resource types | networkSecurityGroups ji"ﬂ ICrOBe31
Not allowed resource virtualNetworks/subnets RGS
types
Not allowed resource | networksSecurityGroups RG5
types
Not allowed resource | virtualNetworks/virtualNetworkPeerings | RG6
types

Sub?2
Name Subnet
VNetwork1 Subneti.1, Subnet1.2 and Subent1.3
VVNetwork?2 Subnet2.1

Sub2 contains the virtual machines shown in the following table.



Network
Inteiface Application security group Connected to

NIC1 ASG1 Subneti.1
MNIC2 ASG2 Subnet1.1
NIC3 None Subnet1.2
NIC4 ASGT Subnet1.3
NICS Nene \

All virtual machines have the public IP addresses and the Web Server (lIS) role installed. The firewalls for each virtual machine allow ping requests and web requests.
Sub2 contains the network security groups (NSGs) shown in the following table.

Associated to
MNIG2
Subnet1.1
Subnet1.3
Subnet2.1

NSG1 has the inbound security rules shown in the following table.

Priority Port Protocol Source Destination Action
65000 Any Any VirtualNetwork VirtualNetwork | Allow
65001 Any Any AzurelLoadBalancer | Any Allow
65500 Any Any Any Any Deny

NSG2 has the inbound security rules shown in the following table.

Priority Source " Destination
| 100 Internet VirtualNetwork
65000 VirualNetwork VirtualNetwork
65001 AzureLoadBalancer | Any
65500 Any Any

NSG3 has the inbound security rules shown in the following table.

Priority Port Protocol Source Destination Action
100 Any TCP ASG1 ASG1 Allow
150 Any Any ASG2 VirtualNetwork | Allow
200 Any Any Any Any Deny
65000 Any Any VirtualNetwork VirtualNetwork | Allow
65001 Any Any . - | AzurekoadBalancer].Any Allow
65500 Any Any Any VITCT UOUIT I Any Deny

NSG4 has the inbound security rules shown in the following table.
Priuri_-ly /1, -Pert~{i| Protocol Source Destination Action
100 Any Any Any Any Allow
65000 Any Any VirtualNetwork VirtualNetwork | Allow
69001 Any Any AzureLoadBalancer | Any Allow
65500 Any Any Any Any Deny
NSG1, NSG2, NSG3, and NSG4 have the outbound security rules shown in the following table.

Priority Port Protocol Source Destination Action
65000 Any Any VirtualNetwork VirtualNetwork | Allow
65001 Any Any Any Internet Allow
65500 Any Any Any Any Deny




Contoso identifies the following technical requirements:

* Deploy Azure Firewall to VNetwork1 in Sub2.

* Register an application named App2 in contoso.com.

* Whenever possible, use the principle of least privilege.

* Enable Azure AD Privileged Identity Management (PIM) for contoso.com.

NEW QUESTION: 44
You have an Azure Active Directory (Azure AD) tenant named contoso.com that contains the users shown in the following table.

Memb: 6| [C GRLHdior authentitation (MFA)
status

MNone Disab led

Groupl Disabled
Grou pl Enforced

Azure AD Privileged ldentity Management (PIM) is enabled for the tenant.

In PIM, the Password Administrator role has the following settings:

Maximum activation duration (hours): 2

Send email notifying admins of activation: Disable

Require incident/request ticket number during activation: Disable

Require Azure Multi-Factor Authentication for activation: Enable

Require approval to activate this role: Enable

Selected approver: Group1

You assign users the Password Administrator role as shown in the following table.

Name Assignment tvpe
Userl Active
User2 EﬁEih'E‘
user3 Eligible Microsofi

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
Nhen User1 signs in, the user is @ssigned the Password Administrator role automatically. O O
Jser2 can request to activate the Password Administrator role. O O
f User3 wants to activate the Password Administrator role, the user can approve their own O O

‘arAansact
Answer:



Statements No

Yes
When User1 signs in, the user is assigned the Password Adffiiristrator role automatically. O \ G

User2 can request to activate the Password Admihistrator role. @ O

If User3 wants to activate the Password Adr’nini'strator role, the user caéwm gﬁ@@@ ﬁ @

request.

NEW QUESTION: 45
You have an Azure subscription that contains the storage accounts show in the following table.
Name Type
storage] Azure Blob storage

storage? Azure Files SME
storage3 Azure Table storage

You need to configure authorization access.
Which authorization types can you use for each storage account? To answer, select the appropriate options in the answer area NOTE Each correct selection is worth one point.
Answer:

storagel:  Shared Key, shared access signature (SAS), and Azure Active Directory (Azure AD) ¥

storageZ  Shared Key only

storage3:  Shared accesmmgmaie (SAS) only
IVIICT

NEW QUESTION: 46
You have an Azure subscription named Sub1. Sub1 has an Azure Storage account named Storage1 that contains the resources shown in the following table.

Name Type
Container1 Blob container
Sharel File share

You generate a shared access signature (SAS) to connect to the blob service and the file service.
Which tool can you use to access the contents in Container1 and Share! by using the SAS? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.



Tools for Cgta:

grov ™

= M i Cros ?‘fé e\? Tools for Share': [Robocopy exe

Answer:
Actions

Publish an Azure Blueprints version

obocopy.exe
Azure Storage Explorer
File Explorer

Arure Storage Explorer
File Explorer

T T T T T T T T - -

Create a custom role-based access control {RE&@}E@_&F

Create an initiative assignment. '

Explanation

Answer Area
|-----------------------I
I Create an Azure Blueprints definition. ‘ I
| N o O WI— 3
i ‘ Publish an Azure Blueprints version :
B e _-rfig;;:. - "'h Pl o i
.- |9 Asé'ig'h an Azure blueprint ‘ @

= Microsoft



Tools for Containerl: | v
Robocopy.exe
Azureéfd?age Explorer
File.kxplorer

‘Tools for Sharels{> v
Robocopy.exe

Azure Storage Explorer
File Explorer

Valid AZ-500 Dumps shared by Actual4test.com for Helping Passing AZ-500 Exam! Actual4test.com now offer the newest AZ-500 exam dumps, the Actuald4test.com AZ-500 exam questions
have been updated and answers have been corrected get the newest Actual4test.com AZ-500 dumps with Test Engine here: https://www.actual4test.com/AZ-500_examcollection.html (517

Q&As Dumps, 30%OFF Special Discount: Freepdfdumps)

NEW QUESTION: 47
You need to create Role1 to meet the platform protection requirements.
How should you complete the role definition of Role1? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.


https://www.actual4test.com/AZ-500_examcollection.html

“Name” : “Rolel”,

“*Id~: “11111111-1111-1111-1111-111111111111",

“IsCustom” : true,

“Description”: “WM storage operator”

“Actions” : |

v
"Microsoft Compute/ disks™,
“Microsoft Reswces! storageAccounts/™,
'Mlcroson.smmge! virtualMachines/disks/**

- d"‘d‘-‘

m.wmveep

== Microsoft

v

--

W-IBSMHS 17¢2-4a39-8cfc- 354&.&53&41mc&mkm:_0mp1'

*/subscriptions/43894a43-17¢2-4a39-8cfc-3540c2653ef4

]
)
Answer:
{ . .
wenev: mmrmzdV1ICrOsoOft
wWidv: %) 1111-1111-1111-1111-111111111111~,

“IsCustom”™ : true,
“"Dascription”: “WM storage operator”™
“Actions” : |

iS4 v

_Microsoft Compute/ | Jdisks/"

Microsoft Resources/ storageAccounts™,

Microsoft Slorage/ wirtualMachines/disks™

1.
“NotActions®: [
'Fol

“AssignableScopes® : |

I "nbmf-ﬂﬂg-'llﬁ chZ—-hSB' Bcfc- SS&.GSSdiwm:eﬁrmhm:e 'Eroq:bi'




Explanation

1) Microsoft.Compute/

2) disks

3) /subscrption/{subscriptionld}/resourceGroups/{Resource Group Id}

A new custom RBAC role named Role1 must be used to delegate the administration of the managed disks in Resource Group1. Role1 must be available only for Resource Group1.

NEW QUESTION: 48

You have an Azure subscription that contains an Azure SQL database named SQL1.

You plan to deploy a web app named App1.

You need to provide App1 with read and write access to SQL1. The solution must meet the following requirements:

Provide App1 with access to SQL1 without storing a password.

Use the principle of least privilege.

Minimize administrative effort.

Which type of account should App1 use to access SQL1, and which database roles should you assign to App1? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Account type: o
Azure Active Directory User
Managed identity

Service Principal

Roles: v

db_datawriter only
db_datareader and db_datawriter

db owner only
Answer:



Account tyggg | VIICrosoft

Azure Active Directory User

Managed identity

Service Principal

db_datawriter only
I db_datareader and db_datawriter

db owner only

Reference:
https://docs.microsoft.com/en-us/azure/app-service/tutorial-connect-msi-sql-database?tabs=windowsclient%2Cdotnet

NEW QUESTION: 49

You are evaluating the security of the network communication between the virtual machines in Sub2.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements e Yes N¢
From VM1, you can successfully ping the public IP address .uf VM2. O O
From VM1, you can succ;'ss;fully. ping the private IP address of VM3. O O
From VM1, you can smceazf&ﬁﬂpﬁéﬁ@éﬁ@cﬁ? address of VM5. O O

Answer:



Answer Area

-

Statements Yes N

1O

From VM1, you can successfully ping the public IP address of VM2. O

From VM1, you can successfully ping the private IP address of VMS[CE :

Ol 10

From VM1, you can successfully ping the public IP address of VM5 =Qt]

Explanation

No,

Yes,

Yes

Topic 2, Litware, inc

This is a case study. Case studies are not timed separately. You can use as much exam time as you would like to complete each case. However, there may be additional case studies and sections on
this exam. You must manage your time to ensure that you are able to complete all questions included on this exam in the time provided.

To answer the questions included in a case study, you will need to reference information that is provided in the case study. Case studies might contain exhibits and other resources that provide more
information about the scenario that is described in the case study. Each question is independent of the other question on this case study.

At the end of this case study, a review screen will appear. This screen allows you to review your answers and to make changes before you move to the next sections of the exam. After you begin a
new section, you cannot return to this section.

To start the case study

To display the first question on this case study, click the Next button. Use the buttons in the left pane to explore the content of the case study before you answer the questions. Clicking these buttons
displays information such as business requirements, existing environment, and problem statements. If the case study has an All Information tab, note that the information displayed is identical to the
information displayed on the subsequent tabs. When you are ready to answer a question, click the Question button to return to the question.

Overview

Litware, Inc. is a digital media company that has 500 employees in the Chicago area and 20 employees in the San Francisco area.

Existing Environment

Litware has an Azure subscription named Sub1 that has a subscription ID of

43894a43-17c2-4a39-8cfc-3540c2653ef4.
Sub1 is associated to an Azure Active Directory (Azure AD) tenant named litwareinc.com. The tenant contains the user objects and the device objects of all the Litware employees and their devices.

Each user is assigned an Azure AD Premium P2 license. Azure AD Privileged ldentity Management (PIM) is activated.
The tenant contains the groups shown in the following table.



Type ‘DescHiplian S ()1 1
A group that has the Cynamic User membership type,
contains all the San Francisco users, and provides

Security group

access to many Azure AD applications and Azure

resources.
A group that has the Dynamic User membership type and
contains the Chicago IT team

Security group

The Azure subscription contains the objects shown in the following table.
Name Type Description

VNet1 is & vir?gﬂqup@mﬁgérﬁains
security-sensitive [T resources. VNet1
contains three subnets named Subnet0,
Subnet1, and AzureFirewallSubnet.

VMO is an Azure virtual machine that runs
Windows Server 2016, connectsto
Subnet0, and has just in time (JIT) VM
access configured.

VM1 is an Azure virtual machine that runs
VM1 Virtual machine Windows Server 2016 and connects to
SubentO.

SQLDB1 is an Azure SQL database on a
SQL Database server named
LitwareSQLServer1.

WebApp1 is an Azure web app thatis
WebApp1 Web app accessible by using https://litwareinc.com
and http.//www.litwareinc.com.

Resource Group1is a resource group that
contains VNet1, VMO, and VM1.

Resource Group2 is a resource group that
contains shared IT resources.

VNet1 Virtual network

VMO Virtual machine

Azure SQL

SQLDB1 Database

Resource Group1 | Resource group

Resource Group2 | Resource group

Azure Security Center is set to the Free tier.
Planned changes

Litware plans to deploy the Azure resources shown in the following table.

Name Type Description
Firewall1 Azure Firewall An Azure firewall on VNet1.
A-route table that will contain a route
RT1 Route table pointing to Firewall1 as the default
gateway and will be assigned to Subnet0.
AKS1 ﬁfgg Kuberpeggybervice A manage&-ﬂéﬁlﬁﬁ&f&ﬁj?ﬁ'

Litware identifies the following identity and access requirements:

* All San Francisco users and their devices must be members of Group1.

* The members of Group2 must be assigned the Contributor role to Resource Group2 by using a permanent eligible assignment.
* Users must be prevented from registering applications in Azure AD and from consenting to applications



* that access company information on the users' behalf.

Platform Protection Requirements

Litware identifies the following platform protection requirements:

* Microsoft Antimalware must be installed on the virtual machines in Resource Group1.

* The members of Group2 must be assigned the Azure Kubernetes Service Cluster Admin Role.

* Azure AD users must be to authenticate to AKS1 by using their Azure AD credentials.

* Following the implementation of the planned changes, the IT team must be able to connect to VMO by using JIT VM access.

* A new custom RBAC role named Role1 must be used to delegate the administration of the managed disks in Resource Group1. Role1 must be available only for Resource Group1.
Security Operations Requirements

Litware must be able to customize the operating system security configurations in Azure Security Center.

NEW QUESTION: 50

You need to create an Azure key vault. The solution must ensure that any object deleted from the key vault be retained for 90 days.
How should you complete the command? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

New-AzureRmKeyVault sVaultName ‘EeyVaulfl' -ResourceGroupName ‘RG1
I

-Location ‘East US’ v v
-EnablediorDeployment -Confirm
-EnablePurgeProtection -DefaultProfile
-Tag -EnableSoftDelete
-SKU
Answer:

New-AzureRmRKeyVault -VaultName ‘'ReyVaultl’_ —ReSeurceGroupName ‘RG1’

-Location ‘East US’ v v
_EnabledForDeployment | [-Confirm
-EnablePurgeProtection -DefaultProfile
-Tag -EnableSoftDelete

-SKU

Reference:
https://docs.microsoft.com/en-us/powershell/module/azurerm.keyvault/new-azurermkeyvault

NEW QUESTION: 51
From Azure Security Center, you enable Azure Container Registry vulnerability scanning of the images in



Registry1.

You perform the following actions:

Push a Windows image named Image1 to Registry1.

Push a Linux image named Image2 to Registry1.

Push a Windows image named Image3 to Registry1.

Modify Image1 and push the new image as Image4 to Registry1.
Modify Image2 and push the new image as Image5 to Registry1.
Which two images will be scanned for vulnerabilities? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point.

A. Image2

B. Image3

C. Image4

D. Image1

E. Image5

Answer: (SHOW ANSWER)

NEW QUESTION: 52

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the stated goals. Some question sets might
have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have an Azure Subscription named Sub1.

You have an Azure Storage account named Sa1 in a resource group named RG1.

Users and applications access the blob service and the file service in Sa1 by using several shared access signatures (SASs) and stored access policies.

You discover that unauthorized users accessed both the file service and the blob service.

You need to revoke all access to Sa1.

Solution: You generate new SASs.

Does this meet the goal?

A. Yes

B. No

Answer: B (LEAVE A REPLY)

Instead you should create a new stored access policy.

To revoke a stored access policy, you can either delete it, or rename it by changing the signed identifier.

Changing the signed identifier breaks the associations between any existing signatures and the stored access policy. Deleting or renaming the stored access policy immediately affects all of the shared

access signatures associated with it.
References:
https://docs.microsoft.com/en-us/rest/api/storageservices/Establishing-a-Stored-Access-Policy

NEW QUESTION: 53

You have an Azure subscription that contains 100 virtual machines. Azure Diagnostics is enabled on all the virtual machines.
You are planning the monitoring of Azure services in the subscription.

You need to retrieve the following details:


https://www.freepdfdumps.com/Microsoft.AZ-500.v2025-01-29.q426.html
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Identify the user who deleted a virtual machine three weeks ago.

Query the security events of a virtual machine that runs Windows Server 2016.

What should you use in Azure Monitor? To answer, drag the appropriate configuration settings to the correct details. Each configuration setting may be used once, more than once, or not at all. You
may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Settings Answerl Arean, Nicrocoft

Activity log

Logs Identify the user whodeéleted a'virtual machine three weeks ago:

Metrics | Query the security events of a virtual machine that runs

Windows Server 2016:

Service Health
Answer:

Settings Answer Area

Activity log

Logs \ I dentify the user who deleted a virtual machine three weeks ago: | Activity log
H Metrics Query the security events of a virtual machine that runs ﬁ Logs

= M1erosoft

Service Health

Reference:
https://docs.microsoft.com/en-us/azure/security/azure-log-audit

NEW QUESTION: 54

You need to ensure that User2 can implement PIM.
What should you do first?

A. Assign User2 the Global administrator role.



B. Configure authentication methods for contoso.com.

C. Configure the identity secure score for contoso.com.

D. Enable multi-factor authentication (MFA) for User2.
Answer: A (LEAVE A REPLY)

To start using PIM in your directory, you must first enable PIM.

1. Sign in to the Azure portal as a Global Administrator of your directory.

You must be a Global Administrator with an organizational account (for example, @yourdomain.com), not a
Microsoft account (for example, @outlook.com), to enable PIM for a directory.

Scenario: Technical requirements include: Enable Azure AD Privileged Identity Management (PIM) for
contoso.com

References:
https://docs.microsoft.com/bs-latn-ba/azure/active-directory/privileged-identity-management/pim-getting-started
Manage identity and access

Question Set 3

NEW QUESTION: 55
You have an Azure AD tenant that contains the users shown in the following table.

Name |  Description |
Userl | Uses app password authentication for the Mail
and Calendar app in Windows 10
[ User2 | Uses Outicok on the web

You need to ensure that the users cannot create app passwords. The solution must ensure that User1 can continue to use the Mail and Calendar app.
What should you do?

A. Create a new app registration.

B. Enable Azure AD Password Protection.

C. Assign User! the Authentication Policy Administrator role.

D. Configure a multi-factor authentication (MFA) registration policy.

Answer: (SHOW ANSWER)

NEW QUESTION: 56

You need to meet the technical requirements for VNetwork1.
What should you do first?

A. Create a new subnet on VNetwork1.

B. Configure DDoS protection for VNetwork1.

C. Associate an NSG to Subnet12.

D. Remove the NSGs from Subnet11 and Subnet13.
Answer: (SHOW ANSWER)

NEW QUESTION: 57
You have an Azure Subscription that is linked to an Azure Active Directory (Azure AD). The tenant contains the users shown in the following table.
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Name | Role Member of
User Security saministrator | Growp?
Userd Metwork Contributor Groupd

Userd | Key Vault Contibuter | Group, Groupd

You have an Azure key vault named Vault1 that has Purge protection set to Disabled. Vault1 contains the access policies shown in the following table.

Groupl | Purge
Groupd | Selecl all

Puige Purge
Select all Select all

You create role assignments for Vault1 as shown in the following table.

Name | Role

Usarl | Nane

Userd | Key Vault Reader

Userd | User Access Administralor

For each of the following statements, Yes if the statement is true, Otherwise, select No.

NOTE: Each correct selection is worth one point.
m—

i i Microsaft,. co™ .

User? can sef Purpe popfRetiBicE nablle for Vault1

kl_l.‘ln" tﬂ\ Lofhgure fircwally sncd wirtual networis fon Vet

“Uner ) can add scoen polces B0 Ve

Answer:

Microsoft &

User1 can set Pusfilpfilection to Enable for Viault)

User2 Sarfgonigure fuewalls and witusl networls for Vault

Bheof can acd access policies 1o Vault)

NEW QUESTION: 58
Your company has an Azure subscription named Subscription1 that contains the users shown in the following table.

Name —S_'Micrcao&
User1 Global administrgtor
User2 Billing @dministrator
User3 2@} Owner
Userd Account Admin

The company is sold to a new owner.

The company needs to transfer ownership of Subscription1.

Which user can transfer the ownership and which tool should the user use? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.



User1
User2
User3
User4

@:ﬁ o\t
X Azure Account Center

Azure Cloud Shell
Azure PowerShell

Answer:

User: v

Azure Cloud Shell
Azure PowerShell
Azure Security Center

Explanation



Azure Account Center
Azure Cloud Shell
Azure PowerShell
.|Azure Security Center

-, . )

Box 1; User2

Billing Administrator

Select Transfer billing ownership for the subscription that you want to transfer.

Enter the email address of a user who's a billing administrator of the account that will be the new owner for the subscription.
Box 2: Azure Account Center

Azure Account Center can be used.

Reference:

https://docs.microsoft.com/en-us/azure/billing/billing-subscription-transfer#transfer-billing-ownership-of-an-azu

NEW QUESTION: 59

Lab Task

use the following login credentials as needed:

To enter your username, place your cursor in the Sign in box and click on the username below.

To enter your password. place your cursor in the Enter password box and click on the password below.

Azure Username: Userl -28681041@ExamUsers.com

Azure Password: GpOAe4@IDg

If the Azure portal does not load successfully in the browser, press CTRL-K to reload the portal in a new browser tab.

The following information is for technical support purposes only:

Lab Instance: 28681041

Task 1

You need to configure Azure to allow RDP connections from the Internet to a virtual machine named VM1. The solution must minimize the attack surface of VM1.
Answer:

Check below steps in explanation for Task

Explanation:

To configure Azure to allow RDP connections from the Internet to a virtual machine named VM1, you can follow the steps below:



Create a new inbound security rule in the network security group (NSG) that is associated with the virtual network subnet that contains VM1. The rule should allow RDP traffic from the Internet to the
virtual network subnet. You can use the Azure portal, Azure PowerShell, or Azure CLI to create the rule.

Configure the network security group (NSG) to associate it with the virtual network subnet that contains VM1.

Configure the virtual machine to allow RDP traffic. You can use the Azure portal, Azure PowerShell, or Azure CLI to configure the virtual machine.

To minimize the attack surface of VM1, you can use the following best practices:

Use a strong password for the local administrator account on the virtual machine.

Use Network Security Groups (NSGs) to restrict traffic to only the necessary ports and protocols.

Use Azure Security Center to monitor and protect your virtual machines.

NEW QUESTION: 60

You assign User8 the Owner role for RG4, RG5, and RGG6.

In which resource groups can User8 create virtual networks and NSGs? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Userg can create virtual networks in:

RG4 only

RG6 only.
RG4.and RG6 only
RG4, RG5, and RG6

User8 can create NSGs.in:

RG4 only

RG4 and RGS only
RG4 and RG6 only

INCY

Answer:

Userd canﬁgﬂlgméﬁﬁaorks in:

RG4 only

RG6 only

RG4 and RG6 only
RG4, RG5, and RG6

User8 can create NSGs in:

RG4 only

RG4 and RG5 only
RG4 and RG6 only
RG4, RG5, and RG6




NEW QUESTION: 61
You have an Azure subscription that contains an Azure SQL database named SQLDB1. SQLDB1 contains the columns shown in the following table.

MName Data type Sample value
Email Varchar admin@contoso.com
Birthday Date 20010-07-07

For the Email and Birthday columns, you implement dynamic data masking by using the default masking function.

Which value will the users see in each column? To answer, drag the appropriate values to the correct columns. Each value may be used once, more than once, or not at all. You may need to drag the
split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Values

1900-01-01 Emalt:

I"igﬁcﬁ;-ﬂmmm;_ ~ ¥+

A'E S B WS Birthday:
1 2010-200-XX
200K
Answer:
Values A Answer Area
1900-01-01 Email: |1900-01-01 plue
1900-01-01 00:00:00.0000
Birthday; | 2010-XX-XX I’alue
2010-20-XX

Valid AZ-500 Dumps shared by Actual4test.com for Helping Passing AZ-500 Exam! Actual4test.com now offer the newest AZ-500 exam dumps, the Actual4test.com AZ-500 exam questions
have been updated and answers have been corrected get the newest Actuald4test.com AZ-500 dumps with Test Engine here: https://www.actual4test.com/AZ-500_examcollection.html (517

Q&As Dumps, 30%OFF Special Discount: Freepdfdumps)

NEW QUESTION: 62

You have an Azure Kubernetes Service (AKS) cluster that will connect to an Azure Container Registry.

You need to use the automatically generated service principal for the AKS cluster to authenticate to the Azure Container Registry.
What should you create?

A. a secret in Azure Key Vault

B. a role assignment

C. an Azure Active Directory (Azure AD) user

D. an Azure Active Directory (Azure AD) group

Answer: B (LEAVE A REPLY)



https://www.actual4test.com/AZ-500_examcollection.html
https://www.freepdfdumps.com/Microsoft.AZ-500.v2025-01-29.q426.html

Section: [none]
Explanation/Reference:
https://docs.microsoft.com/en-us/azure/aks/kubernetes-service-principal

NEW QUESTION: 63

You are evaluating the security of the network communication between the virtual machines in Sub2.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes Mo
From VM1, you can successfullyiping the public IP address of VM2,
From VM1, youw canmsuceessiully ping the private IP address of WYM3.
Fraffi *Mq_ wou can successfully ping the private IP address of VM5,
H
- ¥
Answer:
\nswer Area

Statements Yes No

From VM1, you can successfully.ping the public IP address of VM2,

From VM1, yod can successfully ping the private IP address of VM3,

From VM), you can successfully ping the private IP address of YM5. | {

NEW QUESTION: 64

You have an Azure subscription that contains 100 virtual machines. Azure Diagnostics is enabled on all the virtual machines.

You are planning the monitoring of Azure services in the subscription.

You need to retrieve the following details:

Identify the user who deleted a virtual machine three weeks ago.

Query the security events of a virtual machine that runs Windows Server 2016.

What should you use in Azure Monitor? To answer, drag the appropriate configuration settings to the correct details. Each configuration setting may be used once, more than once, or not at all. You
may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.



Settings Answer Area
Activity log
Logs Identify the user who deleted a virtual machine three weeks ago:
Metrics Query the security events of a virtual machine that runs
Windows Server 2048 .

Service Health rT M 1C I’OSOft
Answer: —

Settings Answer Area

Activity log

Logs Identify the user who deleted a virtual machine three weeks ago: | Activity log

Metrics Query the security events of a virtual machine that runs Logs

Windows Server 2016: | .

Service Health = M ICIO SOft

Reference: |

https://docs.microsoft.com/en-us/azure/security/azure-log-audit

NEW QUESTION: 65

You have an Azure subscription that contains three storage accounts, an Azure SQL managed instance named SQL and three Azure SQL databases. The storage accounts are configured as shown in
the following table.

SQ11 has the following settings:

* Auditing: On

* Audit tog destination: storage1

The Azure SQL databases are configured as shown in the following table.

Statements
Audit events for DB 1 aresfen 1oustofage |

Buddiyeventi for DE2 are wiitten 1o storage] and storaged,

[r—]

Storaged can HL'_JJ. ’MM'G;E% DBl

Answer:



Yes Mo

Audit events for DBl ‘ar&written to storagel D

Audit even®s for DB2 are wnitten to storage 1 and storage2. E]

Sto¥age 3 can be used as an audit loa destination for DB3

Reference:
https://docs.microsoft.com/en-us/azure/azure-sql/managed-instance/auditing-configure
https://docs.microsoft.com/en-us/azure/azure-sql/database/auditing-overview

NEW QUESTION: 66

You are implementing conditional access policies.

You must evaluate the existing Azure Active Directory (Azure AD) risk events and risk levels to configure and implement the policies.

You need to identify the risk level of the following risk events:

* Users with leaked credentials

* Impossible travel to atypical locations

* Sign ins from IP addresses with suspicious activity

Which level should you identify for each risk event? To answer, drag the appropriate levels to the correct risk events. Each level may be used once, more than once, or not at all. You may need to drag
the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Levels Answer Area

Lig_! Impnssigle travel to atypical locations:

Microsoft

i Low " Users with leaked credentials:

Answer:



! |:\II :r"l" & I.'?'-‘--' ?:‘.'-' F E.g.-.-u 4,._-3?_ |.i_:.' Lt
IVIIULI UODWU

Levels Answer Area yOT L

High | impossible travel to atypical locatiofis: M—e-_d_iglaj
|

:_ Low Users with leaked credentials: High |

\Medium | Sign ins from IP addresses with suspicious activity: . Low _]

Explanation
Answer Area
iImpossible travel to atypical locations: Medium |
IVIICITOSOIT1L ‘
Users with leaked credentials: High

Sign ins from IP addresses with suspicious activity: = Low

Azure AD ldentity protection can detect six types of suspicious sign-in activities:

* Users with leaked credentials

* Sign-ins from anonymous |IP addresses

* Impossible travel to atypical locations

* Sign-ins from infected devices

* Sign-ins from IP addresses with suspicious activity

* Sign-ins from unfamiliar locations

These six types of events are categorized in to 3 levels of risks - High, Medium & Low:




= IVIICrospftt
Sign-in Activity Risk Level

Users with leaked credentials | High

Sign-ins from anonymous IP Medium
addresses

Impossible travel to atypicaly 4 4% Medium
locations LAt

Sign-ins from infected'devices Medium

Sign-ins from IP addresses with Low
suspicious activity

Sign-ins from unfamiliar locations Medium

References:
http://www.rebeladmin.com/2018/09/step-step-guide-configure-risk-based-azure-conditional-access-policies/

NEW QUESTION: 67

You are implementing conditional access policies.

You must evaluate the existing Azure Active Directory (Azure AD) risk events and risk levels to configure and implement the policies.

You need to identify the risk level of the following risk events:

* Users with leaked credentials

* Impossible travel to atypical locations

* Sign ins from IP addresses with suspicious activity

Which level should you identify for each risk event? To answer, drag the appropriate levels to the correct risk events. Each level may be used once, more than once, or not at all. You may need to drag
the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Levels Answer Area

[ H‘M ﬁmg}i travel to atypicallocations:

Low Users with leaked credentials:

Medium | Sign ins from|P-addresses with suspicious activity:

Answer:



[ ? I — ,,_‘I""
Levels Answer Aret’ﬂ 1ICTOSOTL

|

l_ High ul Impossible travel to atypical locations: hh;d-u;nH
[ Low | Usersiwithi leaked credentials: High
e g (D . 14 T o
[A_Eitﬁtﬂl || Signins from IP addresses with suspicious activity: | Low |
Explanation E
Answer Area
Impqr}apble travel tﬂ atypical locations: Medium |
[1ICITOSO .
Users with leaked credentials. High

Sign ins from IP addresses with suspicious activity: = Low

Azure AD ldentity protection can detect six types of suspicious sign-in activities:
* Users with leaked credentials

* Sign-ins from anonymous IP addresses

* Impossible travel to atypical locations

* Sign-ins from infected devices

* Sign-ins from |IP addresses with suspicious activity

* Sign-ins from unfamiliar locations

These six types of events are categorized in to 3 levels of risks - High, Medium & Low:



Sign-in Activity Risk Level

Users with leaked credentials | High

Sign-ins from anonymous IP ¢ Médium

i . addresses
3 'Microsoft

Impossible travel to alypigaj_.ﬁ?ﬁ , A Medium

locations f»;é;:;;_w_

Sign-ins frorﬂingg_c'ted devices _ Medium

G

Sign-ins from IP addresses with Low
suspicious activity

Sign-ins from unfamiliar locations Medium

References:
http://www.rebeladmin.com/2018/09/step-step-guide-configure-risk-based-azure-conditional-access-policies/

NEW QUESTION: 68
You have an Azure Active Directory (Azure AD) tenant that contains the users shown in the following table.

Name Multi-factor authentication (MFA) status
User1 Disabled
User?2 Disabled
User3 Enforced

In Azure AD Privileged ldentity Management (PIM), the Role settings for the Contributor role are configured as shown in the exhibit. (Click the Exhibit tab.)



Role settings

Assignment

[: Allow permanent eligible assignment

Expire eligible assignments after

3 Months

T

Allow permanent active assignment

r'_] re agtive assignmenis after

1 MCIOSO t v

v | Require Multi-Factor Authentication on active assignment

v | Require justification on active assignment

Activation

Activation maxmum duration (hours)
------Oﬂmmﬂl_smmm-ﬂmm_—

+" Reguire Multi-Factor Authentication on activation

+' Require justification on activation

Require ticket information on activation

Require approval to actrvate

NO rmermoer o

& Fes el oito
group se{ected

You assign users the Contributor role on May 1, 2019 as shown in the following table.

MName Assignment type
User1 Hligible
User2 Active
User3 Active

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

<
dn May 15, 2019, User1 can activate the Gontributor role.
—_] Microsoft
On May 15, 2019, User2 can

Jn June 15, 2019, Us&I3 can activate the Contributor role.

Statements

@‘Z’Q

&

e Contributor role.

Yes

o —

N

No

o



Answer:

Boettrosoft Yes  No

 p——

On May 15, 2019, User1 can activate the Contributor role. 1 O

On May 15, 2019, User2 can use the Contributor role. :_él B,
On June 15, 2019, User3 can activate the Contributor role. F:ij O

Explanation

Statements | Yes

On May 15, 2019, User1 can activate the Contributor role. ‘ O

On May 15, 2019, User2 canuse the Contributor role. ‘ O

On June 15, 2018 Bfefd canactivaté the Contributor role. [ ©

References:

https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-resource-roles-assig

NEW QUESTION: 69

You are evaluating the security of the network communication between the virtual machines in Sub2.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Arca

Statements Yes Neo
From VM1, you can successfulipinig the public IP address of VM2, &

From VM1, youw cam Suceessfully ping the private IP address of VM3, O

_ = Fr 1,'yoU can successfully ping the private IP address of VM5.
- Microsgék




Answer:

Answer Arca

St ents [ ? Yes Mo

From VM1, you can successfulbiping thepobiic IP address of V2

From VM1 yolil can Sudeessiully ping the private IP address of VM3

From Vi1, you can successfully ping the private [P address of VM3, D

NEW QUESTION: 70

Your company has an Azure subscription named Sub1 that is associated to an Azure Active Directory Azure (Azure AD) tenant named contoso.com.
The company develops a mobile application named App1. App1 uses the OAuth 2 implicit grant type to acquire Azure AD access tokens.
You need to register App1 in Azure AD.

What information should you obtain from the developer to register the application?

A. a redirect URI

B. a reply URL

C. akey

D. an application ID

Answer: A (LEAVE A REPLY)

Section: [none]

Explanation:

For Native Applications you need to provide a Redirect URI, which Azure AD will use to return token responses.

References:

https://docs.microsoft.com/en-us/azure/active-directory/develop/v1-protocols-oauth-code

NEW QUESTION: 71

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the stated goals. Some question sets might
have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have an Azure Subscription named Sub1. Sub1 contains an Azure virtual machine named VM1 that runs Windows Server 2016.

You need to encrypt VM1 disks by using Azure Disk Encryption.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the correct order.


https://www.freepdfdumps.com/Microsoft.AZ-500.v2025-01-29.q426.html

Actions Answer Area

Configure secrets for the Azure key vault,
Create an Azure key vault,

Run Set-AzureRmStorageAccount.

4O

Configure access policies for the Azure key vault.

F . . i §
w1 f
Run Set-AzureRmVmDiskEncryptionExtens i@ l c ro S O t

Answer:

Actions Answer Area

Configure secrets for the Azure key vault, Create an Azure key vault,

Create an Azure key vault. Configure access policies for the Azure key vault,

Run set-AzureRmStorageAccount. Run Set-AzureRmVmDiskEncryptionExtension.

Configure access policies for the Azure key vault,

Run Set-AzuctERs

References:
https://docs.microsoft.com/en-us/azure/virtual-machines/windows/encrypt-disks

NEW QUESTION: 72

Use the following login credentials as needed:

To enter your username, place your cursor in the Sign in box and click on the username below.

To enter your password, place your cursor in the Enter password box and click on the password below.
Azure Username: User1-10598168@ExamUsers.com

Azure Password: Ag1Bh9'#Bd

The following information is for technical support purposes only:

Lab Instance: 10598168
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To complete this task, sign in to the Azure portal.

Answer:

See the explanation below.

Explanation

Step 1: To enable customer-managed keys in the Azure portal, follow these steps:

1. Navigate to your storage account rg11od10598168n1

2. On the Settings blade for the storage account, click Encryption. Select the Use your own key option, as shown in the following figure.



Hsave X Discard

Storage service encryption protects your data at rest. Azure Storage encrypts your data as it's v.'\ our d—aM ald%mﬁt you access it

By default, data 15 encrypted using Microsoft Managed Keys for Azure Blobs, Tables, Files and Queues. You may c r own key for encryption for Azure Blobs and Files. Encryption for
Tables and Queues will always use Microsoft Managed Keys.

Please note that after enabling Storage Service Encryption, only new data will be encrypted, and in this storage account will retroactively get encrypted by a background encryption
process. a

Learn more &

Your storage account is currently encrypted with Microsoft ma ault. You can choose to use your own key.

[_] Use your own key &(

Step 2: Specify a key from a key vault
To specify a key from a key vault, first make sure that you have a key vault that contains a key. To specify a key from a key vault, follow these steps:

4. Choose the Select from Key Vault option.
5. Choose the key vault KeyVault10598168 containing the key you want to use.
6. Choose the key from the key vault.




H save X Discard
Storage service encryption protects your data at rest. Azure Storage encrypts your data as it's written in our datacenters, and automatically decrypts it for you as you access it

By default, data is encrypted using Microsoft Managed Keys for Azure Blobs, Tables, Files and Queues. You may choose to bring your own key for encryption for Azure Blobs and Files. Encryption for
Tables and Queues will always use Microsoft Managed Keys.

Please note that after enabling Storage Service Encryption, only new data will be encrypted, and any existing files in this storage account will retrgactively get encrypted by a background encryption
process,

Learn more
Your storage account is currently encrypted with Microsoft managed key by default. You can choose to use your ol key.

Use your own key

Encryption key
'\_H' Enter key URI
(®) Select from Key Vault

* Key Vault
=key-vault>

® Encryption key
Lo=key>

e
[ =T

| B
fﬁ;c:turuge-amunb will be granted access to the selected key vault. Both soft delete and purge prnlec Ihe Eﬁasz m @ﬁet more

Reference:
https://docs.microsoft.com/en-us/azure/storage/common/storage-encryption-keys-portal

NEW QUESTION: 73
You have an Azure subscription that contains an Azure key vault named ContosoKey1.
You create users and assign them roles as shown in the following table.

Name Subscription role assignment | ContosoKey1 role assignment
User1 Owner None

User? Security Admin None

User3 None User Access Administrator
User4 None Key Vault Contributor

You need to identify which users can perform the following actions:

Delegate permissions for ContsosKey1.

Configure network access to ContosoKey1.

Which users should you identify? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.



Delegate permissions for ContosoKey1: v
User1 only

User1 and User2 only

User1 and User3 only

User1 and User4 only

W T R User1, User2, ahd User3 only
VIICFOSOTL ’ ~| User?, User2, User3, and User4

Configure netwaikaceess'to ContosoKey1: v
User1 only

User1 and User2 only

User1 and User3 only

User1 and User4 only

User1, User2, and User3 only
User1, User2, User3, and User4

Answer:

Delegate permissions for ContosoKey1: , v

User1 only

User1and User2 only

User1 and User3 only |
[UserT and Userd only

. o User1, User2, and User3 only
IVIICrosoTt User1, User2, User3, and User4

Configure network access to ContosoKey1: ‘ v

JUser1 only
User1 and User2 only

User1 and User3 only

User1 and User4 only

User1, User2, and User3 only
User1. User2. User3, and User4

Reference:
https://docs.microsoft.com/en-gb/azure/key-vault/general/rbac-guide

NEW QUESTION: 74

You need to ensure that the Azure AD application registration and consent configurations meet the identity and access requirements.
What should you use in the Azure portal? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.



To configure the registration settings: v
Azure AD — léir?ettings

Azur%ﬁn “App registrations settings
Eﬂ'it&fprlse Applications — User settings

To configure the consent sgtﬁﬁgs v
o€ Ay Azure AD - User Settlngs
2\ Azure AD — Aﬂpr&gl $®ft
Enterprise Apiﬂiatlons User settings

Answer:

To configure the registration settings:

Azure AD — User settings
Azure AD — App registrations settings

Enterprise Applications — User settings

To configure the consent settings: v
Azure AD — User settings

Azure AD — App registrations settings
@rise Applications — User settings

=Micros

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/configure-user-consent

NEW QUESTION: 75
You have an Azure subscription named Sub1.
You create a virtual network that contains one subnet. On the subnet, you provision the virtual machines shown in the following table.

IP address

10.0.0.10
10.0.0.11
10.0.0.100
10.0.0.200

Currently, you have not provisioned any network security groups (NSGs).

You need to implement network security to meet the following requirements:

* Allow traffic to VM4 from VM3 only.

* Allow traffic from the Internet to VM1 and VM2 only.

* Minimize the number of NSGs and network security rules.

How many NSGs and network security rules should you create? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.



Network security rules:

Answer:

Explanation:

NSGs: 2

Network security rules: 3

Not 2: You cannot specify multiple service tags or application groups) in a security rule.
References:

https://docs.microsoft.com/en-us/azure/virtual-network/security-overview

NEW QUESTION: 76
You have an Azure subscription named Sub1 that contains the resources shown in the following table.



Type Region

Azure Storage account East U5

Azure virtual machine East US
Azure key vault East US 2

Azure SQLd#aBagk; ~ - c | EdstUS 2

You need to ensure that you can provide VM1 with secure access to a database on SQL1 by using a contained database user.
What should you do?

A. Create a key in KV1.

B. Enable a managed service identity on VM1.

C. Configure a service endpoint on SQLA1.

D. Create a secret in KV1.

Answer: D (LEAVE A REPLY)

Valid AZ-500 Dumps shared by Actual4test.com for Helping Passing AZ-500 Exam! Actual4test.com now offer the newest AZ-500 exam dumps, the Actual4test.com AZ-500 exam questions
have been updated and answers have been corrected get the newest Actualdtest.com AZ-500 dumps with Test Engine here: https://www.actual4test.com/AZ-500_examcollection.html (517

Q&As Dumps, 30%OFF Special Discount: Freepdfdumps)

NEW QUESTION: 77
You have an Azure subscription named Sub 1 that is associated to an Azure Active Directory (Azure AD) tenant named contoso.com. The tenant contains the users shown in the following table.

Role
Cilabal admuinesir alor
'S-i:ﬁLlrl::I_'" admifEstraton
| Secunty reader
License administratos

Each user is assigned an Azure AD Premium P2 license.

You plan lo onboard and configure Azure AD identity Protection.

Which users can onboard Azure AD Identity Protection, remediate users, and configure policies? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point

Users who can onboard Azure AD Identity Protection: [usert anby

Userl and User2 only

User, User 2. and Userd only

User ), User 2 Userd, and User 4 only

Users who cangemediale ucers and configure policies: |user! and User2 anly
n n* UseglFagd User3 only
LV, &

Tal & a

N (e fi.ﬁr;’ and User3 anly

| y
LY
i

=
b W EES T N o NateM Uber 2 userd. and User 4

Answer:


https://www.freepdfdumps.com/Microsoft.AZ-500.v2025-01-29.q426.html
https://www.actual4test.com/AZ-500_examcollection.html

Users who can onboard Azure AD Identity. Protéction: JUtor 1 only

User] and User2 only

Userd, User 2, and User3 only

Uper], User 2 Userd, and User 4 only

Users who'can Temediate users and configurgspeliciesllize and UserZ anly

1 g8 Userd on — R
Uy et Landugrbl [ ) | |
et et 2 ety Sl e £ 0

NEW QUESTION: 78
You have an Azure Active Directory (Azure AD) tenant named contoso.com that contains the users shown in the following table.

Name Role
Admin1 Global administrator
Admin?2 Group administrator
Admin3 User administrator

Contoso.com contains a group naming policy. The policy has a custom blocked word list rule that includes the word Contoso.
Which users can create a group named Contoso Sales in contoso.com? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Users who can create a secunty group named Contusa_&;ql%;_ S SR o & v
IVIILE N ‘ﬂm i '1i-'only

Admin1 and Admin2 only

Admin1 and Admin3 only

Admin1, Admin2, and Admin3

Users who can create an Office 365 group named Contoso Sales: v

Admin1 only

Admin1 and Admin2 only
Admin1 and Admin3 only
Admin1, Admin2, and Admin3

Answer:



Users who can create a security group named Contoso Sales:

. (L Admin1 only
Admin1 and Admin2 only

&

Admini, Admin2,. and Adminga

Q% | Admin1 and Admin3 only

Users who can create an Office 365 group n r@a ntoso Sales:
% Admin1 only
Admin1 and Admin2 only
O
A% Admin1 and Admina only

%ﬁe@ $M I Cro Soft Admin1, Admin2. and Admin3

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/groups-naming-policy

NEW QUESTION: 79
Your company has an Azure subscription named Subscription1 that contains the users shown in the following table.

User1 Global administrator
User2 Billing administrator
User3 Owner

Userd «B¥ docount Admin

The company is sold to a new owner.

The company needs to transfer ownership of Subscription1.

Which user can transfer the ownership and which tool should the user use? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.



Micrasoft

User. \ v
User1
User2
User3
User4
Tool:

Azure Account Center
Azure Cloud Shell
Azure PowerShell

Azure Security Center
Answer:
User: \ v
User1
User2
User3
User4

Tool:

Azure Cloud Shell
Azure PowerShell

Azure Sepurity Centér

Explanation




User: v

User1
User2
User3
User4

Tool: v

Azure Account Center
Azure Cloud Shell
Azure PowerShell
Azure Security Center

Box 1; User2

Billing Administrator

Select Transfer billing ownership for the subscription that you want to transfer.

Enter the email address of a user who's a billing administrator of the account that will be the new owner for the subscription.
Box 2: Azure Account Center

Azure Account Center can be used.

Reference:

https://docs.microsoft.com/en-us/azure/billing/billing-subscription-transfer#transfer-billing-ownership-of-an-azu

NEW QUESTION: 80

You have an Azure Sentinel workspace that has the following data connectors:

Azure Active Directory Identity Protection

Common Event Format (CEF)

Azure Firewall

You need to ensure that data is being ingested from each connector.

From the Logs query window, which table should you query for each connector? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.



\zure Active Directory Identity F.gm.i
i i ;Eh.:r_:urraE i;iagnnstics

Azure Firewall:
Ol
&‘{QQ'Q CEF:

Answer:

SecurityAlert

CommonSecuritylLog

Securit;ii;.reﬁt

~ Syslog G@Q‘

4

@F‘e[}iagnoﬁtics
ommonSecuritylLog

SecurityAlert
SecurityEvent
Syslog

ARINERAGNORIEcS |
CommonSecuritylog

SecurityAlert

SecurityEvent

Svsloa



Azure Active Directory Identiiv Ploteetiony s Ft v
AzureDiagnostics

CommonSecuritylLog
SecurityAlert

SecurityEvent
Syslog

Azure Firewall: v

AzureDiagnostics
Toﬁmoﬁgecuritymg
_Securityﬂlert
SecurityEvent

Syslog
CEF: v

AzureDiagnostics

CommonSecuritylLog

SecurityAlert
SecurityEvent
Syslog

NEW QUESTION: 81
You have an Azure subscription named Sub1.
You create a virtual network that contains one subnet. On the subnet, you provision the virtual machines shown in the following table.

IP address
10.0.0.10

10.0.0.11
10.0.0.100

Currently, you have not provisioned any network security groups (NSGs).

You need to implement network security to meet the following requirements:

Allow traffic to VM4 from VM3 only.

Allow traffic from the Internet to VM1 and VM2 only.

Minimize the number of NSGs and network security rules.

How many NSGs and network security rules should you create? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.



—. Microsoft
- Gs: v

BWN =

Netwark security rules: v

hWN =

Answer:

NS (S icr dsoft v
|

.nc.omi

Network security rules: I v

1
-
it

4

Reference:
https://docs.microsoft.com/en-us/azure/virtual-network/security-overview

NEW QUESTION: 82
You have an Azure Active Directory (Azure AD) tenant named contoso.com. The tenant contains the users shown in the following table.

= A\
—_NamalVI[CrOSO1Role _|Tsign in frequency
User1 Password administrator~| Sign in every work day
User2 Password adn_]imqjhmr Sign in bi-weekly
Global administrator, s
User3 = aﬁwqﬂmsmt o Signs in every month




You configure an access review named Review1 as shown in the following exhibit.

‘Review!
[ ]
2019-03-01 2
e
IVIICFrOSOTH

2019-03-20 e AV 2

Users

Password adrmunistrator

Reviewer s

Members(self)

. =3

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.

User3 can perform Review1 for == _M_Lcm -f-- =
Rt L

User3 only
User1 and User2 only
User1, User2, and User3

If User2 fails to complete Review1 by March 20,2019 | v

The Password administrator role will be revoked from User2
User2 will retain the Password administrator role
User3 will receive a confirmation request

Answer:



User3 can perform Review1 for ; \J \ v

[User3 only. - |
UserlandUser2 only
Userl, User2, and User3

If User? fails to complete Review1 by March 20, 2019 + ‘ v
The Password administrator role will be revoked from User2
User2 willfefain t 0 i ‘role
User3 will receive a confirmation reque

Reference:
https://docs.microsoft.com/bs-latn-ba/azure/active-directory/privileged-identity-management/pim-how-to-start-security-review

NEW QUESTION: 83
You are evaluating the security of the network communication between the virtual machines in Sub2.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes No
From VM1, you can successfully ping the public IP address of VM2. O O
From VM1, you can successfullyping the private IP address of VM3. O @)
From vmﬂﬁcﬁ g@sﬁ@géﬁmy ping the public IP address of VM5. O @)

Answer:




Ariswer Area, {

Statements Yes No

From VM1, you can successfully ping the public IP address of VM2. O O

From VM1, you can successfully ping the private IP address of VM3.|O

From VM1, you can successfully ping the public IP address of VM5. [O] O

NEW QUESTION: 84
You have an Azure subscription that contains the resources shown in the following table.

Name Type Resource group Location
RG1 Resource group Not applicable West US
Managed1 | Managed identity RG1 West US

The subscription is linked to an Azure Active Directory (Azure AD) tenant that contains the users shown in the following table.

Name | Usage location
User1 | United States

User2 | Germany
You create the groups shown in the following table.

Name Type Membership type
Group1 | Security Dynamic User
Group2 | Microsoft 365 Dynamic User

The membership rules for Group1 and Group2 are configured as shown in the following exhibit.




Dynamic membership rules, - 1 %

{Lﬂ Save X Discard ¢ Got feedback?

Configure Rules Validate Rules (Preview)

You can use the rule builder or rule syntax text box to create ﬁ dynamic
membership rule. © Learn more o

S
And/Or Property «‘Qr Value
accuuntEnabIQéo Equals true

Or v usage v Equals v US v
+ Add expressi{‘eg( custom extension prpEﬂ:iESO
Rule syntax 7 Edit

(user.accountEnabled -eq true) or (user.usagelocation - eq "US")

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
User1 is a member of Group1 and Group?2. O @)
User2 is a member of Group?2 only. O O

Managed 1% a Mﬁf@ﬁ@ﬁtp‘l and Group2. O O

Answer:



NierRseTt

User1 is a member of Group1 and GroupZ2.

User2 is a member of Graup2 only.

Managed1 is a member of Group1 and Group?2.

Explanation
Text Description automatically generated

Statements

User1 is a member of Group1 and Group?2.

User2 is a member of Group2 only.

Managed1 is a memberof Group1 aﬂd Golpzrosoft =]

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/groups-dynamic-membership

NEW QUESTION: 85

You plan to use Azure Log Analytics to collect logs from 200 servers that run Windows Server 2016.

You need to automate the deployment of the Microsoft Monitoring Agent to all the servers by using an Azure Resource Manager template.
How should you complete the template? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.



“type” : “Microsoft.Compute/virtualMachines/extensions”,
“name” : “[concat(parameter (‘vmname’), /OMSExtension]”,
“apiVersion” : “(variables(‘apiVersion’))”,
“*location” : “[resourceGroup() .location]”,
“dependsOn” : [
“[concat ( *‘Microsoft.Compute/virtualMachines/”, parameters(‘vmName’))]”

1.

“properties” : {
“publisher” : “Hicrasoft.Enturprisec‘:loud.ﬁonitur@

“type” : “MicrosoftMonitoringAgent”,
“typeHandlerVersion” : “1.0%, o
“autoUpgradeMinorVersion™ : true, o
“settings” : { B

v'_ : “[varcj Q‘gvari'll"
‘AzureADApplicationiD" &
“WorkspacelD" 0
“WorkspaceName®
“WorkspaceURL"

»
“protcctudsuttin@Q {
et”

W : “lvariable (‘var2’)1”

“WorkspacelD®
“WorkspaceKey”

‘Microsoft

}

Answer:



“typae” : “Microsoft.Compute/virtualMachines/extensions”,
“name"” : “|[concat (parameter (‘vmname’), /OMSExtansion]"”™,
“apiVersion” : “([variables(‘apiVersion’)]”,
“location” : “[resourceGroup() .location]”,
“dependsCOn” : [
“[concat (*‘Microsoft.Compute/virtualMachines/”, parameters(‘vmMName’))]”

1.

“properties” : {
“publisher” : “Microscft.EnterpriseCloud.Monitoringfl
“type” : “MicrosoftMonitoringAgent”,
“typeHandlerVersion” : “1.07,
“autoUpgradeMinorVersion” : true,
“settings” : {

|v : “[variafel "varli”’)1”

“AzureADApphcationlD”
"WorkspacelD
“WorkspaceName®
“WorkspaceURL"

}e

“protectedSettipgs®™ & {

- — am -

£ o ] |v : variable (‘var2’)l”

"AzureADApplicationSecret”

“StorageAccountKey”

“WorkspacelD®

orkspaceKkey
}
}
}
Microsoft
Reference:

https://blogs.technet.microsoft.com/manageabilityguys/2015/11/19/enabling-the-microsoft-monitoring-agent-in-windows-json-templates/

NEW QUESTION: 86
You have an Azure subscription that contains an Azure key vault named ContosoKey1.
You create users and assign them roles as shown in the following table.

Name Subscription role assignment | ContosoKey1 role assignment
Userl Owner None

User2 Security Admin None

User3 None User Access Administrator
Userd None Key Vault Contributor

You need to identify which users can perform the following actions:



Delegate permissions for ContsosKey1.

Configure network access to ContosoKey1.

Which users should you identify? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Del:fqg'}ate Mﬁgﬂﬁ:&f&tﬂsomﬂ : _ | v

User1 only{ ™

User1 andUser2 only

Userd and User3 only

User1 and User4 only

. {User1, User2, and User3 only
User1, User2, User3, and User4

Configure network access to ConfosoKey1: [ v
.2 User1 only

User1 and User2 only

User1 and User3 only

User1 and User4 only

User1, User2, and User3 only

User1, User2, User3, and User4

Answer:

Delegate permissions for ContosoKey1: | v
User1 only
User1 and User2 only
User1 User3 only
serd only
g . User2, and User3 only
ert, User2, User3, and Userd

W

Configure network access tn %ﬂ@ﬁl{eﬂ | v
User1 only
User1 and User2 only
User1 and User3 only
User1 and User4 only
User1, User2, and User3 only
ro Df User1, User2, User3, and Userd4

Reference:
https://docs.microsoft.com/en-gb/azure/key-vault/general/rbac-guide

NEW QUESTION: 87



You have 15 Azure virtual machines in a resource group named RG1.

All virtual machines run identical applications.

You need to prevent unauthorized applications and malware from running on the virtual machines.

What should you do?

A. Configure Azure Active Directory (Azure AD) Identity Protection.

B. From Microsoft Defender for Cloud, configure adaptive application controls.

C. Apply an Azure policy to RGI.

D. Apply a resource lock to RGI.

Answer: B (LEAVE A REPLY)

Explanation

Microsoft Defender for Cloud helps you prevent, detect, and respond to threats. Defender for Cloud gives you increased visibility into, and control over, the security of your Azure resources. It provides
integrated security monitoring and policy management across your Azure subscriptions. It helps detect threats that might otherwise go unnoticed, and works with a broad ecosystem of security
solutions.

Defender for Cloud helps you optimize and monitor the security of your virtual machines by:

* Providing security recommendations for the virtual machines. Example recommendations include: apply system updates, configure ACLs endpoints, enable antimalware, enable network security
groups, and apply disk encryption.

* Monitoring the state of your virtual machines.

https://learn.microsoft.com/en-us/azure/security/fundamentals/virtual-machines-overview

NEW QUESTION: 88

You are evaluating the effect of the application security groups on the network communication between the virtual machines in Sub2.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Statements Yes

From VM1, you can successfully ping the private IP addressof vM4. ()

From VM2, you can successfully pipg the private IP address of vM4. O

1 .
From VM1, you can conbect to\the websérver bh VM4, O

Answer:


https://www.freepdfdumps.com/Microsoft.AZ-500.v2025-01-29.q426.html

Statements Yes

From VM1, you can successfully ping the private IP address of VM4, O

From VM2, you can successfully ping the private IP address of VM4,

From VM1, you can conhect to thg*web Mg@r%gft

Topic 2, Litware, inc

Existing Environment

Litware has an Azure subscription named Sub1 that has a subscription ID of 43894a43-17c2-4a39-8cfc-3540c2653ef4.

Sub1 is associated to an Azure Active Directory (Azure AD) tenant named litwareinc.com. The tenant contains the user objects and the device objects of all the Litware employees and their devices.
Each user is assigned an Azure AD Premium P2 license. Azure AD Privileged Identity Management (PIM) is activated.

The tenant contains the groups shown in the following table.

] m cntt Description

' A group that has the Dynamic User membership type,
contains all the San Francisco users, and provides
access to many Azure AD applications and Azure
resources.

A group that has the Dynamic User membership type and
contains the Chicago IT team

Security group

Security group

The Azure subscription contains the objects shown in the following table.



Name Type | I\ /Description.. £ 4
VNet1 is 2 virtual network that'contains

: security-sensitive IT resources. VNet1
ViNett Virtual network contains three subnets named Subnet0,
Subnet1, and AzureFirewallSubnet.
VMO is an Azure virtual machine that runs
Windows Server 2016, connects to

e Yicuakmpesine Subnet0, and has just irt time (JIT) VM
access configured.
VM1 is an Azure virtual machine that runs
VM1 Virtual machine Windows Server 2016 and connects to
SubentO.
SQLDB1 is an Azure SQL databaseon a
SQLDB1 E‘;’;ﬁ:ﬁl‘ SQL Database server named
LitwareSQLServer1.
WebApp1 is an Azure web app thatis
WebApp1 Web app accessible by using https://litwareinc.com

and hitp://www litwareinc.com.

Resource Group1 is a resource group that
contains VNet1, VMO, and VM1.

Resource Group2 is a resource group that
contains shared IT resources.

Resource Group1 | Resource group

Resource Group2 | Resource group

Azure Security Center is set to the Free tier.
Planned changes
Litware plans to deploy the Azure resources shown in the following table.

Name Type WIICFOSOTE Description
Firewall1 Azure Firewall An Azdre firewall on VNet1.
Acroute table that will contain a route
RT1 Route table pointing to Firewall1 as the default
gateway and will be assigned to Subnet0.

AKS1 fjg"sﬁ Kubernetes Service | 4 yanaged AKS cluster

Litware identifies the following identity and access requirements:

All San Francisco users and their devices must be members of Group1.

The members of Group2 must be assigned the Contributor role to Resource Group2 by using a permanent eligible assignment.

Users must be prevented from registering applications in Azure AD and from consenting to applications that access company information on the users' behalf.
Platform Protection Requirements

Litware identifies the following platform protection requirements:

Microsoft Antimalware must be installed on the virtual machines in Resource Group1.

The members of Group2 must be assigned the Azure Kubernetes Service Cluster Admin Role.

Azure AD users must be to authenticate to AKS1 by using their Azure AD credentials.

Following the implementation of the planned changes, the IT team must be able to connect to VMO by using JIT VM access.

A new custom RBAC role named Role1 must be used to delegate the administration of the managed disks in Resource Group1. Role1 must be available only for Resource Group1.
Security Operations Requirements

Litware must be able to customize the operating system security configurations in Azure Security Center.



NEW QUESTION: 89

You are troubleshooting a security issue for an Azure Storage account.

You enable the diagnostic logs for the storage account.

What should you use to retrieve the diagnostics logs?

A. Azure Storage Explorer

B. SQL query editor in Azure

C. File Explorer in Windows

D. Azure Security Center

Answer: A (LEAVE A REPLY)

Explanation

If you want to download the metrics for long-term storage or to analyze them locally, you must use a tool or write some code to read the tables. You must download the minute metrics for analysis. The
tables do not appear if you list all the tables in your storage account, but you can access them directly by name. Many storage-browsing tools are aware of these tables and enable you to view them
directly (see Azure Storage Client Tools for a list of available tools).

Microsoft provides several graphical user interface (GUI) tools for working with the data in your Azure Storage account. All of the tools outlined in the following table are free.

Azure Storage client tool

Supported
platforms

Block Blob

Page Blob

Append Blob

Azure portal

Web

Yes

Yes

Yes

Azure Storage Explorer

Windows, OSX

Yes

Yes

Microsoft Visual Studio

Windows

Yes

[Cloud Explorer

References:
https://docs.microsoft.com/en-us/azure/storage/common/storage-analytics-metrics ?toc=%2fazure%2fstorage %2
https://docs.microsoft.com/en-us/azure/storage/common/storage-explorers

NEW QUESTION: 90

You have an Azure subscription that contains the following Azure firewall:

* Name: Fw1

* Azure region: UK West

* Private IP address: 10.1.3.4

* Public IP address: 23.236.62.147

The subscription contains. The virtual networks shown in the following table.

Location
UK West
East US
West US

IP address space
10.100/16
19.2.0.0/16

b 10.2.0.0416

The subscription contains the subnets shown in the following table.


https://www.freepdfdumps.com/Microsoft.AZ-500.v2025-01-29.q426.html

IP address range
Subnetl- Vnetl 10.1.1.0/24
Subnet1-2 Vnetl 10.1.2.0/24
AzureFirewallSubnet | Vnet 10.1.3.0/24
Subnet2-1 Vnet2 10.2.1.0/24
Subnet3-1 Vnet3 10.3.1.0/24
The subscription contains the routes shown in the following table.
Name SUBASE [ ()] () IWaddress | Nexthopiype | Nexthop IP address
. prefix n‘_ﬁ .
Rt1 Subnet1-1 0.0.00/0 .\ Vitual appliance | 10.1.34
Rt2 Subnet1-2 10.1.1.024% " | Virtual appliance | 10.1.34
Rt3 Subnet2-1 1%&4 Virtual appliance | 10.1.34
Rtd Subnet3-1 | 40.21.0/24 Virtual appliance | 10.1.3.4
For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selectlon |s worth one point.
—— MICI’QS oftuo
Traffic from Subneti-1 to Subnet 1-2is mu;aq lllrcl.rgh Fw‘l O
Traffic from Subnet2-1 :q,.;,@r&f"'iﬁi#fourea through Fw1. ® O
Traffic from 5%#&6 the internet is routed through Fw1, O O
Answer:

s Microsoft

Traffic from Subnet1-1 to Subnet 1-215 rouled t

&duwted through Fw1.

fx g Subnet3-1 to the internet is routed through Fw1.

Traffic from Sub

NEW QUESTION: 91
You have an Azure subscription that contains the virtual machines shown in the following table.



“
: E,ﬂﬂ@:ﬂg’jﬂ It
VM1 West US VNET 1/Subinet1 | Nome
VhA2 West US VNETA/Stbnet2 | NSG2
VM3 Central US VIETZ/Subnet1 | NSG3
VA4 West US LWNET3/Subnet1 | NSG4

VNET1, VNET2, and VNET3 are peered with each other. You perform the following actions:
* Create two application security groups named ASG1 and ASG2 in the West US region.
* Add the network interface of VM1 to ASG1.

sy MTTosoft
ASGT -
ASG2: -
Answer:
Answer Area - s
Microsoft
bt gt = ASG 13+ VN2 YM3, and VM4 only -
ASGZ: VM1, VM2, and VM4 only -

Valid AZ-500 Dumps shared by Actualdtest.com for Helping Passing AZ-500 Exam! Actual4test.com now offer the newest AZ-500 exam dumps, the Actuald4test.com AZ-500 exam questions
have been updated and answers have been corrected get the newest Actualdtest.com AZ-500 dumps with Test Engine here: https://www.actual4test.com/AZ-500_examcollection.html (517

Q&As Dumps, 30%OFF Special Discount: Freepdfdumps)

NEW QUESTION: 92
You have an Azure subscription that contains the alerts shown in the following exhibit.


https://www.actual4test.com/AZ-500_examcollection.html

o New alert e 32 EE;: Mmg SOf:tm slerts ) Refresh v

Don't see a subscription? Open Directory + Subscription settings

* Subscription @ Resource group 8 iesource type @ Esource @ "*' ":‘.w Time range o
' -
Azure Pass - Sporsonship Type fo stort filtering v | | Dachecied natl rj?%- L4 IMMr L
Mondor senice § Monitor condition & Severty @ A!ﬂ_f!ﬂk. Smart group id @
15 selected v 2 selected w Sevd W a3 selected v Smart group i

Al Alerts  Alerts By Smart Group (Freview)

- e -
L' Seaech by mome (case-uniemudne

MAME SIVERITY MONITOR ... ALERT STATH AFECT. MONITOR SERV., BIGMAL TYFE FIRED ToMg L. -

At | sevs P FII';I . Nh- Activitylog Ad—  Log 6/6/2019, 1:23:53 .. Azure ...
Alertt | sews ;.. Fired Acknowledged Activitylog Ad—  Log /672019, 1:23:52 .. Azure ...
Alert2 | sews A Fired  Adknowledged Activitylog Ad  Log 6/6/2019, 11:23:25 ... Azure ..
Alert2 I seva A Fired Closed Activitylog Ad--  Log 6/6/2019, 11:23:24 ... Azure ...

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.

The state of Alert1 that was fired at 11:23:52 [ v

cannot be changed

can be changed to Closed only
can be changed to New only

can be changed to New or Closed

The state of Alert2 that was fired at 112324 | v

cannot be changed
can be changed to Acknowledged only

. M tﬂ'ﬁ&gﬂiﬁ mz: g?icknovﬂedged

Answer:



The state of Alert1 that was fired at 11:23:52 | v
cannot be changed

|can be changed to Closed only,
can be changed to New only
can be changed to New or Closed

The state of Alert2 that was fired at 11:.23.24 i v
cannot be changed

can be changed to Acknowledged only

L T8 T be changedtoNewonly _ _ _ _ _
L Micros O{g be changed to New or Acknowledged '

Explanation
The state of Alert1 that was fired at 11:23:52 [ v |
cannot be changed _ _
can be changed to Closed only
can be changed to New only
can be changed to New or Closed
The state of Alert2 that was fired at 11:23:24 ‘ v
cannot be changed
P can be changed to Acknowledged only
i - nbechangedtoNewony
|V I T —
References:

https://docs.microsoft.com/en-us/azure/azure-monitor/platform/alerts-overview

NEW QUESTION: 93
You have the role assignments shown in the following exhibit.

"RoleassignmentId™: "13ae6e22-b93a-4124 -'idt",!ii fe82b1726bde™ -

"Scope”: "/subscriptions/0albafo7_0besiR42-92Fa-871c5a45fbbe/resourceGroups/RG1T,
"Displayiame™: "Adminl”,

“SignInName™: “Adminl@contosgegom .

“RoleDefinit

ef\: i,f:f" £
“RoleDefinitliBRia™: ! QE!O taf‘.-“?—Ebr:‘.'dzda—glfa—a?!c5a-:l'.‘rl'bbr:.*'pr*m.'ldtrs.’

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.




[answer choice] can delete VM 1. | v
Only Admin1 :

Only Admin1 and n2 A\
Only Admin1 and Admin3 -:..:::.:
Only Admin1 and Ad

n3, and Admind

[answer choice] can create new resource groupsefy Jm v
Admin1 on| These are the selEttions for the statement [answer choice] ca

Admin2 only

Admin3 only
Admin1 and Admin3 only
Admin1, Admin2, Admin3, and Admind

Answer:
[answer choice] can delete VM1, | i - |
~OnyAdmint _ _ _ __ AN\
' Drﬂx .hﬁn'ujl;aniﬁimm? i

?jriy Adminl and Adl'mns
Only Admin am_fﬁdmmd
M‘:‘rm‘l,_{mﬁ\_{nﬁz Admin3, and Admind

'; - '

[answer choice] can create new resource ';I’GUFS L ,""'l X ]
“Admini Oﬂl These are the .—tth‘.lnﬂ; for the staternent [answer choice] ca
Adming only_
Ad’mnE only |
min3 on
EMICrd salt

NEW QUESTION: 94

You have an Azure subscription that contains an Azure key vault and an Azure Storage account. The key vault contains customer-managed keys. The storage account is configured to use the
customer-managed keys stored In the key vault.

You plan to store data in Azure by using the following services:

* Azure Files

* Azure Blob storage

* Azure Log Analytics

* Azure Table storage

* Azure Queue storage

Which two services data encryption by using the keys stored in the key vault? Each correct answer present a complete solution.
NOTE: Each correct selection is worth one point.

A. Queue storage



B. Table storage

C. Azure Files

D. Blob storage

Answer: (SHOW ANSWER)
Explanation

https://docs.microsoft.com/en-us/azure/storage/common/account-encryption-key-create?tabs=portal

NEW QUESTION: 95

You have the role assignments shown in the following exhibit.

[

( O~
“Roledss ignmentId™: ”I!aeﬁr!?-n??a-ﬂiEi%‘diﬁ-Fcﬂibl??ébde"

- -
"Scope”: “/subscriptions/@albafo7-0bedWiBda.02fa-B873c5a45f %ﬂs ‘M‘@f@@@f

“Displayhame™: “Adminl”, . N
“signInName™: “Adminl@contoso gy
“RoleDef initloniame™ : "&-r#r'é&;'

“RoleDefinitionld™: “/subgdeibtions /Balbafe7-0bes-234a-92fa-873c5845fbbe /providers/

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.

NOTE: Each correct selection is worth one point.
[answer choice] can delete VM1,

I -4

Only Admin1

Only Admin1 and Admin2

Only Admin1 and Admin3

Only Admin1 and Admind

Admin1, Admin2, Admin3,"and Admind

[answer choice] can create new resource groups. l Jm v |

Answer:

Admin1 on These are the :ckftlnm for the statermnent [answer choice] ca

Admin2 only
Admin3 only

ll < dmin3 only
M I C r@ . ing, Admin3, and Admind
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LU —

B Only Admin1 and Admin2
%nly Admin1 and Ack_ﬂn‘:‘-ll
nly Admin1 angdAdmind
Admin1, Adminz, Admin3, and Admind

[answer choice] can create new resource groups. J v |
Admin1 on| These are the sel¥ttions for the statement [answer choice] ca

Adming only
Admin3 only
in1 ano Admin3 onl
Admin1, Admin2, Admin3, and Admind

NEW QUESTION: 96

What is the membership of Group1 and Group2? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Group1: | v
No members

Only User2 =

Only User2 and User4

User1, L_lserz, User3, and User4

- -
L™

Group2: N\ v

No members

Only User3

Only User1 and User3
User&;ﬂﬁiﬁpﬂﬁw, and User4

Answer:



v

No members

Only User2

Only User2 and User4

User1, User2, User3. and User4

v
No members Microso
Only User3
Only User1 and User3
User1, User2, User3, and User4

Explanation:

Box 1: User1, User2, User3, User4

Contains "ON" is true for Montreal (User1), MONTREAL (User2), London (User 3), and Ontario (User4) as string and regex operations are not case sensitive.
Box 2: Only User3

Match "*on" is only true for London (User3).

Scenario:

Contoso.com contains the users shown in the following table.

Name City Role
User1 Montreal Global administrator
User2 MONTREAL | Securityadmin o i
User3 London Privileged role adm nistrator U5 U
Userd Ontario Application administrator
Users Seattle Cloud application administrator
Usert Seattle User administrator
User7 Sydney Reports reader
User8 Sydney None

Contoso.com contains the security groups shown in the following table.

Name | Membership type Dynamic membership rule
Group1 Dynamic user user.city -contains “ON”
Group2 Dynamic user user.city -match “*on”

References:

https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/groups-dynamic-membership

NEW QUESTION: 97
You have the hierarchy of Azure resources shown in the following exhibit.



Tenant Root Group
v ' v
ManagementGroup1  ManagementGroup2
v '

£
L s

Subscription Subscription2
|

() ()

RG1, RG2, and RG3 are resource groups.
RG2 contains a virtual machine named VM1.
You assign role-based access control (RBAC) roles to the users shown in the following table.

Name Role Added to resource
Usert Contributor Tenant Root Group
Virtual Machine . o5
User?2 Contibutie Subscription?2
Virtual Machiney

User3

Administrator Lagin Y% 0soft

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
User1 can deploy virtual machines to RG1. O

User2 can delete VM2. o~ )

O
User3 can reset the pas'swbrd M&!EQMi &alor account of VM2. O O

Answer:



Statemente ; P Yes No

User1 can deploy virtual machines to RG1. O O

User2 can delete VM2. O]

User3 can reset the password of the built-in Administrator account of VM2. O

NEW QUESTION: 98
You have an Azure virtual machines shown in the following table.

Operating system | __Region | Resource group
Windows Server 2012 East US RG1
West
Windows Server 2012 R2 Europe RG1
West
Europe

Windows Senver.2016
Red Hat Enterpriselinux 74 ©|-East US| RG2

RG2

You create an Azure Log Analytics workspace named Analytics1 in RG1 in the East US region.
Which virtual machines can be enrolled in Analytics1?

A. VM1 only

B. VM1, VM2, and VM3 only

C. VM1, VM2, VM3, and VM4

D. VM1 and VM4 only

Answer: C (LEAVE A REPLY)

Explanation

Note: Create a workspace

In the Azure portal, click All services. In the list of resources, type Log Analytics. As you begin typing, the list filters based on your input. Select Log Analytics.
Click Create, and then select choices for the following items:

Provide a name for the new Log Analytics workspace, such as DefaultLAWorkspace. OMS workspaces are now referred to as Log Analytics workspaces.
Select a Subscription to link to by selecting from the drop-down list if the default selected is not appropriate.

For Resource Group, select an existing resource group that contains one or more Azure virtual machines.

Select the Location your VMs are deployed to. For additional information, see which regions Log Analytics is available in.

NEW QUESTION: 99
You have an Azure subscription named Subscription1 that contains a resource group named RG1 and a user named User1. User1 is assigned the Owner role for RG1.
You create an Azure Blueprints definition named Blueprint1 that includes a resource group named RG2 as shown in the following exhibit.
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Edit blueprint

Basics  Artifacts c

Add artifacts to the blueprint. Add resource groups to organize where the artifacts should be dep% &%sgned

NAME Q ARTIFACT TYPE PARAMETERS
v ? Subscription 0&
o Add artifact.. 6&6
v(¥) RG2 Q Resource group 2 out of 2 parameters populated

gleassignm ment_ 1 out of 1 para eters populated

Icrosoft

O Userl {Userl@al&ﬂﬂﬁ?&outlm& q’ com) : Tag Contributor

o Add artifact..

You assign Blueprint1 to Subscription1 by using the following settings:

Lock assignment: Read Only

Managed ldentity: System assigned

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

e

Statements ."Mtcroso tTyes No

A locking mode of Read Only will be assigned to RG1. O O

Userl can add tags to RG2. D o

You can remove Userl from the Tag Contributor role for RG2. &

Answer:

. M Cros cstatements

A locking mode of Read Only will be asmgned to-RG1.

Userl can add tags to R62

You can remove Userl from the Tag Contributor role for RG2.




Reference:
https://docs.microsoft.com/en-us/azure/governance/blueprints/concepts/resource-locking

NEW QUESTION: 100

You have an Azure subscription named Sub1 that is associated to an Azure Active Directory (Azure AD) tenant named contoso.com.
You are assigned the Global administrator role for the tenant. You are responsible for managing Azure Security Center settings.
You need to create a custom sensitivity label.

What should you do?

A. Create a custom sensitive information type.

B. Elevate access for global administrators in Azure AD.

C. Upgrade the pricing tier of the Security Center to Standard.

D. Enable integration with Microsoft Cloud App Security.

Answer: A (LEAVE A REPLY)

First, you need to create a new sensitive information type because you can't directly modify the default rules.

Reference:

https://docs.microsoft.com/en-us/office365/securitycompliance/customize-a-built-in-sensitive-information-type

NEW QUESTION: 101
You have Azure virtual machines that have Update Management enabled. The virtual machines are configured as shown in the following table.

. Operating system [ Regian{ili (" Reseurce group |
| Windows Server 2012 | East US™{ | RG1 |
| Windows Server2012R2  __ L\MSDIUS RO

Windows Server 2016 {"WestUS RG2

Ubuntu Server 18.04 LTS WestUS RG2

| Red Hat EnterpriséLintx 7.4 | East US | RG1
___1CentOS7.5 \* EastUS RG1

You schedule two update deployments named Update1 and Update2. Update1 updates VM3. Update2 updates VM6.
Which additional virtual machines can be updated by using Update1 and Update2? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Update1: | v

VM2 only

VM4 only

VM1 and VM2 only

VM1, VM2, VM4, VM5, and VM6

Update2: | v

VMS only

VM1 and VM5 only

VM4 andVM5only " Microsoft
VM1, VM2, and VM5 oOniy

VM1, VM2, VM3, VM4, and VM5

Answer:

VM2 only

VM4 only P

VM1 and VM2 only- -

VM1, VM2, VM4 WM5, and VM6

Update2: A“\@v
VMS, only
- VM1 and VMS5 only
VM4 and VM5 only
VM1, VM2, and VM5 only
VM1, VM2, VM3, VM4, and VM5
alYaln

Reference:
https://docs.microsoft.com/en-us/azure/automation/automation-update-management

NEW QUESTION: 102
You have an Azure Active Directory (Azure AD) tenant that contains the resources shown in the following table.



Security group
Security group
Enterprise application

User2 is the owner of Group2.
The user and group settings for App1 are configured as shown in the following exhibit.

+ ndduser | g I’E{OIS 01 _t als 22 Columns ) Got feedback?

o ﬂv!:hum«milapmxmmexcﬁspuﬂfwﬁﬂNMSam@Wmun properties to prevent this. =»

l‘rrst‘ 100 shown, to search all users & groups mﬂg@iﬁ% E E SIE'

PV

DISPLAY NAME % ECT TYPE ROLE ASSIGNED
@ Groupl Group Default Access
You enable self-service application access for App1 as shown in the following exhibit.
Allow users to request access to this !_ No
application? (0 5
To which group should assigned users be
added? O Select group .
Group2 ~X\Y
. %

Require approval before granting access m No ii‘ =4
to this application? () : % 2 40

s

& b i
-

A

=

Who is allowed to approve access to thls o ‘'a\ -
application? (1) ~) approvers
o & oA Y
C'Cr - T 1users selected

To which role should users be assigned in

this application? (0 '_ . =—J M iCFOSOft

User3 is configured to approve access to Appl.
You need to identify the owners of Group2 and the users of Appl.



What should you identify? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Group2 owners:

Appl users:

Answer:

Group2 owners:

Appl users:

Reference:

hot=l

Groupl
Gro&é@mbem only

Q&Jpl and Group2 members only
Groupl and Group2 members and Userl only

Groupl and Group?2 memﬁers Mdlﬂ: Eﬁﬁﬂﬁtonly

v
User2 only
User3 only &
Userl and User2 only O
User2 and User3 only o P
Userl, User2, and\U)sﬁ\Q
v

s only

v

User2 only

User3 only
Userl and User2 only
User2 and User3 only

Userl, User2, and U5Er3;_'_jj'~_‘;_“;’{’-: \

A’sO“

Grqupl;nembers only

-....:—...

. Group2 members only

Groupl and Group2 members only

Groupl and Group2 members and Userl only

Groupik o1 and Gldup? @émbars, Userl, and User3 only




https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/manage-self-service-access

NEW QUESTION: 103
You are evaluating the effect of the application security groups on the network communication between the virtual machines in Sub2.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements n | Yesq | | No

‘rom VM1, you can successfully ping the private IP addlfesi‘-..ﬁf'\fﬂfld. O O
-rom VM2, you can successfuIly___pjng_ztiié”'pri#ate IP address of vM4. O O
‘rom VM1, you can connect to the web server on VM4. O O
Answer:
Statements Yes No
From VM1, you can successfully ping the private IP address of VMA4. O :_ ) :

A | i i |
Fl B 78 L&A . S oy, T -

Y | | P P )

From VM2, you can suﬁggggs;fql]y-.#ihg the private IP address of VM4, O :

Q |0

From VM1, you can connect to the web server on VM4. |

Explanation



Suted®® Microsoft M

From VM1, you can successfully ping the private IP address of vM4. () (e
From VM2, you can successfully ping the private IP address of VMA4. ‘ O ‘ O
From VM1, you can connect to the web server on VM4. ‘ O )

Box 1: No. VM4 is in Subnet13 which has NSG3 attached to it.
VM1 is in ASG1. NSG3 would only allow ICMP pings from ASG2 but not ASG1. Only TCP traffic is allowed from ASG1.
NSG3 has the inbound security rules shown in the following table.

Priority Port | Protocol Sourée [\ /][ Destimation| | Action
100 Any TCP ASG1 ~ _ASGY ~ | Allow
150 Any Any ASG2 VirtuaiNetwork | Allow
200 Any Any Ay Any Deny
65000  [Any | Any " U ViruaiNetwork | VituaiNetwork | Allow
65001 Any Ary AzureLoadBalancer | Any Allow
65500 Any | Any Any Any Deny

Box 2: Yes.
VM2 is in ASG2. Any protocol is allowed from ASG2 so ICMP ping would be allowed.
Box3. VM1 is in ASG1. TCP traffic is allowed from ASG1 so VM1 could connect to the web server as connections to the web server would be on ports TCP 80 or TCP 443.

NEW QUESTION: 104
Which virtual networks in Sub1 can User2 modify and delete in their current state? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Virtual networks that User2 can modify: \ I v
VNET4 only

VNET4.and VNET1 only

. £ VNET4, VNET3, and VNET1 only

nﬁ-"a "'}"F"‘?I-_"‘f"':“{“‘-t"‘ T

IVIICFOSOT1 VNET4, VNET3, VNET2, and VNET1

Virtual networks that User2 can delete: | v

VNET4 only

VNET4 and VNET1 only

VNET4, VNET3, and VNET1 only
VNET4, VNET3, VNETZ2, and VNET1

Answer:



Virtual networks that User2 can modify: i IYNCIroSOTt |vw

S S ————

et e R e

VNET4, VNET3, and VNET1 only
VINET4, VNET3, VNET2, and VNET1

P e s e s s

|VNET4 only |
VNET4 and VNET1 only
VNET4, VNET3, and VNET1 only

VNET4, VNET3, VNET2, and VNET1

Virtual networks that User2 can delete. v

Explanation
Virtual networks that User2 can modify: v
VNET4 only
VNET4 and VNET1 only
VNET4, VNET3, and VNET1 only
VNET4, VYNET3, VNET2, and VNET1
Virtual networks that User2 can delete: v

VNET4 only

VNET4 and VNET1 only

VNET4, MNET3 and VNET1 only
VNE T4 VNET3WNET2, and VNET1

Box 1: VNET4 and VNET1 only

RG1 has only Delete lock, while there are no locks on RG4.

RG2 and RG3 both have Read-only locks.

Box 2: VNET4 only

There are no locks on RG4, while the other resource groups have either Delete or Read-only locks.

Note: As an administrator, you may need to lock a subscription, resource group, or resource to prevent other users in your organization from accidentally deleting or modifying critical resources. You
can set the lock level to CanNotDelete or ReadOnly. In the portal, the locks are called Delete and Read-only respectively.
* CanNotDelete means authorized users can still read and modify a resource, but they can't delete the resource.

* ReadOnly means authorized users can read a resource, but they can't delete or update the resource.

Applying this lock is similar to restricting all authorized users to the permissions granted by the Reader role.

Scenario:

User2 is a Security administrator.

Sub1 contains six resource groups named RG1, RG2, RG3, RG4, RG5, and RG6.

User2 creates the virtual networks shown in the following table.



Name _-Eéﬁnufcé.:grnup
VNET1 RG1
VNET2 RG2
VNET3 RG3
VNET4 RG4
Sub1 contains the locks shown in the following table.
Name Set oh i psollock type
Lock1 RG1 Delete
Lock2 RG2 Read-only
Lock3 RG3 Delete
Lock4 RG3 Read-only
References:

https://docs.microsoft.com/en-us/azure/azure-resource-manager/resource-group-lock-resources

NEW QUESTION: 105

You need to prevent administrators from performing accidental changes to the Homepage app service plan.

To complete this task, sign in to the Azure portal.

See the explanation below.

Answer:

Explanation

You need to configure a 'lock’ for the app service plan. A read-only lock ensures that no one can make changes to the app service plan without first deleting the lock.
* In the Azure portal, type App Service Plans App Service Plans from the search results then select Homepage. Alternatively, browse to App Service Plans in the left navigation pane.
* In the properties of the app service plan, click on

* Click the Add button to add a new lock.

* Enter a name in the Lock name field. It doesn't matter what name you provide for the exam.

* For the Lock type, select Read-only.

* Click OK to save the changes.

NEW QUESTION: 106
You are testing an Azure Kubernetes Service (AKS) cluster. The cluster is configured as shown in the exhibit.
(Click the Exhibit tab.)



Subgcription
Resource group
Region

Microsoft Azure Sponsorship
AzureBackupRG eastus2 1
East US

Kubernetes cluster name akscluster2
Kubernetes version 141D

DNS name prefix akscluster?

Node count 3

Node size Standard DS2 v2
Virtual nodes (preview) Disabled

Enable RBAC No

HTTP a_pplitat.ion routing Yes

Network configuration Basic

Enable _conta'i ner monitoring No

You plan to deploy the cluster to production. You disable HTTP application routing.

You need to implement application routing that will provide reverse proxy and TLS termination for AKS services by using a single IP address.
What should you do?

A. Create an AKS Ingress controller.

B. Install the container network interface (CNI) plug-in.

C. Create an Azure Standard Load Balancer.

D. Create an Azure Basic Load Balancer.

Answer: (SHOW ANSWER)

Explanation

An ingress controller is a piece of software that provides reverse proxy, configurable traffic routing, and TLS termination for Kubernetes services.

References:

https://docs.microsoft.com/en-us/azure/aks/ingress-tls

Topic 1, Contoso

This is a case study. Case studies are not timed separately. You can use as much exam time as you would like to complete each case. However, there may be additional case studies and sections on
this exam. You must manage your time to ensure that you are able to complete all questions included on this exam in the time provided.

To answer the questions included in a case study, you will need to reference information that is provided in the case study. Case studies might contain exhibits and other resources that provide more
information about the scenario that is described in the case study. Each question is independent of the other question on this case study.

At the end of this case study, a review screen will appear. This screen allows you to review your answers and to make changes before you move to the next sections of the exam. After you begin a
new section, you cannot return to this section.

To start the case study
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To display the first question on this case study, click the Next button. Use the buttons in the left pane to explore the content of the case study before you answer the questions. Clicking these buttons
displays information such as business requirements, existing environment, and problem statements. If the case study has an All Information tab, note that the information displayed is identical to the
information displayed on the subsequent tabs. When you are ready to answer a question, click the Question button to return to the question.

Overview

Contoso, Ltd. is a consulting company that has a main office in Montreal and two branch offices in Seattle and New York.

The company hosts its entire server infrastructure in Azure.

Contoso has two Azure subscriptions named Sub1 and Sub2. Both subscriptions are associated to an Azure Active Directory (Azure AD) tenant named contoso.com.

Technical requirements

Contoso identifies the following technical requirements:

* Deploy Azure Firewall to VNetWork1 in Sub2.

* Register an application named App2 in contoso.com.

* Whenever possible, use the principle of least privilege.

* Enable Azure AD Privileged Identity Management (PIM) for contoso.com

Existing Environment

Azure AD
Contoso.com contains the users shown in the following table.
Name City Role
User1 Montreal Global administrator
User2 MONTREAL | Security.administrator
User3 London Privileged role administrator
Userd Ontario Application administrator
User5 Seattle Cloud application administrator
User6 Seattle User administrator
User7 Sydney Reports reader
User8 Sydney No: -
Contoso.com contains the security groups shown in the following table.
Name | Membership type Dynamic membership rule
Group1 Dynamic user user.city -—-contains “ON”
Group2 | Dynamic user user.city —match “*on”
Sub1

Sub1 contains six resource groups named RG1, RG2, RG3, RG4, RG5, and RG6.
User2 creates the virtual networks shown in the following table.

Name Resource group
VNET1 RG1
VNET2 RG2
VNET3 RG3
VNET4 RG4

Sub1 contains the locks shown in the following table.



Lock type

Delete

Read-only
Delete
Read-only

Sub1 contains the Azure policies shown in the following table.

Policy definition Resource type Scope
Allowed resource types | networkSecurityGroups ; RG4
Not allowed resource virtualNetworks/subnets RGS5
types
Not allowed resource networksSecurityGroups RG5
types.

Not aj_ﬂ_ﬁ«edibﬁwo “irtalNetworks/virtualNetworkPeerings | RG&
types
Sub?2
Name Subnet
VVNetwork 1 Subneti1.1, Subnet1.2 and Subent1.3
VNetwork2 Subnet2.1

Sub2 contains the virtual machines shown in the following table.

Application secl;ﬁt;' QM ayYo @ﬁhﬁt{:t&d to

ASG1 Subneti.1
ASG2 Subneti.1
None Subneti.2
ASG1 Subnet1.3
None Subnet2.1

All virtual machines have the public IP addresses and the Web Server (11S) role installed. The firewalls for each virtual machine allow ping requests and web requests.
Sub2 contains the network security groups (NSGs) shown in the following table.

Associated to
NIC2
Subnet1.1
Subnet1.3
Subnet2.1

NSG1 has the inbound security rules shown in the following table.

Priority Port Protocol Source Destination Action

65000 Any Any VirtualNetwork VirtualNetwork | Allow

65001 Any Any AzurelLoadBalancer | Any Allow

65500 Any Any Any Any Deny

NSG2 has the inbound security rules shown in the following table.
Priority Port Protocol Sul.gg?'d Destination Action

100 80 TCP Internet. . VirtualNetwork | Allow
65000 Any Any VirtualNetwork VirtualNetwork | Allow
65001 Any Any _AzZurelLoadBalancer | Any Allow
65500 Any Any “Any 5 Y | i | Deny




NSG3 has the inbound security rules shown in the following table.

Protocol Source A/
TCP ASG1 o A
Any ASG2 VirtualNetwork
Any Any Any

Any VirtualNetwork VirtualNetwork
Any AzurelLoadBalancer | Any

Any Any Any

NSG4 has the inbound security rules shown in the following table.

Source Do s " Action
ANy A% Any Allow
VidualNetwork VirtualNetwork | Allow
AzurelocadBalancer | Any Allow
ANy Any Deny

NSG1, NSG2, NSG3, and NSG4 have the outbound security rules shown in the following table.

Priority Port Protocol Source Destination Action
65000 Any Any VirtualNetwork VirtualNetwork | Allow
65001 Any Any Any Internet Allow
65500 Any Any Any Any Deny

Contoso identifies the following technical requirements:

* Deploy Azure Firewall to VNetwork1 in Sub2.

* Register an application named App2 in contoso.com.

* Whenever possible, use the principle of least privilege.

* Enable Azure AD Privileged Identity Management (PIM) for contoso.com.
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NEW QUESTION: 107
You have an Azure Active Directory (Azure AD) tenant named contoso.com. The tenant contains the users shown in the following table.

Role Sign in frequency
Password administrator | Sign in every work day
Password administrator | Sign in bi-weekly
Global administrator, . :
Password administratori] /91,1 every month

BERAL™

TR L2 N "

You configure an access review named Review1 as shown in the following exhibit.
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ACfet revwewt PRabie reveners 10 ATHe11 10 Liert ACTen

cew name | Review

Micrgseft -

2019-03-20 L

Password admunistrator

Reviewers

Members(sedf) w

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.

User3 can perform Review1 for @ »

User3 i
Lse ser2 only
U |, User2, and User3

Nl
If User2 fails to complete Review1 by March 20, 2&%‘ i
The Password administrator role will be revoked from User2

%
F o
M . ?ﬁt User2 will retain the Password administrator role
I C r O &@ User3 will receive a confirmation request

Answer:



Usef3 cah perioriReliew for v

User3 only
User1 and User2 only
Userd, User2, and User3

If User2 fails to complete Review1 by March 20,2019 v
The Password administrator role will be revoked from User2

i'U ser2 will retain the Password administrator role
U

Explanation:

User3 can perform Review1 for | A 4

User3 only ~
User1 and User2 ohly
Usert User?, and User3

fUser? fails to complete Review1 by March 20, 2019 v
LY The Password administrator role will be revoked from User

User2 will retain the Password administrator role
llser3 will receive a canfirmation rentest

Box 1: User3 only

Use the Members (self) option to have the users review their own role assignments.

Box 2: User3 will receive a confirmation request

Use the Should reviewer not respond list to specify what happens for users that are not reviewed by the reviewer within the review period. This setting does not impact users who have been reviewed
by the reviewers manually. If the final reviewer's decision is Deny, then the user's access will be removed.

No change - Leave user's access unchanged

Remove access - Remove user's access

Approve access - Approve user's access

Take recommendations - Take the system's recommendation on denying or approving the user's continued access References:
https://docs.microsoft.com/bs-latn-ba/azure/active-directory/privileged-identity-management/pim-how-to-start-se

NEW QUESTION: 108

You need to perform the planned changes for OU2 and User1.

Which tools should you use? To answer, drag the appropriate tools to the correct resources. Each tool may be used once, more than once, or not at all. You may need to drag the split bar between
panes or scroll to view content.

NOTE: Each correct selection is worth one point.



Tools Answer Area

The Azure portal oU?: frem— = -

Azure AD Connect Use%@% " Tool

The Active Directory admin t:ent

Active Directory Users and Computers

Answer:

Tools perad/licrosoft

The Azure portal : Azure AD Connect |I

Azure AD Connect The Azure portal  pl

The Active Directory admin center

Active Directory Sites and Services

Active Directory Users and Computers

NEW QUESTION: 109
You create resources in an Azure subscription as shown in the following table.

Tvpa .~ 0° Region
Resource graup West Europe
Azure virtual network West Europe

w account West Europe

VNET1 contains two subnets named Subnet1 and Subnet2. Subnet1 has a network ID of 10.0.0.0/24. Subnet2 has a network ID of 10.1.1.0/24.
Contoso1901 is configured as shown in the exhibit. (Click the Exhibit tab.)




PS C:\> (BEE-AzStoragelccount contosol90l) . NetworkRuleSet

ByPass M : I Legging,. Matrics
Defaulthc n : Deny

IpRules : [193.77.0.0/16,...)

VirtualNetworkRules : [/subscriptions/a%0c8cB8f-dB8be-4112-abfh-
dac4906573dd/resocurceGroups /RGL/pfoviders/Microsoft. Network/
virtualNetworks/VNET1l/subnets/Subnetl,...]

PS C:\> (Get-AzStorageAccount RGL contosolf90l) . NetworkRuleSet.
IpRules

Action IPAddress0OrRange

Allow 193.77.0.0/16

PS C:\> (Get-AzStorageAccount contosol901) . NetworkRules

Action VirtualNetworkRescurceld

Allow /subscriptions/af0&BcE8f-dBbc-4112-abfb dac4906573dd/rescurceGroups/
RGl/providers/Mictpsoft. Network/virtualNetworks/VNET1/subnets/Subnetl Succeeded

PS C:\>_

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements

An Azure virtual machine on Subnetl can access data innContoso1901. O

An Azure virtual machine on Subnet2 can agcess data in Contoso1901. O

A computer on the Internet thathas an IP address ofi@83.77.10.2 can access
datain Contoso1901. \ ¢

Answer:

Statements Yes No

An Azure virtual machine on Subnetl can access data in Contoso1901.

An Azure virtual machine on Subnet2 can gecess data in Contoso1901. O : O

A computer on the Internet thHat Was an IP address of 193.772.10.2 can Actess. O 1
datain Contoso1901. -1

Explanation



sl =\ iC rosoft

An Azure virtual machine on Subnet1 can access data in Coﬁc@

An Azure virtual machine on Subnetw S5 data in Contoso1901.

O
O

A computer on the Inteﬁet that has an IP address of 193.77.10.2 can access O ‘
datain Contosol1901.

Box 1: Yes

Access from Subnet1 is allowed.

Box 2: No

No access from Subnet?2 is allowed.

Box 3: Yes

Access from IP address 193.77.10.2 is allowed.

NEW QUESTION: 110

You have an Azure subscription that contains the following Azure firewall:

* Name: Fw1

* Azure region: UK West
* Private IP address: 10.1.3.4

* Public IP address: 23

.236.62.147

The subscription contains. The virtual networks shown in the following table.

Name Location IP address space Peered with
HWnet1 - v o & HE#Vest 10.1.00/16 Vnet2
~1 Vnet2 East US 10.2.00/16 Vnetl, Vnet3
Vnet3 West US 10.3.0.0/16 Vnet2,
The subscription contains the subnets shown in the following table.
[ "Nam@/1 | | Virtdal network IP.address range
Subnet? 1 Vnet1 A@A.0/24
Subnet!-2 Vet .. «(C\V[10.1.2.0/24
AzureFirewallSubnet | Vnetich\ Y 10.1.3.0/24
Subnet2-1 - Vrer2 10.2.1.0/24
Subnet3-1 Vnet3 10.3.1.0/24

The subscription contains the routes shown in the following table.




Name Subnet IP address l@ﬁw Next hop IP address

d’%
Rt1 Subnet1-1 0.0.0.0/0 L4} Virtual appliance [ 10.1.3.4
Rt2 Subnet1-2 | virtual appliance | 10.1.3.4

Rt3 2-1 Virtual appliance | 10.1.34

Virtual appliance | 10.1.34
For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area v
%
Statements e Yes
.. Traffic from Subnet1-1 to Subnet 1-2 iswgough Fw1,
Mi ft
. I c ro S O Traffic from Subnet2-1 to Subne ted through Fw1. O
Traffic from Subnet3-1 to étem&t is routed through Fw1.
Fo
Answer:
Answer Area CPU
Statements % * No
Traffic from Subnet1-1 to Subnet 1-2 is wgugh Fwi. 1O |
Traffic from Subnet2-1 to &@thm through Fw1. 5 )
. i)
Traffic from Subnﬂvanmner is routed FM ICrOS Oft 10, :
Explanation:
Answer Area
Statements Y.\ 4 i Yes No

Traffic from Subnet1-1 to Subnet 1-2 is routed through.Fw1, .

Traffic from Subnet2-1 10 Subnet 1- 1'is routed through Fw1. ®

Tflffic fr'b‘l‘n S.ut;nei?-l to the internet is routed through Fw1. =. M i C ro SOft

NEW QUESTION: 111
You have an Azure subscription that contains the following resources:



* A virtual network named VNET1 that contains two subnets named Subnet1 and Subnet2.
* A virtual machine named VM1 that has only a private IP address and connects to Subnet1.
You need to ensure that Remote Desktop connections can be established to VM1 from the internet.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange then in the correct order.

Answer Area
Actions

Configure a network security group (NSG).

Create a network rule collection.

Create a NAT rule collection, N m e . r o

Create a new subnet.

Deploy Azure Application Gateway.

Deploy Azure Firewall.

Answer:
Explanation

Create a new subnet.

Deploy Azure Firewall,

Create'a NAT rule collection.

.
WAL |['i"_“.-l._.'|'l

NEW QUESTION: 112

You have an Azure Active Directory (Azure AD) tenant named contoso.com that contains the users shown in the following table.
Contoso.com contains a group naming policy. The policy has a custom blocked word list rule that includes the word Contoso.

Which users can create a group named Contoso Sales in contoso.com? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.



Users who can create a security group named Contoso Sales:

Admin1 only
ﬁidf[llfﬂ and Admin2 only

Admin1 and Admin3 only
Adm|n1 Admlnz and Admin3

Users who can create an Office 365 group hamed Contoso Sales:

Admin1 only

Admin1 and Admin2 only
Admin1 and Admin3 only
Admin1, Admin2, and Admin3

:Microsoft

Answer:

Users who can create a security grﬁ nanM?rE?p 8&0 f ;I.Admm = -

'Admin1 and Admin2 only
Admin1 and Admin3 only
Admin1, Admin2, and Admin3

Users who can create an Office 365 group named Contoso Sales: v
Admin1 only

Admin1 and Admin2 only
Admin1 and Admin3 o

Admin1, Admin2, and Admin3

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/groups-naming-policy

NEW QUESTION: 113
You have an Azure subscription that contains the virtual networks shown in the following table.

Ay T
r‘a'.»'u:fl

East US

'__“‘-. is a wﬂu.al network connected to HubVNet by
EastUS peering. SpokeVNet contains a subnet named

% (SpokeVNetSubnet0.

The Azure virtual machines on SpokeVNetSubnet0 can communicate with the computers on the on-premises network.
You plan to deploy an Azure firewall to HubVNet.

You create the following two routing tables:

* RT1: Includes a user-defined route that points to the private IP address of the Azure firewall as a next hop address



* RT2: Disables BGP route propagation and defines the private IP address of the Azure firewall as the default gateway You need to ensure that traffic between SpokeVNetSubnet0O and the on-
premises network flows through the Azure firewall.

To which subnet should you associate each route table? To answer, drag the appropriate subnets to the correct route tables. Each subnet may be used once, more than once, or not at all. You may
need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Subnets crAnswer Area

;FAzure FirewallSubnet | -.
S s —  RT1Q9

GatewaySubnet

O RT2:

HubVNetSubnet(

Answer:

Subnets Answer Aréa’

Azure FirewallSubnet
RT1: |GatewaySubnet

GatewaySubnet

RT2: | HubVNetSubnet0

HubVNetSubnet(

Topic 1, Litware, inc

Case Study

This is a case study. Case studies are not timed separately. You can use as much exam time as you would like to complete each case. However, there may be additional case studies and sections on
this exam. You must manage your time to ensure that you are able to complete all questions included on this exam in the time provided.

To answer the questions included in a case study, you will need to reference information that is provided in the case study. Case studies might contain exhibits and other resources that provide more
information about the scenario that is described in the case study. Each question is independent of the other question on this case study.

At the end of this case study, a review screen will appear. This screen allows you to review your answers and to make changes before you move to the next sections of the exam. After you begin a
new section, you cannot return to this section.

To start the case study



To display the first question on this case study, click the Next button. Use the buttons in the left pane to explore the content of the case study before you answer the questions. Clicking these buttons
displays information such as business requirements, existing environment, and problem statements. If the case study has an All Information tab, note that the information displayed is identical to the
information displayed on the subsequent tabs. When you are ready to answer a question, click the Question button to return to the question.

Overview

Litware, Inc. is a digital media company that has 500 employees in the Chicago area and 20 employees in the San Francisco area.

Existing Environment

Litware has an Azure subscription named Sub1 that has a subscription ID of 43894a43-17c2-4a39-8cfc-3540¢c2653ef4.

Sub1 is associated to an Azure Active Directory (Azure AD) tenant named litwareinc.com. The tenant contains the user objects and the device objects of all the Litware employees and their devices.
Each user is assigned an Azure AD Premium P2 license. Azure AD Privileged Identity Management (PIM) is activated.

The tenant contains the groups shown in the following table.

WA Ccraso "E: T Description
- | A group that has the Dynamic User membership type,
contains all the San Francisco users, and provides

Security group

access to many Azure AD applications and Azure
resources.

A group that has the Dynamic User membership type and

Security group contains the Chicago IT team

The Azure subscription contains the objects shown in the following table.

Name Type | I\ /Description.. £4
VNet1 is & virtual network that contains
VNet1 iR FahaGHE security-sensitive IT resources. VNet1

contains three subnets named Subnet0,
Subnet1, and AzureFirewallSubnet.

VMO is an Azure virtual machine that runs
Windows Server 2016, connects to

e iRk meeane Subnet0, and has just irt time (JIT) VM
access configured.
VM1 is an Azure virtual machine that runs
VM1 Virtual machine Windows Server 2016 and connects to
Subent0.
SQLDB1 is an Azure SQL database on a
SQLDB1 E;’;E:s?‘ SQL Database server named
LitwareSQLServer1.
WebApp1 is an Azure web app thatis
WebApp1 Web app accessible by using https://litwareinc.com

and hitp://www litwareinc.com.

Resource Group1 is a resource group that
contains VNet1, VMO, and VM1.

Resource Group2 is a resource group that
contains shared IT resources.

Resource Group1 | Resource group

Resource Group2 | Resource group

Azure Security Center is set to the Free tier.
Planned changes
Litware plans to deploy the Azure resources shown in the following table.



Name Type: IVIICFOSOTE O Péscription
Firewall1 Azure Firewall An Azgre firewall on VMNet1.
Artoute table that will contain a route
RT1 Route table pointing to Firewall1 as the default
gateway and will be assigned to Subnet0.

Azure Kubernetes Service
AKS1 (AKS)

A managed AKS cluster

Litware identifies the following identity and access requirements:

* All San Francisco users and their devices must be members of Group1.

* The members of Group2 must be assigned the Contributor role to Resource Group2 by using a permanent eligible assignment.

* Users must be prevented from registering applications in Azure AD and from consenting to applications that access company information on the users' behalf.
Platform Protection Requirements

Litware identifies the following platform protection requirements:

* Microsoft Antimalware must be installed on the virtual machines in Resource Group1.

* The members of Group2 must be assigned the Azure Kubernetes Service Cluster Admin Role.

* Azure AD users must be to authenticate to AKS1 by using their Azure AD credentials.

* Following the implementation of the planned changes, the IT team must be able to connect to VMO by using JIT VM access.

* A new custom RBAC role named Role1 must be used to delegate the administration of the managed disks in Resource Group1. Role1 must be available only for Resource Group1.
Security Operations Requirements

Litware must be able to customize the operating system security configurations in Azure Security Center.

NEW QUESTION: 114

You are evaluating the security of the network communication between the virtual machines in Sub2.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes No
From VM1, you can successfully ping the public IP address of VM2. O &
From VM1, you can successfully ping the private IP address of VM3. O @)
From “M1you ééh@ijé&g%utly ping the public IP address of VM5. O O

Answer:



Answer Area

Statements Yes No
From VM1, you can successfully ping the.public IP address of VM2. O O

From VM1, you can successtully ping the private IP address of VMS-@

From VM1 vou\éan 6uE¢esStdlly ping the public IP address of VM5. EI

NEW QUESTION: 115
You need to deploy Microsoft Antimalware to meet the platform protection requirements.

What should you do? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Create a custom policy definition that has effect set to: v
Append NMicrad ||
DEI'I?' L 5 B
DeploylfNotExists

Create a policy assignment and modify:

The Create a Managed Identify setting
The exclusion settings
The scope

Answer:



Answer Area

Statements

From VM1, you can successfully ping the public IP address of VM2. O

From VM1, you can successfully ping the private IP address of VM3[C§ :

From VM1, you canh SUCCGSSfui!y piAg the public IP address of VM5

Explanation

Create a custom policy definition that has effect set to:

Create a policy assignment and modify:

Yes No
Wal
9,
O
Rl&f O
v
Append
Deny
DeploylfNotExists

The Create a Managed Identify setting
The exclusion settings :
Thegmmpen IVIICTUSUI |

Scenario: Microsoft Antimalware must be installed on the virtual machines in RG1.

RG1 is a resource group that contains Vnet1, VMO, and VM1.
Box 1: DeploylfNotExists

DeploylfNotExists executes a template deployment when the condition is met.

Azure policy definition Antimalware
Reference:

https://docs.microsoft.com/en-us/azure/governance/policy/concepts/effects

NEW QUESTION: 116
You create a new Azure subscription.

You need to ensure that you can create custom alert rules in Azure Security Center.
Which two actions should you perform? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.



A. Onboard Azure Active Directory (Azure AD) Identity Protection.

B. Create an Azure Storage account.

C. Implement Azure Advisor recommendations.

D. Create an Azure Log Analytics workspace.

E. Upgrade the pricing tier of Security Center to Standard.

Answer: D,E (LEAVE A REPLY)

Explanation

D: You need write permission in the workspace that you select to store your custom alert.
References:
https://docs.microsoft.com/en-us/azure/security-center/security-center-custom-alert

NEW QUESTION: 117
You have an Azure subscription named Subcription1 that contains the resources shown in the following table.

EventHub | Agure Event Hubs applicable
VAT Network virtual appliance (N\ ‘\ hmf;m“mhh{mm

You have an Azure subscription named Subcription2 that contains the following resources:
An Azure Sentinel workspace

An Azure Event Grid instance

You need to ingest the CEF messages from the NVAs to Azure Sentinel.

NOTE: Each correct selection is worth one point.

Answer:
gt B MichSGft 1 w?-mt e Tomore L Arciyics agert 50 3 L Wt machre
d .1-!'";- = EA;H':'ME Ll el B S
. L3 4..}‘{!'5
Lpaio e
(e e

NEW QUESTION: 118
You have an Azure subscription that contains the virtual machines shown in the following table.

Name Resource group Status
VM1 RG1 Stopped (Deallocated)
VM2 RG2 Stopped (Deallocated)

You create the Azure policies shown in the following table.


https://www.freepdfdumps.com/Microsoft.AZ-500.v2025-01-29.q426.html

Policy definition Resource type Scope
Not allowed virtualMachines RG1
resource types
Allowed resource | virtualMachines RG2
types ' G5

You create the resource locks shown in the following table.

Name Type Created on
Lock1 Read-only | VM1
Lock2 Read-only | RG2

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No

Yourcan start VM1 O O

You can start VM2, O O

You can create a virtual machine inRG2. O O
Answer:

Statements ¥es ~_No.,

You can start VM1. O O

You can start VM2. O @

You can create asrtual machine inRG2. O @)
Explanation:

1.) cannot perform write operation because following scope(s) are locked:
'subscriptions/xxxx/resourceGroups/xxx' Please remove the lock and try again.
2.) When creating a VM in a resource group with a Read Only lock an error is shown:

"The selected resource group is read only"
3.) Because of the read only lock virtual machines cannot be started nor stopped when the lock is added after the machine started. (not part of this use case, but still good to know.

The article referenced in the answer states different because that is scoped to blueprints.

In the Lock Resources pages is states the following regarding starting VMs:
"A ReadOnly lock on a resource group that contains a virtual machine prevents all users from starting or restarting the virtual machine. These operations require a POST request."

https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/lock-resources



NEW QUESTION: 119

You have an Azure subscription that contains a web app named App1 and an Azure key vault named Vault1.
You need to configure App1 to store and access the secrets in Vault1.

How should you configure App1? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

~onfigure App1 to authenticate by using a: -
Ger_t_iﬁ_cate

Passphiase )

Oser-assigned MhkGeti @iy T T

System-assigned managed identity

~onfigure a Key Vault reference for App1 from the: -
Extensions blade

General settings tab

TLS/SSL settings blade

Application settings tab

Answer:

Configure App1 to authenticate by using a:

System-assigned managed identity ,

Configure a Key Vault reference for P&?bm the: v
Q Extensions blade
@@' General settings tab

%ﬂ M I Cros SL settings blade

plication settings tab |

Explanation




Configure App1 to authenticate by using a: v
Key

Certificate

Passphrase _
User-as3ian-~ mahabédlidentiy) |
System-assigned managed identity

Configure a Key Vault reference for App1 from the: v
Extensions blade

General settings tab

TLS/SSL settings blade

Application settings tab

Reference:
https://docs.microsoft.com/en-us/azure/app-service/overview-managed-identity ?tabs=dotnet

NEW QUESTION: 120

You have an Azure subscription.

You plan to create a workflow automation in Azure Security Center that will automatically remediate a security vulnerability.
What should you create first?

A. a managed identity

B. an alert rule

C. an Azure function app

D. an Azure logic app

E. an automation account

Answer: E (LEAVE A REPLY)

NEW QUESTION: 121
You have an Azure subscription that has a managed identity named identity and is linked to an Azure Active Directory (Azure AD) tenant. The tenant contains the resources shown in the following

table.
Which resources can be added to AUl and AU27? To answer, select the appropriate options in the answer area.

Name Type Assigned object
ALY Administrative unit LUser!, Growp 1

ALl Agdrmirusiratnee wnil MNone

User ) User Mot applicable

aroupl | Security group Mot applicable

Groupd | Microsolt 365 group Mot applicable

Which resources can be added to AU1 and AU2? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.


https://www.freepdfdumps.com/Microsoft.AZ-500.v2025-01-29.q426.html

Answer:

M1 Croso i—

ALIZ

Microsoft

ALY orby

Gioup2 only

Identity | anly

AL and Groupd only
Groupd and identity' only

Identty | only

AL and dentity! only

GrowpT and Groupd only

ALN, Group? and ldentity 1 only
Group 1, Groupsd and User ] only

Foupd onky
iebentity | andy
ALL2 and Gioups? ond

AL and bdentity! anly
Group! and Group ondy
AL, Grogpd and ldentimy | anlby

L FTE] 'L'll'l.'!.}h. s ¥ :'1}'
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NEW QUESTION: 122

You have an Azure subscription that contains the resources shown in the following table.

Name Type Resource group
|RGT | Resource group Sl
RG2 Resource group Mot applicable
RG3 Resource group Mot applicable
SQL1 Azure SOL Database RG3

Transparent Data Encryption (TDE) is disabled on SQLA1.
You assign polices to the resource groups as shown in the following table.

Name Condition Effect if condition is Assignment
false
Policy! TDE enabled Deny RG1, RG2
Policy2 TDE enabled peployIfuotExists RG2, RG3
Policy3 TDE enabled Audit RG1

You plan to deploy Azure SQL databases by using an Azure Resource Manager (ARM) template. The databases will be configured as shown in the following table.

NOTE: Each correct selection is worth one point.


https://www.actual4test.com/AZ-500_examcollection.html

Statements
SOLT wall have TDE snabied autamatically

The deployment of S0L2 wall Taal

SOLT wall b cepioyed and mmariKen] B RonCmEiLant

Answer:
Answer Arca
Statements Yes MNo
SQLT will have TDE enabled automarically | _4‘
The deployment of SOL2 wall fasl :_1
; ) o=
E VI Cr @50 Fdsorms o s mmcosare -7
Explanation:

Graphical user interface, text, application Description automatically generated

SQL1T wall have TDE enabled automatically:

The deployment of SQLZ will fal

SQL3 will be deployed-and marked as noncomphant.

NEW QUESTION: 123

You have three Azure subscriptions and a user named User1.

You need to provide User1 with the ability to manage and view costs for the resources across all three subscriptions. The solution must use the principle of least privilege.
Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the correct order.
NOTE: More than one order of answer choices is correct. You will receive credit for any of the correct orders you select.

Actions
Create a management group.

Add the three subscrniptions to the management group.

—

Assign User1 the Global administrator role; |

Assign User1 the Owner role for the management
group.

Assign User1 the Cost Management Cnntnbuta 1s fM | c ro S Oft

the management group.



Answer:

____________________ Asslgn User1 the Cost Management Contributor |

_________ the managmnt group.
he manaqement grou :

— L — — — — O — -\.————.—————.————————.—

| Assign User1 the Global administrator role. -4\ ﬂssrgn User‘l the Global administrator role.

e e — = = |
_....__.._...__...._._._...._._._.__.“*..._u_.__.....‘

Assign User1 the Owner roie for true mlmgement | P — e, —————————-

| Assign User1 the Cost Management Contributor role for
| the management group. |
Explanation:

| Create a management group. ' --1[ '.'ﬁ:.smgn User1 the Cost Management Reader role for the

A ,;\ management group.

[ Assign User1 the Global administrator role.

| Assign User1 the Owner role for the management
| group.
|

| Assign User1 the Cost Management war role for 3 ‘ l Add the three subscriptions 1o the management group.

the management group. M IC r
. 9,°

NEW QUESTION: 124
Your on-premises network contains the servers shown in the following table.

OSOTT  Description
Hyper-V host hosting four virtual
machines that rug-WikBiows Server 2022

Mbﬂ%’m Azure Arc agent

Database server that has the Azure Arc
agent installed

You have an Azure subscription That contains multiple virtual machines that run either Windows Server 2019 Of SLES.




Operating systems: [susm ..H MOft |

Windows Server only
SLES and Windows Server

Platforms: .Aa.."i:{:

Azure virtual machines only ¢ \.°
Azure virtual machines and Hypem) virtual machines only
Azure Arc-enabled servers apdiAzure virtual machines only

Azure virtual machnmgt‘i:ijﬁer-v virtual machines, and Azure Arc-enabled servers

Answer:

Operating systems: [

P |

SLES only
Windows Server only

SLES and Windows Server

Platforms: i%&mi‘-‘"‘ﬂ
Azure virtual machines.onfy) “."

Azure virtualimgtfiries-dn8 Hyper-V virtual machines only
Azure Arc-enabled servers and es onl
Azure virtual machines, Hyper-V ' ma 4

&tserwr:

NEW QUESTION: 125
You have the Azure Information Protection conditions shown in the following table.

MName
Condition1
Condition2

Pattern Case sensitivity
White on
Black off

[ You have the Azure §

ation Protection labels shown in the following tabile.

=i

ies to

Use label

Set the default label

Gilobal

Mot applicable

None

MNone

Pelicy1

Usar1

Label1

MNone

Policy2

User1

Label2

Mone

You need to identify how Azure Information Protection will label files.

What should you identify? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.



If User1 creates a Microsoft Word file that incluﬁ%’mﬁ' M ,ﬁFD S Oft

‘Black and White", the file will be assigned: No label

Label1 only
Label2 only
Label1 and Label2

If User1 creates a Microsoft Notepad file.that includes the

text “Black or white”, the file will be assigned:

No label
Label1 only
Label2 only
Label1 and Label2
Answer:
If User1 creates a Microsoft Word file that includes the text v
Black and White", the file will be assigned: No label
Label1. only
| Label2 only
Label1 and Label2
f User1 creates a Microsoft Notepad file that includes the | v
text “Black or white”, the file will be assigned:
No label |
Label1 only
< Label2 onl
Microsoft y

Label1 and Label2

Reference:

https://docs.microsoft.com/en-us/azure/information-protection/configure-policy-classification

NEW QUESTION: 126
You have the Azure key vaults shown in the following table.




Location Azure sgmgf ]

West US | Subscription?
West US| Subscription

East US  ‘Subscription1
West us_ ‘| Subscription2
East US Subscription2

KV1 stores a secret named Secret1 and a key for a managed storage account named Key1.

You back up Secret1 and Key1.

To which key vaults can you restore each backup? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

You can restore the Secret1 backup to:

KV1 only

KV1 and KV2 only

KV1, KV2 and KV3 only

KV1, KV2 and KV4 only

KV1, KV2, KV3, KV4, and KV5

You can restore the Key1 backup to:

KV1 only

KV1 and KV2 only

KV1, KV2 and KV3 only

) KV1, KV2 and KV4 only
Microga &z, kva, kva, and kvs

Answer:



You can restore the Secret1 backup to: v
KV1 only

KV1 and KV2 only

KV1, KV2 and KV3 only

KV1, KV2 and KV4.only

D it R T

KV KV2,. KV3,KV4, and KV5

You can restore the Keyl backup to: v
KV1 only

KV1 and KV2 only

KV1, KV2 and KV3 only

V] T Cros V1, KV2 and KV4 only
IVIICTOS! %*J[ 1, KV2, KV3, KV4, and KV5

NEW QUESTION: 127
You have an Azure Active Directory (Azure AD) tenant named contoso.com that contains the users shown in the following table.

i Multi-factor authentication
Name 1 mmbcr i lﬁnblhl pl‘lonl I (MFA) status
Userl | Group1 1123555 7890 | Disabled
User2 I Group 1. Group2 ‘None. I Enabled
User3 | Group1 123555 7891 ] Required

You create and enforce an Azure AD Identity Protection user risk policy that has the following settings:
* Assignment: Include Group1, Exclude Group2

* Conditions: Sign-in risk of Medium and above

* Access: Allow access, Require password change

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.



Statements

?%JserMni;Cm% mar location, he must change his password.

rf'Userz signs in from an anonymous IP address, she must change her
password.

If User3 signs in from a computer containing malware that is communicating
with known bot servers, he must change his password.

Answer:

Statements

if User1 signs in from an unfamiliar location, he must change his password.

If User2 signs in from an anonymous IP address, she must change her

Pégssymrd.
R gy R
Explanation:
T VT
AnswerArea  Microsoft

Statements Yes

If User1 signs in from an unfamiliar location, he must change his password. lo |

If User2 signs in from an anonymous IP_address, she must change her | @)
password. '

If User3 signs in from a computef.containing malware that is communicating )
with known bot servers, he must'change his password.

No

Box 1: Yes

User1 is member of Group1. Sign in from unfamiliar location is risk level Medium.

Box 2: Yes

User2 is member of Group1. Sign in from anonymous IP address is risk level Medium.
Box 3: No

Sign-ins from IP addresses with suspicious activity is low.

Note:




B Sign-in Activity JIEsre= Risk Level
Users with leaked credentials | .{i{i@h
Sign-ins from anonymous IP g Medivl ICrOSOTT
addresses -2
ﬁ.hf
Impossible travel to atypmal ‘3;3:. Medium
locations 6\
Sign-ins from infected @wcer Medium
&
Sign-ins from | iddre;aes with Low
suspicious activity
Sign-ins from unfamiliar locations Medium

Azure AD ldentity protection can detect six types of suspicious sign-in activities:

* Users with leaked credentials

* Sign-ins from anonymous IP addresses

* Impossible travel to atypical locations

* Sign-ins from infected devices

* Sign-ins from |IP addresses with suspicious activity

* Sign-ins from unfamiliar locations

These six types of events are categorized in to 3 levels of risks - High, Medium & Low:

References:
http://www.rebeladmin.com/2018/09/step-step-guide-configure-risk-based-azure-conditional-access-policies/

NEW QUESTION: 128
You have an Azure subscription named Subscription1 that contains the resources shown in the following table.

Name Type Description
EventHub1 Azure Event Hubs Not applicable

Adf1 Azure Data Factory Not applicable
NVA1 Metwork virtual appliance (NVA) The NVA sends secunry event messages in the

Common Event u at (CERX {1

You have an Azure subscription named Subscription2 that contains the following resources:

An Azure Sentinel workspace

An Azure Event Grid instance

You need to ingest the CEF messages from the NVAs to Azure Sentinel.

What should you configure for each subscription? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.



VIicrosoft

Subscriptioni:

An Azure Log Analytics agent on a Linux virtual machine
' A Data Factory pipeline

An Event Hubs namespace

An Azure Service Bus queue

Subscription2:

A new Azure Log Analytics workspace
A new Azure Sentinel data connector
A new Azure Sentinel playbook

A new Event Grid resource provider

Answer:

Subscription1:
An Azure Log Analytics agent on a Linux virtual machine

A Data Factory pipeline
An Event Hubs namespace
AN AZUre service bus queue

SubscriptionZ:

ww&
new Azure Sentinel data connecior
Anewﬁ entinel playboo

Anew EEREO [CHOSDVEeT

NEW QUESTION: 129

SIMULATION

Use the following login credentials as needed:

To enter your username, place your cursor in the Sign in box and click on the username below.

To enter your password, place your cursor in the Enter password box and click on the password below.
Azure Username: User1-10598168@ExamUsers.com

Azure Password: Ag1Bh9!#Bd

The following information is for technical support purposes only:

Lab Instance: 10598168
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You need to configure Azure to allow RDP connections from the Internet to a virtual machine named VM1. The solution must minimize the attack surface of VM1.

To complete this task, sign in to the Azure portal.

A. To enable the RDP port in an NSG, follow these steps:
* Sign in to the Azure portal.

* In Virtual Machines, select VM1

* In Settings, select Networking.

Arure Databaie
for PostgreSOL
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c SeOure your BppE and

nfrastructure

Azure mobile app

' ADD Store

* In Inbound port rules, check whether the port for RDP is set correctly. The following is an example of the configuration:

Priority: 300

Name: Port_3389
Port(Destination): 3389

Protocol: TCP

Source: Any

Destinations: Any

Action: Allow

B. To enable the RDP port in an NSG, follow these steps:
* Sign in to the Azure portal.

* In Virtual Machines, select VM1
* In Settings, select Networking.

* In Inbound port rules, check whether the port for RDP is set correctly. The following is an example of the configuration:

Priority: 300



Name: Port_3889

Port(Destination): 3388

Protocol: TCP

Source: Any

Destinations: Any

Action: Allow

Answer: (SHOW ANSWER)

Reference:
https://docs.microsoft.com/en-us/azure/virtual-machines/troubleshooting/troubleshoot-rdp-nsg-problem

NEW QUESTION: 130
You have an Azure Container Registry named Registry1.
You add role assignment for Registry1 as shown in the following table.

User '- Role

Usert | AcrPush

User2 | AcrPull

User3 | AcrimageSigner
|_Userd | Contributor |

Which users can upload images to Registry1 and download images from Registry1? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Upload images: v

User1 only

User1 and User4 only

User1, User3, and User4

User1, User2, User3, and User4

Download images: v
User2 only
User1 and User2 only
User2 ad User4 only
_|User1, User2, and User4
User1, User2, User3, and User4

Answer:


https://www.freepdfdumps.com/Microsoft.AZ-500.v2025-01-29.q426.html

Upload images:

User

i

User
User

— e —_ -

1 only

— e s — —

1, User3, and User4
1, User2, User3, and User4

Download images.

v

gyt

User2 only i
User1 and User2 only

User2 ad User4 onl

User1, User2, and User4 |
User1, UserZ, User3, and User4

e

B e mes e s mew -y

Explanation

Upload images:

User1 only
User1 and User4 only
User1, User3, ang

Download ima :

985D

=
User1, Ug%%@sbf , and User4

AEaUT

Micr&8&tt

Box 1: User1 and User4 only

User2 only

User1 and User2 only

User2 ad User4 only

User1, User2, and User4

User1, User2, User3, and User4

Owner, Contributor and AcrPush can push images.

Box 2: User1, User2, and User4

All, except AcrlimagineSigner, can download/pull images.



Access Resource Create/delete Delete image Change Sign
Role/Permission Manager registry data policies images
Chwner X X X X
Contributor X h oo ¥
B N Al Lo o~ o
ViiTal da .{._._,_ﬂ n .
ArrPust
AcrPull
AcrDelete x
AcrimageaSigner X
References:

https://docs.microsoft.com/bs-latn-ba/azure/container-registry/container-registry-roles

NEW QUESTION: 131

You have an Azure subscription that contains the following resources:

A network virtual appliance (NVA) that runs non-Microsoft firewall software and routes all outbound traffic from the virtual machines to the internet An Azure function that contains a script to manage
the firewall rules of the NVA Azure Security Center standard tier enabled for all virtual machines An Azure Sentinel workspace

30 virtual machines

You need to ensure that when a high-priority alert is generated in Security Center for a virtual machine, an incident is created in Azure Sentinel and then a script is initiated to configure a firewall rule
for the NVA.

How should you configure Azure Sentinel to meet the requirements? To answer, drag the appropriate components to the correct requirements. Each component may be used once, more than once, or
not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

SO § i AR

A data connector for Security Center 1 | VIICTUSOUI L
Enable alert notifications from Security Center:

A data connector for the firewall software

Create an incident:
A playbook

Initiate ascript to configure the firewall rule:

A rule

A Security Events connector

A workbook

Answer:



Components Answer Area

A data connector for Security Center

Enable alert notifications from Secufity Genter: [ data connector for Security Center

A data connector for the firewall software

Create an incident: Arule

A playbook ‘

Initiate a script o Configure the firewall rule; | P13YDoOk

A rule ‘

A Security Events connector ‘

F workbook 1

Reference:
https://docs.microsoft.com/en-us/azure/sentinel/create-incidents-from-alerts
https://docs.microsoft.com/en-us/azure/sentinel/connect-azure-security-center

NEW QUESTION: 132

You have Azure Resource Manager templates that you use to deploy Azure virtual machines.

You need to disable unused Windows features automatically as instances of the virtual machines are provisioned.

What should you use?

A. device compliance policies in Microsoft Intune

B. Azure Automation State Configuration

C. application security groups

D. Azure Advisor

Answer: (SHOW ANSWER)

You can use Azure Automation State Configuration to manage Azure VMs (both Classic and Resource

Manager), on-premises VMs, Linux machines, AWS VMs, and on-premises physical machines.

Note: Azure Automation State Configuration provides a DSC pull server similar to the Windows Feature DSCService so that target nodes automatically receive configurations, conform to the desired
state, and report back on their compliance. The built-in pull server in Azure Automation eliminates the need to set up and maintain your own pull server. Azure Automation can target virtual or physical

Windows or Linux machines, in the cloud or on-premises.
Reference:
https://docs.microsoft.com/en-us/azure/automation/automation-dsc-getting-started

NEW QUESTION: 133

You need to deploy Microsoft Antimalware to meet the platform protection requirements.
What should you do? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.


https://www.freepdfdumps.com/Microsoft.AZ-500.v2025-01-29.q426.html

Create a custom policy definition that has effect set to:

Append
Deny
DeploylfNotExists

Create a policy assignment and modify:

The Create a Managed Identify setting

RECPESOTt

Answer:
Create a custom policy definition that has effect set to: v
Append
Deny
DeploylfNotExists

Create a policy-assignment and modify: v
The Create a Managed Identify setting

M

NEW QUESTION: 134
You have an Azure subscription named Subscription1 that contains the resources shown in the following table.

Name Type ' Description
EventHub1 Azure Event Hubs Not applicable

Adf1 Azure Data Factory Not applicable
NVA1 MNetwork virtual appliance (NVA) The NVA sends security event messages in the
Common E'n.-f'anf;_F DAt (CER) ) {

You have an Azure subscription named Subscription2 that contains the following resources:

An Azure Sentinel workspace

An Azure Event Grid instance

You need to ingest the CEF messages from the NVAs to Azure Sentinel.

What should you configure for each subscription? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.



|E N\ licrosoft .

An Azure Log Analytics agent on a Linux virtual machine
A Data Factory pipeline O
An Event Hubs namespace

G
An Azure Service E'g:\&lﬂk@s '
of v
A Iﬁ&ﬁz%r? Log Analytics workspace

A new Azure Sentinel data connector
A new Azure Sentinel playbook
A new Event Grid resource provider

Subscription1:

Subscription2:

Answer:
Subscription1: v
An Azure Log Analytics agent on a Linux virtual machine
A Data Factory pipeline cl
An Event Hubs namespace
An Azure service Bus queue
Subscription2: v

A new Azure [og Analytics workspace
A new Azure Sentinel data.connector

A new Azure Sentinel @?EOM Cros Oft

A new Event Grid resource provider

NEW QUESTION: 135
You have an Azure subscription that contains the resources shown in the following table.

Name Type Resource group
RG1 Resource group Mot applicable
RG2 Resource group Not applicable
RG3 Resource group Mot applicable
SaL Azure SQL Database RG3

Transparent Data Encryption (TDE) is disabled on SQL1.
You assign polices to the resource groups as shown in the following table.

MName Condition Effect if condition is Assignment
false
Policy1 TDE enabled Deny RG1, RG2
Paolicy2 TDE enabled DeployIflotExists RG2, RG3
Paolicy3 TDE enabled Audit RG1

You plan to deploy Azure SQL databases by using an Azure Resource Manager (ARM) template. The databases will be configured as shown in the following table.

NOTE: Each correct selection is worth one point.



Statements Yes Mo
SOLT will have TDE enabled sutomatically. )

The Seployment of SOL2 will fail.

=|]E M iCros @t “sdis wave cepiored wnd iR ot

Answer:
Answer Arca
sm.c@m Yes Mo
SQLT will have omatically o [
\):nfmmnm (-
B N EF S @ broms o il =

NEW QUESTION: 136
You are evaluating the security of VM1, VM2, and VM3 in Sub2.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

%

Yes Mo
From the Intermnet, you can connect to mevmbmger‘onUMl by using HTTP, 0 O
-."-\"-u :
From the Intemet, you cmcumwcqéwm server on VM2 by using HTTP. o o
From the Imem?ygu«;m to the web server on VM3 by using HTTP. O o
2\ M
Answer:
Answer Area
Statements Yes No
From the Intemet, you can connect to the web server on VM1 by using HTTP. O
From the Intemet, you can connectfOithe web'server on VM2 by using HTTP. O E
From the Inféiés, you'can connect to the web server on VM3 by using HTTP, o

BE\jicrosoft
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NEW QUESTION: 137

A user named Debbie has the Azure app installed on her mobile device.

You need to ensure that debbie@contoso.com is alerted when a resource lock is deleted.

To complete this task, sign in to the Azure portal.

You need to configure an alert rule in Azure Monitor.

Type Monitor into the search box and select Monitor from the search results.

Click on Alerts.

Click on +New Alert Rule.

In the Scope section, click on the Select resource link.

In the Filter by resource type box, type locks and select Management locks (locks) from the filtered results.

Select the subscription then click the Done button.

In the Condition section, click on the Select condition link.

Select the Delete management locks condition the click the Done button.

In the Action group section, click on the Select action group link.

Click the Create action group button to create a new action group.

Give the group a name such as Debbie Mobile App (it doesn't matter what name you enter for the exam) then click the Next: Notifications > button.
In the Notification type box, select the Email/SMS message/Push/Voice option.

In the Email/SMS message/Push/Voice window, tick the Azure app Push Notifications checkbox and enter debbie@contoso.com in the Azure account email field.
Click the OK button to close the window.

A. Click the Create alert rule button to create the alert rule.

B. Back in the Create alert rule window, in the Alert rule details section, enter a name such as Management lock deletion in the Alert rule name field.
C. Click the Review & Create button then click the Create button to create the action group.

D. Enter a name such as Debbie Mobile App in the notification name box.

Answer: D (LEAVE A REPLY)

NEW QUESTION: 138

You have an Azure subscription.

You plan to deploy a new Conditional Access policy named CAPolicy1.

You need to use the What If tool to evaluate how CAPolicy1 will affect uter1. The solution must minimize the impact of CAPolicy1 on the users.
To what should you set the Enable policy setting for CAPolicy1?

A. Oft

B. Report only

C.On

Answer: B (LEAVE A REPLY)

NEW QUESTION: 139


https://www.actual4test.com/AZ-500_examcollection.html
https://www.freepdfdumps.com/Microsoft.AZ-500.v2025-01-29.q426.html
https://www.freepdfdumps.com/Microsoft.AZ-500.v2025-01-29.q426.html

You have an Azure Active Directory (Azure AD) tenant that contains the users shown in the following table.

MName Multi-factor authentication (MFA) status
User1 Disabled
User? Disabled
User3 Enforced

In Azure AD Privileged Identity Management (PIM), the Role settings for the Contributor role are configured as shown in the exhibit. (Click the Exhibit tab.)

Role settings 0 X

Assignment
r_j Allow permanent eligible assignment

Expire eligible assignments after
3 Months

Allow permanent active assignment

Expire active assignments after
1 Month

v| Require Multi-Factor Authentication on active agSighment
¥ | Require justification on active assignment
n Ii l-

Activation maximum dusatiSnthburs)
L T T T

EHEEEElEEEE 8

I-. :- DMitMWthEnhmhononactwatmn

« | Require justification on activation

Require ticket information on activation

Require approval to activate

You assign users the Contributor role on May 1, 2019 as shown in the following table.



Name Assignment type
User1 Eligible
User2 Active
User3 Active

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
On May 15, 2019, User1 can activate the Contributor role. B
On May 15, 2019, User2 can use the Contributor role. O @
On June 15, 2019, User3 can activate the Conrbltdrirais 0s0ft ©

Answer:

Statements

On May 15, 2019, User1 can activate the. Contributor role.

On May 15, 2019, User2 can use the Contributor role.

On June 15, 2019, User3can activate the Contribitg rete:{y2 )1t

References:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-resource-roles-assign-roles

NEW QUESTION: 140

You have an Azure subscription that contains the following resources:

A network virtual appliance (NVA) that runs non-Microsoft firewall software and routes all outbound traffic from the virtual machines to the internet An Azure function that contains a script to manage
the firewall rules of the NVA Azure Security Center standard tier enabled for all virtual machines An Azure Sentinel workspace

30 virtual machines

You need to ensure that when a high-priority alert is generated in Security Center for a virtual machine, an incident is created in Azure Sentinel and then a script is initiated to configure a firewall rule
for the NVA.



How should you configure Azure Sentinel to meet the requirements? To answer, drag the appropriate components to the correct requirements. Each component may be used once, more than once, or
not at all. You may need to drag the split bar between panes or scroll to view content.
NOTE: Each correct selection is worth one point.

Components Answer Area

' A data connector for Security Center
l . J Enable alert notifications frwwrity Center: Component

i %dala connector for the firewall software

EﬁMicrosoft

é&rEﬂtﬂ an incident: Component
= Initiate a r@ onfigure the firewall rule: Component
Arule Ké‘»

" A workbook

Answer:

Components Answer Area ” ﬂ -

A data connector for Security Center| ‘ -' a ,q'

Enable alert notifications from Secw;_tenter:

"A data connector for the firewall software — _

| — _ Create an incident: |A rule Component

A playbook

A playbook

Initiate a script to configure the firewall rule: Component

A rule

A Security Events connector

A workbook

Reference:
https://docs.microsoft.com/en-us/azure/sentinel/create-incidents-from-alerts
https://docs.microsoft.com/en-us/azure/sentinel/connect-azure-security-center

NEW QUESTION: 141
You need to configure an access review. The review will be assigned to a new collection of reviews and reviewed by resource owners.
Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the correct order.



Actions

Create an access review prog%

Set Reviewers to Selected users.

Create an access review audit.

Create an access review control.

Set Reviewers to Group owners.

Set Reviewers to Members.

Answer:

Actions

| Create an access review program.

Microsoft

®

Answer Area

—_

— o o o o o e e e s s s o

-

Create an access review audit.

—_—— T

Create an access review control.

&

Set Reviewers to Group owners.

Explanation

Set Rewewerw.wmft

e e

QIS



Answer Area

Create an access review.program. |

Create.apaccess review control.

Set Reviewers to Group owners.

Step 1: Create an access review program

Step 2: Create an access review control

Step 3: Set Reviewers to Group owners

In the Reviewers section, select either one or more people to review all the users in scope. Or you can select to have the members review their own access. If the resource is a group, you can ask the
group owners to review.

Reviewers

Programs Selected ubers
-

References:
https://docs.microsoft.com/en-us/azure/active-directory/governance/create-access-review
https://docs.microsoft.com/en-us/azure/active-directory/governance/manage-programs-controls

NEW QUESTION: 142

You have an Azure subscription that contains the following resources:

* A virtual network named VNET1 that contains two subnets named Subnet1 and Subnet2.

* A virtual machine named VM1 that has only a private IP address and connects to Subnet1.

You need to ensure that Remote Desktop connections can be established to VM1 from the internet.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange then in the correct order.



Answer Area ,@
Actions

Configure a network security group (NSG).

Create a network rule collection.

&

Create a NAT rule collection.

X

Create a new subnet. E

Deploy Azure Application Gateway.

Deploy Azure Firewall, ﬁ = | M i C ro S Oft

Answer:
. . swer Area {*ﬁ*
Actions H IS!I I‘ [! !SO ™"
Configure a netw security group (NSG). - ‘F;:te a new subnet.
~s
Create a network rule collection. a4 .
O\ ¥ Deploy Azure Firewall.
L
= . &3_‘_?“‘@
TR HAY T8 SO A4 Create a NAT rule collection. I
A b S
Create a new subnet. *"::;:'?q.j'
Deploy Azure Application Gateway. . {E’
Deploy Azure Firewall. ;&;‘;’Qﬂf

NEW QUESTION: 143

You need to deploy Microsoft Antimalware to meet the platform protection requirements.
What should you do? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Create a custom policy definition that has effect set -,....

Append
Deny - [
DeplayHiNotExists

Create a policy assigrniment and modify:

The Create a Managed Identify setting
The exclusion settings
The scope

Answer:



Create a custom policy dﬁﬁhiﬁﬂ'M iﬁmﬁwf

Append
Deny
Deploy|fNctExists |

T —

Create apolicy assignment and modify:

The exclusion settings

The scope
Explanation
Create a custom policy definition that has effect set to: v
Append
Deny
@aﬁﬂoﬁxm

Create a policy assignment and modify:

The C-reate aManaged .lclentify setting
The exclusion settings

sy 1Crosof

Scenario: Microsoft Antimalware must be installed on the virtual machines in RG1.
RG1 is a resource group that contains Vnet1, VMO, and VM1.

Box 1: DeploylfNotExists

DeploylfNotExists executes a template deployment when the condition is met.
Azure policy definition Antimalware

Reference:
https://docs.microsoft.com/en-us/azure/governance/policy/concepts/effects

NEW QUESTION: 144

You have an Azure subscription that contains four Azure SQL managed instances.

You need to evaluate the vulnerability of the managed instances to SQL injection attacks.
What should you do first?

A. Create an Azure Sentinel workspace.



B. Create an Azure Advanced Threat Protection (ATP) instance.
C. Add the SQL Health Check solution to Azure Monitor.

D. Enable Advanced Data Security.

Answer: D (LEAVE A REPLY)

NEW QUESTION: 145
You have an Azure subscription that contains a resource group named RG1. RG1 contains a virtual machine named VM1 that uses Azure Active Directory (Azure AD) authentication.
You have two custom Azure roles named Role1 and Role2 that are scoped to RG1.
The permissions for Role1 are shown in the following JSON code.
"permissions”™: |
“actions™: [
"Microsoft.Compute/virtualMechines/*"
1,
"notActions™: |
"Microshfti Compute/virtualMachines/delete”
IF
tdetdActions™: [],

"notDataActions™: []

]
The permissions for Role2 are shown in the following JSON code.

"permissions™;: |

"actions": [
*Micrasof voConplee virtualMachines /="
1
“nbtActions™: [].
"detadctions™: [].

"notDatadctions™: []

You assign the roles to the users shown in the following table.

Name Role
User Role1
User2 Role1, Role2
User3 Role1, RoleZ

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.


https://www.freepdfdumps.com/Microsoft.AZ-500.v2025-01-29.q426.html

Statements 5 '00(“ Yes
User1 can delete VM1, 0 «\Q ®)

User2 ca 6:6% o O

carn signin to VM1 by using .-CYMiC rO Sth o

o §

Answer:
Answer Area

Statements Om Yes No
5L
User1 can delete VM1,

User2 car:nﬁ
MI&MDLE AD credentials, @) I O
NEW QUESTION: 146

You have an Azure subscription that contains the alerts shown in the following exhibit.
All Alerts A

o New alert rule 22 Edit columns i Manage alert rules L) View classic alerts 0) Refresh v

Don’t see a subscription? Open Directory + Subscnption settings

LROR & Resouros grovp @ Resource e @ Resource @ _ Tmernge @
Azure Pass - Sponsorship Trpetestart filtering . v | | O sefecied v | | Typetoslotfillening- v | [ Fast howur v
Monitor senice @ Monstor condition @ Severity ® Alert state @ Smart group id @

15 selected v | 2selected v | | Sevd émﬁ@ Smart group id
All Alerts  Alerts By Smart Group (Preview) 3idump

L) Search by nome (cose-wtenutry ﬁ:ep ~
§€ ALERT STATE AFFECT.. MONITOR SERV... SIGNAL TYPE FIRED TIME i

NARE

Adarts | seva A Fired New Activitylog Ad--  Log 6/6/2019, 11:23:53 ... Azure ...
Alertt | seva A Fired Activitylog Ad—-  Log 6/6/2019, 11:23:52 ... Azure ...
Alert2 | seva 4 Fired .-':M ICT dgbf-t Log 6/6/2019, 11:23:25 ... Azure ..
Alert2 I sevs A Fired ActivityLog Ad--  Log 6/6/2019, 11:23:24 ... Azure ...

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.



The state of Alert1 that was fired at 11:23:52 | v

cannot be changed

can be changed to Closed only
can be changed to New only

can be changed to New or Closed

The state of Alert2 that was fired at 11.23:24 | v

cannot be changed
can be changed to Acknowledged only
can be changed to New o

can peicha mﬂ%ﬁtledged

Answer:

I :
The state of Alert1 that was fired at 1 1%:23_:52 .VI i C ros t ’ v

cannot be ed

canb %ged to Closed only
@wanged to New only

@ be changed to New or Closed

v

@ " cannot be changed
@f@ can be changed to Acknowledged only
%ﬁ can be changed to New only
can be changed to New or Acknowledged
Explanation:
References:

https://docs.microsoft.com/en-us/azure/azure-monitor/platform/alerts-overview

NEW QUESTION: 147
Your company has an Azure subscription named Subscription1. Subscription1 is associated with the Azure Active Directory tenant that includes the users shown in the following table.



Role )
Global administrator

Billing administrator
Owner
Account Admin

The company is sold to a new owner.
The company needs to transfer ownership of Subscription1.

Which user can transfer the ownership and which tool should the user use? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

User: v
Userl
User2
User3
User4

Tool: - v

Azure Account Center
Azure Cloud Shell
Azure PowerShell

Hzure Security Center

.

Answer:



User- m Microsoft I 7

Userl
User?
User3
'e il
User4 N

Azure Cloud Shell
Azure PowerShell
Azure Security Center

Reference:
https://docs.microsoft.com/en-us/azure/cost-management-billing/manage/billing-subscription-transfer

NEW QUESTION: 148
You have Azure virtual machines that have Update Management enabled. The virtual machines are configured as shown in the following table.

Operating system g N (T Resq0ic aroup |
Windows Server 2012 East - ek

Windows Server 2012 R2 West S
Windows Server 2016 ¢ -\ \ \'"WestUS
Ubuntu Server 18.04LT61 1~ | WestUS
: EastUS

| Red Hat EnterpriséLintix 7.4 | EastUS
CenmtOST7.5 |\ East US

You schedule two update deployments named Update1 and Update2. Update1 updates VM3. Update2 updates VMG6.
Which additional virtual machines can be updated by using Update1 and Update2? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.



Update1: v

VM2 only

VM4 only

VM1 and VM2 only

VM1, VM2, VM4, VM5, and VM6

Update2: i -

VM5 only

VM1 and VM5 only

VM4 and VMS5only =,
VM1, VM2, and VM5 oniy
VM1, VM2, VM3, VM4, and VM5

IGLEN BT LTINS

Answer:

Update1: v

VM2 only

VM4 only

VM1 and VM2 only_ .~

VM1, VM2, VM4 VM5, and VM6

e I

Update2: AR v

VM5 only Microsoft
vM1and VM5 only

VM4 and VM5 only l
VM1, VM2, and VM5 only

VM1, VM2, VM3, VM4, and VM5

Reference:
https://docs.microsoft.com/en-us/azure/automation/automation-update-management

NEW QUESTION: 149

You have an Azure subscription that contains a virtual machine named VM1.

You create an Azure key vault that has the following configurations:

Name: Vault5

Region: West US

Resource group: RG1

You need to use Vault5 to enable Azure Disk Encryption on VM1. The solution must support backing up VM1 by using Azure Backup.
Which key vault settings should you configure?

A. Access policies



B. Secrets

C. Keys

D. Locks

Answer: A (LEAVE A REPLY)

References:
https://docs.microsoft.com/en-us/azure/key-vault/key-vault-secure-your-key-vault

NEW QUESTION: 150

From Azure Security Center, you need to deploy SecPol1.

What should you do first?

A. Enable Azure Defender.

B. Create an Azure Management group.

C. Create an initiative.

D. Configure continuous export.

Answer: B (LEAVE A REPLY)

Reference:
https://github.com/MicrosoftDocs/azure-docs/blob/master/articles/security-center/custom-security-policies.md

https://zimmergren.net/create-custom-security-center-recommendation-with-azure-policy/

NEW QUESTION: 151
You have a management group named MG that contains an Azure subscription and a resource group named RG1. RG1 contains a virtual machine named VM1. You have the custom Azure roles
shown in the following table.

Role1 MG
Rolel2 RG1

The permissions for Role1 are shown in the following role definition file.

“permizssionas™
Microsoft.Compute/virtualMachines /="

"notActions™1 |

Microzoft.Compute/virtualMiShines /delete™

“"datadctions™ [1:
The e s e i ol RO aife sl el el Tl cummswwn iy suse wuTTR e e

“peranissions”

*Microsoft.ComputefvirtualMachines /="

You assign the roles to the users shown in the following table.


https://www.freepdfdumps.com/Microsoft.AZ-500.v2025-01-29.q426.html
https://www.freepdfdumps.com/Microsoft.AZ-500.v2025-01-29.q426.html

Mame Role
Uiser? Role1l

Liser? Rolel, Role2
| Uiser3 Role2

For each of the following statements, select Yes if the statement is true. Otherwise, select No NOTE: Each correct selection is worth one point.
Answer Arca

Statéemen® Yes MNo

Lisert can delete VA1,
User2 can delete VM1,
User3 can delete WM.,

Answer:
Answer Arca

Statements Yes Mo
User1 can deléete VA D

UserZ can delete VM1

User3 can delete VM D

Valid AZ-500 Dumps shared by Actual4test.com for Helping Passing AZ-500 Exam! Actual4test.com now offer the newest AZ-500 exam dumps, the Actual4test.com AZ-500 exam questions
have been updated and answers have been corrected get the newest Actualdtest.com AZ-500 dumps with Test Engine here: https://www.actual4test.com/AZ-500_examcollection.html (517

Q&As Dumps, 30%OFF Special Discount: Freepdfdumps)

NEW QUESTION: 152

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the stated goals. Some question sets might
have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have an Azure Subscription named Sub1. Sub1 contains an Azure virtual machine named VM1 that runs Windows Server 2016.

You need to encrypt VM1 disks by using Azure Disk Encryption.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the correct order.


https://www.actual4test.com/AZ-500_examcollection.html

Actions Answer Area

Configure secrets for the Azure key vault,
Create an Azure key vault,

Run Set-AzureRmStorageAccount.

O

Configure access policies for the Azure key vaull.

55 W g
T Mi f
Run Set-AzureRmvVmDiskEncryptionExtens Lc- I c ro S 0 t

Answer:

Actions Answer Area

Configure secrets for the Azure key vault, Create an Azure key vault.

Create an Azure key vault. Configure access

Run set-AzureRmStorageAccount, Run Sert=-AzureRmVeDiskEncryptionExtension.

Configure access policies for the Azure key vault.

Run Set-AzureRmVemDi skEncEypt ionExtension.

Explanation:
References:
https://docs.microsoft.com/en-us/azure/virtual-machines/windows/encrypt-disks

NEW QUESTION: 153
You have an Azure subscription that contains the Azure Active Directory (Azure AD) resources shown in the following table.

Name Descri 5@
Userl User

Groupl L Das ¢ Weﬁwbershlp type of Dynamic Device
Managed1 Al
Appl

You create the groups shown in the following table.



Name Description
Group5 Security group that has a Membership type of Assigned
Group6 Microsoft 365 group that has a Membership type of Assigned

Which resources can you add to Group5 and Group6? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Group5: v

Userl only

Userl and Groupl only

Userl, Groupl, and-Managed1 only
Userl, Groupl, Managedl, and Appl

Groupé: v

Userl.only

Userl and Groupl only

Userl, Groupl, and Managed1 only
Userl, a'oﬁﬁ@-,; Managgdl, and Appl

Answer:



Groupb5:

Userl only

Userl and Groupl only
Userl, Groupl, and Managedl only

Userl, Groupl, M;négedl, and Appl

Groupéb:

Userl only

=

NEW QUESTION: 154

“Userl and Groupl only
Userl, Groupl, and Managed1 only
Userl, Groupl, Managedl, and Appl

You have an Azure subscription named Subscription1 that contains the resources shown in the following table.

Type

In resource group

83721433-2dcd-4361-bSef-

5b188fed87d0 Subscription ID Notapplicable
RG1 Resource group Not applicable
VM1 Virtual machine RG1

VNET1 Virdual network.. RG1

storage Storage accotitit  |\/l | RGN TT
User1 User account "~ | Not applicable

You create an Azure role by using the following JSON file.



“properties”:{ ﬂi:
“roleName”: “Rolel”, M i C ﬁ’@ S@ t

“description”: ““,
“assignableScopes”: [
“/subscriptions/8372£433-2dcd-4361-b5Sef-5b188£fed87d40"”,

“/subscriptions/8372£f433-2dcd-4361-b5ef-5b188£fed87d0/ resourceGroups/RG1”
1y

“permissions”: [
{
“actions”: [
“"Microsoft.Compute/*"”
]s
“*notActaons”: [],
“dataActions”: [],
“notDataActions”: []

}
You assign Role1 to User1 for RG1.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No

User1 can create a new virtual machine in RG1. O O

User can modify the properties of stnrage1 e

User1 can attach the network mterface of MEE Wfé (@)
Answer:

Statements Yes No

User1 can create a new virtual machine in RG1. O E

User can modify the properties of storage1. O O]

User1 can attach the network intéffece Wbﬁ{ t@ﬁ@#t o)
Reference:

https://docs.microsoft.com/en-us/azure/role-based-access-control/built-in-roles#compute

NEW QUESTION: 155



You are evaluating the effect of the application security groups on the network communication between the virtual machines in Sub2.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes

From VM1, you can successfully ping the private IP address of vM4. (O

From VM2, you can successfully ping the private IP address of vm4. O

From VM1, you can conpect to mgﬂft O

Answer:

LGEOSOTE v

From VM1, you can successfully ping the private IP ad_drgss*;:‘:’fif'wit. O
From VM2, you can 5uccessfq_lly~igﬁffg the private IP address of VM4. :_(5 :

From VM1, you can connect to the web server on VM4.

Explanation:

Statements ; Yes

From VM1, you can successfully ping the private_.lﬁ"adﬂlress ofvma. O

-- 'Microsoft

om VM2, you can successfully ping tpé"ﬁi\}ate IP address of VM4, | O |

From VM1, you can connect t_g:}_ﬂié web server on VM4, | 0 :

Box 1: No. VM4 is in Subnet13 which has NSG3 attached to it.
VM1 is in ASG1. NSG3 would only allow ICMP pings from ASG2 but not ASG1. Only TCP traffic is allowed from ASG1.
NSG3 has the inbound security rules shown in the following table.



Priority Port Protocol Source Destination Action
100 Any TCP ASG1 ASG1 Allow

150 Any Any ASG2 Vim%q# Allow H
200 Any Any Arty !
| 65000 Any Any VirtualNetwork VirtualNetwork | Allow
65001 Any Any AzureLoadBalancer | Any Allow
65500 Any Any Any Any Deny
Box 2: Yes.

VM2 is in ASG2. Any protocol is allowed from ASG2 so ICMP ping would be allowed.
Box3. VM1 is in ASG1. TCP traffic is allowed from ASG1 so VM1 could connect to the web server as connections to the web server would be on ports TCP 80 or TCP 443.

NEW QUESTION: 156
You have an Azure subscription named Subcription1 that contains the resources shown in the following table.

The NVA sends security event messages in the Common Event
| Format (CEF). i

You have an Azure subscription named Subcription2 that contains the following resources:
An Azure Sentinel workspace

An Azure Event Grid instance

You need to ingest the CEF messages from the NVAs to Azure Sentinel.

NOTE: Each correct selection is worth one point.

Sadrcrgrion |

T e panl

Answer:
Anawer Area

NEW QUESTION: 157
You have an Azure subscription that contains an Azure Active Directory (Azure AD) tenant and a user named User1.
The App registrations settings for the tenant are configured as shown in the following exhibit.

App registratiol:;sf, &

Users can r;iﬁﬁppﬁcat:cns 0
p
[ Yes

y ==ticrosoft




You plan to deploy an app named App1.

You need to ensure that User1 can register App1 in Azure AD. The solution must use the principle of least privilege.
Which role should you assign to User1?

A. App Configuration Data Owner for the subscription

B. Managed Application Contributor for the subscription

C. Cloud application administrator in Azure AD

D. Application developer in Azure AD.

Answer: D (LEAVE A REPLY)

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/roles/delegate-by-task

NEW QUESTION: 158
You implement the planned changes for ASG1 and ASG2.

In which NSGs can you use ASG1. and the network interfaces of which virtual machines can you assign to ASG2?
Answer Arca

nsGs

NSG2 only
MNSG2 and NSG4 only
NSG2, NSG3, and B5SG4

\gtudal machines: [

VM3 only

VM2 and VM4 only
] ¥ e eiizes ot 4,_‘ VM1, VM2, and VM4 only
IVIICTO¢ L ) VM2, VM3, and VM[3 only

VM1, VM2, VM3, and VM4

Answer:

MNSGs:

MNS5G2 and NSG4 only
G, NoLS, an L)

Virtual machines:
Vi3 only
"J : VA2 and VM4 only

N~ v o RABAM2 and VM4 only
IVIILUI UD L WM3, and VM[\ only

VM, VM2, VM3, and VM4

NEW QUESTION: 159
You have an Azure subscription named Sub 1 that is associated to an Azure Active Directory (Azure AD) tenant named contoso.com. The tenant contains the users shown in the following table.

Rale
Global adninsstraisr

'5-‘(-\:Llr_:|l_'" ..l-:rlﬁl_lk'i!r.l'.-::-r
Secunty reader
License administratos

Each user is assigned an Azure AD Premium ?2 license.
You plan lo onboard and configure Azure AD identity Protection.


https://www.freepdfdumps.com/Microsoft.AZ-500.v2025-01-29.q426.html

Which users can onboard Azure AD Identity Protection, remediate users, and configure policies? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point

Users who can onboard Azure AD Identity Protection: Jusert onty

Userl and Usar2 only
User, User 2, and Userd onldy
User ), User 2 Userd, and User 4 only

Users who cang ugers and configure policies: |Usert and User2 oni
JUIE po ¥
Userd only

&= Micros@dt: e,

Answer:
Answer Area

Users who can onboard Azure AD Identity RgStection: (u;m only I
A B Y A rTan r2 only

- Userl, User 2, and User3 only
Userl, User 2, User3, and User 4 only

JFec =)

Users who can remﬂ&g”i;;%rs and configure policies: fUsert and User2 only

Userl, User 2. and User3 only
Userl, User 2. Userd, and User 4

NEW QUESTION: 160
You have an Azure Active Directory (Azure AD) tenant that contains the users shown in the following table.

Name Multi-factor authentication (MFA) status
User1 Disabled
UserZ2 Disabled
User3 Enforced

In Azure AD Privileged Identity Management (PIM), the Role settings for the Contributor role are configured as shown in the exhibit. (Click the Exhibit tab.)



Role settings C

Assignment

[:] Allow permanent eligible assignment

Expire eligible assignments after
3 Months ~

Allow permanent active assignment

Expire active assignments after
1 Month ~

| Require Multi-Factor Authentication on active aﬁ'fgi'lﬁwht
v Require justification on active a“."g"_'"‘fﬁ'l-"!. W
Activation

Activation maximum durq_ﬂm'ﬂmﬁrsj
- 8

El:f Mil&'Mth&nhcatmn on activation

' Require justification on activation

Require ticket information on activation

Require approval to activate

You assign users the Contributor role on May 1, 2019 as shown in the following table.

Name Assignment type
User1 Eligible
User2 Active
User3 Active

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.



Statements Yes No

On May 15, 2019, User1 can activate the Contributor role. O
On May 15, 2019, User2 canuse the Contributor role. O O

On June 15, 2019, User3 can activate the Contribi}lﬁi'?rﬁ]éimﬁ- " @

Answer:

Statements

On May 15, 2019, User1 can activate the Contributor role.

On May 15, 2019, User2 can-use the Contributor role.

On June 15, 2019, User3 can activate|the Qﬂﬂtﬂp'?@r role.

Explanation:
References:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-resource-roles-assign-roles

NEW QUESTION: 161

Lab Task

use the following login credentials as needed:

To enter your username, place your cursor in the Sign in box and click on the username below.

To enter your password. place your cursor in the Enter password box and click on the password below.
Azure Username: Userl -28681041@ExamUsers.com

Azure Password: GpOAe4@IDg

If the Azure portal does not load successfully in the browser, press CTRL-K to reload the portal in a new browser tab.
The following information is for technical support purposes only:

Lab Instance: 28681041

Task 1

You need to configure Azure to allow RDP connections from the Internet to a virtual machine named VM1.
The solution must minimize the attack surface of VM1.



Answer:

Check below steps in explanation for Task.

Explanation

To configure Azure to allow RDP connections from the Internet to a virtual machine named VM1, you can follow the steps below:

Create a new inbound security rule in the network security group (NSG) that is associated with the virtual network subnet that contains VM1. The rule should allow RDP traffic from the Internet to the
virtual network subnet. You can use the Azure portal, Azure PowerShell, or Azure CLI to create the rule.

Configure the network security group (NSG) to associate it with the virtual network subnet that contains VM1.

Configure the virtual machine to allow RDP traffic. You can use the Azure portal, Azure PowerShell, or Azure CLI to configure the virtual machine.
To minimize the attack surface of VM1, you can use the following best practices:

Use a strong password for the local administrator account on the virtual machine.

Use Network Security Groups (NSGs) to restrict traffic to only the necessary ports and protocols.

Use Azure Security Center to monitor and protect your virtual machines.

NEW QUESTION: 162
You have an Azure subscription that contains the virtual machines shown in the following table.

Connected \
G
VR West LIS VNET1/Subinatl | None
VA2 West US VNETA/Stbnet2 | NSG2
VhAZ Central US VRET 2 Subnet NSG3
[ VM4 | West US VNET3/Subnetl | NSG4

VNET1, VNET2, and VNET3 are peered with each other. You perform the following actions:
* Create two application security groups named ASG1 and ASG2 in the West US region.
* Add the network interface of VM1 to ASG1.

ASG -
ASGE: -
Answer:
Answer as below.
Answer Area
ASG 1 VWME VWM, and V4G only -
ASGZ: VM1, VM2, and VM4 only -

NEW QUESTION: 163
You have an Azure subscription that contains an Azure Active Directory (Azure AD) tenant named contoso.com. The tenant contains the users shown in the following table.



e AD user role

Owner
Contributor

Security Admini "

[ =

None ¢¢ &%

Service administrator

You create a resource group named RGH1.

Which users can modify the permissions for RG1 and which users can create virtual networks in RG17? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Users who can modify the permissions for RG1: i ¥
User1 only
User1 and User2 only

User1 and US€r3 only/
User1, User2 and lcg'lyr OSOft
Us@,@& , and Userd

Users who can cr%@ﬁl@ orks in RG1: v

User1 only

User1 and User2 only

User1 and User3 only

User1, User2 and User3 only
User1, User2, User3, and User4

Answer:



Users who can modify the permissions for RG1: k \
User1 only

User1 and User2 only

User1g@nd User3 only

Userl; User2 and User3 only

WUser1, User2, User3, and Userd

L

: : ¢
Users who can create virtual networks.inwRG1: v
User1 only

User1 and User2 only

User1 and User3 only

User1, User2 and User3 only
User1, User2, User3, and User4

NEW QUESTION: 164

Note: The question is included in a number of questions that depicts the identical set-up. However, every question has a distinctive result. Establish if the solution satisfies the requirements.
Your company has an Active Directory forest with a single domain, named weylandindustries.com. They also have an Azure Active Directory (Azure AD) tenant with the same name.

You have been tasked with integrating Active Directory and the Azure AD tenant. You intend to deploy Azure AD Connect.

Your strategy for the integration must make sure that password policies and user logon limitations affect user accounts that are synced to the Azure AD tenant, and that the amount of necessary
servers are reduced.

Solution: You recommend the use of pass-through authentication and seamless SSO with password hash synchronization.

Does the solution meet the goal?

A. Yes

B. No

Answer: A (LEAVE A REPLY)

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/choose-ad-authn

NEW QUESTION: 165

You have an Azure subscription.

You need to create and deploy an Azure policy that meets the following requirements:

When a new virtual machine is deployed, automatically install a custom security extension.

Trigger an autogenerated remediation task for non-compliant virtual machines to install the extension.
What should you include in the policy? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.


https://www.freepdfdumps.com/Microsoft.AZ-500.v2025-01-29.q426.html

Definition eff | mj_c_r_o_sgft v
Append
DeploylfNotExists
EnforceOPAConstraint.

EnfarceReguPuhcy Y
Modify

Assignment remediation task: o\ | v
A managed identity that has the Contributor role

A managed identity that has the User Access Administrator role
A service principal that has the Contributor role

A service principal that has the User Access Administrator role

Answer:

Definition effect: | v
Append 3
DeploylfNotExists | O
'Erifurce“OF’Atunsﬁamt - t‘“‘

EnforceRegoPoli
Modify "\t%?&‘

Assignment remediation task: 6“} v

\ managed identity that has the User Access Mmmisirator role
b Qe prirgi s the Contributor role
A service principal that has the User Access Administrator role

[

Explanation

EnforceOPAConstralnt
EnfurceRegoPullcy

Assignment remediation task:

: A rhanaged' :denhty.tnat has the User Access Administrator role
A service principal that has the Contributor role
A service principal that has the User Access Administrator role

Reference:
https://docs.microsoft.com/en-us/azure/governance/policy/how-to/remediate-resources



NEW QUESTION: 166
You have an Azure subscription that contains the resources shown in the following table.

=

Microggit

Name Resource group
RG1 Resource group Not applicable
RG2 Resource group Not applicable
RG3 Resource group Not applicable
SQL1 Azure SQL Database RG3

Transparent Data Encryption (TDE) is disabled on SQL1.
You assign policies to the resource groups as shown in the following table.

Name Condition Effect if condition is false Assignment
Policyl TDE enabled Deny RG1, RG2
Policy2 TDE enabled DeployIfNotExXists RG2, RG3
Policy3 TDE enabled Audit RG1

You plan to deploy Azure SQL databases by using an Azure Resource Manager (ARM) template. The databases will be configured as shown in the following table.

TDE

5012

RG2

Disabled Microsoft

LB

50L3

RG2

Disabled

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements

SQL1 will have TDE enabled automatically.

The deployment of SQL2 will fail.

5QL3 will be deployed and marked as noncompliant.;

Answer:

Yes No

I
= - i

| | & 1
115% 1 QJ". i N




Statements Yes No

SQL1 will have TDE enabled automatically.

The deployment of SQL2 will fail.

SQL3 will be deployed and marked as noncompliant.

Reference:
https://docs.microsoft.com/en-us/azure/governance/policy/concepts/effects
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Q&As Dumps, 30%OFF Special Discount: Freepdfdumps)

NEW QUESTION: 167
What is the membership of Group1 and Group2? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Group1: v

No members

Only User2

Only User2 and User4

User1, User2, User3, and User4

Group2: v

No members

Only User3

Only User1 and User3

Usert. User2oUser3, and User4

Answer:


https://www.actual4test.com/AZ-500_examcollection.html

v

No members

Only User2

Only User2 and User4

User1, User2, User3, and User4

No members

Only User3

Only User1 and User3

User1, User2, User3, and User4

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/groups-dynamic-membership

Topic 2, Litware, inc

Existing Environment

Litware has an Azure subscription named Sub1 that has a subscription ID of 43894a43-17c2-4a39-8cfc-3540¢c2653ef4.

Sub1 is associated to an Azure Active Directory (Azure AD) tenant named litwareinc.com. The tenant contains the user objects and the device objects of all the Litware employees and their devices.
Each user is assigned an Azure AD Premium P2 license. Azure AD Privileged ldentity Management (PIM) is activated.

The tenant contains the groups shown in the following table.

m cn ¥t Description

A group that has the Dynamic User membership type,
contains all the San Francisco users, and provides
access to many Azure AD applications and Azure
resources.

A group that has the Dynamic User membership type and
contains the Chicago IT team

Security group

Security group

The Azure subscription contains the objects shown in the following table.



Name Type | I\ /Description.. £ 4
VNet1 is 2 virtual network that'contains

: security-sensitive IT resources. VNet1
ViNett Virtual network contains three subnets named Subnet0,
Subnet1, and AzureFirewallSubnet.
VMO is an Azure virtual machine that runs
Windows Server 2016, connects to

e Yicuakmpesine Subnet0, and has just irt time (JIT) VM
access configured.
VM1 is an Azure virtual machine that runs
VM1 Virtual machine Windows Server 2016 and connects to
SubentO.
SQLDB1 is an Azure SQL databaseon a
SQLDB1 E‘;’;ﬁ:ﬁl‘ SQL Database server named
LitwareSQLServer1.
WebApp1 is an Azure web app thatis
WebApp1 Web app accessible by using https://litwareinc.com

and hitp://www litwareinc.com.

Resource Group1 is a resource group that
contains VNet1, VMO, and VM1.

Resource Group2 is a resource group that
contains shared IT resources.

Resource Group1 | Resource group

Resource Group2 | Resource group

Azure Security Center is set to the Free tier.
Planned changes
Litware plans to deploy the Azure resources shown in the following table.

Name Type WIICFOSOTE Description
Firewall1 Azure Firewall An Azdre firewall on VNet1.
Acroute table that will contain a route
RT1 Route table pointing to Firewall1 as the default
gateway and will be assigned to Subnet0.

AKS1 fjg"sﬁ Kubernetes Service | 4 yanaged AKS cluster

Litware identifies the following identity and access requirements:

All San Francisco users and their devices must be members of Group1.

The members of Group2 must be assigned the Contributor role to Resource Group2 by using a permanent eligible assignment.

Users must be prevented from registering applications in Azure AD and from consenting to applications that access company information on the users' behalf.
Platform Protection Requirements

Litware identifies the following platform protection requirements:

Microsoft Antimalware must be installed on the virtual machines in Resource Group1.

The members of Group2 must be assigned the Azure Kubernetes Service Cluster Admin Role.

Azure AD users must be to authenticate to AKS1 by using their Azure AD credentials.

Following the implementation of the planned changes, the IT team must be able to connect to VMO by using JIT VM access.

A new custom RBAC role named Role1 must be used to delegate the administration of the managed disks in Resource Group1. Role1 must be available only for Resource Group1.
Security Operations Requirements

Litware must be able to customize the operating system security configurations in Azure Security Center.



NEW QUESTION: 168
You have an Azure subscription that contains the virtual machines shown in the following table.

Name Resource group Status
VM1 RG1 Stopped (Deallocated)
VM2 RG2 Stopped (Deallocated)

You create the Azure policies shown in the following table.
Policy definition Resource type Scope
Not allowed virtualMachines RG1
resource types
Allowed resou /irfualMachines RG2
types ; ICIrg gﬁ:‘;{}?:
You create the resource locks shown in the following table.
Name Type Created on
Lock1 Read-only | VM1
Lock2 Read-only | RG2

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No

~Yourcan star VM#+ O O

You can start VM2. O
You can create a virtual machine inRG2. QO O
Answer:

Statements

You can start VM1.

YoucanstatvM2. O

You can createwaﬁnualmaclwﬁf Pﬁ%@@




NEW QUESTION: 169

You have an Azure subscription that contains the alerts shown in the following exhibit.
All Alerts A

o tew alert rule 2 Edit columns B Manage alert rules L) View classic alerts C) Refresh v

Don’t see 3 subscniption? Open Directory + Subscnption settings

* Subscnption @ Resource group @ R et 0 i | Time range @
Azure Pass - Sponsorship v Type bo stort filtering W 0 sehected W Type o slort filtening . W Past hour W
Monitor serace @ Monitor condition § Sevanty O Alert state @ .I157"€.‘5£':, Smart group id @

%
=
15 celacted A 2 selected v Sevd V lﬂ«l-ﬂ' 2 Smart group id

"y -

'\-\.:-;C:I. l:' lf-}-'ﬁ ",_'.' -
All Alerts  Alerts By Smart Group (Freview) B

Search by ome cane-oersitie _y o~y (B3 |
NAMSE vy | DuoRIoRC.  AUBTSIATE  ACI.  MOWTORSEV_ SIGMALTYPE FIRED TIME LS.

Alert! | seva & Fired New Activitylog Ad--  Log 6/6/2019, 11:23:53 .. Azure ...
Alertt | seva 4 Fired ActivityLog Ad-- 6/6/2019, 11:23:52 ... Azure ..
Alert2 | seva A Fired Eg-uM l C r dgbft log 6/6/2019, 11:23:25 .. Azure ...
Alert2 | seva A Fited ActivityLog Ad-.- 6/6/2019, 11:23:24 ... Azure ...

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.

The state of Alert1 that was fired at 11:23:52 | v

cannot be changed

can be changed to Closed only
can be changed to New only

can be changed to New or Closed

The state of Alert2 that was fired at 11.23:24 I v

cannot be changed
can be changed to Acknowledged only
3 to New o

Bmchared KA bbisdged

Answer:



The state of Alert1 that was fired at 11:23:52 v

cannot be changed

can be changed to.Closed only
can be changed o New only

can be changed to New or Closed

The state of Alert2 that was fired at 11:2324 v

cannot be changed
 can be changed to Acknowledged only
can be.changed to New only.

& Ehanhged to'New'or Acknowledged

Reference:
https://docs.microsoft.com/en-us/azure/azure-monitor/platform/alerts-overview

NEW QUESTION: 170

You have an Azure subscription that contains the following resources:

A virtual network named VNET1 that contains two subnets named Subnet1 and Subnet2.

A virtual machine named VM1 that has only a private IP address and connects to Subnet1.

You need to ensure that Remote Desktop connections can be established to VM1 from the internet.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange then in the correct order.

Answer Area
Actions

Configure a network security group (NSG).

Create a network rule collection.

Create a NAT rule collection.

Create a new subnet,

Deploy Azure Application Gateway.

Deploy Azure Firewall.

Answer:



Actions

I{:cmfigurea network security group (NSG).

ICreate a network rule collection.

ICre;ate a NAT rule collection.

ICreate a new subnet.

Deploy Azure Application Gateway. |I

NEW QUESTION: 171
You have an Azure Active Directory (Azure AD) tenant that contains the users shown in the following table.

Deploy Azure Firewall. ||

Answer Area

ICreate anew subnet. I

I Deploy Azure Firewall.

Create a NAT rule collection.

.|

= Microsoft

Name Member of Multi-factor authentication (MFA) status
User1 Group1, Group2 Disabled
User2 Group2 Disabled

The tenant contains the named locations shown in the following table.

Name IP address range Trusted location
Seattle 193.77.10.0/24 Yes
Boston 154.12.18.0,24 Mo

You create the conditional access policies for a cloud app named App1 as shown in the following table.

Name | include | Exclude. ' |/€o6aitiohs ()] _Grant
Policy Groupl Group2 ™ 1 L ocations: Boston __ |-Blick Sccess
P _ J["Grant access, Require
Pal»q,-t Group Nomg l;{:r;:?'amr mwlti-factor
s AL LT ' authentication
Palicy3 Group? Grougl, |\ ' Locations: Boston Block acoess
AW b In Grant access, Require
Policyd | Useeal ‘& |'None Locations: Any mwlti-factar
2 location
authentication

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.



User1 can access App1 from @ 1B address of 154.12.18.10,

User2 can acceﬁﬁpp‘l:ﬁum an IP address of 193.77.10.15

meficanmn App1 from an IB

Answer:

Statements
User? can access App1 from an IP address of 154.12.18.10.

User2 can access App1 from an IP address of 193.77.10.15.

User? can access App1 from an IP address of 154.12.18.34.

2\ licrosoft

Explanation

Microsof\’gﬁ

Statements No

User1 can access App1from an IP address of 154.12.18.10. O l O‘

User2 can access App1 from an IP address of 193.77.10.15. || O

User2 can access App1from an IPaddress of 154.12.18.34. () [‘



NEW QUESTION: 172
You have the Azure virtual networks shown in the following table.

Name Location Subnet Peered network

VNET1 East US Subnetl VNET?2

VNET2 West US Subnet?2, Subnet3 | VNET1

VINET4 East US Subnet4 None
You have the Azure virtual machines shown in the following table.

Application Network security I Public IP
pame security group group (NSG) Qli XN 0 | address

VM1 ASG1 NS_GJ‘.; 0 (3= * 7| Subnetl No

VM2 ASG2 o N_Sﬁl Subnet2 No

VM3 ASG2 CYiNSGl u Yes

VM4 ASG4 NSG1 vicH éﬁﬁ?ﬂt Yes
The firewalls on all the virtual machines allow ping traffic.
NSGH1 is configured as shown in the following exhibit.
Inbound security rules
Priority . Name Port Protocol Source Destination Action
110 ""i?iﬁmM@ Cro S@ft&ny Any Any o Allow
130 Rulel Any  Any 9 ASG1 Any o Allow
140 Rule2 Any  Any o ASG2 Any o Allow
150 Rule3 Any  Any U ASG4 Any o Allow
160 4 Rule4 Any  Any Any Any o Deny
65000  AllowVnetinBound Any " Any VirtualNetwork VirtualNetwork = Allow
65001  AllowAzureLoadBalan.... Arly  Any AzureLoadBalancer Any o Allow
65500  DenyAlllnBound Any Any Any Any o Deny
Outbound security rules

Priority Name Port Protocol Source ~ Destination  Action

65000  AllowVnetOutBound  Any Any VirtualNetwork VirtualNetwork e Allow

65001  AllowinternetOutBou.. Any Any Any Internet o Allow

65500  DenyAllgbtgataus O Tany - Any Any Any o Deny

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.




Answer:

Explanation

Statements Yes No
/M1 can ping VM3 successfully. ®
/M2 can ping VM4 successfully: @)

/M3 can be accessed by using Remote Desktop from the internet. [0

Box 1: Yes

VM1 and VM3 are on peered VNets. The firewall rules with a source of ASG1 and ASG2 allow 'any' traffic on 'any' protocol so pings are allowed between VM1 and VM3.

Box 2: No

VM2 and VM4 are on separate VNets and the VNets are not peered. Therefore, the pings would have to go over the Internet. VM4 does have a public IP and the firewall allows pings. However, for
VM2 to be able to ping VM4, VM2 would also need a public IP address. In Azure, pings don't go out through the default gateway as they would in a physical network. For an Azure VM to ping external
IPs, the VM must have a public IP address assigned to it.

Box 3: Yes

VM3 has a public IP address and the firewall allows traffic on port 3389.

NEW QUESTION: 173
You have two Azure virtual machines in the East US2 region as shown in the following table.

Name |  Operating system LT Ter— |
VM1 Windows Server 2008 R2 A3 Basic |
VM2 | Ubuntu 16.04-DAILY-LTS Lds | Standard |

You deploy and configure an Azure Key vault.

You need to ensure that you can enable Azure Disk Encryption on VM1 and VM2.

What should you modify on each virtual machine? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

VM1: v
The operating systemversion

The tier

The type

VM2: v

The operating system version
The tier
The type

Answer:



VIICrOSOTT

The operating system version
[The tier — 0
hefype 05

vm2: g e€"

he operating system version
[The tier
The type

Reference:
https://docs.microsoft.com/en-us/azure/virtual-machines/windows/generation-2#generation-1-vs-generation-2-capabilities

NEW QUESTION: 174

You have an Azure subscription that contains an Azure web app named Appl.

You plan to configure a Conditional Access policy for Appl. The solution must meet the following requirements:

* Only allow access to App1 from Windows devices.

* Only allow devices that are marked as compliant to access Appl.

Which Conditional Access policy settings should you configure? To answer, drag the appropriate settings to the correct requirements. Each setting may be used once, more than once, or not at all.
You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

FOuCy setungs .. Answer area
Cloud apps oragions M ]F Frogo {t Only allow access to App1 from Windows devices:
Conditions _

Only allow devices that are marked as compliant to
e access Appl:
Session
Answer:

Cloud apps or xﬂu: 5

e Mfgrmoﬁ""”"

Only allow access to Appl from Windows devices: || Conditions |

Conditions

Only allow devices that are marked as compliant to
access App1: | Cloud apps or actions

Grant
5e-ssiun|

NEW QUESTION: 175




You need to meet the technical requirements for VNetwork1.

What should you do first?

A. Create a new subnet on VNetwork1.

B. Remove the NSGs from Subnet11 and Subnet13.

C. Associate an NSG to Subnet12.

D. Configure DDoS protection for VNetwork1.
https://www.fast2test.com/AZ-500-practice-test.html 36

Valid Fast2test AZ-500 Exam PDF Dumps - New AZ-500 Real Exam Questions
Answer: A (LEAVE A REPLY)

From scenario: Deploy Azure Firewall to VNetwork1 in Sub2.

Azure firewall needs a dedicated subnet named AzureFirewallSubnet.
References:

https://docs.microsoft.com/en-us/azure/firewall/tutorial-firewall-deploy-portal
https://www.fast2test.com/AZ-500-practice-test.html 37

Valid Fast2test AZ-500 Exam PDF Dumps - New AZ-500 Real Exam Questions
Implement platform protection

Question Set 3

NEW QUESTION: 176
You have an Azure subscription that contains a user named Admin1 and a resource group nhamed RG1.
In Azure Monitor, you create the alert rules shown in the following table.

Name Resource Caondition
Rulel RG1 All securhEDperations
Rule2 RG1 Bl Bdministrative operalions
Rule3 Aqtgse subsCiption | All security operations by Admin1
Ruled Azl = sUbsChption’ | All administrative operations by Admin1

Admin1 performs the following actions on RG1:

* Adds a virtual network named VNET1

* Adds a Delete lock named Lock1

Which rules will trigger an alert as a result of the actions of Admin1? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.


https://www.freepdfdumps.com/Microsoft.AZ-500.v2025-01-29.q426.html

Adding VNET1:

Rule2 only

Ruled only

Rule2 and Rule 4 ﬂrﬂyf .
Rule3 and Rule-4 only
Rule1, Rile2, Rule3 and Rule 4

Adding Lock1: -
Rule2 only

Rule4 only

Rule2 and Rule 4 only

Rule3 and Rule 4 only

. |,Rule1, Rule2, Rule3 and Rule 4

Answer:
Explanation

Adding VNET1: v
Rule2 only

Rule4 only

Rule2 and Rule 4 only

Rule3 and Rule 4 only

Rule1, Rule2, Rule3 and Rule 4

Adding Lock1: mr MicrosQft

Rule2 only

Rule4 only

Rule2 and Rule 4 only

Rule3 and Rule 4 only

Rule1, Rule2, Rule3 and Rule 4

NEW QUESTION: 177
You have an Azure Active Directory (Azure AD) tenant that contains the users shown in the following table.

Name Multi-factor authentication (MFA) status
User1 Disabled
User?2 Disabled
User3 Enforced

In Azure AD Privileged Identity Management (PIM), the Role settings for the Contributor role are configured as shown in the exhibit. (Click the Exhibit tab.)



Role settings C

Assignment

[:] Allow permanent eligible assignment

Expire eligible assignments after
3 Months ~

Allow permanent active assignment

Expire active assignments after
1 Month ~

| Require Multi-Factor Authentication on active aﬁ'fgi'lﬁwht
v Require justification on active a“."g"_'"‘fﬁ'l-"!. W
Activation

Activation maximum durq_ﬂm'ﬂmﬁrsj
- 8

El:f Mil&'Mth&nhcatmn on activation

' Require justification on activation

Require ticket information on activation

Require approval to activate

You assign users the Contributor role on May 1, 2019 as shown in the following table.

Name Assignment type
User1 Eligible
User2 Active
User3 Active

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.



Statements Yes No

On May 15, 2019, User1 can activate the Contributor role. © O
On May 15, 2019, User2 canuse the Contributor role. O O

——
On June 15, 2019, User3 can activate the Cantribltdrraie oS0t ©
Answer:

Statements Yes No

On May 15, 2019, User1 can activate the Contributor fole. &
On May 15, 2019, User2 can-use the Contributor role. EI O

On June 15, 2019, User? canldéivasthe Contributor role [O]  ©

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-resource-roles-assign-roles

NEW QUESTION: 178
You have an Azure subscription that contains the resources shown in the following table.
Azure Active Drec{bw (Azure AD) user
Azure Actlm i.]lﬁectory (Azure AD) user

User1 is a member of Group1. Group1 and User2 are assigned the Key Vault Contributor role for Vault1.
On January 1, 2019, you create a secret in Vault1. The secret is configured as shown in the exhibit. (Click the Exhibit tab.)



Create a secret
Upload options
.Mnll.m‘

* Name

Password]

* Value

LB

0w
2019-03-01 T 12 00-00 AM
LT C s -0y Current Time Jone

O v
2020-03-01 i) 12 00-00 AM
(U C+02-000) Current Time Jone

User2 is assigned an access policy to Vault1. The policy has the following configurations:
Key Management Operations: Get, List, and Restore

Cryptographic Operations: Decrypt and Unwrap Key

Secret Management Operations: Get, List, and Restore

Group1 is assigned an access to Vault1. The policy has the following configurations:

Key Management Operations: Get and Recover

Secret Management Operations: List, Backup, and Recover

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

Statements Yes No

On January 1, 2019, User1 can view the value of Password1. O O
On June 1, 2019, User2 can view the value of Passwordl. ) (O

On June 1, 2019, 'Usertcah'view the value of Password1. O 16
Answer:



Statements Yes No

On January 1, 2019, User1 can view the value of Passwordl. () |

OnJune 1, 2019, User2 can view the value of Password1. |() £)
Microseft

On June 1, 20189, Usefl can V2w R Value of Password1. O 10

NEW QUESTION: 179
You need to configure an access review. The review will be assigned to a new collection of reviews and reviewed by resource owners.
Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the correct order.

Actions Answer Area

Create an access review program.

Set Reviewers to Selected users.

Create an access review audit. @
Create an access review control. @

Set Reviewers to Group owners.

@
®

2 1'.I ,;ij} v ':’:!,"-f;_-'.; (\:M .f:'#-"hj: Jld"
Set Reviewers toMembers. ' - xf A %

-

Answer:



Actions Answer Area

— o o me e e mm R GeE e o e e e e s e

Create an access review program. ‘

| Create an access review program. |
_‘-'_-I—"'J

e

——

| Set Reviewers to Selected users. _| re— - ------=-=-=-=-=-- !
= = Create an access review control. 1
{Craafb A 4ceess resishvaudit I@@

________________ Set Reviewers to Group owners. |

| | | |
Create an access review control. ;@ ----------------- @

o o — — | —_—— — —_—_— | _——

Set Reviewers to Group owriers.

e — it

-

Set Reviewers to Members. I

Explanation:

Answer Area = Microsoft

Create an access review program.

Create an access review control.

| Set Reviewers to Group owners.

Step 1: Create an access review program

Step 2: Create an access review control

Step 3: Set Reviewers to Group owners

In the Reviewers section, select either one or more people to review all the users in scope. Or you can select to have the members review their own access. If the resource is a group, you can ask the
group owners to review.

Reviewers

Group cwners

Group owners

Programs Selected users

M Ver@soft

References:
https://docs.microsoft.com/en-us/azure/active-directory/governance/create-access-review
https://docs.microsoft.com/en-us/azure/active-directory/governance/manage-programs-controls



NEW QUESTION: 180
You have the Azure key vaults shown in the following table.

Location Azure subscription name
West US Subscription1
West US Subseription

East LJS Subscription1
West UsS Subscription2
East US O S {Stibscription2

KV1 stores a secret named Secret1 and a key for a managed storage account named Key1.

You back up Secret1 and Key1.

To which key vaults can you restore each backup? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

You can restore the Secret1 backup to: v
KVionly .

KV1 and KV2 only

KV1, KV2 and KV3 only

KV1,-KV2 and KV4 only

KV1, KV2, KV3, KV4, and KV5

You can restore the Key1 backup to: v
KV1 only
KV1 and KV2 only
KV1, KV2 and KV3 only
Micr \lé ;and KV4 only
, KV2, KV3, KV4, and KV5

Answer:



You can restore the Secret1 backup to: v
KV1 only

[ TE kLY TR S —

I(V1 KV2 and KV4 Dnly
KV1, KV2, KV3, KV4, and KV5

Yﬂl{gﬁ?ﬁ@%ﬁ?ﬁ%}” backup to: v

KV1 only

I(V1 KV2 and KV4 only
KV1, KV2, KV3, KV4, and KV5

Explanation:

You can restore the Secret1 backup to: ‘]W Cros

KV1 only

KV1 and KV2.only

KV1, KV2 and KV3 only
K\1,-KV2 and KV4 only
[KV1, KV2, KV3, KV4, and KV5

You can restore the Key1 backup to:

KV1 only

KV1 and KV2 only

KV1, KV2 and KV3 only

KV1, KV2 and KV4 only

KV1, KV2, KV3, KV4, and KV5

The backups can only be restored to key vaults in the same subscription and same geography. You can restore to a different region in the same geography.
https://docs.microsoft.com/en-us/azure/key-vault/general/backup?tabs=azure-cli

NEW QUESTION: 181
Which virtual networks in Sub1 can User2 modify and delete in their current state? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.



Virtual networks that User2 can modify: | v

VNET4 only

VNET4 and VNET 1 only

VNET4, VNET3, and VNET1 only
VNET4, VNET3, VNET2, and VNET1

;iLiuaMJlQIrsqﬂé QE& can delete: l v

VNET4 only

VNET4 and VNET1 only

VNET4, VNET3, and VNET1 only
VNET4, VNET3, VNET2, and VNET1

Answer:

Virtual networks that User2 can modify: ; ‘ v

C‘.’.
=2
an
..h.
o
=3
C.
<
=
m
_{;
oy
o
=3
=3

e e ]

|VNET4, VNET3, and VNET1 only
VNET4, VNET3, VNET2, and VNET1

Virtual networks that User2 can delete: [ v

T1 only
“and VNET1

Explanation:



Virtual networks that User2 canmodifi/| |c roso Tt v
VNET4 only

VNET4 and VNET1 only

VNET4, VNET3, and VNET1 only
VNET4, VNET3, VNET2, and VNET1

Virtual networks that User2 can delete: v

VNET4 only

VNET4 and VNET1 only

VNET4, VNET3, and VNET1 only
VNET4, VNET3, VNET2, and VNET1

Box 1: VNET4 and VNET1 only

RG1 has only Delete lock, while there are no locks on RG4.

RG2 and RG3 both have Read-only locks.

Box 2: VNET4 only

There are no locks on RG4, while the other resource groups have either Delete or Read-only locks.

Note: As an administrator, you may need to lock a subscription, resource group, or resource to prevent other users in your organization from accidentally deleting or modifying critical resources. You
can set the lock level to CanNotDelete or ReadOnly. In the portal, the locks are called Delete and Read-only respectively.
CanNotDelete means authorized users can still read and modify a resource, but they can't delete the resource.
ReadOnly means authorized users can read a resource, but they can't delete or update the resource.

Applying this lock is similar to restricting all authorized users to the permissions granted by the Reader role.

Scenario:

User2 is a Security administrator.

Sub1 contains six resource groups named RG1, RG2, RG3, RG4, RG5, and RG6.

User2 creates the virtual networks shown in the following table.

Name Resource group
VNET1 RG1
VNET2 RG2 Microsoft
VNET3 RG3
VNET4 RG4

Sub1 contains the locks shown in the following table.

Lock type
Delete
Read-only
Delete
. | Read-only




References:
https://docs.microsoft.com/en-us/azure/azure-resource-manager/resource-group-lock-resources
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NEW QUESTION: 182
You have an Azure subscription that contains the custom roles shown in the following table.

o'gy Microsoft

Type
Azure Active Directory (Azure AD)
Azure subscription

In the Azure portal, you plan to create new custom roles by cloning existing roles. The new roles will be configured as shown in the following table.

Name T!Pe
Role3 | Azure AD Microsof
Role4 | Azure subscription

Which roles can you clone to create each new role? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Role1 only

Built-in Azure AD roles only

Role1 and built-in Azure AD roles anly

Role1, built-in Azure AD roles, and built-in Azure subscription roles

Role2 only

Built-in Azure AD roles only

Role2 and built-in' Azure subscription roles only

Role2, built-in Azure subscription roles, and built-in Azure AD roles

Answer:


https://www.actual4test.com/AZ-500_examcollection.html

Role3: v
Eole1 only |
Built-in Azure AD roles only
Role1 and built-in Azure AD roles gnly
Role1, built-in Azure AD roles, and built-in Azure subscription roles

Role4: v

Role2 only

Built-in Azure AD roles only

Role2 and built-in‘Azure subscription roles only
"RoleZ, built-in Azure subscription roles, and built-in Azure AD roles

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/roles/custom-create
https://docs.microsoft.com/en-us/azure/role-based-access-control/custom-roles-portal

NEW QUESTION: 183

Note: This question is part of a series of questions that present the same scenario. Each question in

the series contains a unique solution that might meet the stated goals. Some question sets might have
more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these
questions will not appear in the review screen.

You have a hybrid configuration of Azure Active Directory (AzureAD).

You have an Azure HDInsight cluster on a virtual network.

You plan to allow users to authenticate to the cluster by using their on-premises Active Directory credentials.
You need to configure the environment to support the planned authentication.

Solution: You deploy the On-premises data gateway to the on-premises network.

Does this meet the goal?

A. Yes

B. No

Answer: B (LEAVE A REPLY)

Instead, you connect HDInsight to your on-premises network by using Azure Virtual Networks and a VPN
gateway.

Note: To allow HDInsight and resources in the joined network to communicate by name, you must perform the
following actions:

* Create Azure Virtual Network.

* Create a custom DNS server in the Azure Virtual Network.

* Configure the virtual network to use the custom DNS server instead of the default Azure Recursive
Resolver.

* Configure forwarding between the custom DNS server and your on-premises DNS server.

References:

https://docs.microsoft.com/en-us/azure/hdinsight/connect-on-premises-network
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NEW QUESTION: 184

You are troubleshooting a security issue for an Azure Storage account.

You enable the diagnostic logs for the storage account. What should you use to retrieve the diagnostics logs?
A. the Security & Compliance admin center

B. SQL query editor in Azure

C. File Explorer in Windows

D. AzCopy

Answer: D (LEAVE A REPLY)

References:

https://docs.microsoft.com/en-us/azure/storage/common/storage-analytics-logging?toc=%2fazure%2fstorage %2fblobs%2ftoc.json

NEW QUESTION: 185
You have an Azure subscription named Sub1.
You create a virtual network that contains one subnet. On the subnet, you provision the virtual machines shown in the following table.

Network | Application secu oup |
. Name interface i asslgnmarrtlttyw F' IP address
[ VM1 | NIC1 | AppGroup12 10.0.0.10 |
(VM2 INIC2 . 1 ADpPGroupl2 10.00.11 .
[ VM3 | NIC3 pAppGroups . | 10.0.0.100 |
(VM4 [NiC4 ACEGrugdl OS5 O [ 10.0.0.200

Currently, you have not provisioned any network security groups (NSGs).

You need to implement network security to meet the following requirements:

* Allow traffic to VM4 from VM3 only.

* Allow traffic from the Internet to VM1 and VM2 only.

* Minimize the number of NSGs and network security rules.

How many NSGs and network security rules should you create? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

NSGs: v

WM =

Network é’ecurtty rules: v

£ WN =

Answer:


https://www.freepdfdumps.com/Microsoft.AZ-500.v2025-01-29.q426.html

Network security rules:

Explanation
NSGs: v
1
2,
3
Microsoft 4
Network security rules: v
1
2
3
4
NSGs: 2

Network security rules: 3

Not 2: You cannot specify multiple service tags or application groups) in a security rule.
References:

https://docs.microsoft.com/en-us/azure/virtual-network/security-overview

NEW QUESTION: 186
You have an Azure Active Directory (Azure AD) tenant named contoso.com that contains three security groups named Group1, Group2, and Group3 and the users shown in the following table.

Name Role g WV C Meémber of

Userl Application administrator Groupl
User2 Application developer Group?2
User3 Cloud application administrator

Group3 is a member of Group2.
In contoso.com, you register an enterprise application named App1 that has the following settings:

* Owners: User1



* Users and groups: Group2
You configure the properties of App1 as shown in the following exhibit.

H Save X Discard @ Delete 7 Got feedback

Enabled for users to sign-in? e | Yes | No
Name” o Appl
Homepage URL o

Logo e
AP

Select a file =
Application ID e " 75082794-3617-4347-3c6d-88cfdaS64072
Object ID o 4926abbic-ef5T-4c0f-2028-16d635cde655 |
User assignment required? o Yes | No |
Visible to users o _Yes | No
Notes o

Microsoft

For each of the following statements, select Yes if the statement is true. Otherwise, select no.
NOTE: Each correct selection is worth one point.

Statements Yes No

Userl has Appl listed on his My Apps portal.
User2 has Appl listed on her My Apps portal.
User3 Mﬁﬁﬁﬁlﬂ@gé on her My Apps portal.

Answer:




Statements

Userl has Appl listed on his MyApps portal.

User2 has Appl listed mhér My Apps portal.

User3 has Appl Ilsted‘sh hm Apespoftal.

Explanation:
Text Description automatically generated

Statements - Mm rosYest No
Userl has Appl listed on hIS My Apps portal. |©O

User2 has Appl I:sted on her My Apps portal. O

O!

User3 has Appl Ilsted on her My Apps portal.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/assign-user-or-group-access-portal

NEW QUESTION: 187

Which virtual networks in Sub1 can User2 modify and delete in their current state? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Virtual networks that User2 can modify: £\ | v

VNET4 only.

VNET4-and VNET1 only

VNET4, VNET3, and VNET1 only
VNET4, VNET3, VNET2, and VNET1

Virtual networks that User2 can delete: ‘ v

VNET4 only
VNET4 and VNET1 only

1 VNET4, VNET3, and VNET1 only
M {Cros O-ﬁ: VNET4, VNET3, VNET2, and VNET1

Answer:



Virtual netwdrks (hat User2 can nié'dify: |

VNET4 only

NET4.andVNET1 only
SNEH VNET3, and VNET1 only

VNé’ﬂ‘l: VNET3, VNET2, and VNET1

Virtual networks that User2 can delete: v

VNET4 only

VNET4 and VNET1 only

VNET4, VNET3, and VNET1 only
VNET4, VNET3, VNET2, and VNET1

Reference:
https://docs.microsoft.com/en-us/azure/azure-resource-manager/resource-group-lock-resources

NEW QUESTION: 188

You have an Azure SQL Database server named SQLA1.

You turn on Advanced Threat Protection for SQL1 to detect all threat detection types.

Which action will Advanced Threat Protection detect as a threat?

A. A user updates more than 50 percent of the records in a table.

B. A user attempts to sign in as SELECT * FROM table1.

C. A user is added to the db_owner database role.

D. A user deletes more than 100 records from the same table.

Answer: B (LEAVE A REPLY)

Advanced Threat Protection can detect potential SQL injections: This alert is triggered when an active exploit happens against an identified application vulnerability to SQL injection. This means the
attacker is trying to inject malicious SQL statements using the vulnerable application code or stored procedures.
References:

https://docs.microsoft.com/en-us/azure/sql-database/sql-database-threat-detection-overview

NEW QUESTION: 189
You have an Azure Subscription that is connected to an on-premises datacenter and contains the resources shown in the following table.


https://www.freepdfdumps.com/Microsoft.AZ-500.v2025-01-29.q426.html

Name Description
storage| A storage account
storage2 A storage account
KeyVaultl | An Azure key vault

VNet1 A virtual network contaiping a single subnet that has five
virtual machines connected

VNet2 A virtual network comaining a single subnet that has three
virtual machines configcts

You need to configure virtual network service endpoints for VNet1 and VNet2. The solution must meet the following requirements:

* The virtual machines that connect to the subnet of VNet1 must access storage1, storage2, and Azure AD by using the Microsoft backbone network.
* The virtual machines that connect to the subnet of VNet2 must access storage1 and KeyVault1 by using the Microsoft backbone network.

* The virtual machines must use the Microsoft backbone network to communicate between VNet1 and VNet2.

How many service endpoints should you configure for each virtual network? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area

Microsoft

Answer:



Answer Area

Microsoft

NEW QUESTION: 190
You work at a company named Contoso, Ltd. that has the offices shown in the following table.

Name IP address space
Boston 180.15.10.0/24
Seattle 132.32.15.0/24

Contoso has an Azure Active Directory (Azure AD) tenant named contoso.com. All contoso.com users have Azure Multi-Factor Authentication (MFA) enabled. The tenant contains the users shown in
the following table.

Name User device Last sign-in During last sign-in, user selected
Don't ask again for 14 days
Userl Devicel Juneil Yes
User2 Devicél| | croddune 3 No

The multi-factor settings for contoso.com are configured as shown in the following exhibit.



multi-factor authentication

users  service settings

app passowrds (earm more)

@ Allow users to create app paswords to sign in to non-browser apps

Do not allow users to create app passwords to sign in to non-browser apps

trUStEd |p5 (learn more)

Skip multi-factor authentication for requests from federated users on.my intranet
Skip multi-factor authentication for requests from following range of IP:address subnets

a— iy

180.15.10.0/24

= Microsoft

Veriﬁcation OptiOnS (learn more)

Methods available to users:
call to phone
Text message to phone
Notification through mobile app
Verification code from mobile app or hardware token

remember multi-factor authentication (earnmore)

Allow users to remember multi-factor authentication on devices they trust
Days before a device must re-authenticate (1-60): | 14

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.



Statements Yes No

When Userl signs in to Devicel from the Seattle office

on June 10, the user will be prompted for MFA« O O

When User2 signs in to-Dévice2 from the Boston office

on June 5, the gser will be prompted for MFA. O O

When Usépﬂé@ﬁﬁsﬁr{}@tﬁﬁar@w device from the Seattle

office Gii June 7. the user will be orompted for MFA. O O

Answer:
Statements 5{\.”‘ trvrnc®sk+ No
WIHCTOSOI L

When User1l signs in to Devicel from the Seattle office
on June 10, the user will be prompted for MFA. O O

When User2 signs in to Device2 from the Boston office
on June 5, the user will be prompted for MFA. O O

When User1 signs iri to to a new device from the Seattle @
office on June 7, the user will be prompted for MFA.

NEW QUESTION: 191
You have an Azure subscription that contains an Azure Active Directory (Azure AD) tenant.
When a developer attempts to register an app named App1 in the tenant, the developer receives the error message shown in the following exhibit.



You do not have access X

Access denied
You do not have access

You don't have permission to register applit’faﬁaﬁé in the sk2005100utlook (Default
Directory) directory. To fequestiaccess, contact your administrator.

Summary .

Session ID h ¥ Resource ID
f3e55e67d10141b4bf0c7ac5115b3be7 Not available
Extension Content
Microsoft_AAD_RegisteredApps CreateApplicationBlade

Error code

s = Microsoft

You need to ensure that the developer can register App1 in the tenant.

What should you do for the tenant?

A. Modify the User settings

B. Set Enable Security default to Yes.

C. Modify the Directory properties.

D. Configure the Consent and permissions settings for enterprise applications.
Answer: A (LEAVE A REPLY)

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/develop/active-directory-how-applications-are-added



https://www.freepdfdumps.com/Microsoft.AZ-500.v2025-01-29.q426.html

NEW QUESTION: 192

You have an Azure subscription. The subscription contains Azure virtual machines that run Windows Server 2016.

You need to implement a policy to ensure that each virtual machine has a custom antimalware virtual machine extension installed.
How should you complete the policy? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
|

\.\1fJ’I . {
wallof#®: |
{
“field” : “type”,
Mequals”: “"Wicrosoft.lompute/virtualMachines!
}
{
“wfField” : “Microsoft.Compute/imagesSKUr,

“acquals” : “20l6-Datacenter”,
}

},
“then” : | _
\\effeotff : AN " “J’

Append
Deny

DeploylfNotExists

wdetails~ : {

“type” . “Hi-::rs::soft..Guaﬁtﬁunfigurat.ionp’guﬁﬁtG-.'.:-nfigurat.inrmsﬁignmants",
“roleDefinitionsIds™ : [
w/providers/microsoft.authorization/roleDefinitions/12345678-1234-5678-abcd-012345678910"
],

“name’” : “ocustomExtension”,
“deployment” : {
wproperties” : |
“mode”: “incremental”.

“parameters” : {
},
W v W {
existenceCondition
resources
template

Answer:



wifr s
wallofr: [
{
“field” : “type”,
Yequals?”: “Microsoft.Compute/virtualMachines?
]
{

wfFiaeld” : “"Microsoft.Compute/imageSKU~,
“acuals” : “20l1l6-Datacenter”,
}
1
} r
“then” : |
“effect” ; | W

Append
Deny

DeployiNotExists

vwdetails~ : |
“type” : “Microsoft.GuestConfigurations/guestConfigurationAssignments”,
“roleDefinitionsIds» : [
w/providers/microsoft.authorization/roleDefinitions/12345678-1234-5678-abcd-012345678910"
1.

“name” : Y“gustomExtension®
“deployment® : |
wproperties™ : {
“mode”: “incremental”.
v“parameters” : {

},

n | "' ws t
existenceCondition
resources
template

Microsoft

Reference:
https://docs.microsoft.com/en-us/azure/governance/policy/concepts/effects

NEW QUESTION: 193

You plan to implement an Azure function named Function1 that will create new storage accounts for containerized application instances.

You need to grant Function1 the minimum required privileges to create the storage accounts. The solution must minimize administrative effort.
What should you do? To answer, select the appropriate options in the answer area.



NOTE: Each correct selection is worth one point.

Assign role to: A |v

A group account

A system-assigned managed identity

A user account
A user-assigned'managed identity

Role assignment to create:

Built-inrole assignment

ﬁsic administrafr role assignment
%Er@fgﬁa .g-ccess control (RBAC) role assignment

Answer:

Assign role to: =

A group account

A system-assigned managed identity

A user account

A usa—assigq_e'afﬁ'nanaged identity

Role assignment to create: R v

Built-igrole assignment
Classi¢ administrator role assignment
¢.{". Custom role-based access control (RBAC) role assignment

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/overview
https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/howto-assign-access-portal

NEW QUESTION: 194

You plan to use Azure Log Analytics to collect logs from 200 servers that run Windows Server 2016.

You need to automate the deployment of the Microsoft Monitoring Agent to all the servers by using an Azure Resource Manager template.
How should you complete the template? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.



“type” : “Microsoft.Compute/virtualMachines/extensions”,
“name” : “[concat (parameter (‘vmname’), /OMSExtension]”,
“apiVersion” : “([variables(‘apiVersion’)]”,
“location” : “[resourceGroup() .location]”,
“dependsOn” : [
“[concat (*Microsoft.Compute/virtualMachines/”, parameters(‘vmName’))]”
1,
“properties” : {
“publisher” : “Microsoft.EnterpriseCloud.Monitoring”
“type” : “MicrosoftMonitoringAgent”,
“typeHandlerVersion” : “1.0",
“autoUpgradeMinorVersion” : true,
“settings” : ({

I-v | : “[variabl . J 'J
AzueADApplca_l_mﬁD' p
“WorkspacelD" “

“WorkspaceName™  _ ‘
“WorkspaceURL.
} o

“pr**eet tings”
| A

“AzureADApplicationSecret”
“StorageAccountKey”
“WorkspacelD”
“WorkspaceKey”

I_i' “[variable (‘var2=. M icrOSOf |

Answer:
Explanation



Lad . Vi o B Bl e il i B B ] s My s ® .--'.-_I”
" i x it - o el e i e o == ik @ R LR ok b

“typeHandlerVersion” : “1.07%,
“autoUpgradeMinorVersion” : true,
“settings” : ({

“AzureADApplicationlD”
“WorkspacelD*
‘WorkspaceName”
“‘WorkspaceURL"

b o
“protectedSettings” : {

wF = e @ = -
v : variab.é { val E £ )

‘AzureADApplicationSecret”
“StorageAccountKey”
“WorkspacelD"

“WorkspaceKey”

}

}
References:

https://blogs.technet.microsoft.com/manageabilityguys/2015/11/19/enabling-the-microsoft-monitoring-agent-in-w

NEW QUESTION: 195

You have an Azure Active Directory (Azure AD) tenant that contains a user named Admin1. Admin1 is assigned the Application developer role.
You purchase a cloud app named App1 and register App1 in Azure AD.

Admin1 reports that the option to enable token encryption for App1 is unavailable.

You need to ensure that Admin1 can enable token encryption for App1 in the Azure portal.

What should you do?

A. Upload a certificate for App1.

B. Modify the API permissions of App1.

C. Add App1 as an enterprise application.

D. Assign Admin1 the Cloud application administrator role.

Answer: C (LEAVE A REPLY)

This is a tricky one because uploading a certificate is also required. However, the question states that the Token Encryption option is unavailable. This is because the app is not added as an enterprise
application.

When the app is added as an enterprise application, the Token Encryption option will be available. Then you can upload the certificate.
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/howto-saml-token-encryption
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NEW QUESTION: 196

You are evaluating the security of the network communication between the virtual machines in Sub2.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Vi cABserforea
Statements A Yes No
From VM1, you can successfully ping the\public IP"éddn-:ss of VM2. O O
From VM1, you can s'u't':c:-éé's}u!tf ping the private IP address of VM3. O O
From VM1, you can successfully ping the public IP address of VM5. O O

Answer:

Group2 owners:

User3 only
Userl and User2 only
User2 and User3 only

Userl, User2, and User3, .-

Appl users:

Grouplimembers only
Gr;:up}? members only
T(g_mupl and Group2 members only
Groupl and Group2 members and Userl only
Groupl and Group2 members, Userl, and User3 only

Explanation
No,

Yes,

Yes
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NEW QUESTION: 197

You have an Azure subscription that contains a web app named App1 and an Azure key vault named Vault1.
You need to configure App1 to store and access the secrets in Vault1.

How should you configure App1? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Configure App1 to authenticate by using a:

Key
Certlﬁcatg y -;‘-l,

._1-_\.""_'""'17-.

~ || User-assigned managed identity

> System-assigned managed identity

Configure a Key Vault referenaerf@rﬂpm frnm the: v
(24 e Extensions blade

L.

¥ o
L

General settings tab
TLS/SSL settings blade
Application settings tab

Answer:

Configure App1 to authenticate by using a:

Key

Certificate. "

Passphrase

User- assigned managed identity
System-assigned managed identity

Configure a Key Vault referencefor App1 from the: ﬁ‘ A e A
-

% o W BN

Extensiohs blade -
General settings tab
TLS/SSL settings blade
Application settings tab
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Reference:
https://docs.microsoft.com/en-us/azure/app-service/overview-managed-identity?tabs=dotnet

NEW QUESTION: 198

You have an Azure subscription that contains a resource group named RG1. RG1 contains a virtual machine named VM1 that uses Azure Active Directory (Azure AD) authentication.
You have two custom Azure roles named Role1 and Role2 that are scoped to RG1.

The permissions for Role1 are shown in the following JSON code.

“"permissions™: [

{

"actions™: [

“*Microsoft.Compute/virtualMachines/"*"

]J

"notActions"; [

"Microsoft.Compute/virtualMachines/delete”

1i

“"dataActions™: [];

"notDataActions™: []
. j 2 )
= Microsoft

The permissions for Role2 are shown in the following JSON code.

“permissions®: [
{
“actions"” Gég:*?
Hisrﬂﬁgftw@m?’ “licrieg Tt

AT0
srdepe’
\ ! “notactions™: [],

“dataActions”: [],
"notDataActions™: []

You assign the roles to the users shown in the following table.

Name Role
User1 Role1
User2 Role1, Role2
User3 Role1, Role2

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements
User1 can delete VM1,

User? can-delets VM1,

User3 can s:gn“inip Lﬂ’imni.cjﬁ*f%@iﬁis

Answer:



Answer Area

Statements Yes No

User1 can delete VM1 D
User2 can-deléte VM1,

User3 can sign in to VM1 by using Azure AD credentials. D

NEW QUESTION: 199

You need to configure network connectivity between a virtual network named VNET1 and a virtual network named VNET2. The solution must ensure that virtual machines connected to VNET1 can
communicate with virtual machines connected to VNET2.

To complete this task, sign in to the Azure portal and modify the Azure resources.

Answer:

See the explanation below.

Explanation

You need to configure VNet Peering between the two networks. The questions states, "The solution must ensure that virtual machines connected to VNET1 can communicate with virtual machines
connected to VNET2". It doesn't say the VMs on VNET2 should be able to communicate with VMs on VNET1. Therefore, we need to configure the peering to allow just the one-way communication.
In the Azure portal, type Virtual Networks Virtual Networks from the search results then select VNET1. Alternatively, browse to in the left navigation pane.

In the properties of VNET1, click on

In the Peerings blade, click Add

In the Name of the peering from VNET1 to remote virtual network box, enter a name such as VNET1-VNET2 (this is the name that the peering will be displayed as in VNET1)

In the Virtual Network box, select

In the Name of the peering from remote virtual network to VNET1 box, enter a name such as VNET2-VNET1 (this is the name that the peering will be displayed as in VNET2).

There is an option Allow virtual network access from VNET to remote virtual network. This should be left as Enabled.

7. For the option Allow virtual network access from remote network to VNET1, click the slider button to Disabled.

8. Click the OK button to save the changes.

Reference:

2R

https://docs.microsoft.com/en-us/azure/virtual-network/virtual-network-manage-peering

NEW QUESTION: 200
You have the Azure virtual machines shown in the following table.

———

Name Operating system State
VM1 Windows Server 2008 R2 Service Pack 1 (SP1) | Running
VM2 Windows Server 2012R2 Running
VM3 Windows Server 2016 Stopped
VM4 Ubuntu Server 18.04 LTS RUNRing

For which virtual machine can you enable Update Management?
A. VM2 and VM3 only

B. VM2, VM3, and VM4 only

C. VM1, VM2, and VM4 only



D. VM1, VM2, VM3, and VM4
E. VM1, VM2, and VM3 only
Answer: (SHOW ANSWER)
Explanation

References:
https://docs.microsoft.com/en-us/azure/automation/automation-update-management?toc=%2Fazure%2Fautomati

NEW QUESTION: 201
You have the Azure resource shown in the following table.

[ Hame | Type | pwemt |
Management] | Management group | Tspsifiact Groug

| Subscripion] | Subscription o Mgfagement | ——

L Resourge gigfp ) * | Subsongion!

| RG2 Flesgh'e fpoly Subsonptcn |

| (Rt machane R

jif-_‘; ) r‘_rrmf:hnm- JF4 RG2

You need to meet the following requirements:

* Internet-facing virtual machines must be protected by using network security groups (NSGs).
* All the virtual machines must have disk encryption enabled.

What is the minimum number of security that you should create in Azure Security Center?
A.1

B.2

C.3

D.4

Answer: D (LEAVE A REPLY)

NEW QUESTION: 202
You implement the planned changes for ASG1 and ASG2.

In which NSGs can you use ASG1. and the network interfaces of which virtual machines can you assign to ASG2?
Answer Arca

NsGs [

MNS5G2 only
MN5G2 and NSG4 only
NSG2, NSG3, and BiSG4

\grudal machines: [

VM3 only

VM2 and VM4 only
P s, * VM1, VM2, and VM4 only
) SEFE VM2, VM3, and VM[} only

VM1, VM2, VM3, and VM4

Answer:
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NSG2 and NSG4 only

NSG2 NSG3, and HSG4

Virdal machines: [

VM3 only
V2 and VM4 only
1 nly
M2, VM3, and VM[} only

NEW QUESTION: 203
You have an Azure subscription that contains a resource group named RG1 and the identities shown in the following table.

—_— AAS Ls
user [VIICTO5SWUMN applicablé
Microsoft 365 group | Yes
Security group No
Security group Yées.
Security group Yes

You assign Group4 the Contributor role for RG1.
Which identities can you add to Group4 as members?
A. User1, Group2, and Group3 only

B. User1, Group1, Group2, and Group3

C. User1 and Group3 only

D. User1, Group1, and Group3 only

E. User1 only

Answer: (SHOW ANSWER)

NEW QUESTION: 204
You have an Azure Active Directory (Azure AD) tenant named contoso.com that contains the users shown in the following table.

Name | Member of Multi-factor IUWGH (MFA)

-

Userl None Didabléd
User oo Gréupl © Disabled
user3 Gr%ﬁlﬂrﬂﬂqﬂorced
Azure AD Privileged Identity Management (PIM) is enabled for the tenant.
In PIM, the Password Administrator role has the following settings:

* Maximum activation duration (hours): 2

* Send email notifying admins of activation: Disable

* Require incident/request ticket number during activation: Disable
* Require Azure Multi-Factor Authentication for activation: Enable
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* Require approval to activate this role: Enable
* Selected approver: Group1
You assign users the Password Administrator role as shown in the following table.

Name Mﬂﬂtﬂﬂ
Userl Active
User2 Eligible
user3 Eligible

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes

When User1 signs in, the user is assigned the Password Administrator role automatically. O O

User2 can request to activate the Password Administrator role. . O

If User3 wants to activate the Password Administrator role, the user can Eue their Dwn (9 Qf

request.

Answer:

. i Stntan_F{ts Yes No
Microso -
When Userl in, the user is assigned the Password Adm:mstra omatically. O ' O

=y
User2 can request to activate the Passworwmm role. JO | O

|

If User3 wants to activate the%asswurd Administrator role, the user can approve their own O

reauest.
Explanation

|
i

Statements

When User1 signs in, the user is assigned the Password Administrator role automatically.

User2 can request to activate the Password Administrator role.

If User3 wants to activate the Password
request.

Yes

O
o

VP .
ﬁ’i‘i’S‘tM rPE 'ﬂeﬁ' @f@mve their own O

No

o
O
o




Box 1: Yes

Active assignments don't require the member to perform any action to use the role. Members assigned as active have the privileges assigned to the role at all times.

Box 2: No

MFA is disabled for User2 and the setting Require Azure Multi-Factor Authentication for activation is enabled.

Note: Eligible assignments require the member of the role to perform an action to use the role. Actions might include performing a multi-factor authentication (MFA) check, providing a business
justification, or requesting approval from designated approvers.

Box 3: Yes

User3 is Group1, which is a Selected Approver Group

Reference:

https://docs.microsoft.com/bs-latn-ba/azure/active-directory/privileged-identity-management/pim-resource-roles-

NEW QUESTION: 205

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the stated goals. Some question sets might
have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
You use Azure Security Center for the centralized policy management of three Azure subscriptions.

You use several policy definitions to manage the security of the subscriptions.

You need to deploy the policy definitions as a group to all three subscriptions.

Solution: You create an initiative and an assignment that is scoped to the Tenant Root Group management group.
https://www.fast2test.com/AZ-500-practice-test.html 74

Valid Fast2test AZ-500 Exam PDF Dumps - New AZ-500 Real Exam Questions

Does this meet the goal?

A. Yes

B. No

Answer: A (LEAVE A REPLY)

Explanation/Reference:

https://docs.microsoft.com/en-us/azure/governance/policy/overview
https://4sysops.com/archives/apply-governance-policy-to-multiple-azure-subscriptions-with-management- groups/

NEW QUESTION: 206

You have an Azure web app named WebApp1.

You upload a certificate to WebApp1.

You need to make the certificate accessible to the app code of WebApp1.
What should you do?

A. Add a user-assigned managed identity to WebApp1.

B. Add an app setting to the WebApp1 configuration.

C. Enable system-assigned managed identity for the WebApp1.

D. Configure the TLS/SSL binding for WebApp1.

Answer: B (LEAVE A REPLY)

Reference:
https://docs.microsoft.com/en-us/azure/app-service/configure-ssi-certificate-in-code
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NEW QUESTION: 207

You ate evaluating the security of the network communication between the virtual machines in Sub2.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

::M Py ”“'”ﬁ*ﬁ%g: B B\ IC rosof

% { @&E VT, you can successtully ping the private IP address of VMG, L=

Answer:

m Microsoft

From VM1, you can succes

From Vi1, cﬁ&mm ping the private IP address of VM3,
From Q& can successfully ping the private IP address of YM5.

Explanation

Answer 82€% |\ | crosoft

Statements At Yes

From VM1, you can successfully ping the'public IP address of VM2. [©

From VM1, you can successfully ping the private IP address of VM3. /O

From VM1, you can successfully ping the private IPaddress of VM5. O

NEW QUESTION: 208
You have an Azure subscription that contains the resources shown in the following table.



Name Type
Userl Azure Active Directofy (Azure AD) user
User2 Azure Active E)IFecﬁ:ry (Azure AD) user
Group1 Azure Aafivé Directory (Azure AD) group
Vaultl n;gri'ké!w By £4

User1 is a member of Group1. Group1 and User2 are assigned the Key Vault Contributor role for Vault1.
On January 1, 2019, you create a secret in Vault1. The secret is configured as shown in the exhibit. (Click the Exhibit tab.)
Create a secret

Upload options

| Manual

* Name )

Password]

* Value

CUT™ 1]

el oy K ﬂ- iJ

20190301 T 120000 AM

(L TCal m] Curreni Time Jone

0 v

2020-03-01 ER | 12:00:00 AM

(UTC+02:00) -— Current Time Jone -

&I ~ - Microsoft
User2 is assigned an access policy to Vault1. The policy has the following configurations:
Key Management Operations: Get, List, and Restore
Cryptographic Operations: Decrypt and Unwrap Key
Secret Management Operations: Get, List, and Restore
Group1 is assigned an access to Vault1. The policy has the following configurations:
Key Management Operations: Get and Recover
Secret Management Operations: List, Backup, and Recover
For each of the following statements, select Yes if the statement is true. Otherwise, select No.



Statements Yes

On January 1, 2019, User1 can view the value of Passwordl. ()

On June 1, 2019, User2 can view the value of Password1l. ()

O O OF

Ry . -
"1_ EEJ"—""_ ':“_"""E'
On June 1, Zﬂlﬂ)}&él.’tc%?ucfw the value of Password1. O

Answer:

\Statements ) {1 Yes
On January 1, 2019, User1 can view the value of Password1. O

On June 1, 2019,.User2 ¢an view the value of Password1. O

O] O |0]#

On June 1, 2019, Userl can view the value of Password1l. O

NEW QUESTION: 209
You have an Azure subscription named Sub1.
You create a virtual network that contains one subnet. On the subnet, you provision the virtual machines shown in the following table.

IP address

Currently, you have not provisioned any network security groups (NSGs).

You need to implement network security to meet the following requirements:

Allow traffic to VM4 from VM3 only.

Allow traffic from the Internet to VM1 and VM2 only.

Minimize the number of NSGs and network security rules.

How many NSGs and network security rules should you create? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.



NSGs: 8 4

Network security rules: v

W N =

Answer:
Microsoft
NSGs: -
1!
2
3
0o 14
Network security rules: v
1
-..2_,,
_3_1
4
Explanation
NSGs: 1

Network security rules: 3

Not 2: You cannot specify multiple service tags or application groups) in a security rule.
References:

https://docs.microsoft.com/en-us/azure/virtual-network/security-overview

NEW QUESTION: 210
Which virtual networks in Sub1 can User2 modify and delete in their current state? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.



Virtual networks that User2 can modify: .H M icrosoft v

VNET4 onli

VNET4 and VNET1 only
VNET4,VNET3, and VNET1 only
VNET4, VNET3, VNET2, and VNET1

Virtual networks that User2 can delete: | v

VNET4 only

VNET4 and VNET1 only
VNET4, VNET3, and VNET1 only
VNET4. VNET3. VNET2. and VNET1

Answer:

Virtual networks that User2 can modify:

WNETA only
ET3, and VNET1 only
. VNET3, VNET2, and VNET1

VNET4 and VNET1 only
VNET4, VNET3, and VNET1 only
VNET4, VNET3, VNET2, and VNET1

Explanation



Virtual networks that User2 can modify: v
VNET4 only

VNET4 and VNET | only' '*~1 */oti &
VNET4, VNET3, and VNET1 only
VNET4, VNET3, VNET2, and VNET1

Virtual networks that User2 can delete: v
VNET4 only

VNET4 and VNET1 only

VNET4, VNET3, and VNET1 only
VNET4, VNET3, VNETZ2, and VNET1

Box 1: VNET4 and VNET1 only

RG1 has only Delete lock, while there are no locks on RG4.

RG2 and RG3 both have Read-only locks.

Box 2: VNET4 only

There are no locks on RG4, while the other resource groups have either Delete or Read-only locks.

Note: As an administrator, you may need to lock a subscription, resource group, or resource to prevent other users in your organization from accidentally deleting or modifying critical resources. You
can set the lock level to CanNotDelete or ReadOnly. In the portal, the locks are called Delete and Read-only respectively.
* CanNotDelete means authorized users can still read and modify a resource, but they can't delete the resource.

* ReadOnly means authorized users can read a resource, but they can't delete or update the resource.

Applying this lock is similar to restricting all authorized users to the permissions granted by the Reader role.

Scenario:

User2 is a Security administrator.

Sub1 contains six resource groups named RG1, RG2, RG3, RG4, RG5, and RG6.

User2 creates the virtual networks shown in the following table.

Resource group
RG1
RG2
RG3
1RG4

Sub1 contains the locks shown in the following table.
References:
https://docs.microsoft.com/en-us/azure/azure-resource-manager/resource-group-lock-resources

NEW QUESTION: 211
You have an Azure subscription that contains an Azure Active Directory (Azure AD) tenant and a user named User1.
The App registrations settings for the tenant are configured as shown in the following exhibit.



App registrations

an fegister applications

You plan to deploy an app named App1.

You need to ensure that User1 can register App1 in Azure AD. The solution must use the principle of least privilege.
Which role should you assign to User1?

A. App Configuration Data Owner for the subscription

B. Managed Application Contributor for the subscription

C. Cloud application administrator in Azure AD

D. Application developer in Azure AD.

Answer: D (LEAVE A REPLY)

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/roles/delegate-by-task
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NEW QUESTION: 212

You are implementing conditional access policies.

You must evaluate the existing Azure Active Directory (Azure AD) risk events and risk levels to configure and implement the policies.

You need to identify the risk level of the following risk events:

Users with leaked credentials

Impossible travel to atypical locations

Sign ins from IP addresses with suspicious activity

Which level should you identify for each risk event? To answer, drag the appropriate levels to the correct risk events. Each level may be used once, more than once, or not at all. You may need to drag
the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Levels Answer Area
g ]
| High | impossible travel to atypicdlocations:

LOW| | (I G8Er& with leaked credentials:

!_Medi um | Signins fromiP addresses with suspicious activity: |

Answer:
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L'Wd. M iﬁﬁﬁi‘éﬂfga ) {_}\"“’

: A2’
High Impossible travel to atyplqujﬁcatlons Medium
¢ AV ‘
Low Users with !eakedfré’dent:als High
Medium | Sign msJ&gi&ﬁ’ addresses with suspicious activity: [Medium

NEW QUESTION: 213

You have three Azure subscriptions and a user named User1.

You need to provide User1 with the ability to manage and view costs for the resources across all three subscriptions. The solution must use the principle of least privilege.
Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the correct order.
NOTE: More than one order of answer choices is correct. You will receive credit for any of the correct orders you select.

Actions

Create a management group.

Add the three subscrniptions to the management group.

Assign User1 the Global administrator role.

Assign User1 the Owner role for the management
group.

Assign User1 the Cost Management Ccntnbﬂl’or HJM ' C r’o S Oft

the management group.

Answer:

Answer Area

Assign User1 the Cost Managem'e'-ﬁt Reader,,,,

Assign User1 the qupej.édministramr role.

Add the three sub-scn tions to the n ent
group. 2 m i:li|C|'OSU

1 - Assign User1 the Cost Management Reader,,,,
2 - Assign User1 the Globel administrator role.



3 - Add the three subscriptions to the management group.

NEW QUESTION: 214

You have an Azure subscription that contains several Azure SQL databases and an Azure Sentinel

workspace.

You need to create a saved query in the workspace to find events reported by Advanced Threat Protection for Azure SQL Database.
What should you do?

A. From Azure CLI run the Get-AzOperationallnsightsworkspace cmdlet.

B. From the Azure Sentinel workspace, create a Kusto Query Language query.

C. From the Azure SQL Database query editor, create a Transact-SQL query.

D. From Microsoft SQL Server Management Studio (SSMS), create a Transact-SQL query.

Answer: (SHOW ANSWER)

NEW QUESTION: 215
You have an Azure Active Directory (Azure AD) tenant named contoso1812.onmicrosoft.com that contains the users shown in the following table.

R A _....._.______,___'f_-_a_

Userl__ Us._grj@-::onmsn1312.nnmicmsnft.cmn Member

e

User2 User2@contoso1812.onmicrosoft.com I Member
User3 User3@contoso1812.onmicrosoft.com | Member
Userd Userd@mit‘toﬂk_com | Guest

You create an Azure Information Protection label named Label1. The Protection settings for Label1 are configured as shown in the exhibit. (Click the Exhibit tab.)
Protection

ContosolBl2 rure Information Protection

Protections settings {)

LHITERLTL L] HYOK (AD RMS)

Select the protection action type 0
(®) Set permissions
(O Set user-defined permissions {Freview)
USERS PERMISSIONS

.

AuthenticatedUsers Viewer
Usar:l@mnt- u;ulau.onnicmsnft.mm Co-Author

User2@contosol1812.onmicrosoft.com Reviewer

= 4 4
OT1L

N

R &
" N1y
IVIICTO!

.

Label1 is applied to a file named File1.
For each of the following statements, select Yes if the statement is true, Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Sta‘éments’t

Userl can print Filel.
User3cansead Filel. (O

User4 can print Filel.

Answer:

Statements

Userl can print Filel.

User3 can-read Filel.

User4 can print Filel.

Explanation:

Yes

O

e

Yes

Ol

O

No

O

YT
EQ\{’IH:IU@’[

O

1o}

— —



Statements Yes No

Userl can print Filel. () O

User3 can read Filel. O O

User4 can print Filel. O O

NEW QUESTION: 216

You plan to deploy an app that will modify the properties of Azure Active Directory (Azure AD) users by using Microsoft Graph. You need to ensure that the app can access Azure AD. What should you
configure first?

A. an app registration

B. a custom role-based access control (RBAQ role

C. an Azure AD Application Proxy

D. an external identity

Answer: D (LEAVE A REPLY)

NEW QUESTION: 217
You have an Azure subscription that contains the resources shown in the following table.

Name Type Attached to NSG
Metwork security group
NSG1 (NSG) VMS Not applicable
NSG? oo & (O s ubnets Not applicable
[ Subnet? "~ Y 4'Subhet Not applicable | Not applicable
VM5 Virtual machine Subneti NSG1

An IP address of 10.1.0.4 is assigned to VM5. VM5 does not have a public IP address.
VMS has just in time (JIT) VM access configured as shown in the following exhibit.
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JIT VM access configuration . | X
s = Mictosoft
+ Add Save X Discard
Configure the ports for which the just-in-time VM a\:ﬁéss'i'.rii.l be applicable
Port Protocol Allowed source 1Ps IP range Time range (hours)
3389 Any Per réguest N/A 3 hours
You enable JIT VM access for VM5.
NSG1 has the inbound rules shown in the following exhibit.
vrionty Name — Fort Protocol source vesunation Action
00 & SecurityCenter®li be-... M !3£ ro S Oﬂft Any 10.1.04 & Allow
- *- 5 =
000 SecurityCenter-JITRule_341... 3389 Any - ﬁn'y 10.1.0.4 @ Deny
001 RDP IR« ) Any Any © Allow
5000 AllowVnetinBound ﬂm Any VirtualNetwork VirtualNetwork @ Allow
35001 AlluwAm;eLoadaa1ai&%§iiﬁ:.§:’-" o e Any AzureLoadBalancer Any © Allow
15500 DenyAllinBound Any Any Any Any @ Deny
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
Statements Yes No
Deleting the security rule that has a priority of 100 will revoke the approved JIT '®) '®)
access request.
Remote Desktop access to VMS is blocked. O O
An Azure Bastion host will enable R DIE"" yp_rf'fr theritérriet
re Bastion host will enable Remaote Deskie EIGCM oy Wf’lb . |© @)
[l

Answer:



Statements _"..__ EEPUIGEES s WL i No
3 3 :

Deleting the security rule that has a priority of 100 will revake the approved JIT 0 '®
access request.

Remote Desktop access to VMS is blocked. (L) O
An Azure Bastion host will enable Remate Besktop access to VM5 from the intemet. O

NEW QUESTION: 218

DRAG DROP

You create an Azure subscription with Azure AD Premium P2.

You need to ensure that you can use Azure Active Directory (Azure AD) Privileged Identity Management (PIM) to secure Azure AD roles.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the correct order.

Select and Place:
Actions Answer Area

L e - - —
¥ -

Discover privileged roles.
Sign up PIM for Azure AD roles.
Consent to PIM.

Discover resources.

Verify your identity by using multifactor
authentication (MFA).

Answer:



Actions Answer Area

Discover privileged roles. Consent to PIM.

Verifiy your identity by using multi-factor
authentication (MFA).

Sign up PIM for Azure AD roles.

Discover resources.

NEW QUESTION: 219

You have an Azure subscription.
You plan to create a workflow automation in Azure Security Center that will automatically remediate a security vulnerability.
What should you create first?

A. a managed identity

B. an automation account

C. an Azure function app

D. an alert rule

E. an Azure logic app

Answer: E (LEAVE A REPLY)
Reference:

https://docs.microsoft.com/en-us/azure/security-center/workflow-automation

NEW QUESTION: 220

You create a new Azure subscription.

You need to ensure that you can create custom alert rules in Azure Security Center.
Which two actions should you perform? Each correct answer presents part of the solution.
NOTE: Each correct selection is worth one point.

A. Onboard Azure Active Directory (Azure AD) Identity Protection.

B. Create an Azure Storage account.

C. Implement Azure Advisor recommendations.

D. Create an Azure Log Analytics workspace.

E. Upgrade the pricing tier of Security Center to Standard.

Answer: B,D (LEAVE A REPLY)

Section: [none]
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Explanation:

D: You need write permission in the workspace that you select to store your custom alert.
References:
https://docs.microsoft.com/en-us/azure/security-center/security-center-custom-alert

NEW QUESTION: 221
You have an Azure Active Directory (Azure AD) tenant named contoso.com that contains the users shown in the following table.

Member * ||| Multi-factor authentication (MFA)

status

None Disabled
Groupl Disabled
Groupl Enforced

Azure AD Privileged ldentity Management (PIM) is enabled for the tenant.

In PIM, the Password Administrator role has the following settings:

* Maximum activation duration (hours): 2

* Send email notifying admins of activation: Disable

* Require incident/request ticket number during activation: Disable

* Require Azure Multi-Factor Authentication for activation: Enable

* Require approval to activate this role: Enable

* Selected approver: Group1

You assign users the Password Administrator role as shown in the following table.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
When User1 signs in, the user is assigned the Password Adptinistrator role automatically. O O
User2 can request to activate the Password Administeator role. O O

L

If User3 wants to activate the Password Admiinistrator rﬁl&‘hﬁ pﬂ?ﬁﬂ‘ﬁ‘b@@}%tﬁir own O
RARAYIAY, -
request.

O

Answer:



Statements Yeas No

Nhen User1 signs i, the user is assigned the Password Administrator relei@btomatically. Q O
Jser2 can request to activate the PasswordAdmiaistrator role. ! O | O

. - - a I'_ \
f User3 wants to activate the Password Administrator role, the user can approve their own O : O
amiact -_
Explanation

Statements _ Yes No
Clrt

When User1 signs in, the user is assigned the Password Administrator role automatically. £2) O
User2 can request to activate the Password Administrator role. o O
If User3 wants to activate the Password Administrator role, the user can approve their own O O
request.
Box 1: Yes

Active assignments don't require the member to perform any action to use the role. Members assigned as active have the privileges assigned to the role at all times.
Box 2: No

MFA is disabled for User2 and the setting Require Azure Multi-Factor Authentication for activation is enabled.

Note: Eligible assignments require the member of the role to perform an action to use the role. Actions might include performing a multi-factor authentication (MFA) check, providing a business
justification, or requesting approval from designated approvers.
Box 3: Yes

User3 is Group1, which is a Selected Approver Group
Reference:

https://docs.microsoft.com/bs-latn-ba/azure/active-directory/privileged-identity-management/pim-resource-roles-

NEW QUESTION: 222

You are evaluating the security of VM1, VM2, and VM3 in Sub2.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.



Answer Arca

SMicrosoft we

From the Internet, you can connect to the web server oniM1 by using HTTP.

From the Internet, you can conngctto theweb server on VM2 by using HTTP.

From the Intemet:-you canconnect to the web server on VM3 by using HTTP,

Yes

()

Answer:

Statements

Users from the Contoso named location must use multi-factor
authentication (MFA) to access the Azure portal.

Users from the Contoso named location must use multi-factor
authentication (MFA) to access the web services hosted in the Azure
subscription.

Users extm ﬂME&tﬁgﬁﬂ ocation must use multi-factor
( re portal.

Explanation

im the Internet, you can connect to the web server On VM1 by using HTTP. ‘O‘ O
Microsoft --

From the Internet, you can connect to thewéb server on VM2 by using HTTP. (O EO

From the Internet, you can‘connect to the web server on VM3 by using HTTP. }O\ O

NEW QUESTION: 223

You plan to implement an Azure function named Function1 that will create new storage accounts for containerized application instances.




You need to grant Function1 the minimum required privileges to create the storage accounts. The solution must minimize administrative effort.
What should you do? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Assrgmm'é* aViic rosoft v

A group account

A system-assigned manage:d identity

A user account
A user-assigned managed identity

Role assignment to create:

Budt -in role assignment
"Classic administrator role assignment
Custom role-based access control (RBAC) role assignment

Answer:

Assign role to: v

A group account
_____________ .t.- L T

A system-assigned managgd l,déntlty i

A user account _ )+

.r_
"h'" ‘0

A user- assrgnad managed identity
ole assignment to create: 0‘ B v

'l Bﬂlit in role assignment

~ Vi C ricSlassigfagministrator role assignment_ _______ _

ICustom role-based access control (RBAC) role assianment

Explanation:



Assign role to: w

A group account
A system-assigned managed icentity
A user account

A user-assigned managed identity

ole assignment to create: v

e

L Built-in role assignment

Classic administrator role assignment

Custom role-based access control (RBAC) role assianment
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/overview
https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/howto-assign-access

NEW QUESTION: 224

You have a Azure subscription.

You enable Azure Active Directory (Azure AD) Privileged identify (PIM).

Your company's security policy for administrator accounts has the following conditions:

* The accounts must use multi-factor authentication (MFA).

* The account must use 20-character complex passwords.

* The passwords must be changed every 180 days.

* The account must be managed by using PIM.

You receive alerts about administrator who have not changed their password during the last 90 days.
You need to minimize the number of generated alerts.

Which PIM alert should you modify?

A. Roles don't require multi-factor authentication for activation.

B. Administrator aren't using their privileged roles

C. Roles are being assigned outside of Privileged identity Management

D. Potential stale accounts in a privileged role.

Answer: D (LEAVE A REPLY)

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-how-to-configure-s

NEW QUESTION: 225

You have an Azure Storage account that contains a blob container named container1 and a client application named App1.
You need to enable App1 access to container1 by using Azure Active Directory (Azure AD) authentication.

What should you do? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.


https://www.freepdfdumps.com/Microsoft.AZ-500.v2025-01-29.q426.html

From Azure AD: " ] v

Register App1.
Create an access pa ckage.

Implement an application proxy.
Modlfy the authentication methods.

From the storage account: | v
Add a private endpoint.
Regenerate the access key.
Conr gure Access control (IAM).
" perated shared access signature (SAS).

Answer:
From Azure AD: } v
Register App1.'
Create an access pagkage, / -
Implement an applicalic: €rpso ft
Modify the authentication methods.
From the storage account: R | v
Add a private endpoint.
Regenerate the access key. _
|Configure Access control (IAM).,

Generate a shared access signature (SAS).

Explanation:

Bl MViicrosort =

Register App1.

Create an access package.
Implement arrapplication proxy.
Modify the authentication methods.

From Azure AD:

From the storage account: | v
Add a private endpoint.

Regenerate the access key.

Configure Access control (LAM).

Generate a shared access signature (SAS).

Reference:
https://azure.microsoft.com/en-in/blog/announcing-the-preview-of-aad-authentication-for-storage/
https://github.com/MicrosoftDocs/azure-docs/blob/master/articles/storage/common/storage-auth-aad-rbac-portal.

NEW QUESTION: 226
You need to ensure that the Azure AD application registration and consent configurations meet the identity and access requirements.
What should you use in the Azure portal? To answer, select the appropriate options in the answer area.



NOTE: Each correct selection is worth one point.

To configure the registration settings:

Azure AD — User settings
Azure AD ~App registrations settings
Enterprise Applications — User settings

To configure the consent settings:

v

Azure AD — User settings

IVF {Azure AD — App registrations settings
M ICrOS0 terprise Applications — User settings

Answer:

Statements @ Yes

Users from the Contoso named location must use m actor O
authentication (MFA) to access the Azure portal.ﬁ‘ﬁ *

t'use multi-factor O

Users from the Contoso named location gl
rvices hosted in the Azure

authentication (MFA) to access the
subscription. @

Users external to the Cnr%%@t%med Imﬂtioriw&@mglgjﬁor O
a

authentication (MFA) to access the Azure portal.
Explanation

To configure the registration settings:

Azure AD — User settings

Azure AD — App registrations settings
Enterprise Applications — User settings

To configure the consent settings:

v

Azure AD - User settings

Azure AD — Eﬁﬁmnﬂ; ieglai
Enterprise App 1 ist

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/configure-user-consent
Topic 2, ContosoPlease wait while the virtual machine loads. Once

loaded, you may proceed to the lab section. This may take a few

minutes, and the wait time will not be deducted from your overall



test time.

When the Next button is available, click it to access the lab section. In this section, you will perform a set of tasks in a live environment. While most functionality will be available to you as it would be in
a live environment some functionality (e.g., copy and paste, ability to navigate to external websites) will not be possible by design.

Scoring is based on the outcome of performing the tasks stated in the lab. In other words, it doesn't matter how you accomplish the task, if you successfully perform it, you will earn credit for that task.
Labs are not timed separately, and this exam may have more than one lab that you must complete. You can use as much time as you would like to complete each lab. But, you should manage your
time appropriately to ensure that you are able to complete the lab{s) and all Please note that once you submit your work by clicking the Next button within a lab.

Task 1:

You need to configure Azure to allow RDP connections from the Internet to a virtual machine named VM1.

The solution must minimize the attack surface of VM1.

To complete this task, sign in to the Azure portal.

Task 2:

You need to add the network interface of a virtual machine named VM1 to an application security group named ASG1.

To complete this task, sign in to the Azure portal.

Task 3:

You need to perform a full malware scan every Sunday at 02:00 on a virtual machine named VM1 by using Microsoft Antimalware for Virtual Machines.

Task 4:

The developers at your company plan to create a web app nhamed App10317806 and to publish the app to htlps://www.contoso.com.

You need to perform the following tasks:

* Ensure that App10317806 is registered lo Azure Active Directory (Azure AD).

* Generate a password for App10317806.

Task 5:

You need to prevent administrative users from accidentally deleting a virtual network named VNET1. The administrative users must be allowed to modify the settings of VNET1.

Task 6:

You need to ensure that a user named user210317806 can manage the properties of the virtual machines in the RG1lod10317806 resource group. The solution must use the principle of least privilege.
Task 7:

You need to ensure that only devices connected to a 131.107.0.0/16 subnet can access data in the railod10317806 Azure Storage account, Task 8:

You need to email an alert to a user named admin1@contoso.com if the average CPU usage of a virtual machine named VM1 is greater than 70 percent for a period of 15 minutes.

Task 9:

You need to collect all the audit failure data from the security log of a virtual machine named VM1 to an Azure Storage account.

To complete this task, sign in to the Azure portal.

This task might take several minutes to complete. You can perform other tasks while the task completes.

Task 10:

You need to prevent HTTP connections to the rg1lodi0317806n1 Azure Storage account.

Task 11:

You need to ensure that the rg1lod10317806n1 Azure Storage account is encrypted by using a key stored in the KeyVault10317806 Azure key vault.

Task 12:

You need to create a new Azure Active Directory (Azure AD) directory named 10317806.onmicrosoft.com.

The new directory must contain a user named userl10317806.onmicrosoft.com who is configured to sign in by using Azure Multi-Factor Authentication (MFA).

This is a case study. Case studies are not timed separately. You can use as much exam time as you would like to complete each case. However, there may be additional case studies and sections on
this exam. You must manage your time to ensure that you are able to complete all questions included on this exam in the time provided.



To answer the questions included in a case study, you will need to reference information that is provided in the case study. Case studies might contain exhibits and other resources that provide more
information about the scenario that is described in the case study. Each question is independent of the other question on this case study.

At the end of this case study, a review screen will appear. This screen allows you to review your answers and to make changes before you move to the next sections of the exam. After you begin a
new section, you cannot return to this section.

To start the case study

To display the first question on this case study, click the Next button. Use the buttons in the left pane to explore the content of the case study before you answer the questions. Clicking these buttons
displays information such as business requirements, existing environment, and problem statements. If the case study has an All Information tab, note that the information displayed is identical to the
information displayed on the subsequent tabs. When you are ready to answer a question, click the Question button to return to the question.

Overview

Contoso, Ltd. is a consulting company that has a main office in Montreal and two branch offices in Seattle and New York.

The company hosts its entire server infrastructure in Azure.

Contoso has two Azure subscriptions named Sub1 and Sub2. Both subscriptions are associated to an Azure Active Directory (Azure AD) tenant named contoso.com.

Technical requirements

Contoso identifies the following technical requirements:

* Deploy Azure Firewall to VNetWork1 in Sub2.

* Register an application named App2 in contoso.com.

* Whenever possible, use the principle of least privilege.

* Enable Azure AD Privileged Identity Management (PIM) for contoso.com

Existing Environment
Azure AD
Contoso.com contains the users shown in the following table.

City Role
Montreal Global administrator
MONTREAL | Security administrator
London Privileged role administrator
Ontario Appiication administrator
Seattle Cloud application administrator
Seattle User administrator
Sydney Reports reader
Sydney “one

Contoso.com contains the security groups shown in the following table.

Name | Membership type Dynamic membership rule
Group1 Dynamic user user.city —contains “ON”
Group2 | Dynamic user user.city -match “*on”

Sub1

Sub1 contains six resource groups named RG1, RG2, RG3, RG4, RG5, and RG6.
User2 creates the virtual networks shown in the following table.



Name Resource group
VNET1 RG1
VNETZ2 RG2
vNE:F:i RG3
VNET: Vicroso'l RG4
Sub1 contains the locks shown in the following table.

[0-CLock type
Delete

Read-only
Delete
Read-only

Sub1 contains the Azure policies shown in the following table.

Policy definition Resource type Scope
Allowed resource types | networkSecurityGroups RG4
Mot allowed resource virtualNetworks/subnets RGS
types
Not allowed resource networksSecurityGroups RG5
types -

Not allowed resource uiﬂualﬂa@urﬁsﬁﬁua,lﬁle}yqﬁﬁégrings RG6
types IVII VoUW L
Sub2
Name Subnet
VNetwork1 Subneti.1, Subnet1.2 and Subent1.3
VNetwaork2 Subnet2.1
Sub2 contains the virtual machines shown in the following table.

ihr'::et‘r‘;::a Application security group Connected to
NIC1 ASG1 Subnet1.1
NIC2 ASG2 Subnet1.1
NIC3 None Subnet1.2
NIC4 r. | ASG1 Subnet1.3

'

VINGEOSUT L [ None Subnet2.1

All virtual machines have the public IP addresses and the Web Server (lIS) role installed. The firewalls for each virtual machine allow ping requests and web requests.
Sub2 contains the network security groups (NSGs) shown in the following table.

Name Associated to
NSG1 NIC2
NSG2 Subriet1.1
NSG3 Subnet1.3
NSG4 “viSubnet2.1
NSG1 has the inbound security rules shown in the following table.

Priority Port Protocol Source Destination Action
65000 Any Any VirtualNetwork VirtualNetwork | Allow
65001 Any Any AzurelLoadBalancer | Any Allow
65500 Any Any Any Any Deny

NSG2 has the inbound security rules shown in the following table.



Protocol

B0irea o1 L

Destination

TCP

Internet

VirtualNetwork

Any

VirtualNetwork

VirtualMNetwork

Any

AzurelLoadBalancer

Any

Any

Any

Any

NSG3 has the inbound security rules shown in the following table.

Priority

Protocol

Source

Destination

100

TCP

ASG1

ASG1

150

ASG2

VirntualNetwork

200

Any

Any

65000

VirtualNetwork

VirtualNetwork

65001

AzurelLoad BE|EI'I-Gjﬂ_

ANy 4 -

65500

Any

ANVITCTO

NSG4 has the inbound security rules shown in the following table.

Priority Port Protocol Source Destination Action
100 Any Any Any Any Allow
65000 Any Any VirtualNetwork VirtualNetwork | Allow
65001 Any Any AzurelLoadBalancer | Any Allow
68500V ICT DAY T Any Any Any Deny

NSG1, NSG2, NSG3, and NSG4 have the outbound security rules shown in the following table.
Priority Port Protocol Source Destination Action
65000 Any Any VirtualNetwork VirtualNetwork | Allow
65001 Any Any Any Internet Allow
65500 Any Any Any Any Deny

Contoso identifies the following technical requirements:
* Deploy Azure Firewall to VNetwork1 in Sub2.

* Register an application named App2 in contoso.com.
* Whenever possible, use the principle of least privilege.
* Enable Azure AD Privileged Identity Management (PIM) for contoso.com.

Valid AZ-500 Dumps shared by Actual4test.com for Helping Passing AZ-500 Exam! Actual4test.com now offer the newest AZ-500 exam dumps, the Actuald4test.com AZ-500 exam questions
have been updated and answers have been corrected get the newest Actual4test.com AZ-500 dumps with Test Engine here: https://www.actual4test.com/AZ-500_examcollection.html (517

Q&As Dumps, 30%OFF Special Discount: Freepdfdumps)

NEW QUESTION: 227
You have an Azure subscription named Subscription1 that contains the resources shown in the following table.


https://www.actual4test.com/AZ-500_examcollection.html

Name Type In resource group
ggigfﬁﬁgg?dd?il 361-bSef- Subscription ID Not applicable
RG1 Resource group Not applicable
VM1 Virtual machine RG1
VNET1 Virtual network RG1
storage RGT1
User1 “ | User account Not applicable

You create an Azure role by using the following JSON file.

“properties”:{
“roleName”: “Rolel”,
“description”: “%,
“assignableScopes”: [
“/subscriptions/8372£433-2dcd-4361-b5ef-5bl88feds 1407,
“/subscriptions/8372£433-2dcd-4361-b5ef-5b188£fed@700/ resourceGroups/RG1
1. J
“permissions”: [

Microseft-. .

“Micrasfft iCompute/*”
1. D\
wribthetions”: [],
“dataActions”: [],
“notDatadctions”: []

}

3

You assign Role1 to User1 for RG1.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

statements |\V/iCrosof®  yes No
User1 can create a new virtual maggméﬁn RG1. 0 O
User can modify the prupert}eﬂ%ﬁ%%&maget o) 0O
User1 can attach the mﬁfgl nterface of VM1 to VNET1. O 0O

Answer:



WICT (statements Yes No
User1 can create a new virtual machine in RG1. @] O
User can modify the properties of storage1. O ®)
User1 can attach the network interface of VM1 to VNET1. O &

Reference:
https://docs.microsoft.com/en-us/azure/role-based-access-control/built-in-roles#compute

NEW QUESTION: 228

You suspect that users are attempting to sign in to resources to which they have no access.

You need to create an Azure Log Analytics query to identify failed user sign-in attempts from the last three days. The results must only show users who had more than five failed sign-in attempts.
How should you configure the query? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

let timeframe = 3d;
SecurityEvent
| where TimeGenerated > ago(3d) .
| where AcccountType == ‘User’ and ""' ==4 625
ActivitylD
DataType
EventiD
QuantityUnit
| Summarie failed login "attempts= v
Count(),
Countif(),
Makeset(),
Split(),

latest_failed_lnqiﬁ#%—é,;g;maﬁ'(gfi?neGenerated by Account
where failed lodin attemots > 5
Answer:



et timeframe = 3d;
iecurityEvent

where TimeGenerated > ago(3d) :

where AcccountType == ‘User’ and Iv ==4625
ActivitylD
Dafalype
EventD
QuantityUnit

sumydri6 [f3596d Uogin attempts= v

Count(),
‘Countif(),
Makeset(),
Split(),

latest failed login=arg max(TimeGenerated by Accoun

rrlmmanm Eema T mal T mern e mdedemmarmd - % O

Explanation
let timeframe = 3d;

SecurityEvent

| where TimeGenerated > ago (3d) :
| where AcccountType == ‘User’ and [v ==4625
ActivitylDry,
Datdlype
| EvéntiD
QuantityUnit

| Summarie failed_]_.q;gf;ifi;;-_aftefnpts= ‘v

Adl Count(),
Countif(),
Makeset(),
Split(),

latest failed logln—arg*ma,x an.meG@nErated by Account
| where failed login affempts > 5"

The following example identifies user accounts that failed to log in more than five times in the last day, and when they last attempted to log in.
let timeframe = 1d;

SecurityEvent

| where TimeGenerated > ago(1d)

| where AccountType == 'User' and EventID == 4625 // 4625 - failed log in

| summarize failed_login_attempts=count(), latest_failed_login=arg_max(TimeGenerated, Account) by Account
| where failed_login_attempts > 5

| project-away Account1

References:



https://docs.microsoft.com/en-us/azure/azure-monitor/log-query/examples

NEW QUESTION: 229

You have an Azure Sentinel workspace that has an Azure Active Directory (Azure AD) data connector.

You are threat hunting suspicious traffic from a specific IP address.

You need to annotate an intermediate event stored in the workspace and be able to reference the IP address when navigating through the investigation graph.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the correct order.

Actions Answer Area

Add the query to Favorites.

From the Azure Sentinel workspace, run
an Azure Log Analytics query.

In a Jupyter notebook, create a reference
to the IP address.

Add a bookmark and assign a tag.

Add a bookmark and map an entity’

e S

- From Azure Monitor, run‘an Azure Log
 Analytics query.

Select a query result.

Answer:

Answer Area

From the Azure Sentinel workspace; run an
Azure Log Analytics query.

r L =1 23

Select the query resuit.

Add a bookmark and map an entity.

1 - From the Azure Sentinel workspace, run an Azure Log Analytics query.
2 - Select the query result.

3 - Add a bookmark and map an entity.

Reference:



https://docs.microsoft.com/en-us/azure/sentinel/bookmarks

NEW QUESTION: 230
You have an Azure subscription that contains the users shown in the following table.

Azure A ve Direckbryo | | | Multi-factor

Subscription role authentication
(Azure AD) user role (MFA) status
Authentication

administrator Enabled
None Global administrator Enforced
None Global administrator Disabled

Owner

Which users can enable Azure AD Privileged Identity Management (PIM)?

A. User2 and User3 only

B. User1 and User2 only

C. User2 only

D. User1 only

Answer: B (LEAVE A REPLY)

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-deployment-plan

NEW QUESTION: 231
You have an Azure subscription that contains the resources shown in the following table.

0"
G Type

o

storagel Sterage account

Vaultl Azure Key vault

Vault2 Azure Key vault
| - F
ICrosornt

You plan to deploy the virtual machines shown in the following table.
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J-

rosott

=

Namez |V]]!(

Role

Storage Blob Data Reader for storagel
*  Key Vault Reader for Vaultl

VM2 « Storage Blob Data Reader forstoragel
*  Key Vault Readerfor Vaultl

VM3 = _Storage Blob Data Reader for storagel
«  Key Vault Reader for Vaultl
* Key Vault Reader for Vault2

VM4 « Storage Blob Data Reader for storagel
« Key Vault Reader for Vaultl

* Key Vault Reader for Vault2

You need to assign managed identities to the virtual machines. The solution must meet the following requirements:
Assign each virtual machine the required roles.

Use the principle of least privilege.

What is the minimum number of managed identities required?

A. 1

B. 2

C.3

D.4

Answer: (SHOW ANSWER)

Explanation

We have two different sets of required permissions. VM1 and VM2 have the same permission requirements.
VM3 and VM4 have the same permission requirements.

A user-assigned managed identity can be assigned to one or many resources. By using user-assigned managed identities, we can create just two managed identities: one with the permission
requirements for VM1 and VM2 and the other with the permission requirements for VM3 and VM4.
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/overview

NEW QUESTION: 232
You have an Azure Active Directory (Azure AD) tenant named contoso.com that contains three security groups named Group1, Group2, and Group3 and the users shown in the following table.

Name Role Member of
_L!__'ET’l" "OS|CApplication administrator Groupl
User2 Application developer Group2
User3 Cloud application administrator Group3

Group3 is a member of Group2.
In contoso.com, you register an enterprise application named App1 that has the following settings:
Owners: User1
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Users and groups: Group2
You configure the properties of App1 as shown in the following exhibit.

H Save X Discard @ Delete 7 Got feedback

Enabled for users to sign-in? e | Yes | No

= Microsoft
‘Name* o Appl

Homepage URL e
Logo e

AP

Select a file [=]

Application ID o 75082794-3617-4347-ac6d-28cida564072
Object ID o 4926ab6ic-ef57-4cH-a028-16d635cde655

User assignment required? e Yes | No

Visible to users o Yes | No

Notes o

For each of the following statements, select Yes if the statement is true. Otherwise, select no.
NOTE: Each correct selection is worth one point.

Statemenrﬁiqi Microegoft Yes No
User1 has Appl listed on his My Apps portal. O O

User2 has Appl listed on her My Apps portal.  © o

User3 has Appllisted on her My Apps portal. O O

Answer:



Statements Yes No

User1 has Appl listed on his My Apps portal. 1O
User2 has App1 listed on her My Apps portal.

User3 has App1 Yisted> o her My Apps portal.
Explanation:
Text Description automatically generated

Stateiments Yes No

Userl has Appl listed on his My Apps portal. ©
User2 has Appl listed on her My Apps portal. O

User3 has Appl listed on her My Apps portal. O

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/assign-user-or-group-access-portal

NEW QUESTION: 233

You have an Azure Sentinel workspace that has the following data connectors:

Azure Active Directory Identity Protection

Common Event Format (CEF)

Azure Firewall

You need to ensure that data is being ingested from each connector.

From the Logs query window, which table should you query for each connector? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.



\zure Active Directory Identity F.gm.i
i i ;Eh.:r_:urraE i;iagnnstics

Azure Firewall:
Ol
&‘{QQ'Q CEF:

Answer:

SecurityAlert

CommonSecuritylLog

Securit;ii;.reﬁt

~ Syslog G@Q‘

4

@F‘e[}iagnoﬁtics
ommonSecuritylLog

SecurityAlert
SecurityEvent
Syslog

ARINERAGNORIEcS |
CommonSecuritylog

SecurityAlert

SecurityEvent

Svsloa



Azure Active Directory Identity Protection:

AzureDiagnostics
CommonSecurityLog
|| SecurityAlert
SecurityEvent

Syslog

Azure Firewall:

AzureDiagnastics
CommonSecurityLog

| _Securityﬂlert
SecurityEvent
Syslog

AzureDiagnostics
CommonSecuritylLog
SecurityAlert
SecurityEvent

Syslog

Microsoft

NEW QUESTION: 234

You have an Azure subscription that has a managed identity named identity and is linked to an Azure Active Directory (Azure AD) tenant. The tenant contains the resources shown in the following
table.

Which resources can be added to AUl and AU27? To answer, select the appropriate options in the answer area.

| Name Type Assigned object
AL Administrate wnit User), Group 1

ALl Agminusirative unil None

Userl User Mot applicable

Groupl | Security group Mot applicable

Groupd | Microsafl 365 group Mot applicable

Which resources can be added to AU1 and AU27? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
oo [Tl

i Microso
ALL? ondy

Gfoupd only

Identity | anly

AL and Groupd only

Groupd and identity | only

AL

ldentty | only

AL and |dentity? ondy
Growp and Groupd only

ALN, Geroup? and ldentity 1 only
Gioup !, Groupd and User 1 only

Answer:



NEW QUESTION: 235

You need to ensure that you can meet the security operations requirements.

What should you do first?

A. Turn on Auto Provisioning in Security Center.

B. Integrate Security Center and Microsoft Cloud App Security.

C. Upgrade the pricing tier of Security Center to Standard.

D. Modify the Security Center workspace configuration.

Answer: C (LEAVE A REPLY)

Explanation

The Standard tier extends the capabilities of the Free tier to workloads running in private and other public clouds, providing unified security management and threat protection across your hybrid cloud
workloads. The Standard tier also adds advanced threat detection capabilities, which uses built-in behavioral analytics and machine learning to identify attacks and zero-day exploits, access and
application controls to reduce exposure to network attacks and malware, and more.

Scenario: Security Operations Requirements

Litware must be able to customize the operating system security configurations in Azure Security Center.

References:

https://docs.microsoft.com/en-us/azure/security-center/security-center-pricing

Topic 2, ContosoPlease wait while the virtual machine loads. Once

loaded, you may proceed to the lab section. This may take a few

minutes, and the wait time will not be deducted from your overall

test time.

When the Next button is available, click it to access the lab section. In this section, you will perform a set of tasks in a live environment. While most functionality will be available to you as it would be in
a live environment some functionality (e.g., copy and paste, ability to navigate to external websites) will not be possible by design.

Scoring is based on the outcome of performing the tasks stated in the lab. In other words, it doesn't matter how you accomplish the task, if you successfully perform it, you will earn credit for that task.
Labs are not timed separately, and this exam may have more than one lab that you must complete. You can use as much time as you would like to complete each lab. But, you should manage your
time appropriately to ensure that you are able to complete the lab{s) and all Please note that once you submit your work by clicking the Next button within a lab.

Task 1:

You need to configure Azure to allow RDP connections from the Internet to a virtual machine named VM1.

The solution must minimize the attack surface of VM1.

To complete this task, sign in to the Azure portal.

Task 2:

You need to add the network interface of a virtual machine named VM1 to an application security group named ASG1.

To complete this task, sign in to the Azure portal.
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Task 3:

You need to perform a full malware scan every Sunday at 02:00 on a virtual machine named VM1 by using Microsoft Antimalware for Virtual Machines.

Task 4:

The developers at your company plan to create a web app hamed App10317806 and to publish the app to htlps://www.contoso.com.

You need to perform the following tasks:

* Ensure that App10317806 is registered lo Azure Active Directory (Azure AD).

* Generate a password for App10317806.

Task 5:

You need to prevent administrative users from accidentally deleting a virtual network named VNET1. The administrative users must be allowed to modify the settings of VNET1.

Task 6:

You need to ensure that a user named user210317806 can manage the properties of the virtual machines in the RG1lod10317806 resource group. The solution must use the principle of least privilege.
Task 7:

You need to ensure that only devices connected to a 131.107.0.0/16 subnet can access data in the railod10317806 Azure Storage account, Task 8:

You need to email an alert to a user named admin1@contoso.com if the average CPU usage of a virtual machine named VM1 is greater than 70 percent for a period of 15 minutes.

Task 9:

You need to collect all the audit failure data from the security log of a virtual machine named VM1 to an Azure Storage account.

To complete this task, sign in to the Azure portal.

This task might take several minutes to complete. You can perform other tasks while the task completes.

Task 10:

You need to prevent HTTP connections to the rg1lodi0317806n1 Azure Storage account.

Task 11:

You need to ensure that the rg1lod10317806n1 Azure Storage account is encrypted by using a key stored in the KeyVault10317806 Azure key vault.

Task 12:

You need to create a new Azure Active Directory (Azure AD) directory named 10317806.onmicrosoft.com.

The new directory must contain a user named userl10317806.onmicrosoft.com who is configured to sign in by using Azure Multi-Factor Authentication (MFA).

This is a case study. Case studies are not timed separately. You can use as much exam time as you would like to complete each case. However, there may be additional case studies and sections on
this exam. You must manage your time to ensure that you are able to complete all questions included on this exam in the time provided.

To answer the questions included in a case study, you will need to reference information that is provided in the case study. Case studies might contain exhibits and other resources that provide more
information about the scenario that is described in the case study. Each question is independent of the other question on this case study.

At the end of this case study, a review screen will appear. This screen allows you to review your answers and to make changes before you move to the next sections of the exam. After you begin a
new section, you cannot return to this section.

To start the case study

To display the first question on this case study, click the Next button. Use the buttons in the left pane to explore the content of the case study before you answer the questions. Clicking these buttons
displays information such as business requirements, existing environment, and problem statements. If the case study has an All Information tab, note that the information displayed is identical to the
information displayed on the subsequent tabs. When you are ready to answer a question, click the Question button to return to the question.

Overview

Contoso, Ltd. is a consulting company that has a main office in Montreal and two branch offices in Seattle and New York.

The company hosts its entire server infrastructure in Azure.

Contoso has two Azure subscriptions named Sub1 and Sub2. Both subscriptions are associated to an Azure Active Directory (Azure AD) tenant named contoso.com.

Technical requirements

Contoso identifies the following technical requirements:



* Deploy Azure Firewall to VNetWork1 in Sub2.

* Register an application named App2 in contoso.com.

* Whenever possible, use the principle of least privilege.

* Enable Azure AD Privileged Identity Management (PIM) for contoso.com
Existing Environment

Azure AD
Contoso.com contains the users shown in the following table.
Name City Role
User1 Montreal Global administrator
User2 MONTREAL | Security.administrator
User3 London Privileged role administrator
User4 Ontario Application administrator
Userd Seattle Cloud application administrator
User6 Seattle User administrator
User7 Sydney Reportsreader __
User8 Sydney Naine 'vVI1v-1VouU
Contoso.com contains the security groups shown in the following table.
Name | Membership type Dynamic membership rule
Group1 Dynamic user user.city -—-contains “ON”
Group2 | Dynamic user user.city —match “*on”
Sub1

Sub1 contains six resource groups named RG1, RG2, RG3, RG4, RG5, and RG6.
User2 creates the virtual networks shown in the following table.

Name Resource group
VNET1 RG1
VNET2 RG2
VNET3 RG3
VNET4 RG# Microsoft

Sub1 contains the locks shown in the following table.

Lock type
Delete
Read-only
Delete
Read-only

Sub1 contains the Azure policies shown in the following table.

Policy definition Resource type Scope

Allowed resource types | networkSecurityGroups RG4

Not allowed resource | virtualNetworks/subnets RG5

types

Not allowed resource | networksSecurityGroups RGS

types

Not allowed reSqurce ~ [virtualNetworks/virtualNetworkPeerings | RG6

types vIICTUOUPBUTL

Sub2



Name

Subnet

VNetwork1

Subneti.1, Subnet1.2 and Subent1.3

VVNetwork?2

Subnet2.1

Sub2 contains the virtual machines shown in the following table.

Network
interface

Application secuﬁy QM§

'Y O £6ifikcted to

NIC1

ASG1

Subnet1.1

NIC2

ASG2

Subnet1.1

NIC3

None

Subnett.2

NIC4

ASG1

Subnet1.3

NICS

None

Subnet2.1

All virtual machines have the public IP addresses and the Web Server (lIS) role installed. The firewalls for each virtual machine allow ping requests and web requests.

Sub2 contains the network security groups (NSGs) shown in the following table.

Associated to

NICZ

Subnet1.1

Subnet1.3

Subnet2.1

NSG1 has the inbound security rules shown in the following table.

Priority Port Protocol Source Destination Action
65000 Any Any VirtualNetwork VirtualNetwork | Allow
65001 Any Any AzurelLoadBalancer | Any Allow
65500 Any Any Any Any Deny

NSG2 has the inbound security rules shown in the following table.

Priority Port Protocol Source Destination Action
100 80 TCP Internet . VirtualNetwork | Allow
65000 Any Any VirtualNetwork VirtualNetwork | Allow
65001 Any Any _AZurelLoadBalancer | Any Allow
65500 Any Any _ L Any - ANy | Deny

NSG3 has the inbound security rules shown in the following table.

Protocol

Source N/

Destination.

Action

TCP

iVl

ASG1

EhSG‘r._RUh L

Allow

Any

ASG2

VirtualNetwork

Allow

Any

Any

Any

Deny

Any

VirtualNetwork

VirtualNetwork

Allow

Any

AzurelLoadBalancer

Allow

Any

Any

Deny

NSG4 has the inbound security rules shown in the following table.




[ Priority F Source Do stination™ |
100 Any \ Any
65000 VidualMetwork VirtualNetwork
65001 AzureloadBalancer | Any
65500 Aany Any

NSG1, NSG2, NSG3, and NSG4 have the outbound security rules shown in the following table.

Priority Port Protocol Source Destination Action
65000 Any Any VirtualNetwork VirtualNetwork | Allow
65001 Any Any Any Internet Allow
65500 Any Any Any Any Deny

Contoso identifies the following technical requirements:

* Deploy Azure Firewall to VNetwork1 in Sub2.

* Register an application named App2 in contoso.com.

* Whenever possible, use the principle of least privilege.

* Enable Azure AD Privileged Identity Management (PIM) for contoso.com.

NEW QUESTION: 236

You have an Azure subscription.

You need to deploy an Azure virtual WAN to meet the following requirements:
* Create three secured virtual hubs located in the East US, West US, and North Europe Azure regions.
* Ensure that security rules sync between the regions.

What should you use?

A. Azure Virtual Network Manager

B. Azure Front Door

C. Azure Network Function Manager

D. Azure Firewall Manager

Answer: (SHOW ANSWER)

NEW QUESTION: 237

SIMULATION

Use the following login credentials as needed:

To enter your username, place your cursor in the Sign in box and click on the username below.

To enter your password, place your cursor in the Enter password box and click on the password below.
Azure Username: User1-10598168@ExamUsers.com

Azure Password: Ag1Bh9!#Bd

The following information is for technical support purposes only:

Lab Instance: 10598168
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You need to add the network interface of a virtual machine named VM1 to an application security group named ASG1.

To complete this task, sign in to the Azure portal.

A. *In the Search resources, services, and docs box at the top of the portal, begin typing the name of a virtual machine, VM1 that has a network interface that you want to add to, or remove from, an
application security group.

* When the name of your VM appears in the search results, select it.

* Under SETTINGS, select Networking.

B. *In the Search resources, services, and docs box at the top of the portal, begin typing the name of a virtual machine, VM1 that has a network interface that you want to add to, or remove from, an
application security group.

* When the name of your VM appears in the search results, select it.

* Under SETTINGS, select Networking. Select Configure the application security groups, select the application security groups that you want to add the network interface to, or unselect the application
security groups that you want to remove the network interface from, and then select Save.

Answer: B (LEAVE A REPLY)

Reference:

https://docs.microsoft.com/en-us/azure/virtual-network/virtual-network-network-interface

NEW QUESTION: 238
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You have an Azure environment.

You need to identify any Azure configurations and workloads that are non-compliant with ISO 27001:2013 standards.
What should you use?

A. Microsoft Defender for Cloud

B. Azure Active Directory (Azure AD) Identity Protection

C. Microsoft Defender for Identity

D. Microsoft Sentinel

Answer: A (LEAVE A REPLY)

NEW QUESTION: 239

You have an Azure Kubernetes Service (AKS) cluster that will connect to an Azure Container Registry.

You need to use automatically generated service principal for the AKS cluster to authenticate to the Azure Container Registry.
What should you create?

A. a secret in Azure Key Vault

B. a role assignment

C. an Azure Active Directory (Azure AD) user

D. an Azure Active Directory (Azure AD) group

Answer: B (LEAVE A REPLY)

Reference:

https://docs.microsoft.com/en-us/azure/aks/kubernetes-service-principal

NEW QUESTION: 240
You have an Azure subscription named Sub1.
You create a virtual network that contains one subnet. On the subnet, you provision the virtual machines shown in the following table.

Ma _1 ' Network- | Application security group

[ VM1 | NIC1 | AppGroup 12 10.0.0.10

VM2 I'NIC2 AppGroupi2 10.0.0.11
[ VM3 | NIC3 , AppGroup3 10.0.0.100
| Va4 | NICa | AppGroup4 10.0.0.200

Currently, you have not provisioned any network security groups (NSGs).

You need to implement network security to meet the following requirements:

Allow traffic to VM4 from VM3 only.

Allow traffic from the Internet to VM1 and VM2 only.

Minimize the number of NSGs and network security rules.

How many NSGs and network security rules should you create? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Network security rules:

Answer:

% Microsoft

-

B WN -

Network sewmy rules: | v

1
2
S
v

References:
https://docs.microsoft.com/en-us/azure/virtual-network/security-overview

NEW QUESTION: 241
You have an Azure subscription that contains the virtual machines shown in the following table.

Flarre Arure gl Conmoctod
L peoaap e
VAT Wiest LIS WIET, 1| P
WA West LIS [ i
L E] Central LS FSubnetl | MNSG32
WA Whest LIS ET 3 Subnet1 [N Erer ]




VNET1, VNET2, and VNET3 are peered with each other. You perform the following actions:
* Create two application security groups named ASG1 and ASG2 in the West US region.

* Add the network interface of VM1 to ASG1.
Answer Arca

I-IE

ASGT -

ASG2 -

Answer:

see the answer below in explanation.
Explanation

Answer as below.

Answer Arca

ASG1: VM2, VM3, and VM4 only -

ASGZ2: VM1, VM2, and VIS4 only -

Valid AZ-500 Dumps shared by Actual4test.com for Helping Passing AZ-500 Exam! Actual4test.com now offer the newest AZ-500 exam dumps, the Actuald4test.com AZ-500 exam questions
have been updated and answers have been corrected get the newest Actualdtest.com AZ-500 dumps with Test Engine here: https://www.actual4test.com/AZ-500_examcollection.html (517

Q&As Dumps, 30%OFF Special Discount: Freepdfdumps)

NEW QUESTION: 242
You have an Azure subscription that contains an Azure key vault named ContosoKey1.
You create users and assign them roles as shown in the following table.

Name Subscription role assignment ContosoKey1 role assignment
Userl Owner None

User? Secunty Admin None

User3 None User Access Administrator
User4 None Key Vault Contributor

You need to identify which users can perform the following actions:

Delegate permissions for ContsosKey1.

Configure network access to ContosoKey1.

Which users should you identify? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Delegate permissions for ContosoKey1: ‘ v

User1 only

User1 and User2 only
User1 and User3 only
Useﬂ and User4 nnly

' : U User3 only
m Microsoft __ . ¢ «:ﬁerﬁ User3, and Userd
Configure nemqﬂqﬁgq@sée EﬁﬂoéoKeﬂ : v

User1 only

User1 and User2 only

User1 and User3 only

User1 and User4 only

User1, User2, and User3 only
User1, User2, User3, and User4

Answer:

Delegate permissions for ContosoKey1: ‘ v

User1 only

User1 and User2 only
| ) User1 and User3 only
= Microsoft Userf and User4 only
: User1, User2, and User3 only
User1, User2, User3, and User4

Configure network access to ContosoKey1: ’ v

User1 only
User1 and User2 only

User1 and User3 only

User1 and User4 only

User1, User2, and User3 only
User1, User2, User3, and User4

Reference:
https://docs.microsoft.com/en-gb/azure/key-vault/general/rbac-guide

NEW QUESTION: 243
You network contains an on-premises Active Directory domain that syncs to an Azure Active Directory (Azure AD) tenant. The tenant contains the users shown in the following table.

Name ~ Micrésowse .
Userl Azure AD DS L
User2 ﬂgq&g{}ﬁiﬂ e

User3 "h On- premlﬁes Active Directory

The tenant contains the groups shown in the following table.



Name Members

Groupl Userl, User2, User3

Group2 User?2

You configure a multi-factor authentication (MFA) registration policy that and the following settings:
Assignments:

Include: Group1

Exclude Group2

Controls: Require Azure MFA registration

Enforce Policy: On

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

Statements AN Yes No

Userl will be prompted to configure MFA regist-_r_éti'nn during
the user’s next Azure AD authentication. _&° O

User2 must configure MFA during thg--hﬁef’s next Azure AD

authentication. U O O
User3 will be prompted tg configure MFA registration during
the user’s next Azure AD authentication. O O
Answer:
Statememts .. = Yes No
User1 will be prompted to configure M A registration during
the user’s next Azure AD authentication. @ O
User2 must configure MFA during the user’s next Azure AD
authentication. O
User3 will be prompted to configure MFA registration during
the user’s next Azure AD authentication. @ O

NEW QUESTION: 244
You have Azure virtual machines that have Update Management enabled. The virtual machines are configured as shown in the following table.



Operating system
Windows Server 2012
Windows Server 2012 R2
Windows Server 2016 _ ¢

P B 1 L
W,
-

Ubuntu Server 1 B.mgﬁ.ﬁ‘

Red Hat EnterpsaLintx 7.4
centOS 7.5 L\

You schedule two update deployments named Update1 and Update2. Update1 updates VM3. Update2 updates VMG6.
Which additional virtual machines can be updated by using Update1 and Update2? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Update1: | v

VM2 only

VM4 only

VM1 and VM2 only

VM1, VM2, VM4, VM5, and VM6

Update2: | v

VMS only

VM1 and VMS only

VM4 andVM5only = Microsoft
VM1, VM2, and VM5 only

VM1, VM2, VM3, VM4, and VM5

Answer:

=" Microsoft
Update1: v

VM2 only
VM4 only
VMT and VM2 only., -
VMT, VM2, VA4, VW5, and VD

Update2: A&‘@V | v
VMS ‘only

VM1 and VM5 only

VM4 and VM5 only I
VM1, VM2, and VM5 only

VM1, VM2, VM3, VM4, and VM5

References:



https://docs.microsoft.com/en-us/azure/automation/automation-update-management

NEW QUESTION: 245

You plan to use Azure Sentinel to create an analytic rule that will detect suspicious threats and automate responses.
Which components are required for the rule? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Detect suspicious threats: v
A Kusto query language query

A Transact-SQL quéry

An Azure PowerShell query

An Azure'Sentinel playbook

lAutomate responses: - ()"~ v
' An Azure Functions app

An Azure PowerShell script

An Azure Sentinel playbook
i tAnAzure Sentinel workbook

Answer:

Detect suspicious threats: -

A Kusto query language query

A lransac-ooeauery ,-
=y ) 9

An Azure PowefShel u}eﬂj

An Azure Sentinel playbook

Automate responses;

An Azure Functions app

An Azure PowerShell script

An Azure Sentinel playbook

An Azure Sentinel workbook

Reference:
https://docs.microsoft.com/en-us/azure/sentinel/tutorial-detect-threats-custom
https://docs.microsoft.com/en-us/azure/sentinel/tutorial-respond-threats-playbook

NEW QUESTION: 246
You have a management group named MG that contains an Azure subscription and a resource group named RG1. RG1 contains a virtual machine named VM1. You have the custom Azure roles
shown in the following table.

|_Name | Scopedto |

Rode1 MGT
Role2 RG1

The permissions for Role1 are shown in the following role definition file.



“peraizsionsT: [ g §
« @ Microsoft

"Microsoft.Compute/virtualMachings /=™
]'

"notActions™r |
"Microzoft.Compute/virtualMaChine:s fdelete™
1-

“datsactioms™: [].
The Penasees o o Ol ale s el yin Taleg o mg §uss wrTTi s |

“permissions™: [
{
cecEfonsT: [
F "Mlcrosoft. . ComputeS/virtualHachines /™™
1-
“motactions™~: [].
“datasdctions=r [].

“notOatadctionz": []
}

1
You assign the roles to the users shown in the following table.

Name Role
Useri Role1

Liser2 Role1, Role2
Liser3 Role2

For each of the following statements, select Yes if the statement is true. Otherwise, select No NOTE: Each correct selection is worth one point.

Answer Arca .
Micrasaft. - .
User Y can delete VMM, O
UserZ2 can delete VM1,
User3 can delete VM1,
Answer:

s“u e I.:“.. o L g
4 Us@rrtan delete VM1,

. I:.- i.-._ _.:..I.‘ \

User2 can delete WY1,

j :J M Ic fgsaft User3 can delete VM1,

NEW QUESTION: 247

You are evaluating the security of the network communication between the virtual machines in Sub2.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.



Answer Area

Statements Yes No
From VM1, you can successfully ping the public IP address of VM2. O O
From VM1, you can successfullyping the private IP address of VM3. O @
Ao VMY du éé#ﬁdé&gﬁutly ping the public IP address of VM5. O O
Answer:
Answer Area
Statements Yes

From VM1, you can successfully ping the public IP address of VM2. O

From VM1, you can successfully ping the private IP address of VM3 |O

From VM1, you can suceés siully ping the-public IP*address of VM5. | O

NEW QUESTION: 248

Use the following login credentials as needed:

To enter your username, place your cursor in the Sign in box and click on the username below.

To enter your password, place your cursor in the Enter password box and click on the password below.
Azure Username: User1-10598168@ExamUsers.com

Azure Password: Ag1Bh9!#Bd

The following information is for technical support purposes only:

Lab Instance: 10598168

N¢

1O

O O
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You need to email an alert to a user named admin1@contoso.com if the average CPU usage of a virtual machine named VM1 is greater than 70 percent for a period of 15 minutes.
To complete this task, sign in to the Azure portal.

Answer:

See the explanation below.

Explanation

Create an alert rule on a metric with the Azure portal

1. In the portal, locate the resource, here VM1, you are interested in monitoring and select it.

2. Select Alerts (Classic) under the MONITORING section. The text and icon may vary slightly for different resources.
3. Select the Add metric alert (classic) button and fill in the fields as per below, and click OK.

Metric: CPU Percentage

Condition: Greater than

Period: Over last 15 minutes

Notify via: email

Additional administrator email(s): admin1@contoso.com



I Aads
L |":"'-

Greater than — Micrc}soft w

¥ i i
Ihreihodd

60 X

Fenod @

Ower the last 5 minutes v

" i3
Notify via
Emal owners, contnbutors, and rEatieny

Addtional sdmimistrator emals)

[ admin@contoso.com "l

Webhook @

hitp//www.contoso.com/doworkTparam v |

Reference:
https://docs.microsoft.com/en-us/azure/sql-database/sql-database-insights-alerts-portal

NEW QUESTION: 249
You have an Azure subscription that has a managed identity named identity and is linked to an Azure Active Directory (Azure AD) tenant. The tenant contains the resources shown in the following

table.
Which resources can be added to AUl and AU27? To answer, select the appropriate options in the answer area.
| Name Type Assigned object
ALl Admindstratree unit Userl, Group
ALZ Admirusirative unil None
User? | User Mot applicable
Groupl | Security group Mot applicable
Groupd | Microsall 365 group Mot applicable

Which resources can be added to AU1 and AU2? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
Answer Area

avr: [
AL ondy

roupd only

Identity | only

ALI2 and Groupd only

Group2 and identity] only

AL

Identity 1 onldy
AL and dentity] anly

Microsoft gty IO

Group, Groupd and User1 only

Answer:



NEW QUESTION: 250
You have an Azure subscription. The subscription contains Azure virtual machines that run Windows Server 2016.
You need to implement a policy to ensure that each virtual machine has a custom antimalware virtual machine extension installed.

How should you complete the policy? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.



wifr ;|

Sl & Microsoft

wfield” : “type”,
Mequals”: “"Wicrosoft.lompute/virtualMachines!

}
{

“field” : “Microsoft.Compute/imageSKU”,
“acquals” : “20l6-Datacenter”,

}
]
},
“then” : | : :
“effect” v |v "y
Append
Deny
DeployifNotExists

wdetails»” : { -

“type” ;i “Microsoft.GuestGonfigurations/gusstconfigurationAssignments”,
“roleDefinitionsIds» : [

“fprcvidnrs!microsoft.authnrizatiqﬁfﬁplqpafiﬁitinnsflﬂBdSETB-1234-56?3—3hcd-0123455?3910"
1. :
“name” : “customExtension”
“deployment” : {
wproperties” : |

“mode”: “incremental”.

“parameters” : { :

},

existenceCondition

resources
template

Answer:



wif# 1
w3ll10fw: [
{
wfiald” “type”,
Mecquals?”: “Microsoft.Compute/virtualMachines?’

}
(

wfiaeld” “Microsoft.Compute/imagesSKU",
“acuals® w20lé6-Datacenter”,
}
]
},
“then?” : |
“aeffect”

w [v o

Append

Deny
eplo

otkwsts

vwdetails~ : { o |
“type” “Microsoft.GuestGonfiguration/guestiConfigurationAssignments’,
“reoleDefinitionsIds” : [ R A
“fprovidarsfmicroscft.authorizatian!rqﬂap&finitions!123456?3—12&!*§513~f#bf?
] ‘ i

“name

“customExtension”,

“deployment” : {
wpropertiesr : |

“mods”: “incremsntal”.
“parameters” : |

| 3 _

1 | | v.i e U
existenceCondition. ;
resources
template

}
}
}
}
}
Reference:

https://docs.microsoft.com/en-us/azure/governance/policy/concepts/effects

NEW QUESTION: 251
You have an Azure subscription that contains the resources shown in the following table.




Resource
Name Type = élﬂ\on group

SQL1 Azure SQL database , ., )\ (0= | East US RG1
Analytics1 mmwm East US RG1
Analytics2 | Azu ics workspagey i Esss uUs Ez
Analytics3 Azure Log Analytics woﬂcspal Tl

You create the Azure Storage accounts shown in the following table.

e [ s group | account type | (default)
Storagel | East US RG1 _L{.&‘» Blob Cool
Storage2 | East US RQ.'S*-,';" > General Mot applicabl
AR wm“iEFESE%
Ge

Storagel wmfurfpﬁ;.f‘ﬂﬁl V2 Hot

You need to configure auditing for SQL1.
Which storage accounts and Log Analytics workspaces can you use as the audit log destination? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
MIWET MAITa = 4%

S®Microsoft  c°

Storage accounts that can be used as the audit %E:g?gn only
desti a@ age2 only
"*‘3}_ Storagel and Storage2 only

in
h. ./
P Storagel, Storage. and Storagel

)
%% o
Log Analytics workspaces that can be used‘ﬁ}n% audit log [analytics1 only
*5:"\; destination: |Analytics1 and Analytics2 only

f{; % Analytics1 and Analytics3 only
e &G < Analytics1, Analytics2, and Analytics3
Answer:
Actions Answer Area

Create a new workspace. I ' Crgaégmputer group.
N

Create a computer group.

Create a data source.

Explanation



Storage accounts thatean be used

as the audit log destinM'ﬁ CEOSGHN

Storage2 only
Storageland Storage2 only
Storagel,Storage?2, and Storage3

Log Analytics workspaces that can be used

as the audit log destination: Analyticslonly

Analytics1 and Analytics2 only
Analytics1 and Analytics3 only
Analvtics, Analytics2, and Analvtics3

NEW QUESTION: 252
You have an Azure subscription that contains a web app named App1 and an Azure key vault named Vault1.

You need to configure App1 to store and access the secrets in Vault1.
How should you configure App1? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Configure App1 to authenticate by using a:

Key
Certificate, ¢\
P ssﬁiﬁ;%s%

rfassigned managed identity

[ ] ; . - -:I.-"ﬁ ‘-;‘" b
M | Q r@ S @ %’: t N ?%w A System-assigned managed identity

Configure a Key Vault reference(fo ADE ; -
P, ) :
(] Extensions blade

v
|13

General settings tab
TLS/SSL settings blade
Application settings tab

Answer:



Configure App1 to authenticate by using a: -
Key

Certificate

Passphraseny . . >
User-asgigned midndded iGrado T |

System-assigned managed identity

| |

Configure a Key Vault reference for App1 from the: -
Extensions blade
General settings tab
TLS/SSL settings blade
Application seftings tab |
Reference:

https://docs.microsoft.com/en-us/azure/app-service/overview-managed-identity ?tabs=dotnet

NEW QUESTION: 253
You have an Azure Active Directory (Azure AD) tenant that contains two users named User1 and User2 and a registered app named App1.

You create an app-specific role named Role1.
You need to assign Role1 to User1 and enable User2 to request access to App1.
Which two settings should you modify? To answer select the appropriate settings in the answer area NOTE: Each correct selection is worth one pant.

Answer:



—
L.

& Roles an sominiratorn (Preae) |
e e
& Loy ang groupt

3 Girghi tigr-on

& Provioning

B agplcation piey

Explanation

Graphical user interface, application Description automatically generated
x

i oOverview
(0 oeployment Plan

Manage

Il Properties

& Owners

D Ssingle sign-on

@ Provisioning

I Application proxy
T
| |

NEW QUESTION: 254

You have an Azure subscription that contains an Azure Sentinel workspace.




Azure Sentinel is configured to ingest logs from several Azure workloads. A third-party service management platform is used to manage incidents.
You need to identify which Azure Sentinel components to configure to meet the following requirements:

When Azure Sentinel identifies a threat, an incident must be created.

A ticket must be logged in the service management platform when an incident is created in Azure Sentinel.

Which component should you identify for each requirement? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

When Azure Sentinel identifies a threat, an incident

mustbe creaied: Anae T OS O]l
|Data connectors
Playbooks
Workbooks
A ticket must be logged in the serviCe management platform v
when an incident is created in Azure Sentinel: - :
Analytics
Data connectors
Playbooks
Workbooks
Answer:
When Azure Sentinel identifies a threat, an incident v
must be created; '
cs Fal
| a4 CONNac JI1 U
|Playbooks
Workbooks
A ticket must be logged in the service management platform v
when an incident is created in Azure Sentinel: - :
Analytics
Data connectors
laybooks
|Wn rkbooks

Reference:
https://docs.microsoft.com/en-us/azure/sentinel/create-incidents-from-alerts
https://docs.microsoft.com/en-us/azure/sentinel/tutorial-respond-threats-playbook

NEW QUESTION: 255

You have 10 virtual machines on a single subnet that has a single network security group (NSG).
You need to log the network traffic to an Azure Storage account.

Which two actions should you perform? Each correct answer presents part of the solution.
NOTE: Each correct selection is worth one point.

A. Install the Network Performance Monitor solution.

B. Enable Azure Network Watcher.

C. Enable diagnostic logging for the NSG.



D. Enable NSG flow logs.

E. Create an Azure Log Analytics workspace.
Answer: D (LEAVE A REPLY)

Explanation

A network security group (NSG) enables you to filter inbound traffic to, and outbound traffic from, a virtual machine (VM). You can log network traffic that flows through an NSG with Network Watcher's
NSG flow log capability. Steps include:

Create a VM with a network security group

Enable Network Watcher and register the Microsoft.Insights provider

Enable a traffic flow log for an NSG, using Network Watcher's NSG flow log capability Download logged data View logged data Reference:
https://docs.microsoft.com/en-us/azure/network-watcher/network-watcher-nsg-flow-logging-portal

NEW QUESTION: 256
You have an Azure subscription named Sub1 that contains the virtual machines shown in the following table.

Name Resource group
VM1 RG1
VM2 RG2
VM3 RG1
VM4 f RG2

You need to ensure that the virtual machines in RG1 have the Remote Desktop port closed until an authorized user requests access.

What should you configure?

A. Azure Active Directory (Azure AD) Privileged Identity Management (PIM)

B. an application security group

C. Azure Active Directory (Azure AD) conditional access

D. justin time (JIT) VM access

Answer: (SHOW ANSWER)

Explanation

Just-in-time (JIT) virtual machine (VM) access can be used to lock down inbound traffic to your Azure VMs, reducing exposure to attacks while providing easy access to connect to VMs when needed.
Note: When just-in-time is enabled, Security Center locks down inbound traffic to your Azure VMs by creating an NSG rule. You select the ports on the VM to which inbound traffic will be locked down.
These ports are controlled by the just-in-time solution.

When a user requests access to a VM, Security Center checks that the user has Role-Based Access Control (RBAC) permissions that permit them to successfully request access to a VM. If the
request is approved, Security Center automatically configures the Network Security Groups (NSGs) and Azure Firewall to allow inbound traffic to the selected ports and requested source IP addresses
or ranges, for the amount of time that was specified. After the time has expired, Security Center restores the NSGs to their previous states. Those connections that are already established are not
being interrupted, however.

Reference:
https://docs.microsoft.com/en-us/azure/security-center/security-center-just-in-time
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NEW QUESTION: 257
You have a file named File1.yaml that contains the following contents.

apiVersion: 20818-1@-01
location: eastus
name: containergroupl
properties:
containers:
- name: containerl
properties:
environmentVariables:
- name: 'Variablel'

value: 'Valuel'

1mage

- name Vari ]ﬁ?@
secu;ﬁ%é’%

saurces
requests.
cpu: 1.8
memoryInGB: 1.5
osType: Linux
restartPolicy: Always
tags: null

type: Microsoft.ContainerInstahde/containdrGroups
You create an Azure container instance named container1 by using File1.yaml.
You need to identify where you can access the values of Variable1 and VariableZ2.
What should you identify? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Variable1: e IVIICFOSOTT

Cannot be accessed

Can be accessed from the Azure portal enly
Can be accessed from inside contaifier! only
Can be accessed from inside container1 and the Azure portal

Variable2: v

Cannot-be-acCessed

Can be accessed from the Azure portal only

Can be accessed from inside container1 only

Can be accessed from inside container1 and the Azure portal

Answer:


https://www.actual4test.com/AZ-500_examcollection.html

Variable1: Liceacats v
Cannotbe accessed A

Can be accessed from the Azure partal only

Can be accessed from inside contdiner1 only

|Can be accessed from insidecontainer1 and the Azure portal

Variable2: v
Cannot be actessed

Can be accessed from the Azure portal only
|Can be accessed from inside container1 only

Can be accessed from inside container1 and the Azure portal

Reference:
https://docs.microsoft.com/en-us/azure/container-instances/container-instances-environment-variables

NEW QUESTION: 258

You have an Azure key vault.

You need to delegate administrative access to the key vault to meet the following requirements:

* Provide a user named User1 with the ability to set advanced access policies for the key vault.

* Provide a user named User2 with the ability to add and delete certificates in the key vault.

* Use the principle of least privilege.

What should you use to assign access to each user? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.



Answer:

A key vault access policy -
Azure Information Protection .
Azure Policy e

Managed identities for Azure resources

RBAC <
2l

A key vault access policy

Azure Information Protection

Azure Policy

Managed identities for Azure resources

RBAC T R
ST OSaOr]

User1:

User2:

= Microsoft

A key vault access policy
Azure Information Protection .
Azure Policy O\

Managed identities for. ﬁiuf@i%sources

RBAC |

—_— o — — ies 2

T - —

Azure Information Protection

Azure Policy

Managed identities for Azure resources
RBAC

Explanation:




User1: A 4

A key vault access policy

Azure Information Protection

Azure Policy

Managed identities for Azure resources
RBAC

User2: v

A key vault access policy

Azure Information Protection

Azure Policy A e d
Managed identities for Azuré 1esdurées-
RBAC

User1: RBAC

RBAC is used as the Key Vault access control mechanism for the management plane. It would allow a user with the proper identity to:

* set Key Vault access policies

* create, read, update, and delete key vaults

* set Key Vault tags

Note: Role-based access control (RBAC) is a system that provides fine-grained access management of Azure resources. Using RBAC, you can segregate duties within your team and grant only the
amount of access to users that they need to perform their jobs.

User2: A key vault access policy

A key vault access policy is the access control mechanism to get access to the key vault data plane. Key Vault access policies grant permissions separately to keys, secrets, and certificates.
References:

https://docs.microsoft.com/en-us/azure/key-vault/key-vault-secure-your-key-vault

NEW QUESTION: 259

You have an Azure key vault.

You need to delegate administrative access to the key vault to meet the following requirements:

* Provide a user named User1 with the ability to set advanced access policies for the key vault.

* Provide a user named User2 with the ability to add and delete certificates in the key vault.

* Use the principle of least privilege.

What should you use to assign access to each user? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.



User1:

User2:

Answer:

Explanation

v
A Key vault access policy
Azure Information Protection
Azure Policy
Managed identities for Azure resources
RBAC I

v

A key vault access policy
Azure Information Protection

Azure Policy
Manageg_fdentm es for Azure resources
RBAC Microsoft

A key vault access policy

Azure Information Protection

Azure Policy

Managed identities for Azure' resources

RBAC

Azure Information Protection™

Azure Policy

Managed identities for Azure resources
RBAC




A key vault access policy

Azure Information Protection

Azure Policy

Managed identities for Azure resources

RBAC ’

A key vault access policy

Azure Information Protection

Azure Policy

Managed identities for Azure resources
RBAC

User1: RBAC

RBAC is used as the Key Vault access control mechanism for the management plane. It would allow a user with the proper identity to:

* set Key Vault access policies

* create, read, update, and delete key vaults

* set Key Vault tags

Note: Role-based access control (RBAC) is a system that provides fine-grained access management of Azure resources. Using RBAC, you can segregate duties within your team and grant only the
amount of access to users that they need to perform their jobs.

User2: A key vault access policy

A key vault access policy is the access control mechanism to get access to the key vault data plane. Key Vault access policies grant permissions separately to keys, secrets, and certificates.
References:

https://docs.microsoft.com/en-us/azure/key-vault/key-vault-secure-your-key-vault

NEW QUESTION: 260
You have an Azure subscription named Subscription1 that contains the resources shown in the following table.

You create an Azure role by using the following JSON file.

Name Type In resource group
GuEraE DX A1 | SusssipeeaID Not applicable
RG1 Resource group Not applicable
VM1 Virtual machine RG1
VNET1 Virtual network RG1
storage iorage jacconmt | RG1
User1 \ User account Not applicable



“properties”:{
“roleName”: “Rolel”,;

“description”: “%,

“assignableScopes”: [
“/subscriptions/8372£433-2dcd-4361-b5ef-5b188£fed87d40”,
“/subscriptions/8372£433-2dcd-4361-b5ef-5b188£fed87d0y/ resourceGroups/RG1

1.
“permissions”: [

Microsoeft-. .

“Micrasfft iCompute/*”
1.
eribtietions”: [],
“dataActions”: [],
“notDatadctions”: []

]
}

You assign Role1 to User1 for RG1.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

statements ' [Vlicrosof®” e No
User1 can create a new virtual mgg;h:é“fhxﬁe1_ o O
User can modify the propert_.L{_-:_fls_’gtzjuf: E;{nragel o) 0O
User1 can attach the netfork interface of VM1 to VNET1. 0 o
Answer:
Statements o M ECE”Q;%O‘H No
User1 can create a new virtual machine in RG1. O O]
User can modify the properties of storage1. '®) E
User1 can attach the network interface of VM1 to VNET1. © O]
Reference:

https://docs.microsoft.com/en-us/azure/role-based-access-control/built-in-roles#compute

NEW QUESTION: 261
You need to ensure that User2 can implement PIM.



What should you do first?

A. Assign User2 the Global administrator role.

B. Configure authentication methods for contoso.com.

C. Configure the identity secure score for contoso.com.

D. Enable multi-factor authentication (MFA) for User2.

Answer: A (LEAVE A REPLY)

To start using PIM in your directory, you must first enable PIM.

1. Sign in to the Azure portal as a Global Administrator of your directory.

You must be a Global Administrator with an organizational account (for example, @yourdomain.com), not a Microsoft account (for example, @outlook.com), to enable PIM for a directory.

Scenario: Technical requirements include: Enable Azure AD Privileged Identity Management (PIM) for contoso.com References:
https://docs.microsoft.com/bs-latn-ba/azure/active-directory/privileged-identity-management/pim-getting-started Manage identity and access Question Set 3

Manage identity and access

Testlet 1

This is a case study. Case studies are not timed separately. You can use as much exam time as you would like to complete each case. However, there may be additional case studies and sections on
this exam. You must manage your time to ensure that you are able to complete all questions included on this exam in the time provided.

To answer the questions included in a case study, you will need to reference information that is provided in the case study. Case studies might contain exhibits and other resources that provide more
information about the scenario that is described in the case study. Each question is independent of the other question on this case study.

At the end of this case study, a review screen will appear. This screen allows you to review your answers and to make changes before you move to the next sections of the exam. After you begin a
new section, you cannot return to this section.

To start the case study

To display the first question on this case study, click the Next button. Use the buttons in the left pane to explore the content of the case study before you answer the questions. Clicking these buttons
displays information such as business requirements, existing environment, and problem statements. If the case study has an All Information tab, note that the information displayed is identical to the
information displayed on the subsequent tabs. When you are ready to answer a question, click the Question button to return to the question.

Overview

Litware, Inc. is a digital media company that has 500 employees in the Chicago area and 20 employees in the San Francisco area.

Existing Environment

Litware has an Azure subscription named Sub1 that has a subscription ID of 43894a43-17c2-4a39-8cfc-

3540c2653ef4.

Sub1 is associated to an Azure Active Directory (Azure AD) tenant named litwareinc.com. The tenant contains the user objects and the device objects of all the Litware employees and their devices.
Each user is assigned an Azure AD Premium P2 license. Azure AD Privileged ldentity Management (PIM) is activated.

The tenant contains the groups shown in the following table.

Type Description

A group that has the Dynamic User membership type,
contains all the San Francisco users, and provides
access to many Azure AD applicationsand Azure
reésources.

A group that has the Dynamic User membership type and
contains the Chicage IT team

Security group

Security group

The Azure subscription contains the objects shown in the following table.


https://www.freepdfdumps.com/Microsoft.AZ-500.v2025-01-29.q426.html

Name Type Description

VNet1 is a virtual network that contains

security-sensitive IT resources. VNet1

contains three subnets named Subnet0,

Subnet1, and AzureFirewallSubnet.

VMO is an Azure virtual machine that runs

; . Windows Server 2016, connects to

VMo Vinualmachine | g hneto, and has just in time (JIT) VM

access configured.

VM1 is an Azure virtual machine that runs

VM1 Virtual machine Windows Server 2016 and connects to

SubentD.

SQLDEBE1 is an Azure SQL databaseon a

SQL Database server named

LitwareSQLServer1.

WebApp1 is an Azure web app that is

WebApp1 Web app accessible by using https://litwareinc.com
B .. and http.//www. litwareinc.com.

Resource Group1is a resource group that

contains VNet1, VMO, and VM1.

Resource Group2 is a resource group that

contains shared IT resources.

VNet1 Virtual network

Azure SQL

SQLDB1 Database

Re<ourde GroupT |'Resource group

Resource Group2 | Resource group

Azure Security Center is set to the Free tier.
Planned changes
Litware plans to deploy the Azure resources shown in the following table.

Name nalyYpPe _ _r. Description
Firewall1 Azure Firewall ' 2"~ L | An Azure firewall on VNet1.
A route table that will contain a route
RT1 Route table pointing to Firewall1 as the default
gateway and will be assigned to Subnet0.
AKS1 ‘F:;g Ribsmetes Sgcnce A managed AKS cluster

Identity and Access Requirements

Litware identifies the following identity and access requirements:

* All San Francisco users and their devices must be members of Group1.

* The members of Group2 must be assigned the Contributor role to Resource Group2 by using a permanent eligible assignment.

* Users must be prevented from registering applications in Azure AD and from consenting to applications that access company information on the users' behalf.
Platform Protection Requirements

Litware identifies the following platform protection requirements:

* Microsoft Antimalware must be installed on the virtual machines in Resource Group1.

* The members of Group2 must be assigned the Azure Kubernetes Service Cluster Admin Role.

* Azure AD users must be to authenticate to AKS1 by using their Azure AD credentials.

* Following the implementation of the planned changes, the IT team must be able to connect to VMO by using JIT VM access.

* A new custom RBAC role named Role1 must be used to delegate the administration of the managed disks in Resource Group1. Role1 must be available only for Resource Group1.
Security Operations Requirements



Litware must be able to customize the operating system security configurations in Azure Security Center.
Data and Application Requirements

Litware identifies the following data and applications requirements:

* The users in Group2 must be able to authenticate to SQLDB1 by using their Azure AD credentials.

* WebApp1 must enforce mutual authentication.

General Requirements

Litware identifies the following general requirements:

* Whenever possible, administrative effort must be minimized.

* Whenever possible, use of automation must be minimized.

NEW QUESTION: 262

You have an Azure subscription. The subscription contains Azure virtual machines that run Windows Server

2016.

You need to implement a policy to ensure that each virtual machine has a custom antimalware virtual machine extension installed.
How should you complete the policy? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.



: ” Z
=Microsoft
wallof#: [ .
{

“wfield” : “Lype”,

“equals”: “Microsoft.Compute/virtualMachines”

}
{

“field” : “Microsoft.Compute/imageSKu~,
“aquals® : “201lé6-Datacenter”,
}
1
},
“then” : |
“ﬁffﬂﬂt" - W

Append
Deny
DeployifNotExists

“details~ : {

“type” ; “Microsoft.GuestGonfigurations/guestGonfigurationAssignments”,
“wroleDafinitionsIds» : [

“w/providers/microsoft. authbzizatiqnfmlana'fini tions/12345678-1234-5678-abcd-012345678910"
] r
“name” : “customExtension”,
“deployment” : {
wproperties” : |
“mode”: “incremental”.
“parameters” : {
] L
" v
existenceCondition
resources
template

Answer:



wifEr = |
wallofr: [
{
“Ffiald” : “typa®™,
“aquals”: “"Microsoft.lompute/virtualMachines’
}
{

“fileld” : “Miorosoft.Compute/imageSKu+,

“aquals® : “2016-Datacenter”,
}

1

b

“then” : | )
“gffect” : » Iv il

Append

- 5.'.?‘_-. o N S
DeploytfNotExists !

»datails~ : { of
“type” : “Microscft.GuestGonfiguration/guest
“roleDefinitionsIds~ : [ W

“/providers/microsoft.authorizatio

1.

“name* : “oustomExtension®,

“daploymant” : |
wproperties” : |

*mode”: *“incremental®.

“parameters® :@ { @

b,
L]
}

o .
B MiEFS

}

efinitions/12345678-1234-5678-abod-012345678910~

Explanation



¥,
“then” : |
waffect”

“details~ :
“type” i “Microscoft.GuestConfiguration/guestConfigurationAssignments”,
“roleDefinitionsIds® : [

w/providers/microsoft.authorization/roleDefinitions/12345678-1234-5678-abod-012345678910~
],
“nama” : “customExtension’,
“deployment® : {
wproperties~ : |

*mode”: “incremental”.

“parameters"” : |

b |

" i" wy |

existenceCondition

resources

template

{

. RR g g e W
y If? 1;.' C )

Y ned

Box 1: DeploylfNotExists

DeploylfNotExists executes a template deployment when the condition is met.

Box 2: Template

The details property of the DeploylfNotExists effects has all the subproperties that define the related resources to match and the template deployment to execute.
Deployment [required]

This property should include the full template deployment as it would be passed to the Microsoft.Resources/deployment References:
https://docs.microsoft.com/en-us/azure/governance/policy/concepts/effects

NEW QUESTION: 263

You plan to use Azure Sentinel to create an analytic rule that will detect suspicious threats and automate responses.
Which components are required for the rule? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.



ietect suspicious threatsy sO Tt -
A Kusto query language query

A Transact-SQL query

An Azure PowerShell query

An Azure Sentinel playbook

utomate responses: v
An Azure Functions app

An Azure PowerShell script

An Azure Sentinel playbook

An Azure Sentinel workbook

Answer:

Detect suspicious threats:

A Kusto query language query
A Transact-SQAL query

An Azure PowerShell query
An Azure Sentinel playbook

Automate responses: = Micro<hifi
An Azure Functions app

An Azure PowerShell script
An Azure Sentinel playbook
An Azure Sentinel workbook

Reference:
https://docs.microsoft.com/en-us/azure/sentinel/tutorial-detect-threats-custom
https://docs.microsoft.com/en-us/azure/sentinel/tutorial-respond-threats-playbook

NEW QUESTION: 264
You create resources in an Azure subscription as shown in the following table.

MName Type Region
Resource group West Europe
VNET1 Azure virtual network West Europe

Contos01901 /| ; 4 Aeuire Stprage account West Europe

VNET1 contains two subnets named Subnet1 and Subnet2. Subnet1 has a network ID of 10.0.0.0/24. Subnet2 has a network ID of 10.1.1.0/24.
Contoso1901 is configured as shown in the exhibit. (Click the Exhibit tab.)




PS C:\> (Get-AzStorageAccount contosol901) . NetworkRuleSet

ByPass : Loegging, Metries
Defaulthction : Deny
IpRules : [193.77.0.0/16,...1]

VirtualNetworkRules : [/subscriptions/a%90cB8cBf-dBbe-4112-abfb-
dacd906573dd/resourceGroups /RG] /providers /Microsoft. Hetwork/

virtualNetworks/VNET1/subnets/Subnetl, .. ]

ES ; (Get-AzStoragelcecunt RG1 contosel@0l) . NetworkRuleSet .
IpRulas

Action IPAddressOrRange

Allow 193.77.0.0/16

PS C:\> (Get-ArStoragelcocount ! contozol90l) . NetworkRules
Action VirtualNetworkResourceld

Allow [fsubscriptions/a90c8cBf-dEbe-4112-abfb dac4906573dd/ resourceGroups/
RGl/providers/Microsoft. Network/virtualNetworks/VNET1/subnats/Subnetl Succeedad

P8 C:\>_

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements

An Azure virtual machine on Subnetl can access data in-Contos01901. O

An Azure virtual machine on Subnet2 can access data in Contoso1901. O

A computer on the Internet thatthas an IP address of 193.77.10.2 can access O
data in Contoso1901, i\ ;’! TCrOS T

Answer:



Statements

An Azure virtual machine on Subnetl can access data in Contoso1901.

An Azure virtual machine on Subnet2 can access data in Contoso1901.

A computer on the Internet that has an IP addféss of 193.77.10.2 can acce O
data in Contoso1901. - 1C FOSO?

Explanation:

Box 1: Yes

Access from Subnet1 is allowed.

Box 2: No

No access from Subnet?2 is allowed.

Box 3: Yes

Access from IP address 193.77.10.2 is allowed.

NEW QUESTION: 265

Use the following login credentials as needed:

To enter your username, place your cursor in the Sign in box and click on the username below.

To enter your password, place your cursor in the Enter password box and click on the password below.
Azure Username: User1-10598168@ExamUsers.com

Azure Password: Ag1Bh9'#Bd

The following information is for technical support purposes only:

Lab Instance: 10598168



BY Microsoft
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You need to email an alert to a user named admin1@contoso.com if the average CPU usage of a virtual machine named VM1 is greater than 70 percent for a period of 15 minutes.
To complete this task, sign in to the Azure portal.

Answer:

See the explanation below.

Explanation

Create an alert rule on a metric with the Azure portal

1. In the portal, locate the resource, here VM1, you are interested in monitoring and select it.

2. Select Alerts (Classic) under the MONITORING section. The text and icon may vary slightly for different resources.
3. Select the Add metric alert (classic) button and fill in the fields as per below, and click OK.

Metric: CPU Percentage

Condition: Greater than

Period: Over last 15 minutes

Notify via: email

Additional administrator email(s): admin1@contoso.com



Greater than

Cwer the last 5 minutes

Notify via

Reference:
https://docs.microsoft.com/en-us/azure/sql-database/sql-database-insights-alerts-portal

NEW QUESTION: 266

You have an Azure key vault.

You need to delegate administrative access to the key vault to meet the following requirements:

* Provide a user named User1 with the ability to set advanced access policies for the key vault.

* Provide a user named User2 with the ability to add and delete certificates in the key vault.

* Use the principle of least privilege.

What should you use to assign access to each user? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.



== Microsoft

A key vault access policy

Azure Information Protection

Azure Policy .
Managed identities for Azure resources
RBAC X

-

A keyVault access policy

Azure Information Protection

Azure Policy

Managed identities for Azure resources
RBAC

Answer:

User1: | v

A key vault access policy
Azure Information Protection
Azure Policy

Managed identities for Azure resources
RBAC |

User2: v

A key vault access policy

Azure Information Protection

Azure Policy

Managed identities for Azure resources
REBRE Microsoft

Explanation:

User1: RBAC

RBAC is used as the Key Vault access control mechanism for the management plane. It would allow a user with the proper identity to:
* set Key Vault access policies

* create, read, update, and delete key vaults

* set Key Vault tags



Note: Role-based access control (RBAC) is a system that provides fine-grained access management of Azure resources. Using RBAC, you can segregate duties within your team and grant only the
amount of access to users that they need to perform their jobs.

User2: A key vault access policy
A key vault access policy is the access control mechanism to get access to the key vault data plane. Key Vault access policies grant permissions separately to keys, secrets, and certificates.

References:
https://docs.microsoft.com/en-us/azure/key-vault/key-vault-secure-your-key-vault

NEW QUESTION: 267
You have two Azure virtual machines in the East US2 region as shown in the following table.

_Name |  Operatingsystem | Type _Tier
VM1 Windows Server 2008 R2 A3 Basic
| VM2 Ubuntu 16.04-DAILY-LTS _ |L4s | Standard |

You deploy and configure an Azure Key vault.

You need to ensure that you can enable Azure Disk Encryption on VM1 and VM2.

What should you modify on each virtual machine? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

VM1: v
The operating system version

The tier

The type

VILC gt

VM2 v

The operating system version
The tier
The type

Answer:



VM1: v
]'Ijewopgrating system version
The tier

The type

|l -l

{The eperating system version '
The tier
The type

Explanation

VM1: The Tier

The Tier needs to be upgraded to standard.

Disk Encryption for Windows and Linux laaS VMs is in General Availability in all Azure public regions and Azure Government regions for Standard VMs and VMs with Azure Premium Storage.
VM2: the operating system

References:

https://docs.microsoft.com/en-us/azure/virtual-machines/windows/generation-2#generation-1-vs-generation-2-ca

NEW QUESTION: 268

You have two Azure subscriptions named Sub1 and Sub2. Sub1 contains a resource group named RG1 and an Azure policy named Policy1.
You need to remediate the non-compliant resources in Sub1 based on Policy1.

How should you complete the PowerShell script? To answer, drag the appropriate values to the correct targets.

Each value may be used once, more than once,

or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.



Values Answer Area

Get-AzPolicyRemediation $policyAssignmentId = “/subscriptions/f@718c27-9663-4c85-19f8-1bdbe@1e86a5/providers/Microsoft.Authorization/y
S st NzContaxt Value _ -Subscription "Subl
Value -PolicyAssignmentId $policyAssignmentId -Name "policyl” -ResourceDiscovery
Set-AzResourceGroup o o
Start-AzPolicyComplianceScan
Start-AzPolicyRemediation
¥
Answer:
Values Answer Area
| Get-AzPolicyRemediation I $policyAssignmentId = “/subscriptions/f@710c27-9663-4c85-19f8-1bdbe@1e86a5/providers/Microsoft.Authorization/s
R IS — e g g geri
| Set-AzContext | | Set-AzContext "| Subscription "Subl
_______________ - | Start-AzPolicyRemediation |-PolicyAssignmentId $policyAssignmentId -Name "policyl” -ResourceDiscovery
I: Set-AzResourceGroup I

| Start-AzPolicyRemediation
l_-T-T-_-

Explanation:

For the first blank, use Set-AzContext to set the current subscription context.

For the second blank, use Start-AzPolicyRemediation to create and start a policy remediation for a policy assignment.
The final script should look like this:

$policyAssignmentld = "/subscriptions/f0710c27-9663-4c05-1978-1bdbedle86as/providers/Microsoft.

Authorization/f Value Set-AzContext -Subscription "Sub1" Value Start-AzPolicyRemediation

-PolicyAssignmentld $policyAssignmentld -Name "policy1" -ResourceDiscovery

NEW QUESTION: 269
You have an Azure subscription that contains the resources shown in the following table.

Name Type Resource group Location
RG1 Resource group Not applicable West US
Managed1 | Managed identity RG1 West US




The subscription is linked to an Azure Active Directory (Azure AD) tenant that contains the users shown in the following table.

Name | Usage location
User1 | United States
User2 | Germany

You create the groups shown in the following table.

Name Type Membership type
Group1 | Security Dynamic User
Group2 | Microsoft 365 Dynamic User

The membership rules for Group1 and Group2 are configured as shown in the following exhibit.

Dynamic membership rules - X

| Save X Discard Q& Got feedback?

Configure Rules Validate Rules (Preview)

You can use the rule builder or rule syntax text box to create or edit a dynamic
membership rule.(’ Learn more

And/Or Property Operator Value
accountEnabled Equals true
Or v usagelocation v Equals vl US v
T~ Add expresSion =7 Get custom extension properties O

Rule sirn';tiiﬁ ol | Edit

(use_r_.acmuntEnabled -eq true) or (user.usagelLocation - eq "US")




For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Stetaments Yes
User1 is a member of Group1 and Group?2. 0
User2 is a member of Group2 only. O
Managed1 is a member of Group1 and Group?. O
Answer:
Statements Yes No
Usertis.a member of Group1 and Group?2. O O
User2 is a member of Group2 only. @) O

Managed1 is a member of Group1 and Group?2. O O

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/groups-dynamic-membership

NEW QUESTION: 270

You plan to configure Azure Disk Encryption for VM4. Which key vault can you use to store the encryption key?
A. KeyVault1

B. KeyVault3

C. KeyVault2

Answer: A (LEAVE A REPLY)

Explanation

The key vault needs to be in the same subscription and same region as the VM.

VM4 is in West US. KeyVault1 is the only key vault in the same region as the VM.
Reference:
https://docs.microsoft.com/en-us/azure/virtual-machines/windows/disk-encryption-key-vault

NEW QUESTION: 271
You have an Azure subscription that contains the storage accounts shown in the following table.
You need to configure authorization access.

No


https://www.freepdfdumps.com/Microsoft.AZ-500.v2025-01-29.q426.html

Which authorization types can you use for each storage account? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

storage1:
Shared Key only
Shared access signature (SAS) only
'Azure Active Directory (Azure AD) only
‘Shared Key and shared access signature (SAS) only _af\
Shared Key, shared access signature (SAS), and Azure Active Directory (Azure AD)
itorage2: v

Shared Key only s « A\
Shared access signature (SAS) only |
Sh_ared Key and %jareg access signature (SAS)
N irracni -
;torage3M ICrOSOit
Shared Key only
‘Shared access signature (SAS) only
Azure Active Directory (Azure AD) only
Shared Key and shared access signature (SAS) only
Shared Key, shared access signature (SAS), and Azure Active Directory (Azure AD)

Answer:



itorage1: v

Shared Key only

Shared access signature (SAS) only

Azure Active Directory (Azure AD) only

Shared Key and shared access signature (SAS) only § i}
Shared Key, shared access signature (SAS), and Azure Active Directory (Azure AD)

itoragez: v

Shared Key only
Shared access signature (SAS) only
Shared Key and shared access sighature (SAS)

itorage3: v
Shared Key only
Shared access signature (SAS) only
Azure Active Directory (Azure AD) only
Shared Key and shared access signature (SAS) only i
|Shared Key, shared access signature (SAS), and Azure Active Directory (Azure AD) |

Reference:
https://docs.microsoft.com/en-us/azure/storage/common/authorize-data-access

Valid AZ-500 Dumps shared by Actual4test.com for Helping Passing AZ-500 Exam! Actual4test.com now offer the newest AZ-500 exam dumps, the Actualdtest.com AZ-500 exam questions
have been updated and answers have been corrected get the newest Actualdtest.com AZ-500 dumps with Test Engine here: https://www.actualdtest.com/AZ-500_examcollection.html (517

Q&As Dumps, 30%OFF Special Discount: Freepdfdumps)

NEW QUESTION: 272

You have an Azure Sentinel workspace that contains an Azure Active Directory (Azure AD) connector, an Azure Log Analytics query named Query1 and a playbook named Playbook1.
Query1 returns a subset of security events generated by Azure AD.

You plan to create an Azure Sentinel analytic rule based on Query1 that will trigger Playbook1.

You need to ensure that you can add Playbook1 to the new rule.

What should you do? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.


https://www.actual4test.com/AZ-500_examcollection.html

Create the rule afid set'the . -
Fusion

Microsaft Secmﬂ_l&iﬁem creation
Scheduled

Configure the playbook to inclade{ ) -
Oy~ | A managed connector

A system-assigned managed identity

A trigger

Diagnostic settings

Answer:

Create the rule and set the typ8I0™ [\ 17 -y v £+ -

L

Fusion

Configurethe playbook o incjrk O 5

A manaﬁed?_unnectur
A system-assigned managed identity

|Atrigger |

P — -

Diagnostic settings

Explanation

Create the rule and set the type to: v
Fusion ;
_ Micmsoft;ﬁ@urit_yﬂincident creation

]

'."-:I\I;‘.- »
\‘;}\‘:\
L

Configure the playbook to inclugg{‘?; = . "
"o

" |Amanaged c-:_jmé:_:tgp frcrosoft

@ |Asystem-assigned managed idenfit

™ Diagnostic settings

Reference:
https://docs.microsoft.com/en-us/azure/sentinel/tutorial-detect-threats-custom
https://docs.microsoft.com/en-us/azure/sentinel/tutorial-respond-threats-playbook

NEW QUESTION: 273
You have a management group named Group1 that contains an Azure subscription named sub1. Sub1 has a subscription ID of 11111111-1234-1234-1234-1111111111.



You need to create a custom Azure role-based access control (RBAC) role that will delegate permissions to manage the tags on all the objects in Group1.
What should you include in the role definition of Role1? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Resource provider: Viicrosoftt
Microsoft. Authorization
Microsoft.Resources
Microsoft.Support -

Assignable scope: v
/
/Groupl
[subseriptions/11111111-1234-1234-1234-1111111111
Answer:
Resource provider: | v
Microsoft. Authorization
| Microsoft.Resources
Icrosoft.Support
Assignable scope: v
/
/Group1
/subscriptions/11111111-1
Reference:

https://docs.microsoft.com/en-us/azure/role-based-access-control/resource-provider-operations
https://docs.microsoft.com/en-us/azure/role-based-access-control/custom-roles
https://docs.microsoft.com/en-us/azure/role-based-access-control/custom-roles-portal#step-5-assignable-scopes

NEW QUESTION: 274
You have an Azure subscription that contains a virtual network. The virtual network contains the subnets shown in the following table.

B Ewﬁm rk i "Eruup (NSG)

associated to e virtual subnet

Subnet1 Yes
Subnet2 No

The subscription contains the virtual machines shown in the following table.



Narie Has an NSG associated to the network | Connected
adaptor of the virtuz! machine to
VM1 No Subnet1
VM2 No Subnet?
VM3 No Subnet1
VM4 Yes Subnet?

You enable just in time (JIT) VM access for all the virtual machines.

You need to identify which virtual machines are protected by JIT.

Which virtual machines should you identify?

A. VM4 only

B. VM1 and VM3 only

https://www.fast2test.com/AZ-500-practice-test.html 45

Valid Fast2test AZ-500 Exam PDF Dumps - New AZ-500 Real Exam Questions
C. VM1, VM3 and VM4 only

D. VM1, VM2, VM3, and VM4

Answer: C (LEAVE A REPLY)

An NSG needs to be enabled, either at the VM level or the subnet level.
Reference:
https://docs.microsoft.com/en-us/azure/security-center/security-center-just-in-time

NEW QUESTION: 275

On Monday, you configure an email notification in Microsoft Defender for Cloud to notify user1 @contoso.com about alerts that have a severity level of Low, Medium, or High. On Tuesday, Microsoft
Defender for Cloud generates the security alerts shown in the following table.


https://www.freepdfdumps.com/Microsoft.AZ-500.v2025-01-29.q426.html

Time Description Severity

01:00 Failed RDP brute force attack Medium
01:01 Successful RDP brute force attack High
06:10 Suspicious process executed {@ High
09:00 Malicious SQL activity O High
11:15 Network cummunicatimbgm malicious | Low
% dicy xecuted High

. e force attack Medium
16:01 RDP brute force attack High

23:20 ssible outgoing spam activity detected | Low

23:25 Modified system binary discovered in High
dump file

23:30 Malicious SOL activity Hiah

How many email notifications will user1 @contoso.com receive on Tuesday? To answer, select the appropriate options in the answer are a. NOTE: Each correct selection is worth one point.

Total number of Microsoft Defender for Cloud email notifications about an RDP brute force attack [4 ¥ |
| on Tuesday:

'

| | Total fiumber of Microsoft Defender for Cloud email notifications on Tuesday: [7 v |
3
4

'Microsoft

Answer:



-l nuthfl(gorlglﬁer I email notifications about an RDP brute force attack

on Tuesday'

u::r-q.hw-—-u
4

1
li 'Micresbft'

Total number of Microsoft Defender fui‘ L',laud email notifications about an RDP brute force attack 4 ¥
on Tuesday:

‘{atairturﬁba of Microsoft Defender for Cloud email notifications on Tuesday: (|7 | ¥

NEW QUESTION: 276
You have an Azure subscription that contains a user named User1 and a storage account named storage 1. The storage1 account contains the resources shown in the following table:

Name Type
container] | Contamer
folder File share
tablel Table

User1 is assigned the following roles for storage1:
* Storage Blob Data Reader

* Storage Table Data Contributor

* Storage File Data SMB Share Reader

Satoments - Microsoft

On October 1, 2022, if User1 accesses folder1 by using SAS1, he can d the files in.~
folder1.

On October 1, 2022, if User1 maps folder1.as ametivark dave by Using his Azure Active (
Directory (Azure AD) credentisis)hé-¢am télete the files in folder1.

On October 1. 2022 User1 can delete the rows in table1 by using SAS1.

Answer:



Statements -

On October 1, 2022, if User! accesses folder! bywnqﬁ'r heundclge %ft
s.b

folder1.

On October 1, 2022, if User! maps foldert ﬂwm ng his Azure Active =

Directory (Azure AD) credentia i: n folder1
On Octaber 1, 2022, User] can dﬁﬂt the rows in tablel by using SAST, . D

Yes Neo

NEW QUESTION: 277
You have an Azure subscription that contains the resources shown in the following table.

e W 1W l “hégion~
Arure SOL database, o\ East US
Azure Log Analyfics workSpace East Us
Azure LogAnalyties workspace East US
Amllq'ﬂ'm.atyﬁa workspace West Eurcpe

Mame
Storage

Storage2

Storages

You need to configure auditing for SQL1.
Which storage accounts and Log Analytics workspaces can you use as the audit log destination? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
M‘II‘HI!MII.

= 'Microsoft _—

Storage accounts that can be used as the audit log |s: o
destinati gm:nrr
du tdragel and Storage2 only
dﬁ Storagel, Shora and Storaged
Log Analytics works as the audst [0g |Aralytics) only
destination; |Analytics) and Analytics2 only

Analytics1 and Analytics3 only
Anaktics 1, Anahtici?. dnd Anahdicsd

Answer:

== Microsoft

Slﬂfage accounts that can be used as the audit log mrm-- -
destination E; 3o

é%du | Smragel Storage2, and Storage3

Log Analytics workspace tha%@@éd as the audit log |Analytics1 only
% destination: |Analytics1 and Analytics2 only
Analytics1 and Analytics3 only
nalytics 1, Analytics2, and Analytics3




NEW QUESTION: 278
You have an Azure subscription that contains the storage accounts shown in the following table.

Name Type

storage Azure Blob storage
storage2 Azure Files S% B EE!'C"DEW

storage3 Azure Table storage

You need to configure authorization access.
Which authorization types can you use for each storage account? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

storage1:

Shared Key only

Shared access signature (SAS) only

Azure Active Directory (Azure AD) only

Shared Key and shared access signature (SAS) only |

Shared Key, shared access signature (SAS), and Azure Active [ DMctﬂfii@mf

storage2:
Shared Key only

Shared access signature (SAS) only
Shared Key and shared access signature (SAS)

storage3:

Shared Key only

‘Shared access signature (SAS) only

Azure Active Directory (Azure AD) only

Shared Key and shared access signature (SAS) only

Shared Key, shared access signature (SAS), and Azure Active Directory (Azure AD)

Answer:



storage1: v
Shared Key only
Shared access signature (SAS) only
Azure Active Directory (Azure AD) only
Shared Key and shared access signature (SAS) only
rShared Key, shared access signature (SAS), and Azure Active Directory (Azure AD)

storage2: 5

Shared Key only
Shared access signature (SAS) aniy
Shared Key and shared E{‘.fggs signature (SAS)

storages: AY v

Shared Key 6nly

Shared access signature (SAS) only

Azure Active Directory (Azure AE}} only

Shared Key and shared access si¢ natur
|'$hared Key, shared access signa [SAS

Reference:

Yo c 1
ctive Directory (Azure AD) |

https://docs.microsoft.com/en-us/azure/storage/common/authorize-data-access

NEW QUESTION: 279

You have an Azure subscription that contains an Azure Sentinel workspace.

Azure Sentinel is configured to ingest logs from several Azure workloads. A third-party service management platform is used to manage incidents.
You need to identify which Azure Sentinel components to configure to meet the following requirements:

When Azure Sentinel identifies a threat, an incident must be created.

A ticket must be logged in the service management platform when an incident is created in Azure Sentinel.

Which component should you identify for each requirement? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

When Azure Sentinel identifies a thrthlg Q|$ @{ ﬁ:

must be created:

Analyu::s

Data connectors
Playbooks
Workbooks

A ticket must be logged in the semmmnagemem platform
when an incident is created | In &zﬂm Sentinel:

|'i.='.-| B

Y - i Data connectors

Analytics

W
g

Playbooks
Workbooks

Answer:



When Azure Sentinel idenlifies aﬂﬂ‘eat,aninﬁidém O\ : v

must be created: ® Analvtics

Data connectors
Playbooks
Workbooks

A ticket must be logged in the servi_ge_jmﬁnagement platform ‘ v

when an incident Is created m _Azme*Sentmel: Analytics

Data connectors
Playbooks
Workbooks

Reference:
https://docs.microsoft.com/en-us/azure/sentinel/create-incidents-from-alerts
https://docs.microsoft.com/en-us/azure/sentinel/tutorial-respond-threats-playbook

NEW QUESTION: 280
You have two Azure virtual machines in the East US2 region as shown in the following table.

Name Operating system Type Tier
VM1 Windows Server 2008 R2 A3 Basic
VM2 Ubuntu 16.04-DAILY-LTS Lds Standard

You deploy and configure an Azure Key vault.
You need to ensure that you can enable Azure Disk Encryption on VM1 and VM2.

What should you modify on each virtual machine? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

VM1: v
The operating system version
The tier

Vicibhe ipe

VM2: v
The l_::perati ng system version

The tier

The type

Answer:



VM1 v
Vi Ihepperating system version
he tier
The type

vmz; [fre°F v

The operating system version
The tier
The type

References:

https://docs.microsoft.com/en-us/azure/virtual-machines/windows/generation-2#generation-1-vs-generation-2-capabilities

NEW QUESTION: 281
You have an Azure subscription that contains the resources shown in the following table.

Name T:fpa_ Attached to NSG
NSG1 ﬁlesh’é‘;* security group | s Not applicable
NSG2 . re””‘;"‘ Secunlyionun | 's ihnett Not applicable
Subnet? '~ Y 4'Subnet Not applicable | Not applicable
VM5 Virtual machine Subnet1 NSG1

An IP address of 10.1.0.4 is assigned to VM5. VM5 does not have a public IP address.
VMS5 has just in time (JIT) VM access configured as shown in the following exhibit.

JIT VM access configuration

LAE
"h'r vid

- Add [ save X Discard

Configure the ports for which the just-intim@ Wi aécess will be applicable

Port Protocol Allowed source IPs IP range Time range (hours)

3389 i d VIICT &l pabetd L N/A 3 hours

You enable JIT VM access for VM5.
NSG1 has the inbound rules shown in the following exhibit.



Priority Name Port Protocol Source Destination Action

100 i SecurityCenter-JITRule-... 3389 Any Any 10.1.04 & Allow
1000 SecurityCenter-JITRule_341... 3389 Any Any 10.1.0.4 2 Deny
1001 RDP 3389 TCP Any Any @ Allow
25000 AllowVnetinBound Any Any VirtualNetwork VirtwalMetwork @ Allow
65001 AllowAzureLoadBalancerln... | Any @ Allow

M - Any % ) ArureloadBalancer Any
65500 DenyAllinBound Any |1 C Eﬂ@ S @ I Any Any © Deny

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
Jeleting the security rule that has a priority of 100 will revoke the approved JIT 0 0
access request.
{emote Desktop access to VM5 is blocked. O O
An Azure Bastion host wil enahle?R‘émgtehégi?ﬁ@ F@@M{fmm the intemet. O O
Answer:

Statements _ \Y ICr®@sOT v

Deleting the security rule that has a priority of 100 will rew;ll'@-ﬂ:‘fl.e approved JIT @ o
access request, b

Remote Desktop access to VM5 is blocked. N @ O

An Azure Bastion host will enable Remote-Besktop access to VM5 from the intemet.  © @

NEW QUESTION: 282

You have an app that uses an Azure SQL database.

You need to be notified if a SQL injection attack is launched against the database.
What should you do?

A. Deploy the SQL Health Check solution in Azure Monitor.

B. Modify the Diagnostics settings for the database.

C. Enable server-level auditing for the database.

D. Enable Azure Defender for SQL for the database.

Answer: (SHOW ANSWER)

NEW QUESTION: 283
You have an Azure Active Directory (Azure AD) tenant named contoso.com that contains the users shown in the following table.
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Name Role
Admin1 Global administrator
Admin2 Group administrator
Admin3 User administrator

Contoso.com contains a group naming policy. The policy has a custom blocked word list rule that includes the word Contoso.
Which users can create a group named Contoso Sales in contoso.com? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Users who can create a security group named Conlose Sales; , v

Adnir1 only

Admin1 and Admin2 only
Admin1 and Admin3 only
Admin1, Admin2, and Admin3

Users who can create an Office 365 group named Contoso Sales: v
Admin1 only

Admin1 and Admin2 only
Admin1 and Admin3 only
Admin1, Admin2, and Admin3

Answer:

Jsers who can create a security group named Contoso Sales: -
Admin ‘only

Admind and Admin2 only
AdminT and Admina only
Admin1, AdminZ, and Admin3

Jsers who can create an Office 365 group ramed Contoso Sales: o
Admin1 only

Admin1 and Admin2 only
Admin1 and Admin3 only
Admin1, Admin2, and Admin3

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/groups-naming-policy

NEW QUESTION: 284

You have an Azure subscription named Sub1 that contains an Azure Storage account named Contosostorage1 and an Azure key vault named Contosokeyvault1.

You plan to create an Azure Automation runbook that will rotate the keys of Contosostorage1 and store them in Contosokeyvault1.

You need to implement prerequisites to ensure that you can implement the runbook.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the correct order.



Actions Answer Area

Run Set-AzureRmKeyVaultAccessPolicy

Create an Azure Automation account.

Import PowerShell modules to the
Automation account.

Create a user-assigned managed identity.

Create a connection resource in the A
Automation account.

Answer:



Actions ANSWET Area

Microsoft_ .. _____

|
| .
e | |Create an Azure Automation account
e l

. P

Run Set-AzureRmKeyVaultAccessPalicy

—_— — —_——

I R R e = A e B . . B a1

W e RS i, S ieimend - SRR ers. @ Import PowerShell modules to the Azure (A:

Import PowerShell modules to the Azure Automation account.

Automation account. @ ___________________ @

T e i e i b e s s |

Create a user-assigned managed identity. : Create a connection resource in the Azure
| |;ﬂnutr:wn:atmun account.

Create a connection resource in the Azure!
Automation account. 4

Explanation

Create an Azure Automation account.

Import PowerShell madules to the Azure
Automation account.

Create a connection resource in the Azure

Automation accounte, .. ..

Step 1: Create an Azure Automation account

Runbooks live within the Azure Automation account and can execute PowerShell scripts.

Step 2: Import PowerShell modules to the Azure Automation account

Under 'Assets' from the Azure Automation account Resources section select 'to add in Modules to the runbook. To execute key vault cmdlets in the runbook, we need to add AzureRM.profile and
AzureRM.key vault.

Step 3: Create a connection resource in the Azure Automation account



You can use the sample code below, taken from the AzureAutomationTutorialScript example runbook, to authenticate using the Run As account to manage Resource Manager resources with your
runbooks. The AzureRunAsConnection is a connection asset automatically created when we created 'run as accounts' above. This can be found under Assets -> Connections. After the authentication
code, run the same code above to get all the keys from the vault.

$connectionName = "AzureRunAsConnection"

try

{

# Get the connection "AzureRunAsConnection "

$servicePrincipalConnection=Get-AutomationConnection -Name $connectionName

"Logging in to Azure..."

Add-AzureRmAccount

-ServicePrincipal

-Tenantld $servicePrincipalConnection.Tenantld

-Applicationld $servicePrincipalConnection.Applicationld

-CertificateThumbprint $servicePrincipalConnection.Certificate Thumbprint

}

References:

https://www.rahulpnath.com/blog/accessing-azure-key-vault-from-azure-runbook/

NEW QUESTION: 285
You have the hierarchy of Azure resources shown in the following exhibit.

7

Tenant Root Group

¥ ¥
dl

(fy) ()

ManagementGroup1  ManagementGroup2
Y Y

Subscription Subscription2

RG1, RG2, and RG3 are resource groups.
RG2 contains a virtual machine named VM1.



You assign role-based access control (RBAC) roles to the users shown in the following table.

Name Role Added to resource
Useri Contributor Tenant Root Group
Virtual Machine :
User2 Contibiion Subscription?2
Virtual Machine,

User3 ' J?G&ﬁ soft

Administrator Login ![tr

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
User1 can deploy virtual machines to RG1. O O
User2 can delete VM2. TN O O
User3 can reset the password &ﬁhﬁ &!ﬁliﬁﬁahﬁﬁl strator account of VM2. O O
Answer:
Statements Yes No
User1 can deploy virtual machines to RG1. O
User2 can delete UMZ O
User3 canrese! the pa ﬁsﬁrda gihb%btult—m Administrator account of VM2. O ®)

NEW QUESTION: 286
What is the membership of Group1 and Group2? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.



Group1: v |

No members

Only User2

Only User2 and User4

=._'_1 Micro 3g{gfer‘l User2, User3, and User4

Group2(&eY v
No members

Only User3

Only User1 and User3

User1, User2, User3, and User4

Answer:

Settings Answer Area

Activity log |

@ q@.ﬁ"‘ !
HESe &mfﬁ” events of a virtual machine that runs

| Service Health

Explanation



v

No members
Only User2
Only User2 and Usér# n 1| L.: 0S¢

User1, Usgmﬂ&r!' User
! v

Nu members

Only User3

Only User1 and User3

User1, User2, User3, and User4

Box 1: User1, User2, User3, User4

Contains "ON" is true for Montreal (User1), MONTREAL (User2), London (User 3), and Ontario (User4) as string and regex operations are not case sensitive.
Box 2: Only User3

Match "*on" is only true for London (User3).

Scenario:
Contoso.com contains the users shown in the following table.
Name City Role
User1 Montreal Global administrator
User2 MONTREAL | Security administrator
User3 London Privileged role administrator
Userd Ontario Application administrator _
User5 Seattle Cloud application administratot O 1
Userd Seattle User administrator
User7 Sydney Reports reader
User8 Sydney None
Contoso.com contains the security groups shown in the following table.
Name | Membership type Dynamic membership rule
Group1 Dynamic user user.city -contains “ON”
Group2 Dynamic user user.city -match “*on”
References:

https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/groups-dynamic-membership
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NEW QUESTION: 287


https://www.actual4test.com/AZ-500_examcollection.html

You have an Azure subscription that contains an Azure SQL database named SQL1.

You plan to deploy a web app named App1.

You need to provide App1 with read and write access to SQL1. The solution must meet the following requirements:

Provide App1 with access to SQL1 without storing a password.

Use the principle of least privilege.

Minimize administrative effort.

Which type of account should App1 use to access SQL1, and which database roles should you assign to App1? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Account type:
Azure Active Directory User
Managed identity

Service Principal

Ca
mATT
Ll

‘ma

ANMirvrm
[ "‘1;;] |I'-.._.' !

Y
LN

Roles: v
db_datawriter only

db_datareader and db_datawriter

db owner only
Answer:

Account type:

Azure Active Directory User

Managed identity

Service Principal

db_datawriter only

db datareader and db_datawriter

db owner only

Reference:
https://docs.microsoft.com/en-us/azure/app-service/tutorial-connect-msi-sql-database?tabs=windowsclient%2Cdotnet



NEW QUESTION: 288
You have an Azure subscription that contains the resources shown in the following Table.

Mame | Type
Vi1 | Virtual maching
VMET1 Virtual network
storage’ | Storage account
Vaultl | Key vault

You plan to enable Microsoft Defender for Cloud for the subscription. Which resources can be protected by using Microsoft Defender for Cloud?
A. VM1, storage1, and Vault1 only

B. VM1 and storage1 only

C. VM1, VNET1, and storage1 only

D. VM1.VNET1, storage1, and Vault1

E. VM1 and VNET only

Answer: D (LEAVE A REPLY)

NEW QUESTION: 289
You have the Azure virtual machines shown in the following table.

Name Operating system < )i+ State
VM1 Windows Server 2008 R2 Service/Pack 1 (SP1) | Running
VM2 Windows Server 2012R2 Running
VM3 Windows Server 2016 Stopped
VM4 Ubuntu Server 18.04 LTS Running

For which virtual machine can you enable Update Management?

A. VM2 and VM3 only

B. VM2, VM3, and VM4 only

C. VM1, VM2, and VM4 only

D. VM1, VM2, VM3, and VM4

E. VM1, VM2, and VM3 only

Answer: (SHOW ANSWER)

Reference:
https://docs.microsoft.com/en-us/azure/automation/automation-update-management?toc=%2Fazure%2Fautomation%2Ftoc.json

NEW QUESTION: 290

You have an Azure subscription. The subscription contains Azure virtual machines that run Windows Server

2016.

You need to implement a policy to ensure that each virtual machine has a custom antimalware virtual machine extension installed.
How should you complete the policy? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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wifr ;|
wallof: [
{
“fiald” : “type’,
“equals”: “Microsoft.lompute/virtualMachines’”
}
{

“field” : “MWicrosoft.Compute/imageSKU",
“agquals® : “2016-Datacenter”,

“effect” ; “ lw ]|~
Append

Deny _
DeployifNotExists

“details~ : { —
“tLyps” “H:I.Erﬂrauft..Guﬂﬁt.Gﬂnfiqurahion!nuuatﬂmfiquraﬁiimﬂasimm‘.&

2
“roleDefinitionsIds” : [ k MJLCEQ;S Of l
“fpmvidqrs!microsuft.authozizatinnfmlanafinit.inns}"l2345$TB~12.573“ =

1.

“name’ : “ocustomExtension”
“deployment® : |
wpropertiest : |
“mode”: “‘incremental”.
“parameters®” : {

| 3P ,

W : |‘r w: {
existenceCondition
resources
template

!

Answer:



wifm” : |
wallofr: [
{
“fiald” : “typa™,
Yacquals”: “Microsoft.lompute/virtualMachines!’

}
i
“Field~ : “"Microsoft.Compute/imageSHu",
“agquals®” : “201l6-Datacenter”,
}
]
¥,
“then” : {
weffect” ; “ BAR
Append
beny. _ _ . .
| DeploylfNotExsts |

| IVF
e = Microsoft
“type” : “Microsoft.GuestGonfigurationfgusstoonfigura unmaigm'u" ]

“roleDaefinitionsIds” : [
“/providers/microsoft.authorization/rolebDefinitions/12345678-1234-5678-abcod-012345678910"
1
“;la.ma" H “nust.nmEx.t.ansinn‘“‘.
“deployment” : {

wproperties® : |
*mode”: “incremental”.

“parameters®” : {
k.
n |‘r ws [
existenceCondition
resources
template

Explanation:



,.l'

“then” : {
“affect” : “ h £ R

Append

Deny

DeploylfNotExists

“wdetails” : {

“type” : “Microsoft.GuestConfiguration/guestConfigurationAssignments”,
“roleDefinitionsIds” : [
“w/providers/microsoft.authorization/roleDefinitions/12345678-1234-5678-abcd-012345678910

1,

“name” : “customExtension”,
“deployment” : ({
wproperties” : {

“mode”: “incremental”.
“Wparameters” : |

} .

n v W - {
existenceCondition
resources
template

}

B(;x 1: DeploylfNotExists

DeploylfNotExists executes a template deployment when the condition is met.

Box 2: Template

The details property of the DeploylfNotExists effects has all the subproperties that define the related resources to match and the template deployment to execute.
Deployment [required]

This property should include the full template deployment as it would be passed to the Microsoft.Resources/deployment References:
https://docs.microsoft.com/en-us/azure/governance/policy/concepts/effects

NEW QUESTION: 291

You have an Azure subscription named Sub1.

You have an Azure Active Directory (Azure AD) group named Group1 that contains all the members of your IT team.

You need to ensure that the members of Group1 can stop, start, and restart the Azure virtual machines in Sub1.

The solution must use the principle of least privilege.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the correct order.



Answer Area
Actions

Create a JSON file. Clo@'

&

Run the Update-AzureRmManagementGroup cmdlet. 6\95

Create an XML file.

Run the Heu-AzureRnﬂnleDefiniﬁ'@ L.

Run the New-AzureRmRoleAssignment cmdlet.

IMicrosoft

Answer:

Actions

Create a JSON file. I Creat&a JSDN file.
Run the Update-AzureRaManagens ntaroup cmdiat. (N .' ’ Run the New-AzureRmRoleDefinition cmdlet. I

‘Create an XML file. I '
sl ) Run the New-AzureRmRoleAssignment cmdlet.

Run the New-AzureRmRoleDefinition cmdlet..

Run the Nm-AzureRmRnleAasigﬁhént cmdlet.

Explanation
VHTTosoft
|c£a te a JSON file.

| Run the New-AzureRmRoleDefinition cmdlet.

| Run the New-AzureRmRoleAssignment cmdlet.

References:

https://www.petri.com/cloud-security-create-custom-rbac-role-microsoft-azure

NEW QUESTION: 292
From Azure Security, you create a custom alert rule.
You need to configure which users will receive an email message when the alert is triggered.



What should you do?

A. From Azure Monitor, create an action group.

B. From Security Center, modify the Security policy settings of the Azure subscription.

C. From Azure Active Directory (Azure AD). modify the members of the Security Reader role group.
D. From Security Center, modify the alert rule.

Answer: (SHOW ANSWER)

Explanation

References:
https://docs.microsoft.com/en-us/azure/azure-monitor/platform/action-groups

NEW QUESTION: 293

You are evaluating the security of the network communication between the virtual machines in Sub2.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes Mo
From VM1, you can successfullyiping the public IP address of VM2,
From VM1, youw canmsuceessiully ping the private IP address of WYM3.
Fraffi #P«-‘H, wou can successfully ping the private IP address of VM5,
[ ]
wl
Answer:
Answer Area
L b
Statement: a ) Yes No

From VM1, you can successfully ping'the&spublic 1P address of VM2,

From VM1, you can suctessfully ping the private IP address of VM3,

From VM1, you can successfully ping the pnivate IP address of VM5,

NEW QUESTION: 294

You have an Azure Active Directory (Azure AD) tenant named contoso.com.

You need to configure diagnostic settings for contoso.com. The solution must meet the following requirements:
* Retain logs for two years.

* Query logs by using the Kusto query language.

* Minimize administrative effort.

ENE
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Where should you store the logs?

A. an Azure Storage account

B. an Azure event hub

C. an Azure Log Analytics workspace
Answer: (SHOW ANSWER)

NEW QUESTION: 295

You have an Azure subscription named Sub1.

You have an Azure Active Directory (Azure AD) group named Group1 that contains all the members of your IT team.

You need to ensure that the members of Group1 can stop, start, and restart the Azure virtual machines in Sub1. The solution must use the principle of least privilege.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the correct order.

Answer Area

Actions

Create a JSON file.

Run the update-AzureRmManagementGroup cmdlet.

Run the New-AzureRmRoleAssignment cmdlet.

Answer:

Answer Area
Actions

Create a JSON file.

“Run the Update-AzureRmManagementGroup cmdlet.ﬂ

Create an XML file.

A Icrosoft

References:
https://www.petri.com/cloud-security-create-custom-rbac-role-microsoft-azure
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NEW QUESTION: 296
You have an Azure subscription named Sub1 that contains the Azure key vaults shown in the following table.

Name Region Resource group

Vault1 West Europe RG1

Vault2 East US RG1

Vault3 West Eurdpe RG2

Vault4 East '/! RG2
In Sub1, you create a virtual machine that has the following configurations:
* Name:VM1
* Size: DS2v2

* Resource group: RG1

* Region: West Europe

* Operating system: Windows Server 2016

You plan to enable Azure Disk Encryption on VM1.

In which key vaults can you store the encryption key for VM1?
A. Vault1 only

B. Vault1 or Vault3 only

C. Vault1, Vault2, Vault3, or Vault4

D. Vault1 or Vault2 only

Answer: (SHOW ANSWER)

NEW QUESTION: 297

You have an Azure subscription named Sub1.

In Azure Security Center, you have a workflow automation named WF1. WF1 is configured to send an email message to a user named User1.
You need to modify WF1 to send email messages to a distribution group named Alerts.
What should you use to modify WF1?

A. Azure Application Insights

B. Azure Monitor

C. Azure Logic Apps Designer

D. Azure DevOps

Answer: C (LEAVE A REPLY)

Reference:

https://docs.microsoft.com/en-us/azure/security-center/workflow-automation
https://docs.microsoft.com/en-us/learn/modules/resolve-threats-with-azure-security-center/6-exerciseconfigure-

NEW QUESTION: 298
You have an Azure Container Registry named Registry1.
You add role assignment for Registry1 as shown in the following table.
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User Role
User1 AcrPush

User2 | AcrPull

Userd | AcrimageSigner

Userd | Gontributor

Which users can upload images to Registry1 and download images from Registry1? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Upload images: v

User1 only

User1 and User4 only

User1, User3, and User4
User1, User2, User3, and User4

Download images: | v
Micros User2 only

crogoft User1 and User2 only

User2 ad User4 only

User1, User2, and User4

User1, User2, User3, and User4

Answer:



Upload images:

User1, User3, and User4
User1, User2, User3, and User4

Download images:

User2 only
User1 and User2 only

er1, User2, and User4

erWsem&tana User4

Explanation

Upload images: |

User1 only

‘User1 and User4 only
‘User1, L Usera and User4
User1, User2, User3, and User4

Download images: |

User2 only

User1 and User2 only
User2 ad User4 only
User1, User2, and User4

uw-,kpﬁqz User3, and User4

Box 1: User1 and User4 only

Owner, Contributor and AcrPush can push images.

Box 2: User1, User2, and User4

All, except AcrlimagineSigner, can download/pull images.



Access Resource Create/delete F Push | F Pull 1 Delete image Change Sign
Rele/Permission Manager registry image image data policies images
Ohwiner X x X X X X
Contributor X X X X X X
Reader X X
AcrPush x X

AcrPull X

AcrDelete X

AcrimageSigmer X
References:

https://docs.microsoft.com/bs-latn-ba/azure/container-registry/container-registry-roles

NEW QUESTION: 299

You need to ensure that users can access VMO. The solution must meet the platform protection requirements.
What should you do?

A. Move VMO to Subnet1.

B. On Firewall, configure a network traffic filtering rule.

C. Assign RT1 to AzureFirewallSubnet.

D. On Firewall, configure a DNAT rule.

Answer: A (LEAVE A REPLY)

Explanation

Azure Firewall has the following known issue:

Conflict with Azure Security Center (ASC) Just-in-Time (JIT) feature.

If a virtual machine is accessed using JIT, and is in a subnet with a user-defined route that points to Azure Firewall as a default gateway, ASC JIT doesn't work. This is a result of asymmetric routing -

a packet comes in via the virtual machine public IP (JIT opened the access), but the return path is via the firewall, which drops the packet because there is no established session on the firewall.
Solution: To work around this issue, place the JIT virtual machines on a separate subnet that doesn't have a user-defined route to the firewall.
Scenario:

VMO is an Azure virtual machine that runs
Windows Server 2016, connectsto
Subnet0, and has just in time (JIT) VM
access configured.

Following the implementation of the planned changes, the IT team must be able to connect to VMO by using JIT VM access.

VMO Virtual machine

Name Type Description
Firewall1 Azure Firewall An Azure firewall on VNet1.
A route table that will contain a route
RT1 Route table pointing to Firewall1 as the default
gateway and will'be-assigned to Subnet0.

References:
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https://docs.microsoft.com/en-us/azure/firewall/overview

Topic 1, Litware, inc

This is a case study. Case studies are not timed separately. You can use as much exam time as you would like to complete each case.

However, there may be additional case studies and sections on this exam. You must manage your time to ensure that you are able to complete all questions included on this exam in the time provided.
To answer the questions included in a case study, you will need to reference information that is provided in the case study. Case studies might contain exhibits and other resources that provide more
information about the scenario that is described in the case study. Each question is independent of the other question on this case study.

At the end of this case study, a review screen will appear. This screen allows you to review your answers and to make changes before you move to the next sections of the exam. After you begin a
new section, you cannot return to this section.

To start the case study

To display the first question on this case study, click the Next button. Use the buttons in the left pane to explore the content of the case study before you answer the questions. Clicking these buttons
displays information such as business requirements, existing environment, and problem statements. If the case study has an All Information tab, note that the information displayed is identical to the
information displayed on the subsequent tabs. When you are ready to answer a question, click the Question button to return to the question.

Overview

Litware, Inc. is a digital media company that has 500 employees in the Chicago area and 20 employees in the San Francisco area.

Existing Environment

Litware has an Azure subscription named Sub1 that has a subscription ID of 43894a43-17c2-4a39-8cfc-3540c2653ef4.

Sub1 is associated to an Azure Active Directory (Azure AD) tenant named litwareinc.com. The tenant contains the user objects and the device objects of all the Litware employees and their devices.
Each user is assigned an Azure AD Premium P2 license. Azure AD Privileged ldentity Management (PIM) is activated.

The tenant contains the groups shown in the following table.

Name Type Description

A group that has the Dynamic User membership type,
contains all the San Francisco users, and provides
access to many Azure AD applications and Azure
resources.

A group that has thre Dynamic User membership type and
ontains-the-Chicago IT team

The Azure subscription contains the objects shown in the following table.

Group1 Security group

Group2 Security group




Name Type na° Description
| \/Net1 is.avitual hetwark that contains

security-sensitive IT resources. VNet1
contains three subnets named Subnet0,
Subnet1, and AzureFirewallSubnet.
VMO is an Azure viftual machine that runs
Windows Seryer 2016, connectsto
Subnet0, and has just in time (JIT) VM
access configured.
VM4 is.an Azure virtual machine that runs
VM1 Virtual machine Windows Server 2016 and connects to
Subent0.
SQLDB1 is an Azure SQL database cna
SQL Database server named
LitwareSQLServer1.

_ ot WebApp1 is an Azure web app that is
WebApp1 Web'app accessible by using https://litwareinc.com
. and http://www.litwareinc.com.

Resource Group1is a resource group that
contains VNet1, VMO, and VM1.
Resource GroupZ2 is a resource group that
contains shared IT resources.

VNet1 Virtual network

VMO Virtual machine

Azure SQL

SQLDB1 Databas_a'

Resource Group1 | Resource group

Resource Group2 | Resource group

Azure Security Center is set to the Free tier.
Planned changes
Litware plans to deploy the Azure resources shown in the following table.

Name Type Description
Firewall1 Azure Firewall An Azure firewall on VNet1.
A route table that will contain a route
RT1 Route table pointing to Firewall1 as the default
gateway and will be assigned to Subnet0.

AKS1 ﬁﬁg Kubernetes Service | A managed AKS cluster
LA 1 % 0 . % NI

Litware identifies the following identity and access requirements:

* All San Francisco users and their devices must be members of Group1.

* The members of Group2 must be assigned the Contributor role to Resource Group2 by using a permanent eligible assignment.
* Users must be prevented from registering applications in Azure AD and from consenting to applications

* that access company information on the users' behalf.

Platform Protection Requirements

Litware identifies the following platform protection requirements:

* Microsoft Antimalware must be installed on the virtual machines in Resource Group1.

* The members of Group2 must be assigned the Azure Kubernetes Service Cluster Admin Role.

* Azure AD users must be to authenticate to AKS1 by using their Azure AD credentials.

* Following the implementation of the planned changes, the IT team must be able to connect to VMO by using JIT VM access.

* A new custom RBAC role named Role1 must be used to delegate the administration of the managed disks in Resource Group1. Role1 must be available only for Resource Group1.
Security Operations Requirements



Litware must be able to customize the operating system security configurations in Azure Security Center.

NEW QUESTION: 300
You have an Azure subscription named Sub1. Sub1 has an Azure Storage account named Storage1 that contains the resources shown in the following table.

Mame Type
Container? Blob container
Sharel File share

You generate a shared access signature (SAS) to connect to the blob service and the file service.
Which tool can you use to access the contents in Container1 and Share! by using the SAS? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Microsoft ~

~

Answer Area

Robocopy.exe
Azure Storage Explorer
File Explorer

Robocopy.exs
Azure Storage Explorer
File Explorer

Answer:
Explanation

Tools for Containerl! fTOSOTT

Robocopy.exe

Azure Storage Explorer
File Explorer

Tools for Sharel:

Robocopy.exe
Azure Storage Explorer
File Explorer

NEW QUESTION: 301
You have an Azure Active Directory (Azure AD) tenant that contains the users shown in the following table.

Name Member of Multi-factor authentication (MFA) status
Useri Group1, Group?2 Disabled
User2 Group2 Disabled

The tenant contains the named locations shown in the following table.



MName IP address range Trusted location
Seattle 193.77.10.0/24 Yes
Boston 154.12.18.0/24 Mo

You create the conditional access policies for a cloud app named App1 as shown in the following table.

" I\ /Incluge, |- Condition Grant
Pol Group roup Locations: Boston Block access
et ~ | Grant access, Require
Policy2 Group1 None :?:aa;;::s..._ﬁny_ ' multi-factor
AL LN ’ authentication
Policy3 Group?2 Group] () \["Locations: Boston Block access
. Grant access, Require
t A
Policy4 User2 MNone :.uca iy multi-factor
ocation ;
authentication

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
Answer Area

Statements Yes No
User1 cam access App1 from an (P address of 154.12.18.10. O o

User? can access'App1 from an P address of 1937710015 £

User2 can access Appl from an IP address of 154.12.18.34. ] )

=" Mickosoft

Answer:

= Mifrasoft

User! can access Applirom an IP address of 154.12.18.10.
User2 gan agcess App1 from an IP address of 193.77.10.15.

Userz can access App1 from an IP address of 154.12.18.34.




Explanation:
Answer Area

Statements Yes No
User can access Appl fiom an IP address of 154.12.18.10 .
Brd car'access Appt from an P address of 193.77.10.15 ¥

480 B G +:J:-_-%-,_:~m ¥ tporyape i!'_!-'.?‘.'h‘.’-‘i"’}‘.‘--l 12.18.34
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NEW QUESTION: 302
You have an Azure Active Directory (Azure AD) tenant named contoso.com that contains the users shown in the following table.

Multi-factor zuthentication (MFA)
status

Disabled

__~lDisabled
Tehforesdn s OF L

Azure AD Privileged ldentity Management (PIM) is enabled for the tenant.

In PIM, the Password Administrator role has the following settings:

Maximum activation duration (hours): 2

Send email notifying admins of activation: Disable

Require incident/request ticket number during activation: Disable

Require Azure Multi-Factor Authentication for activation: Enable

Require approval to activate this role: Enable

Selected approver: Group1

You assign users the Password Administrator role as shown in the following table.

Name Assignment type
User1 Active."
User2 Eligible
user3 Eii;jhtq,; asoft

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.


https://www.actual4test.com/AZ-500_examcollection.html

Statements Yes No

<\
LYY _
When User1 signs in, the user is assigned the Password Administratgt, role'automatically. ) O
oy o ™
(WP
User2 can request to activate the Passward#&(ﬁ%ﬁ]f%ﬁfnr role. O O
. o0V

E@F\@ﬁ@;ﬂt the user can approve their own O O

o .
If User3 wants to activate the Ea
request. —
Answer:

Mitrosoft

When User1 signs in, the user is assigned the Password Administrator role automatically.

User2 can request to activate the Password Administrator role.

If User3 wants to activate the Password Administrator role, the user can approve their own
request.

NEW QUESTION: 303
You have an Azure subscription that contains an Azure key vault named KeyVault1 and the virtual machines shown in the following table.

Name Private IP address Public IP address Connected to
VM1 10.7.0.4 51.144.245.152 VNET1/Default
VM2 10.8.0.4 104.45.9.227 VNET2/Default

You set the Key Vault access policy to Enable access to Azure Disk Encryption for volume encryption.
KeyVault1 is configured as shown in the following exhibit.



H Save XK Discard

Microsoft

Allow access from: Al networks (@) Selected networks

@ Configure network access control for your key vault, Learn Maore
Virtual networks: + Add existing virtual networks + Add new virtual net
VIRTUAL NETWORK SUBNET RESOURCE GROUP

VINET1

Firewall:

IPv4 ADDRESS OR CIDR

IPvd address or CIOR %{

Exception:

Allow trusted Microsoft services to bypass @ Yes No
this firewall? )

) This setting is related to firewall only. In order to access this key vault, the trusted
service must also be given explicit permissions in the Access policies section.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Staterfiﬂ:M ICrOSsOTl Yes

From VM1, users can manage the keys andﬂs&ﬁ&f&
stored in KeyVault1. ¥ @
B R 1\(}%‘@

[
—L

From VM2, users can m &g& e keys and secrets

stored in KeyVaultl- (0 o
,%.{g@ ,

VM2 can use KeyVault for Azure Disk Encryption

Answer:



Statements a@ Yes No

From VM1, users can manage the keys aqgﬁecrets -
stored in KeyVault1. NS}
Q°

N

From VM2, users can ma @ﬁe keys and secrets ,—O
stored in KeyVaultl. %% o

VM2 can use lﬁeyﬁ E:FM@'BEI( Encryption T

Explanation:

From VM, users cal Mafage the keys and secrets stored in KeyVault?

From V2{use S can manage the keys and secrets stored in KeyVaull1

\ABEHOS O ror ok e

NEW QUESTION: 304
Your on-premises network contains the servers shown in the following table.

Name | Operating system i Qﬁclptlm

Server! | Windows Server Hyper-V hodhosting four virtual
2019 machi t run Windows Server 2022

Server? Windows Server Filgiderver that has the Azure Arc agent
2019 . lled

Server3 | SUSE Linux (> ] Database server that has the Azure Arc
Enterprise Eeﬁj ﬂ\nmtaﬂed
(SLES) << ICrosoft

You have an Azure subscription that contains multiple virtual machines that run either Windows Server 2019 or SLES. You plan to implement adaptive application controls in Microsoft Defender for
Cloud. Which operating systems and platforms can you monitor? To answer, select the appropriate options in the answer area.



Operating systems:

SLES only I—

Windows Server only —_—
SLES and Windows Server c’o((\

Platforms: v
Azure i oMy These are the selections for Platforms,
Azure v iﬁ ines and Hyper-V virtual machines only
Azure Arc-enabled servers and Azure virtual

ni
Azure wirtual machines, Hyper-V virtual mac MMPCWS@‘HI

Answer:

Operating systems: l

SLES only

Siodows Senieronly
SLES and Windows Server

Platforms: | =Y )& v

e

Azure virtual-machinés only These are the selections for Platforms,
Azure virtual machines and Hyper-V \nm.lal machines only
Azure Arc-enabled servers and Azure | machines only

|Azure wirtual machines, Hyper-V wir W
=

NEW QUESTION: 305

You have an Azure subscription that contains 100 virtual machines. Azure Diagnostics is enabled on all the virtual machines.

You are planning the monitoring of Azure services in the subscription.

You need to retrieve the following details:

Identify the user who deleted a virtual machine three weeks ago.

Query the security events of a virtual machine that runs Windows Server 2016.

What should you use in Azure Monitor? To answer, drag the appropriate configuration settings to the correct details. Each configuration setting may be used once, more than once, or not at all. You
may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.




Settings Answer Area
Activity log
Logs Identify the user who deleted"a virtual machine three weeks ago:
Metrics Qqenf the security events of a virtual machine that runs
—— Windows Server Z(R. ”ﬁﬁﬂ H Croso ﬁ’ t
Answer:
Settings Answer Area Mierosoft
Activity log |
Logs Identify the user who deleted'a virtual machine three weeks ago: | Activity log
Metrics Query the security evénts of a virtual machine that runs ﬂ Logs
Windows Server 2046:
Service Health

Reference:
https://docs.microsoft.com/en-us/azure/security/azure-log-audit

NEW QUESTION: 306
You plan to use Azure Resource Manager templates to perform multiple deployments of identically configured Azure virtual machines. The password for the administrator account of each deployment

is stored as a secret in different Azure key vaults.

You need to identify a method to dynamically construct a resource ID that will designate the key vault containing the appropriate secret during each deployment. The name of the key vault and the
name of the secret will be provided as inline parameters.

What should you use to construct the resource ID?

A. a key vault access policy

B. a linked template

C. a parameters file

D. an automation account

Answer: (SHOW ANSWER)



https://www.freepdfdumps.com/Microsoft.AZ-500.v2025-01-29.q426.html

You reference the key vault in the parameter file, not the template. The following image shows how the parameter file references the secret and passes that value to the template.

USUTL Azure
parameter file Key Vaul

secret

Reference:

https://docs.microsoft.com/en-us/azure/azure-resource-manager/resource-manager-keyvault-parameter Implement platform protection Testlet 1 This is a case study. Case studies are not timed
separately. You can use as much exam time as you would like to complete each case. However, there may be additional case studies and sections on this exam. You must manage your time to
ensure that you are able to complete all questions included on this exam in the time provided.

To answer the questions included in a case study, you will need to reference information that is provided in the case study. Case studies might contain exhibits and other resources that provide more
information about the scenario that is described in the case study. Each question is independent of the other question on this case study.

At the end of this case study, a review screen will appear. This screen allows you to review your answers and to make changes before you move to the next sections of the exam. After you begin a
new section, you cannot return to this section.

To start the case study

To display the first question on this case study, click the Next button. Use the buttons in the left pane to explore the content of the case study before you answer the questions. Clicking these buttons
displays information such as business requirements, existing environment, and problem statements. If the case study has an All Information tab, note that the information displayed is identical to the
information displayed on the subsequent tabs. When you are ready to answer a question, click the Question button to return to the question.

Overview

Litware, Inc. is a digital media company that has 500 employees in the Chicago area and 20 employees in the San Francisco area.

Existing Environment

Litware has an Azure subscription named Sub1 that has a subscription ID of 43894a43-17c2-4a39-8cfc-

3540c2653ef4.

Sub1 is associated to an Azure Active Directory (Azure AD) tenant named litwareinc.com. The tenant contains the user objects and the device objects of all the Litware employees and their devices.
Each user is assigned an Azure AD Premium P2 license. Azure AD Privileged ldentity Management (PIM) is activated.

The tenant contains the groups shown in the following table.

Type Description

A group that has the Dynamic User membership type,
contains all the SanFrancisco usersyand provides
access to many Azure AD applications and Azure- ~ ~ ~
résources. N s
A group that has the Dynamic User membership type and
contains the Chicago IT team

Security group

Security group

The Azure subscription contains the objects shown in the following table.



Name Type Description

VNet1 is a virtual network that contains

security-sensitive IT resources. VNet1

contains three subnets named Subnet0,

Subnet1, and AzureFirewallSubnet.

VMO is an Azure virtual machine that runs

Windows Server 2016, connects to

Subnet0, and has just in time (JIT) VM

access configured.

VM1 is an Azure virtual machine that runs

VM1 Virtual machine Windows Server 2016 and connects to

SubentD.

SQLDEBE1 is an Azure SQL databaseon a

SQL Database server named

LitwareSQLServer1.

WebApp1 is an Azure web app that is

WebApp1 Web app accessible by using https://litwareinc.com
B .. and http.//www. litwareinc.com.

Resource Group1is a resource group that

contains VNet1, VMO, and VM1.

Resource Group2 is a resource group that

contains shared IT resources.

VNet1 Virtual network

VMO Virtual machine

Azure SQL

SQLDB1 Database

Re<ourde GroupT |'Resource group

Resource Group2 | Resource group

Identity and Access Requirements

Azure Security Center is set to the Free tier.

Planned changes

Litware plans to deploy the Azure resources shown in the following table.

Name nalyYpPe _ _r. Description
Firewall1 Azure Firewall ' 2"~ L | An Azure firewall on VNet1.
A route table that will contain a route
RT1 Route table pointing to Firewall1 as the default
gateway and will be assigned to Subnet0.
AKS1 ‘F:;g Ribsmetes Sgcnce A managed AKS cluster

Litware identifies the following identity and access requirements:

* All San Francisco users and their devices must be members of Group1.

* The members of Group2 must be assigned the Contributor role to Resource Group2 by using a permanent eligible assignment.

* Users must be prevented from registering applications in Azure AD and from consenting to applications that access company information on the users' behalf.
Platform Protection Requirements

Litware identifies the following platform protection requirements:

* Microsoft Antimalware must be installed on the virtual machines in Resource Group1.

* The members of Group2 must be assigned the Azure Kubernetes Service Cluster Admin Role.

* Azure AD users must be to authenticate to AKS1 by using their Azure AD credentials.

* Following the implementation of the planned changes, the IT team must be able to connect to VMO by using JIT VM access.

* A new custom RBAC role named Role1 must be used to delegate the administration of the managed disks in Resource Group1. Role1 must be available only for Resource Group1.
Security Operations Requirements



Litware must be able to customize the operating system security configurations in Azure Security Center.
Data and Application Requirements

Litware identifies the following data and applications requirements:

* The users in Group2 must be able to authenticate to SQLDB1 by using their Azure AD credentials.

* WebApp1 must enforce mutual authentication.

General Requirements

Litware identifies the following general requirements:

* Whenever possible, administrative effort must be minimized.

* Whenever possible, use of automation must be minimized.

NEW QUESTION: 307
You have an Azure Active Directory (Azure AD) tenant named contoso1812.onmicrosoft.com that contains the users shown in the following table.

Name Username Type
User1 Userl@contoso1812.onmicrosoft.com | Member
User2 User2@contose 1812.onmicrosoft.com | Member
Useid. = User3@contosol812.onmicrosoft.com | Member
Userd | VI I ClG3&RBdutiook.com Guest
You create an Azure Information Protection label named Label1. The Protection settings for Label1 are configured as shown in the exhibit. (Click the Exhibit tab.)
Protection

Contosol812 - Azure Information Protection

Protections settings {)

IVITER TG REM]  HYOK (AD RMS)

Select the protection action type ﬂ

(®) Set permissions
(O set user-defined permissicns (Préview)

USERS PERMISSIONS
AuthenticatedUsers Viewer
Userl@contosol812.onmicrosoft.com Co-Author

User2@contosol812.onmicrosoft.com Reviewer

NMIrrmcm -:1-;-
W W (T W IVIICT OSSO L

Label1 is applied to a file named File1.
For each of the following statements, select Yes if the statement is true, Otherwise, select No.
NOTE: Each correct selection is worth one point.



Statements

Userl can print Filel.

\ A Talzal~at s .F'_
Y ; %1 WF ,_}‘k_.r f L

Uséf3 can read Filel.

User4 can print Filel.

Answer:

Statements

Userl can print Filel.

Yes

O

Ol 10

No

O

User3 canread Filel. @lQ

User4 can print Filel.

NEW QUESTION: 308

O

[®

You have an Azure subscription that contains an Azure key vault named Vault1.
On January 1, 2019, Vault1 stores the following secrets.



Enabled : False

Expires -

NotBefore : 5/1F19 12:00:00 AM
Created r 12/20/18 2:55:00 BM
Updated : 12/20/18 2:55:00 PM
ContentType

Tags

TagTable

VaultName : vaultl

Hame : Passwordl

Versisn

Id : https://vaultl.vault.a2ure.net:443/secrets/Passwordl
Enabled : True

Expires : 5/1/19 J2:500:00 AM
NotBefore o 30019 12:00:00 AM
Created T 12¥20/18 3:00:00 PM
Updated 7 12/20/18 3:00:00 PM
ContentType

Tags u

TagsTable

Vaul tName : vaultl

Name : Passwordz

Version 5 f_ .

Id 5 hqﬁ,ﬁf:'!Malﬂrﬁg{}étre.net:443.-"'secretsfPassword2

Which can each secret be used by an application? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Passwordl: |V'

Never
Always
Only after May 1, 2019

Password?2:

Never
Always
Only between March 1, 2019 and May 1. 2019

Answer:



Passwordl:

E%ver
Tways

Only after May 1, 2019

M55words: |

Always
Only between March 1, 2019 and May 1. 20169

Reference:
https://docs.microsoft.com/en-us/powershell/module/azurerm.keyvault/set-azurekeyvaultsecretattribute

NEW QUESTION: 309
Your company has an Azure subscription named Subscription1. Subscription1 is associated with the Azure Active Directory tenant that includes the users shown in the following table.

Role
Global administrator
Billing administrator
Owner
Account Admin

The company is sold to a new owner.

The company needs to transfer ownership of Subscription1.

Which user can transfer the ownership and which tool should the user use? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.



User:

Tool:

v
Userl
User2
User3 o
Userd
. | =

Azure Account Center

h Azure Cloud Shell

Azure PowerShell

Q;ngsgﬁcurity Center

Answer:




User: v
|| Userl

User2

User3
U<erd T-"ﬁmt?ci-:}'s‘l

Tool: V

Azure Account Center
Azure Cloud Shell
Azure PowerShell

Azure Security Center

Reference:
https://docs.microsoft.com/en-us/azure/cost-management-billing/manage/billing-subscription-transfer

NEW QUESTION: 310
You have a management group named MG that contains an Azure subscription and a resource group named RG1. RG1 contains a virtual machine named VM1. You have the custom Azure roles

shown in the following table.

_Name | Scoped to |
Rode1 MGT
Role2 RG1

The permissions for Role1 are shown in the following role definition file.



"permizsions™: [

{

“*Microsoft.Compute/virtualMtachines/*"

j
“notActions™: [
"Microsoft.Compute/virtualMa nes/delete”

l.l‘
“dataActions™: []. E ‘Go

The penaassesis i moins ate s ane s VR LT LT AR T

“permissions™: [ d&dﬁ
(e;ﬁ ons "

_H-l:l"ﬂlﬂft Compute/virtualMachines />~
1.
“"notActions™: [],
“datasctions™: [].
“notDataActions™: []

B Microsoft

You assign the roles to the users shown in the following table.

| Name Role
Useri Rolel
Liser2 Rolel, Role2
User3 | Role2

For each of the following statements, select Yes if the statement is true. Otherwise, select No NOTE: Each correct selection is worth one point.
Answer Area

Mmi\ﬂmrosoft., -

e Tean ‘Hliere WM, O
. u:erz can delete VM1, o 3
User3 can delete VM1, 'S O
Answer:
Answer Area

o MICrO sl o (1) e -
an e VM1, 191 o

p d‘ dumm«z can delete VM1, r—j ]':.':J

r

User3 can delete VM. | O O

Explanation



Answer Arca

Statements Yes No
Liser1 can delete VM. -

User2 can delete VM. -
User2 can delete VR, -

NEW QUESTION: 311

You need to ensure that the audit logs from the SQLdb1 Azure SQL database are stored in the WS11641655 Azure Log Analytics workspace.

To complete this task, sign in to the Azure portal and modify the Azure resources.

Answer:

See explanation below.

Explanation

1. In the Azure portal, type SQL in the search box, select SQL databases from the search results then select SQLdb1. Alternatively, browse to SQL databases in the left navigation pane.
2. In the properties of SQLdb1, scroll down to the Security section and select Auditing.

3. Turn auditing on if it isn't already, tick the Log Analytics checkbox then click on Configure.

HH.LIILIIIH s
o

Audit log destination (choose at least one):

I |'Stdrdgel !

_\/’ Log Analytics (Prapew)

Log Analytics details

Configure

| Event Hub (Preview)

4. Select the WS11641655 Azure Log Analytics workspace.
5. Click Save to save the changes.

NEW QUESTION: 312

Use the following login credentials as needed:

To enter your username, place your cursor in the Sign in box and click on the username below.

To enter your password, place your cursor in the Enter password box and click on the password below.
Azure Username: User1-10598168@ExamUsers.com

Azure Password: Ag1Bh9!#Bd

The following information is for technical support purposes only:



Lab Instance: 10598168

O {n} - legin.microsoftonline.com

G:} This site uses cookies for analytics, personalized content and ads. By o

Microsoft Azure

m" Microsoft

Sign in

to continue to Microsoft Azure

i_:‘*':.j. phone, or Sype

No account? ﬁr“‘lbe S

Can L-afl‘ﬁ":"!ﬂ:m' account?
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You need to create a new Azure Active Directory (Azure AD) directory named 10598168.onmicrosoft.com.
The new directory must contain a user named user1@10598168.onmicrosoft.com who is configured to sign in by using Azure Multi-Factor Authentication (MFA).
To complete this task, sign in to the Azure portal.
Answer:
See the explanation below.
Explanation
Step 1: Create an Azure Active Directory tenant
1. Browse to the Azure portal and sign in with an account that has an Azure subscription.
2. Select the plus icon (+) and search for Azure Active Directory.



Azure Acfive Directory

MARKETPLALE See all

Compute

3. Select Azure Active Directory in the search results.

A~ Azure Active Directo ry

Results

MAME ™ PUBLISHER

Microsoft

.
ﬂ Azure Active Diréctory |

4. Select Create.
5. Provide an Organization name and an Initial domain name (10598168). Then select Create. Your directory

Create directory O X

w M

Urganization name [ ]

[ Contoso Direct o

* lmitial domain name B

contosodirect o

contosodirect.onmicrosoft.com

Cgunitry or region @

[Lirjitec-Statfs w

Directory creation will take about
one minute.

is created.

6. After directory creation is complete, select the information box to manage your new directory.Next, you're going to add tenant users.
Step 2: Create an Azure Active Directory tenant user

7. In the Azure portal, make sure you are on the Azure Active Directory fly out.



contoso direct

contoso direct

D Overdes

. y
£5. ) Cuick start

MANAGE

r' Getting started

Manage

e W
s Users, &
=

i SiRips

Y Organizational relationshindvlicros

sa Roles and administrators

8. Under Manage, select Users.
9. Select All users and then select + New user.

10. Provide a Name and User name (user1) for the regular user tenant You can also show the temporary password. When you're done, select Create.
Name: user1

User name: user1@10598168.onmicrosoft.com



PBl Embed o

* User name &

| phiembed@contosodirectonmicrosoftoom

Praofile @&
2
Mot configured
Properties @ 5
DefadEC
s
2

0 groups selected

Directory role 5
User

Password
Show Password

Reference:
https://docs.microsoft.com/en-us/power-bi/developer/create-an-azure-active-directory-tenant

NEW QUESTION: 313
You have a network security group (NSG) bound to an Azure subnet.
You run Get-AzureRmNetworkSecurityRuleConfig and receive the output shown in the following exhibit.



Narma

Description

Protocol

SocurcePortRange
DestinationPortRange
SourcelfddressFPrefix
DestinationAddressPrefix
SourcefpplicationSecurityGroups
DestinationfpplicationSecurityGroups
Access

Frioxity

Direction

Name

FProvisionlngState

Description

Protocol

SourcePortRange
DestinationPortRange
SourcefddressPrefix
DestinationfAddressPrefix
ScurcelfpplicationSecurityGroups
DestinationfpplicationSedurityGroups
Access

Priority

Direction

H

D riptioh

Protocol

SeurcePortRange
DestinationPortRange
SourcelddressPrefix
DestinationhddressPrefix
SourcefpplicationSecurityGroups
DestinationfipplicationSecurityGroups
Acocess

Priority

Diraction

DenyStorageAccess

w
{*}
{*}
{*
{Storage}
[]
[]
Deny
105
Cutbound

StorageEA2Allow
Succeeaded

4

{*}

{443)

=]
{Storage/EastUs2}
[]
[]

Allow

104

Cutbound

Contoso FTP

TCP
{*}
{21}
{1.2.3.4/32)
{10.0.0.5/32)
[]
[]

Allow

504

Inbound

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.

Traffic destined for an Azure Storage account is [answer choice]. 'Y

able to connect to East US
ab_le_tq gonnect to East US 2

able to connect to West Europe
prevented from connecting to all regions

FTP connections from 1.2.3.4 to 10:0.0.10/32 are [answer choice]. | v

allowed

g l_dmgﬂ;d :
forvarded




Answer:

Traffic destined for an Azure Storage account is [answer choice].

able to connect to East US
able to connect to East US 2 I

able to connect to West Europe

prevented frCFl.'o [4 : ectm&dtaw TEEIO!TS#

FTP connections from 1.2.3.4 t0 10.0.0.10/32 are [answer choice]. | v
allowed
Fronped |
forwarded

Reference:

https://docs.microsoft.com/en-us/azure/virtual-network/manage-network-security-group

NEW QUESTION: 314

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the stated goals. Some question sets might
have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have an Azure Subscription named Sub1. Sub1 contains an Azure virtual machine named VM1 that runs Windows Server 2016.

You need to encrypt VM1 disks by using Azure Disk Encryption.
Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the correct order.

IVIICYOSO]

Configure secrets for the Arure key vault.

Create an Arure key vault,
Run Set=-AzurefmStorageAccount

Confligure access policies for the Azure key vault.

Run Set-AzureRmvVeDiskEncoypt iaAExtension.

Answer:



=N @@3@%

| Configure secrets¥or the Azure key vault.

| Run set-AzurermvmDi skEncryptionExtension.

I

Explanation

Create an Azure key vauilt.

Configure access policiesfor the Azure key vault.

S L.

e

Run set—h_unkr J.s!-:Enc;{ptionﬂtens ion.
i lfeceX el

References:
https://docs.microsoft.com/en-us/azure/virtual-machines/windows/encrypt-disks

NEW QUESTION: 315
You have an Azure Active Directory (Azure AD) tenant that contains the users shown in the following table.

Name Member of Multi-factor authentication (MFA) status
Usert Group1, Group2 | Enabled
User? Group1 Disabled
User3 Group1 Disabled

You create and enforce an Azure AD ldentity Protection sign-in risk policy that has the following settings:
Assignments: Include Group1, exclude Group2

Conditions: Sign-in risk level: Medium and above

Access Allow access, Require multi-factor authentication

You need to identify what occurs when the users sign in to Azure AD.

What should you identify for each user? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.



When User1 signs in from an anonymous IP address, | v
the user will: :

Be blocked

Be prompted for MFA

Sign in by using a username and password only
When User2 signs in from an unfamiliar location, ‘ v
the user will: Be blocked

Be prompted for MFA

Sign in by using a username and password only

When User3 signs in from an infected device,

the user will:

, | Beblocked _

Answer:

When User1 signs in from an anonymous IP address,

the user will:

W DATCTOSO e

When User3 signs in from 'an infected device,
the user will:

Reference:

v
Be blocked
[Be prompted for MFA
Sign in by using a usermame and password only

S.v v
e blocked
e prompted for MFA
Sign in by using a username and password only
v
Be blocked |
Be prompted for MFA

Sign in by using a username and password only

http://www.rebeladmin.com/2018/09/step-step-guide-configure-risk-based-azure-conditional-access-policies/
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity-protection-policies



https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity-protection-risks

NEW QUESTION: 316
You create resources in an Azure subscription as shown in the following table.

Name Type Region
RG1 Resource group West Europe

VNET1 Azure virtual network West Europe
Contos01900 /1 | 4 Arure\Stprage account West Europe

VNET1 contains two subnets named Subnet1 and Subnet2. Subnet1 has a network ID of 10.0.0.0/24. Subnet2 has a network ID of 10.1.1.0/24.
Contoso1901 is configured as shown in the exhibit. (Click the Exhibit tab.)

PS C:\> (Get-AzStoragalccount G conto=o0l90]l) . NetworkRulaSat

ByPass : Logging, Metrics
DefaultAction : Deny
IpRules : [193.77.0.0/16,...1
VirtualNatworkRules : [/subscriptions/a90c8cB8f-dBbe-4112-abfb-
dacd4906573dd/ resourceGroups /RGl /providers /Microsoft. Hetwork/

virtualNetworks/VNET1/subnets/Subnatl,...]

ES-faee> (Get-AzStoragelcocunt RG1 contosel@0l) . NetworkRuleSet .
IpRules

Action IPAddressOrRange

Allew 193.77.0.0/16

PS C:\> (Get-AzStorageAccount
Action VirtualNetworkResourceld

Allow [subscriptions/a9%0c8c8f-dBbeo-4112-abfb dacd906573dd/resourceGroups/
RGl/providers /Microsoft.Network/virtualNetworks /VNET1/subnets/Subnetl Succeedad

PS C:\>_
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements

An Azure virtual machine on Subnetl can access data inContoso01901. O

An Azure virtual machine on Subnet2 can access data in Contoso1901. O

A computer on the Intérnet that.has an IP addre,ss of 193.77.10.2 can access O
data in Contoso1901. I\ ;’! ' .

Answer:



Statements

An Azure virtual machine on Subnetl can access data in Contoso1901.

An Azure virtual machine on Subnet2 can access data in Contoso1901.

A computer on the Internet that has an IP address of 193.77,10.2.can access |(¢),
data in Contoso1901. IVIICYOSGA

s 0 |
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NEW QUESTION: 317
You have an Azure subscription that contains a user named Admin1 and a resource group named RG1.
In Azure Monitor, you create the alert rules shown in the following table.

= Condition
All seturity operations
|, Al 'administrative operations
LAl security operations by Admin1
All administrative operations by Admini

Admin1 performs the following actions on RG1:

Adds a virtual network named VNET1

Adds a Delete lock named Lock1

Which rules will trigger an alert as a result of the actions of Admin1? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.


https://www.actual4test.com/AZ-500_examcollection.html

Adding VNET1: v
Rule2 only

Rule4 only

Rule2 and Rule 4 only

Rule3 and Rule 4 only

Rule1, Rule2, Rule3 and Rule 4

Microsoft

Adding Lock1: v
Rule2 only

Rule4 only

Rule2 and Rule 4 only

Rule3 and Rule 4 only

Rule1, Rule2, Rule3 and Rule 4

Answer:
Microsoft
Adding VNET1:

Rule2 only
Rule4 only

Rule2 and Rule 4 only
Rule3 and Rule 4 only
Rule1, Rule2, Rule3 and Rule 4

Adding Lock1; v
Rule2 only

Rule4 only

Rule2 and Rule 4 only

Rule3 and Rule 4 only

Rule1, Rule2, Rule3 and Rule 4

NEW QUESTION: 318

You create an Azure subscription with Azure AD Premium P2.

You need to ensure that you can use Azure Active Directory (Azure AD) Privileged Identity Management (PIM) to secure Azure roles.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the correct order.



Actions

Discover privileged roles.

Sign up PIM for Azure AD roles.

Consent to PIM.

Discover resources.

Verify your identity by using multi-factor
authentication (MFA).

Answer:
Actions Answer Area

Discover privileged roles. Consent to PIM.

Verify your identity by using multi-factor
| authentication (MFA).

{
Consent to PIM. Sign up PIM for Azure AD roles.

‘ Discover resources. J

Sign up PIM for Azure AD roles.

NEW QUESTION: 319
You have an Azure subscription that contains an Azure Active Directory (Azure AD) tenant named contoso.com. The tenant contains the users shown in the following table.

e AD user role

Owner

Contributor

Security Adﬁg@iﬁ?‘*v

=il y

Service administrator

You create a resource group named RG1.
Which users can modify the permissions for RG1 and which users can create virtual networks in RG17? To answer, select the appropriate options in the answer area.



NOTE: Each correct selection is worth one point.

Users who can modify the permissions farMig Crosor!

User1 only
User1 and User2(Oply
User1 and Usér3 only
Userd Lfkfz and User3 only

ﬁ&@r‘? User2, User3, and User4

%
: [ § |
Users who can create virtual ne Lu‘iﬂ RG1:
~ O User1 only
e\
» £ & o User1 and User2 only
?‘Qﬁn User1 and User3 only
User1, User2 and User3 only
User1, User2, User3, and User4

Answer:

Users who can modify the permissions for RG1: v
User1 only

User1 and User2 only

User1 and User3 only

User1, Usér2 and User3 only

i User1, User2, User3, and User4

Users who can create virtual networks in RG1: v
User1 only

I User1 and User2 only
User1 and User3 only
erl, User2 and User3 only

Micros qﬁerl, User2, User3, and User4

NEW QUESTION: 320

You have an Azure subscription that contains the following resources:

* A virtual network named VNET1 that contains two subnets named Subnet1 and Subnet2.

* A virtual machine named VM1 that has only a private IP address and connects to Subnet1.

You need to ensure that Remote Desktop connections can be established to VM1 from the internet.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange then in the correct order.



Answer Area
Actions

Configure a network security group (NSG).

Create a network rule collection.

Create a NAT rule collection.

Create a new subnet.

Deploy Azure Application Gateway.

Deploy Azure Firewall. _

Answer:

: ! M ic roso -t Answer Area

Configure a network securi up [NSG), R
EU ty group { ) Creiitq:&?h}wsﬂbnet.

s

Create a network rule cullectlcn. ¢ ::..: _ f-bé;]lﬂ\l‘ A Eaail:

Create a NAT rule collection.

Create a NAT rule collection,

Create a new subnet.

-

Deploy Azure Application Gﬁeﬁml N

Deploy Azure Firewall,

Explanation

Create a new subnet.

a B B

e
I'V_F

i
——

2 ~t L) -

e
Creaﬂeﬁa‘ﬂm_’_ rule collection.
Vlicrosoft

NEW QUESTION: 321

You have an Azure subscription.

You need to create and deploy an Azure policy that meets the following requirements:

When a new virtual machine is deployed, automatically install a custom security extension.

Trigger an autogenerated remediation task for non-compliant virtual machines to install the extension.
What should you include in the policy? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.



Deﬁn%ﬁni‘r aViicros Oft v

Append
DeployifNotExists )
EnforceOPAConstraint
EnforceRegoPolicy
Modify

Assignment remediation task’ R v

A managed identity that has the Contributor role

A managed identity that has the User Access Administrator role
A service principal that has the Contributor role

A service principal that has the User Access Administrator role

Answer:

Definition effect: E - ' Icroﬂso

Append

DeplovifNotExists .
EnforceOPAConstraint, =) -
EnforceRegoPolicy™, 'y
Modify s s\

Assignment remediation task: RU v
inaged identity that has the Contnbutor role

B dnanaged identity that has the User Access Administrator role
L. YA service principal that has the Contributor role
- |Aservice principal that has the User Access Administrator role

Reference:
https://docs.microsoft.com/en-us/azure/governance/policy/how-to/remediate-resources

NEW QUESTION: 322

You have a web app named WebApp1.

You create a web application firewall (WAF) policy named WAF1.
You need to protect WebApp1 by using WAF1.

What should you do first?

A. Deploy an Azure Front Door.

B. Add an extension to WebApp1.

C. Deploy Azure Firewall.

Answer: A (LEAVE A REPLY)

Explanation/Reference:
https://docs.microsoft.com/en-us/azure/frontdoor/quickstart-create-front-door

NEW QUESTION: 323

You plan to use Azure Sentinel to create an analytic rule that will detect suspicious threats and automate responses.
Which components are required for the rule? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.


https://www.freepdfdumps.com/Microsoft.AZ-500.v2025-01-29.q426.html

Detect suspicious threats: v
A Kusto query language query

A Transact-SQL quéry

An Azure PowerShell query

An Azure'Sentinel playbook

fAutomate responses: - -
An Azure Functions app

An Azure PowerShell script

An Azure Sentinel playbook
AnAzyre Sentinel workbook

S

Answer:
Detect suspicious threats: v
Mustn query language query l
A Transact-SQL query
An Azure PowerShell query
An Azure Sentinel playbook

Automate responses: IVIILT .
An Azure Functions app

An Azure PowerShell script
JAn Azure Sentinel playbook
An Azure Sentinel workbook

Reference:
https://docs.microsoft.com/en-us/azure/sentinel/tutorial-detect-threats-custom
https://docs.microsoft.com/en-us/azure/sentinel/tutorial-respond-threats-playbook

NEW QUESTION: 324

You plan to use Azure Log Analytics to collect logs from 200 servers that run Windows Server 2016.

You need to automate the deployment of the Microsoft Monitoring Agent to all the servers by using an Azure Resource Manager template.
How should you complete the template? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.



“type” : “Microsoft.Compute/virtualMachines/extensions”,
“name” : “[concat (parameter (‘vmname’), /OMSExtension)”,
“apiVersion” : “([variables(‘apiVersion’)]”,
“location” : “[resourceGroup|().locatiocn)”,
“dependsOn” : [
“[{concat (*‘Microscoft.Compute/virtualMachines/”, parameters(‘vmName’))]"”

|

properties” :
.. yblisher” :.r.-ros:rft. Enurpnstclaud Monito '
N I\tﬁm;gm e O
s "5.07, 0

autaUpgradaH:Lnnrvarsion" : true,

“settings” : | 9 .
S ——_[‘. + “[{vari Q:"mrl'll"
[“AzureADApplcationD" - &

“WorkspacelD" 0
“WorkspaceName®
“WorkspaceURL"

e

“prota:tadﬁnttinqs"Q
Eareaao ' |w|: “tvariable (‘varz’)1”

“AzureAD ] ret”
“StorageAcc
“WorkspacelD"
"WorkspaceKey”

Answer:



“type” : “Microsoft.Compute/virtualMachines/extensions”,
“name” : “[concat (parameter (‘vmname’), /OMSExtension]”,
“apiVersion” : “[variables(‘apiVersion’)]”,
“location” : “[resourceGroup().location]”,
“dependsOn” : [
“[concat (*‘Microsoft.Compute/virtualMachines/”, parameters(‘vmName’))]”
1.
“properties” : {
“publisher” : “Microsoft.EnterpriseCloud.Monitoring”,
“type” : “MicrosoftMonitoringAgent”,
“typeHandlerVersion” : “1.0”,
“autoUpgradeMinorVersion” : true,

tei -3 |
.. MEM Iv : “[variable(‘v 'lcom
~AzureADApplicationiD" p
| ‘WorkspacelD" ! um

“WorkspaceName=

b

“protectedSettings” : {

lv— : “[variable (‘var2’)1”

“AzureADApplicationSecret
“StorageAccountKey”
_"WorkspacelD”. _

! 'Wm::eﬁ I

Explanation:



Jr

: chgad i I :
prcpf;u;ffsher” : “"Micr@Emit MLQrQéSQxfth—:}ni:oring",

“EVYPe™ 3 “M;:ros&ftﬂon-uu--nﬂﬁaﬂr'”
“typeHandlerVersion” : "“1.0%,
“autoUpgradeMinorVersion” : true,
“settings” : {

Iv : “[variable(‘varl’))”

"AzureADApplicationiD”
“WorkspacelD*

‘WorkspaceName® _
"WorkspaceURL" ~

-

} . | PTY oY
“proté&crédsSettings” : {

!v : “[variable (‘var2’')1”

‘AzureADApplicationSecret”
“StorageAccountKey”
"WorkspacelD”

“WorkspaceKey”

1
References:

https://blogs.technet.microsoft.com/manageabilityguys/2015/11/19/enabling-the-microsoft-monitoring-agent-in-w

NEW QUESTION: 325

You have an Azure subscription that contains the resources shown in the following table.
eI

i

1 ':'_”

II:-'II JJJJJ.F I”ljflﬂl

il
i

” i 13 ,
L HHEL .I:l,! L

ummrmm:mnmmlm Ll i
You perform the following tasks

e ——

Create a managed identity named Managed1.

Create a Microsoft 365 group named Group1.

You need to identify which service principals were created and which identities can be assigned the Reader role for RG1. What should you identify? To answer, select the appropriate options in the
answer are a. NOTE: Each correct selection is worth one point.



ol !
R

|

T

e |
e

NEW QUESTION: 326

You need to create Role1 to meet the platform protection requirements.

How should you complete the role definition of Role1? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

“Name” | “Rolel”, .
wId” | “11111111-1111—1111—1111-';‘@&&1&1]50&
“wIsCustom” : true, '

“Description”: “WM storage upara%((\

“Actions” : [ c'
v
“Microsoft. Compute/ . disks/™,
"Microsoft Resc storageAccounts/™,
"Microsoft S virtualMachines/disks/*",

’

“AssignableScopes” : [

]

}
Answer:




hA,; s L

IVIICFOSOT1T

Storage accounts that can be used as the audit log_[Storagel.snhy

destination e B i S priy
S18f3pe1 and Storaged only
STorage . storagel. and STorages

Log Analytics workspages that can be used as the audit log [anabtes onky
cestination: |Anakytcs? snd Anshytscid only
fenalytical aod anslgediooly .

| Anabytics 1. Analytics?, and Anabyticsd 1

Explanation

“Name” | “Rolel”,

“Ida” | »11111111-1111-1111-1111-111111111111”~,
“IsCustom” : true,

“Description”: “WM storage operator”

“Actions” : [

v v

“"Microsoft. Compute/" | | disks/™,
“Microsoft, Resources/ storageAccounts/™,
“Microsoii.Storage/ virtualMachines/disks/*",

1,
| z 1N
“NRAdeviones ] [ L
r
“AssignableScopes” : [
]
1
Scenario: A new custom RBAC role named Role1 must be used to delegate the administration of the managed disks in Resource Group1. Role1 must be available only for Resource Group1.
Azure RBAC template managed disks "Microsoft.Storage/"

References:
https://blogs.msdn.microsoft.com/azureedu/2017/02/11/new-managed-disk-storage-option-for-your-azure-vms/

NEW QUESTION: 327
You have an Azure subscription that contains an Azure key vault named KeyVault1 and the virtual machines shown in the following table.

Name Private IP address Public IP address Connected to
VM1 10.7.0.4 51.144.245,152 VNET1/Default
VM2 10.8.0.4 104.45.9.227 VNET2/Default

You set the Key Vault access policy to Enable access to Azure Disk Encryption for volume encryption.
KeyVault1 is configured as shown in the following exhibit.



H‘! Save X Discard

Allow access from: _All networks @ Selected networks
@) Configure network access control for your kev,b arn More

Virtual networks: € + Add existing virtual networks + Add riéw Sirtual network

"4
VIRTUAL NETWORK SUBNET RESOURCE GROUP QBSCRIPTIDN

B\ ficrosoft 6\)’@
IPv4 ADDRESS OR CIDR bK
[ iPvéaddressor DR Q:Q_ |

Exception: ge
Allow trusted Microsoft services to % I Yes ( ' No

this firewall? . - : <
o © This setting is related to firewall only. In order to access this key vault, the trusted
service must also be given explicit permissions in the Access policies section.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.



Statements Yes No

From VM1, users can manage the keys and secretﬁr_, A N o AR
stored in KeyVaultl. IVIICHOSOIX
From VM2, users can manage the keys and secrets O O
stored in KeyVaultl.
VM2 can use KeyVault for Azure Disk Encryption O @
Answer:
Statements Microsto | Yes No

From VM1, users can manage the keys and secrets  ~ -
stored in KeyVault1. |

From VM2, users can manage the keys and secrets Te) O
stored in KeyVaultl. Bl

gy |
VM2 can use KeyVault for Azure Disk Encryption O O
e o= =
Explanation:
Answer Area
Statements Yes No
From VM1, users cag M Thes the keys and secrels stored in KeyVaulil -
i P FromiVL L (8ers can man age the keys and secrets stored in KeyVaulil -
Microsoft
¥ME can use KeyVaull? tor Arure Disk Encryptior -

NEW QUESTION: 328
You need to configure an access review. The review will be assigned to a new collection of reviews and reviewed by resource owners.
Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the correct order.



Actions Answer Area

Create an access review program.

Set Reviewers to Selected users.

Create an access review audit. ©

Create an access review control.

Set Reviewers to Group owners.

Set Reviewers to Members. | | Microsoft

Answer:
Answer Area = Micre8oft

Create an access review program

Create an access review control

Set Reviewers to Group owners

1 - Create an access review program

2 - Create an access review control

3 - Set Reviewers to Group owners

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/governance/create-access-review
https://docs.microsoft.com/en-us/azure/active-directory/governance/manage-programs-controls

NEW QUESTION: 329

You have an Azure subscription that contains a web app named App1 and an Azure key vault named Vault1.
You need to configure App1 to store and access the secrets in Vault1.

How should you configure App1? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.



Configure App1 to authenticate ﬁﬁnﬁd\ﬂ | Croso f‘t v

Key

Ceftificate

Passphrase

User-assigned managed identity
System-assigned managed identity

Configure a Key Vault reference for App1 from the: v
Extensions blade

General settings tab

TLS/SSL settings blade

Application settings tab

Answer:

'Microsoft

Key

Configure App1 to authenticate by using a: '

Certificate
Passphrase

{User-assigned managed identity

Configure a Key Vault referérice for App1 from the: v
Extensions blade

General settings tab

TLS/SSL settings blade

Application settings tab |

Explanation:



Configure App‘[ to aMrii@E@ mﬁ AN

key O

Cettificate

‘Passphrase

%] User-assigned managed identity

System-assigned managed identity

Configure a Key Vault reference for A n‘lfmm the: v
> Extensions blade

General settings tab

TLS/SSL settings blade

Application settings tab

Reference:
https://docs.microsoft.com/en-us/azure/app-service/overview-managed-identity ?tabs=dotnet

NEW QUESTION: 330
You have an Azure subscription that contains the following resources:

* An Azure key vault

* An Azure SQL database named Database1

* Two Azure App Service web apps named AppSrv1 and AppSrv2 that are configured to use system-assigned managed identities and access Database1 You need to implement an encryption solution
for Database1 that meets the following requirements:

* The data in a column named Discount in Database1 must be encrypted so that only AppSrv1 can decrypt the data.

* AppSrv1 and AppSrv2 must be authorized by using managed identities to obtain cryptographic keys.

How should you configure the encryption settings fa Database1 To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point

To configure the encryption of Daubm-h

| Abways Endypied by using the Windows Cenificae Store
Transparent Data Encryption (TDE) by using Agoie Key Vault intagration
Transparent Data Encryptiog GFDE) By g Bring Your Own Key (BYOK).

To obtain the cryptographic keys:

[Create an access pobcy m Azure
(Generate a key on &n HSM dewnce
Impaort App Senace certificates 1o AppSndl and AppSnvd.
Regester an enterpise application i Azure AD,

Answer:



Statements Yes No

Jeleting the security rule that has a priority of 100 will revoke the approved JIT 1e) O
ccess request. : - |

lemote Desktop access to VM5 is blocked., de‘ O
\n Azure Bastion host will enable, Rgtriote Desktop access to VM&#rom the/intefoel OGO T T 10]
Explanation

Text Description automatically generated with medium confidence

‘o configuré the encryption.of Database1: v

[ ol
[Always Encrypted by using Azure Key Vauit
Always Encrypted by using the Windows Certificate Store.
Transparent Data Encryption (TDE) by using Azure Key Vault integration.
Transparent Data Encryption (TDE) by using Bring Your Own Key (BYOK).

To obtain the cryptographic keys: v
Create an access policy in Azure Key Vault.
Generate a key on an HSM device.
Import App Service certificates to AppSrv1 and AppSiv2.
Reaister an enterprise application in Azure AD.

Reference:
https://docs.microsoft.com/en-us/azure/azure-sql/database/always-encrypted-azure-key-vault-configure?tabs=azu

NEW QUESTION: 331

Your network contains an on-premises Active Directory domain named contoso.com. The domain contains a user named User1.

You have an Azure subscription that is linked to an Azure Active Directory (Azure AD) tenant named contoso.com. The tenant contains an Azure Storage account named storage1. Storage1 contains
an Azure file share named share1.

Currently, the domain and the tenant are not integrated.

You need to ensure that User1 can access share1 by using his domain credentials.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the correct order.



Actions v+ AnswerArea
' Create a private link to storagel.

'Enable Active Directory Domain Services
| (AD DS) authentication on storagel.

Implement Azure AD Connect. +

'Create a service endpoint to storagel.

| Assign share-level permissions for sharel.

Answer:
Explanation

Y g Ot

Implement Azure AD Connect.

' Enable Active Directory Domain Services

| (AD DS) authentication on storagel.

Assign share-level permissions for sharel.

Reference:
https://docs.microsoft.com/en-us/azure/security-center/security-center-compliance-dashboard
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NEW QUESTION: 332

You plan to implement an Azure function named Function1 that will create new storage accounts for containerized application instances.

You need to grant Function1 the minimum required privileges to create the storage accounts. The solution must minimize administrative effort.
What should you do? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.


https://www.actual4test.com/AZ-500_examcollection.html

Assign role to:

A group account

A system-assigned managed identity

A user account

A user-assigned'managed identity

Role assignment to create:

Built-inrole assignment
Classic administrator role assignment

%F@gg tccess control (RBAC) role assignment

Answer:

Assign role to: ___ M IC oS Oft v

A group account

A system-assigned managed identity

A user account

A user-assighed managed identity

Role assignment to create: v
Built-in role assignment
Classic administrator role assignment

Il Custom role-based access control (RBAC) role assignment

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/overview
https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/howto-assign-access-portal

NEW QUESTION: 333

You need to configure WebApp1 to meet the data and application requirements.

Which two actions should you perform? Each correct answer presents part of the solution.
NOTE: Each correct selection is worth one point.

A. Upload a public certificate.

B. Turn on the HTTPS Only protocol setting.

C. Set the Minimum TLS Version protocol setting to 1.2.

D. Change the pricing tier of the App Service plan.



E. Turn on the Incoming client certificates protocol setting.
Answer: B,E (LEAVE A REPLY)
Explanation

Refer https://docs.microsoft.com/en-us/azure/app-service/app-service-web-configure-tls-mutual-auth

Topic 1, Litware, inc

This is a case study. Case studies are not timed separately. You can use as much exam time as you would like to complete each case. However, there may be additional case studies and sections on
this exam. You must manage your time to ensure that you are able to complete all questions included on this exam in the time provided.

To answer the questions included in a case study, you will need to reference information that is provided in the case study. Case studies might contain exhibits and other resources that provide more
information about the scenario that is described in the case study. Each question is independent of the other question on this case study.

At the end of this case study, a review screen will appear. This screen allows you to review your answers and to make changes before you move to the next sections of the exam. After you begin a
new section, you cannot return to this section.

To start the case study

To display the first question on this case study, click the Next button. Use the buttons in the left pane to explore the content of the case study before you answer the questions. Clicking these buttons
displays information such as business requirements, existing environment, and problem statements. If the case study has an All Information tab, note that the information displayed is identical to the
information displayed on the subsequent tabs. When you are ready to answer a question, click the Question button to return to the question.

Overview

Litware, Inc. is a digital media company that has 500 employees in the Chicago area and 20 employees in the San Francisco area.

Existing Environment

Litware has an Azure subscription named Sub1 that has a subscription ID of 43894a43-17c2-4a39-8cfc-3540¢c2653ef4.

Sub1 is associated to an Azure Active Directory (Azure AD) tenant named litwareinc.com. The tenant contains the user objects and the device objects of all the Litware employees and their devices.
Each user is assigned an Azure AD Premium P2 license. Azure AD Privileged ldentity Management (PIM) is activated.

The tenant contains the groups shown in the following table.

Name Type Description

A-group that has the Dynamic:User membership type,
contains all the San Franecisco users, and provides
accessto-many'Azure AD applications and Azure
FESOUrCesS.

A group that has the Dynamic User membership type and
contains the Chicago IT team

The Azure subscription contains the objects shown in the following table.

Group1 Security group

Group2 Security group
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Name

Type

Description

VNet1

Virtual network

VVNet1 is a virtual network that contains
security-sensitive IT resources. VNet1
contains three subnets named Subnet0,
Subnet1, and AzureFirewallSubnet.

VIViU

Vit"tual machine

VMO is an Azure virtual machine that runs
Windows Server 2016, connects to
Subnet0, and has just in time (JIT) VM
access configured.

VM1

Virtual machine

VM1 is an Azure virtual machine that runs
Windows Server 2016 and connects to
SubentO.

SQLDB1

Azure SQL
Database

SQLDB1 is an Azure SQL database ona
SQL Database server named
LitwareSQLServer1.

WebApp1

Web app

WebApp1 is an Azure web app thatis
accessible by using https://litwareinc.com
and http://www litwareinc.com.

Resource Group1

Resource group

Resource Group1is a resource group that
contains VNet1, VMO, and VM1.

Resource Group2

Resource group

Resource Group2is a resource group that
contains shared IT resources.

Azure Security Center is set to the Free tier.

Planned changes

Litware plans to deploy the Azure resources shown in the following table.

Name Type Description
Firewall1 Azure Firewall An Azure firewall on VNet1.
Acroute table that will contain a route
RT1 Route table pointing to Firewall1 &s the default,
gateway and will be assighed to-Subneto.
AKS1 ‘:‘:EE Kubemetaageivice A managed AKS cluster

Litware identifies the following identity and access requirements:
* All San Francisco users and their devices must be members of Group1.

* The members of Group2 must be assigned the Contributor role to Resource Group2 by using a permanent eligible assignment.

* Users must be prevented from registering applications in Azure AD and from consenting to applications
* that access company information on the users' behalf.

Platform Protection Requirements
Litware identifies the following platform protection requirements:

* Microsoft Antimalware must be installed on the virtual machines in Resource Group1.

* The members of Group2 must be assigned the Azure Kubernetes Service Cluster Admin Role.
* Azure AD users must be to authenticate to AKS1 by using their Azure AD credentials.




* Following the implementation of the planned changes, the IT team must be able to connect to VMO by using JIT VM access.

* A new custom RBAC role named Role1 must be used to delegate the administration of the managed disks in Resource Group1. Role1 must be available only for Resource Group1.
Security Operations Requirements

Litware must be able to customize the operating system security configurations in Azure Security Center.

NEW QUESTION: 334

You plan to use Azure Sentinel to create an analytic rule that will detect suspicious threats and automate responses.
Which components are required for the rule? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

ietect suspicicts treatsy so Tt -
A Kusto query language query
A Transact-SQL query

An Azure PowerShell query
An Azure Sentinel playbook

utomate responses: v
An Azure Functions app

An Azure PowerShell script

An Azure Sentinel playbook

An Azure Sentinel workbook

Answer:

Jetect suspicious threats:

w
A Kusto query language query I_
A Transact-SQL query
An Azure PowerShell query
An Azure Sentinel playbook

\utomate responses: i
An Azure Functions app

An Azure PowerShell script

|An Azure Sentinel playbook |
An Azure Sentinel workbook

Reference:
https://docs.microsoft.com/en-us/azure/sentinel/tutorial-detect-threats-custom
https://docs.microsoft.com/en-us/azure/sentinel/tutorial-respond-threats-playbook

NEW QUESTION: 335



You have an Azure subscription. The subscription contains Azure virtual machines that run Windows Server 2016.
You need to implement a policy to ensure that each virtual machine has a custom antimalware virtual machine extension installed.
How should you complete the policy? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
|

“j_frr . {
wallof#®: |
{
“field” : “type”,
Mequals”: “"Wicrosoft.lompute/virtualMachines!
}
{
“wfField” : “Microsoft.Compute/imagesSKUr,

“acquals” : “20l6-Datacenter”,

}

},

“then” : | :
“effeqtﬁf e A " W

Append

Deny

DeploylfNotExists

wdetails~ : {

“type” . “Hi-::rnsoft..Guaﬁtﬂonfig‘urat.ionp’guﬁﬁtG-::-nfigurat.inrmssignmants",
“roleDefinitionsIds™ : [

w/providers/microsoft.authorization/roleDefinitions/12345678-1234-5678-abcd-012345678910"
],
“name’” : “ocustomExtension”,
“deployment” : {
wproperties” : |
“mode”: “incremental”.

“parameters” : {
},
W v W {
existenceCondition
resources
template

Answer:



wifr : |
wallofr: |
{
wFiald” : “type”,
“aequals”: “"Microsoft.flompute/virtualMachines"

I
{

“field” : “Microsoft.Compute/imageSKU~,
“aquals®” : “20l6-Datacenter®,

}
1
},
“then” : [ _
“affect” ; “ |
Append
Deny
DeployfNolExists

“datails» : | :
“type” : “Microsoft.GuestConfiguration/guestConfigurationAssignments”,
“roleDefinitionsIds®” : [
“/providers/microsoft.authorization/roléDefinitions/12345678-1234-5678-abcd-012345678910"
] r ;

“name” : “oustomExtension®,

“deployment” : {
“properties~ : |

*mode”: “incremental”.

“parameters” : |

|

" v_j we f
existenceCondition, _¢ J
resources
template
}

}
}
}
} [ ’ f

Reference:
https://docs.microsoft.com/en-us/azure/governance/policy/concepts/effects

NEW QUESTION: 336

You are testing an Azure Kubernetes Service (AKS) cluster. The cluster is configured as shown in the exhibit.
(Click the Exhibit tab.)



BASICS

Subscription

Resource group

Region

Kubernetes cluster name
Kubernetes version

DNS name prefix

Node count

Node size

Virtual nodes (preview)

il 1l
A TION

Enable RBAC

NETWORKING

AlITHERM

HTI'P application routing
Network configuration

E A r'i B 'Irw:_“._ Mo ]
| UL IR ipdik L%

Enable container monitoring

Fa L P

Microsoft Azure Sponsorshif
AzureBackupRG_eastus2_1
East US

akscluster?

1115

akscluster2

3

Standard DS2 v2
Disabled

No

Yes
Basic

No

You plan to deploy the cluster to production. You disable HTTP application routing.

You need to implement application routing that will provide reverse proxy and TLS termination for AKS services by using a single IP address.
What should you do?

A. Create an AKS Ingress controller.

B. Install the container network interface (CNI) plug-in.

C. Create an Azure Standard Load Balancer.

D. Create an Azure Basic Load Balancer.

Answer: A (LEAVE A REPLY)

Explanation

An ingress controller is a piece of software that provides reverse proxy, configurable traffic routing, and TLS termination for Kubernetes services.

References:
https://docs.microsoft.com/en-us/azure/aks/ingress-tls

NEW QUESTION: 337
You network contains an on-premises Active Directory domain that syncs to an Azure Active Directory (Azure AD) tenant. The tenant contains the users shown in the following table.

Name MicrSauree
Userl Azure AD
User2 AzurgrAD
User3 On-premises Active Directory

The tenant contains the groups shown in the following table.
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Name Members
Groupl Userl, User2, User3
Group2 User?2

You configure a multi-factor authentication (MFA) registration policy that and the following settings:
Assignments:

Include: Group1

Exclude Group2

Controls: Require Azure MFA registration

Enforce Policy: On

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

,1% ﬁ Eeﬂgnc‘t’sﬁ o ”'ni Yes No

Userl will be prompted to cunflgure MFA regm@ﬁnn during
the user’s next Azure AD authentication. _ & O

User2 must configure MFA during tl

authentication. O O

User3 will be prompted %ﬁﬁlgure MFA registration during

the user’s next Azure%ﬁ uthentication. O O
Answer:

Statements

Userl will be prompted to configure MFA registration during
the user’s next Azure AD authentication.

User2 must configure MFA during the user’s next Azure AD
authentication.

User3 will be prompted to configure MFA registrationdu nrig;’
the user’s next Azure AD authentication.

NEW QUESTION: 338
You have a management group named Group1 that contains an Azure subscription named sub1. Sub1 has a subscription ID of 11111111-1234-1234-1234-1111111111.
You need to create a custom Azure role-based access control (RBAC) role that will delegate permissions to manage the tags on all the objects in Group1.



What should you include in the role definition of Role1? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Resource provider: i

Microsoft. Authorization
Microsoft.Resources
Microsoft.Support

Assignable scope: v
/
/Groupi
/subscriptions/11111111-1234-1234-1234-1111111111
Answer:
Resource provider: v
Microsoft. Authorization
Microsoft.Resources J
Microsoft.support
Assignable scope: v
/
/Group1
[7subscrinfions/11111111-1234-1234-1734-1111111111
Reference:

https://docs.microsoft.com/en-us/azure/role-based-access-control/resource-provider-operations
https://docs.microsoft.com/en-us/azure/role-based-access-control/custom-roles
https://docs.microsoft.com/en-us/azure/role-based-access-control/custom-roles-portal#step-5-assignable-scopes

NEW QUESTION: 339

You suspect that users are attempting to sign in to resources to which they have no access.

You need to create an Azure Log Analytics query to identify failed user sign-in attempts from the last three days. The results must only show users who had more than five failed sign-in attempts.
How should you configure the query? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.



et timeframe = 3d; By .
ecurityEvent M ICFOSOft
where TimeGenerated > ago(3d)
where AcccountType == ‘User’ and 1 ‘ ==4825
Acﬁvl'l'ﬂl;i 3
DataType
EventiD
QuantityUnit
Summarie failed-Jogin_attempts= | v
| Count(),
Countif(),
Makeset(),
Split),

latest_failed login=arg _max (TimeGenerated by Accou:

Answer:

let timeframe MICI’OSOfT.

SecurityEvent

| where TimeGenerated > ago (3d)
| where AcccountType == ‘User’ and o [" ==4625
Activiwty[}
|DataType
|EventD ,
QuantityUnit

| Summarie failed login attempts= \ 4

Makeset(),
Split(),

latest failed login=arg max (TimeGenerated by Account
| where failed login attempts > 5

Explanation



let timeframe = 3d;

SecurityEvent
| whﬁ;&ﬁ%iq&ﬁanetated > ago (3d) :
Il where KcccduntType == ‘User’ and % |v ==4625
AetivitylD
DataType
EventlD
QuantityUnit
| Summarie failed loginattempts= i'
Count(),
Countifi),
Makeset(),
Split(),

latest failed login=arg max (TimeGenerated by Account
| where failed login attempts > 5

The following example identifies user accounts that failed to log in more than five times in the last day, and when they last attempted to log in.
let timeframe = 1d;

SecurityEvent

| where TimeGenerated > ago(1d)

| where AccountType == 'User' and EventID == 4625 // 4625 - failed log in

| summarize failed_login_attempts=count(), latest_failed_login=arg_max(TimeGenerated, Account) by Account

| where failed_login_attempts > 5

| project-away Account1

References:

https://docs.microsoft.com/en-us/azure/azure-monitor/log-query/examples

NEW QUESTION: 340
You have an Azure Active Directory (Azure AD) tenant named contoso.com that contains three security groups named Group1, Group2, and Group3 and the users shown in the following table.

Role ~~ VIICIOF(CMember of
Application administrator Groupl
Application developer Group?2
Cloud application administrator Group3

Group3 is a member of Group2.

In contoso.com, you register an enterprise application named App1 that has the following settings:
Owners: User1

Users and groups: Group2

You configure the properties of App1 as shown in the following exhibit.



H Save X Discard @ Delete

Enabled for users to sign-in? e

Name* o
HormefageryRE ©) T 1

Logo e

Application ID e

Object ID o

User assignment required? o
Visible to users o

Notes o

For each of the following statements, select Yes if the statement is true. Otherwise, select no.

7 Got feedback

_Yes | No
Appl

AP

Select a file [=]

75082794-3617-4347-acbd-88cfda564072

4926abbc-ef5T-4c0f-a028-f6463 5cd 2655

Yes | No

[ Yes | No

NOTE: Each correct selection is worth one point.

Statrhents) s o f

Yes

Userl has Appl listed on his My Apps portal. O

User2 has Appl listed on her My Apps portal. O

User3 has Appl listed on her My Apps portal.

Answer:

-



Statements Yes No

User1 has Appl listed on his My Apps partal.

User2 has Appl listed on her My Apps portal.

User3 has Appl'listéd 6hhér My Apps portal. ¢ [O

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/assign-user-or-group-access-portal

NEW QUESTION: 341
You have an Azure subscription that contains the virtual networks shown in the following table.

Name | Region | Description |
HubWViMNet is a virtual natwarfik connected to the on-premises
network by using a sité-tc-site VPN that has BGP route
propagation eanabled. Hub\VNet contains a subnet named
Hub\VMNetSubnetD
Spokg\(lyet is a virtual network connected to HubVMet by

SpokeVNet | EastUS | usinl WiNelpédring Spoke\Metcontains a subnet named

| Spoke" NatSabnetD.~ - -

The Azure virtual machines on SpokeVNetSubnetO can communicate with the computers on the on-premises network.
You plan to deploy an Azure firewall to HubVNet.

HubVNaet East US

You create the following two routing tables:

RT1: Includes a user-defined route that points to the private IP address of the Azure firewall as a next hop address RT2: Disables BGP route propagation and defines the private IP address of the
Azure firewall as the default gateway You need to ensure that traffic between SpokeVNetSubnet0 and the on-premises network flows through the Azure firewall.

To which subnet should you associate each route table? To answer, drag the appropriate subnets to the correct route tables. Each subnet may be used once, more than once, or not at all. You may
need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Subnets Answer Area

Azure FirewallSubnet | —0¢ |
| ure rirewalloupne ‘ RT1: |
| GatewaySubnet | . :
| P RT2 |
' HubVNetSubnety . |

LY

Answer:



Subnets Answer Area

Azure FirewallSubnet 1
RT1:  GatewaySubnet

GatewaySubnet : ,
____________ RT2: | HubVNetSubnet0

SRR

Explanation

Answer Area

RT1: ' GatewaySubnet

RT2: {'HubVNetSubnet0

L_Lj IMicrosoft

NEW QUESTION: 342

You assign User8 the Owner role for RG4, RG5, and RG6.

In which resource groups can User8 create virtual networks and NSGs? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

User8 can create virtual networks in:

RG4 only

RG6 only.
RG4-and RG6 only
RG4, RG5, and RG6

User8 can create NSGs in; | v

RG4 only
RG4 and RG5 only

{RG4 an_cl RG6 only
“{REARG5andROBT |

Answer:



User8 can create virtual networks in: | v
RG4 only

RG6only -
RG4 and B ﬁ Of ry

User8 can create NSGs in: ] v

RG4 only

RG4 and RGS only
RG4 and RG6 only |
RG4, RG5, and RG6

NEW QUESTION: 343
You have the Azure key vaults shown in the following table.

Location | _Azure subs&iiction name .. |

West US SubscriptionT
West US Suhsnnptlom

East US 5 ﬁcﬁscrlptlom
West US | Subscription2
EasttU‘S Subscription2

KV1 stores a secret named Secret1 and a key for a managed storage account named Key1.

You back up Secret1 and Key1.

To which key vaults can you restore each backup? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.



You can restore the Secret1 backup to:

KV1 only

KV1 and KV2 only

KV1, KV2 and KV3 only

KV1, KV2 and KV4 only

KV1, KV2, KV3, KV4, and KV5

You can restore the Key1 backup to:

KV1 only

KV1 and KV2 only

KV1, KV2 and KV3 only

o KV1, KV2 and KV4 only
VIICroka, iz, kvs, kva, and KVs

Answer:
You can restore the Secret] backup to: v
IVIIGLI VoW L KV .:.nly
KV1 and KV2 only
KV1, KV2 and KV3 only
KV1, KV2 and KV4 only
KV, KV2, KV3, KV4, and KV5

You can restore the Key1 backup to: v
KV1 only

KV1 and KV2 only

[kv1, Kv2 and KV3 only

KV1, KV2 and KV4 only

KV1. KV2. KV3. KV4. and KV5

NEW QUESTION: 344

You company has an Azure subscription named Sub1. Sub1 contains an Azure web app named WebApp1 that uses Azure Application Insights. WebApp1 requires users to authenticate by using
OAuth 2.0 client secrets.

Developers at the company plan to create a multi-step web test app that preforms synthetic transactions emulating user traffic to Web App1.

You need to ensure that web tests can run unattended.

What should you do first?



A. In Microsoft Visual Studio, modify the .webtest file.

B. Upload the .webtest file to Application Insights.

C. Register the web test app in Azure AD.

D. Add a plug-in to the web test app.

Answer: B (LEAVE A REPLY)
https://docs.microsoft.com/en-us/azure/azure-monitor/app/availability-multistep

NEW QUESTION: 345
You have an Azure key vault named KeyVault1 that contains the items shown in the following table.

Name Type
Iltem1 Key
ltem? Secret
Policy1 Access policy

In KeyVault, the following events occur in sequence:

Item1 is deleted

Administrator enables soft delete

ltem2 and Policy1 are deleted.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Microsoft
Statements Yes

You can recover Policy1. ~ 0

You can add a new key hamed Item1. (@]

You can add a new secret named ltem2. O

Answer:

N A: s
Statements syes VI ICrOgo1

You can recover Policy1. @) E

You can add a new key named Item1. 5] O

You can add a new secret named ltem?2. @ O

NEW QUESTION: 346
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You have the Azure Information Protection conditions shown in the following table.

Name F Case sensitivity
Condition1 V On
Condition2 off

You have the Azure Information Protection labels shown in the following table.

Name Applies to Use label
“Giobal Not applicable | None e

Policy 1 User1 Label1
Policy2 User1 Label2

You need to identify how Azure Information Protection will label files.
What should you identify? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

If User1 creates a Microsoft Word file that includes the text

Black and White”, the file will be assigned: No label

- Label1 only
L " Label2 only
_ Microsoft Label1 and Label2

If User1 creates a Microsoft Notepad file that includes the

text "Black or white”, the file will be assigned:
No label

Label1 only
Label2 only
Label1 and Label2

Answer:



If User1 creates a Microgoft Ward Tl tiat i"hl_:ludes the text .5\
“Black and White", (he file will be assigned:

No label :
Label1 only
Label2 only
Label1 and Label2

If User1 creates a Microsoft Notepad file that.includes the
text “Black or white”, the file will be assigned:

No label

Label1 only
Label2 only
Label1 and Label2

Reference:
https://docs.microsoft.com/en-us/azure/information-protection/configure-policy-classification
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NEW QUESTION: 347

You need to ensure that the audit logs from the SQLdb1 Azure SQL database are stored in the WS11641655 Azure Log Analytics workspace.

To complete this task, sign in to the Azure portal and modify the Azure resources.

Answer:

1. In the Azure portal, type SQL in the search box, select SQL databases from the search results then select SQLdb1. Alternatively, browse to SQL databases in the left navigation pane.
2. In the properties of SQLdb1, scroll down to the Security section and select Auditing.

3. Turn auditing on if it isn't already, tick the Log Analytics checkbox then click on Configure.
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Auditing (=

At oael i LA iy &g e & e Y=
Audit log destination (choose at least.one):

m
™

Storage

\/ Log Analytics (Preview)

Log Analytics details

Configure

Event Hub (Preview)

4. Select the WS11641655 Azure Log Analytics workspace.
5. Click Save to save the changes.

NEW QUESTION: 348

You have an Azure SQL database.

You implement Always Encrypted.

You need to ensure that application developers can retrieve and decrypt data in the database.

Nantes's of information should you provide to the developers? Each correct answer presents part of the solution.
NOTE: Each correct selection is worth one point.

A. a stored access policy

B. a shared access signature (SAS)

C. the column encryption key

D. user credentials

E. the column master key

Answer: C,E (LEAVE A REPLY)

Always Encrypted uses two types of keys: column encryption keys and column master keys. A column encryption key is used to encrypt data in an encrypted column. A column master key is a key-
protecting key that encrypts one or more column encryption keys.

References:

https://docs.microsoft.com/en-us/sql/relational-databases/security/encryption/always-encrypted-database-engine

NEW QUESTION: 349

You are evaluating the security of the network communication between the virtual machines in Sub2.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Gnswer Area
Statements Yes No
From VM1, you can successfuliiupiag'the public IP address of VM2.

From VM1, yowcaf suceessiully ping the private IP address of VM3,

From ¥V, ¥6U can successfully ping the privae IE address of VM5,

Answer:
Answer Areca

Statements Yes MNo

From VM1, you can successfully,ping the public IP address of VMZ. D

O

From VM1, you cap‘successfully ping the private IP address of VM3,

From VM1, you ¢an successfully ping the private IP address of VM5, D

NEW QUESTION: 350

You have a hybrid configuration of Azure Active Directory (Azure AD). You have an Azure SQL Database instance that is configured to support Azure AD authentication.

Database developers must connect to the database instance and authenticate by using their on-premises Active Directory account.

You need to ensure that developers can connect to the instance by using Microsoft SQL Server Management Studio. The solution must minimize authentication prompts.

Which authentication method should you recommend?

A. Active Directory - Password

B. Active Directory - Universal with MFA support

C. SQL Server Authentication

D. Active Directory - Integrated

Answer: A (LEAVE A REPLY)

Use Active Directory password authentication when connecting with an Azure AD principal name using the Azure AD managed domain.

Use this method to authenticate to SQL DB/DW with Azure AD for native or federated Azure AD users. A native user is one explicitly created in Azure AD and being authenticated using user name and
password, while a federated user is a Windows user whose domain is federated with Azure AD. The latter method (using user & password) can be used when a user wants to use their windows
credential, but their local machine is not joined with the domain (for example, using a remote access). In this case, a Windows user can indicate their domain account and password and can
authenticate to SQL DB/DW using federated credentials.

Incorrect Answers:

D: Use Active Directory integrated authentication if you are logged in to Windows using your Azure Active Directory credentials from a federated domain.

References:

https://docs.microsoft.com/en-us/azure/sql-database/sql-database-aad-authentication-configure
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NEW QUESTION: 351
You have the Azure virtual machines shown in the following table.

Name Operating system 0\ State
VM1 Windows Server 2008 R2 Service Pack 1{SP1) | Running
VM2 ' Windows Server 2012R2 Running
VM3 s Windows Server 2016 Stopped
VM4 | UbUNTY Server18.0k LTs Running

For which virtual machine can you enable Update Management?

A. VM2 and VM3 only

B. VM2, VM3, and VM4 only

C. VM1, VM2, and VM4 only

D. VM1, VM2, VM3, and VM4

E. VM1, VM2, and VM3 only

Answer: (SHOW ANSWER)

References:
https://docs.microsoft.com/en-us/azure/automation/automation-update-management?toc=%2Fazure%2Fautomati

NEW QUESTION: 352
You have an Azure subscription that contains a user named Admin1 and a resource group named RG1.
In Azure Monitor, you create the alert rules shown in the following table.

Name Resource = Microsc€endition
Rule1 RG1 All security operations
Rule2 RG1 All administrative operations
Rule3 Azure subscription | All security operations by Admin1
Azure subscription | All administrative operations by Admin?

Admin1 performs the following actions on RG1:

Adds a virtual network named VNET1

Adds a Delete lock named Lock1

Which rules will trigger an alert as a result of the actions of Admin1? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Adding VNET1:

“Adding-leskd

Answer:

Adding VNET1:

=Microsoft

Adding Lock1:

Explanation:

v
Rule2 only
Rule4 only
Rule2 and Rule 4 only
Rule3 and Rule 4 only
Rule1, Rule?; Rule3 and Rule 4

-
Rule2 only

Rule4 only

Rule2 and Rule 4 only

Rule3 and Rule 4 only

Rule1, Rule2, Rule3 and Rule 4

Rule2 only
Rule4 only

Rule3 and Rule 4 only
Rule1, Rule2, Rule3 and Rule 4

Rule2? only
Rule4 only

-
|

Rule3 and Rule 4 only
Rule1, Rule2, Rule3 and Rule 4




Adding VNET1:

Rule2 only
Rule4 only

Microsoft Rule2 and Rule 4 only

Rule3 and Rule 4 only
Rule1, Rule2, Rule3 and Rule 4

Adding Lock1:

Rule2 only

Rule4 only

Rule2 and Rule 4 only

Rule3 and Rule 4 only

Rule1, Rule2, Rule3 and Rule 4

NEW QUESTION: 353
You have the Azure Information Protection conditions shown in the following table.

Name Pattern Case sensitivity
Condition1 White On
Condition2 Black Off

You have the Azure Information Protection labels shown in the following table.

Name Applies to Use label
"Giobal Not appiicable | None
Policy1 User1 Label1
Policy2 User1 Label2

You need to identify how Azure Information Protection will label files.
What should you identify? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.



If User1 creates a Microsoft Word file that includes the text

‘Black and White”, the file will be assigned:

ofi=
e i l |
4 b
1 L s | *\l\;,.l i | '!:-:.'" ,____-Er l"{L.n_-.‘;"J | !\5

If User1 creates a Microsoft Notepad file that includes the

text “Black or white”, the file will be assigned:

Answer:

If User1 creates a Microsoft Word file that includes the text
“Black and White”, the file will be assigned:

If User1 creates a Microsoft Notepad file that includes the
text "Black or white”, the file will be assigned:

Reference:

v
No label
Label1 only
Label2 only
Label1 and Label2
v

No label

Label1 only
Label2 only

Label1 and Label2

v
No label
Label1 only
||Labe|2 only
Label1 and Label2
v

No label |

Label1 only

il

HEbert anadoiet

https://docs.microsoft.com/en-us/azure/information-protection/configure-policy-classification

NEW QUESTION: 354

You have the Azure Information Protection conditions shown in the following table.




Name %Pb‘%ﬁa sensitivity
Condition1

Condition2 Black Off

You have the Azure Information Protection labels shown in the following table.

Name Applies to Use label Set the default label
Global Not applicable | None None
Policy1 User1 Label1 None
Policy2 User1 Label2 None

You need to identify how Azure Information Protection will label files.
What should you identify? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

If User1 creates a Microsoft Word file that includes the text

Black and White”, the file will be assigned: 'No label

Label1 only
Label2 only
Label1 and Label2

If User1 creates a Microsoft Notepad file that includes the

text "Black or white”, the file will be assigned: —
No label

Label1 only

= Micrﬁmhm

Answer:



L i 5
Traffic destined for an Azure Storage account is [amswer M&]ﬂ TOSOI L I v
able to connect to East US

able to connect to West Europe
prevented from connecting to all regions

FTP connections from 1.2.3.4 to 10.0.0.10/32 are [answer choicel]. v

allowed

dropped
forwarded

Explanation

If User1 creates a m&m@fat ncludes the text TN

Black and Whiie', the file will be assigned: No label
Label1 only
Label1 and Label2

If User1 creates a Microsoft Notepad file thatincludes the
text "Black or white”, the file will be assigned:

No label

Label1 only
Label2 only

Label1 and Label2

Box 1: Label 2 only

How multiple conditions are evaluated when they apply to more than one label

* The labels are ordered for evaluation, according to their position that you specify in the policy: The label positioned first has the lowest position (least sensitive) and the label positioned last has the
highest position (most sensitive).

* The most sensitive label is applied.

* The last sublabel is applied.

Box 2: No Label

Automatic classification applies to Word, Excel, and PowerPoint when documents are saved, and apply to Outlook when emails are sent. Automatic classification does not apply to Microsoft Notepad.
References:

https://docs.microsoft.com/en-us/azure/information-protection/configure-policy-classification

NEW QUESTION: 355
You have an Azure subscription named Sub1 that is associated to an Azure Active Directory (Azure AD) tenant named contoso.com.



You are assigned the Global administrator role for the tenant. You are responsible for managing Azure Security Center settings.
You need to create a custom sensitivity label.

What should you do?

A. Create a custom sensitive information type.

B. Elevate access for global administrators in Azure AD.

C. Upgrade the pricing tier of the Security Center to Standard.

D. Enable integration with Microsoft Cloud App Security.

Answer: A (LEAVE A REPLY)

Section: [none]

Explanation:

First, you need to create a new sensitive information type because you can't directly modify the default rules.
Reference:
https://docs.microsoft.com/en-us/office365/securitycompliance/customize-a-built-in-sensitive-information-type

NEW QUESTION: 356
You have an Azure subscription that contains the users shown in the following table.

. Multi-factor
Name Subscription role Azure Active Directory authentication
(Azure AD) user role (MFA) status
Authentication
User1 Owner adhnistrator Enabled
User? None | Global administrator Enforced
User3 None LY 'Globatadministrator Disabled

Which users can enable Azure AD Privileged Identity Management (PIM)?
A. User2 and User3 only

B. User1 and User2 only

C. User2 only

D. User1 only

Answer: B (LEAVE A REPLY)

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-deployment-plan

NEW QUESTION: 357
You are testing an Azure Kubernetes Service (AKS) cluster. The cluster is configured as shown in the exhibit. (Click the Exhibit tab.)
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Subscription Microsoft Azure Sponsorship
Resource group AzureBackupRG_eastus2 1
Region East US

Kubernetes cluster name akscluster2

Kubernetes version 1115

DNS name prefix akscluster2

Node count 3

Node size Standargd D52, v2

Virtual nodes (preview) Disabled
AUTHENTICATION

Enable RBAC No

NE TWORKING

HTTP application routing Yes

Netwaork configuration Basic

En-able ;';unta_iner monitoring No

You plan to deploy the cluster to production. You disable HTTP application routing.

You need to implement application routing that will provide reverse proxy and TLS termination for AKS services by using a single IP address.
What should you do?

A. Create an AKS Ingress controller.

B. Install the container network interface (CNI) plug-in.

C. Create an Azure Standard Load Balancer.

D. Create an Azure Basic Load Balancer.

Answer: A (LEAVE A REPLY)

An ingress controller is a piece of software that provides reverse proxy, configurable traffic routing, and TLS termination for Kubernetes services.
References:

https://docs.microsoft.com/en-us/azure/aks/ingress-tls

NEW QUESTION: 358

Lab Task

Task 2

You need to ensure that the events in the NetworkSecurityGroupRuleCounter log of the VNETOI-Subnet0-NSG network security group (NSG) are stored in the logs31330471 Azure Storage account
for 30 days.

Answer:

see the task answer with step by step below:

Enable diagnostic resource logging for the NSG. You can use the Azure portal, Azure PowerShell, or the Azure CLI to do this. You need to select the Rule counter category under Logs and choose the
logs31330471 storage account as the destination.
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Configure the retention policy for the storage account to keep the logs for 30 days. You can use the Azure portal, Azure PowerShell, or the Azure CLI to do this. You need to specify the days
parameter as

30 for the Set-AzStorageServiceProperty cmdlet or the az storage logging update command.

View and analyze the logs in the storage account. You can use any tool that can read JSON files, such as Azure Storage Explorer or Visual Studio Code. You can also export the logs to any
visualization tool, SIEM solution, or IDS of your choice

NEW QUESTION: 359

You are configuring just in time (JIT) VM access to a set of Azure virtual machines.

You need to grant users PowerShell access to the virtual machine by using JIT VM access.
What should you configure? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
answer Area

Permission that must besgranted to users on YM: |Read
Update
View
Wte

TCP port that must be allowed: |22

-

‘\ e - 25
W n = I a =
\Vlirroocntt 3389
VISR IO L

5986

Answer:

Permission that must be granted te @58rs on VM: [read
o g Update

W e
e = ==

Winte
L

TCP port that must be allowed: |22

25
2289

5986
| &y

Explanation



Permission that must be granted'td userson ¥+ v
VIIETOSOT

Update

View

Write

TCP port that must be allowed: v
22

25
3389
5986

NEW QUESTION: 360

You have been tasked with applying conditional access policies for your company's current Azure Active Directory (Azure AD).
The process involves assessing the risk events and risk levels.

Which of the following is the risk level that should be configured for users that have leaked credentials?

A. None

B. Low

C. Medium

D. High

Answer: D (LEAVE A REPLY)

These six types of events are categorized in to 3 levels of risks - High, Medium & Low:
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Sign-in Activity N d qlcrOSOEEk Level

Users with leaked credentials “High

Sign-ins from anonymous IP Medium
addresses

Impossible travel to atypical Medium
locations

Sign-ins from infected devices Medium

Sign-ins from IP addresses with Low
suspicious activity

Sign-ins from unfamiliar locations Medium

Reference:
http://www.rebeladmin.com/2018/09/step-step-guide-configure-risk-based-azure-conditional-access-policies/

NEW QUESTION: 361
You have Azure virtual machines that have Update Management enabled. The virtual machines are configured as shown in the following table.

Ubuntu Server 18.04LTS
Red Hat Enterprise Linux 7.4
CentoS 7.5

You schedule two update deployments named Update1 and Update2. Update1 updates VM3. Update2 updates VMG6.
Which additional virtual machines can be updated by using Update1 and Update2? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.



Update1: v

VM2 only

VM4 only !

VM1 and VM2 only

VM1, VM2, VM4, VM5, and VM6

Update2: | g&@; o v

VMS.only

yl_k'h and VM5 only

VM4 and VM5 only

VM1, VM2, and VM5 only

VM1, VM2, VM3, VM4, and VM5

Answer:

Update1: | | v |
VM2 only
VM4 only

VM1 and VM2 only |
: ! ) ,and VM6

Updatez: _ = nn;,-,J,!nf
VMﬁ nnly | | IR ARA~"I R~
VM1 and VM5 only

VM4 and VMS only |

VM1, VM2, and VM5 only

VM1, VM2, VM3, VM4, and VM5

Reference:
https://docs.microsoft.com/en-us/azure/automation/automation-update-management
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NEW QUESTION: 362

You need to ensure that User2 can implement PIM.

What should you do first?

A. Assign User2 the Global administrator role.

B. Configure authentication methods for contoso.com.

C. Configure the identity secure score for contoso.com.

D. Enable multi-factor authentication (MFA) for User2.

Answer: A (LEAVE A REPLY)

To start using PIM in your directory, you must first enable PIM.

1. Sign in to the Azure portal as a Global Administrator of your directory.

You must be a Global Administrator with an organizational account (for example, @yourdomain.com), not a Microsoft account (for example, @outlook.com), to enable PIM for a directory.
Scenario: Technical requirements include: Enable Azure AD Privileged Identity Management (PIM) for contoso.com References:
https://docs.microsoft.com/bs-latn-ba/azure/active-directory/privileged-identity-management/pim-getting-started Manage identity and access Question Set 3

NEW QUESTION: 363

You have 20 Azure subscriptions and a security group named Group1. The subscriptions are children of the root management group.
Each subscription contains a resource group named RG1.

You need to ensure that for each subscription RG1 meets the following requirements:

The members of Group1 are assigned the Owner role.

The modification of permissions to RG1 is prevented.

What should you do? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Configure role-based adcess omiol RBAC)Y T T
rale assignments By using’ o Azire Blueprinis
Azure Policy

Azure Security Center

Prevent the modification of permissions to v

RG1 by using A resource lock

A role-based access control (RBAC) role assignment
at the resource group level

Azure Blueprint assignments in locking mode

Answer:
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Configure role-based access control (RBAC)
role assignments by using:

AZUI'E Pnllc}f I own
Azure Sem {;g,-ﬂer

Prevent the modification of permissions tq - U‘ Wy
RG1 by using: - o

A resource lock

A role-based access control (RBAC) role assignment
at the resource group level

Azure Blueprint assignments in locking mode

Explanation:

Configure role-based acgess CDM#@EOSO t \ | v

role assignments by USI!'@“I Azure er@
Azure Policy-
Azure Security Center

Prevent the modification of permissions to
RG1 by using:

v

A resource lock

A role-based access control (RBAC) role assignment
at the resource group level

Azure Blueprint assignments in locking mode

NEW QUESTION: 364

You need to ensure that the Azure AD application registration and consent configurations meet the identity and access requirements.
What should you use in the Azure portal? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

To configure E ""Mf%ﬂf v

Azure AD - User settings
Azure AD - App régistrations settings
- r;a Y Mﬁe |cattons User settings

To configure thg?f:gngriﬁsé%mgs v
i Azure AD - User settings

Azure AD — App registrations settings

Enterprise Applications — User settings

Answer:



To configure the registration settings: v

Azure AD= User sett

Az_l.u% E[)*-lpp regusﬂa gﬁ Eﬂiﬁ@'ﬁ:

Enterprise Applications — User settings

To configure the consent setfi_ﬁgs':: | v
| Azure AD — User settings
Azure AD — App registrations settings

'Enterprise Applications — User settmgs

Explanation

To configure the registration settings:

Azure AD — User settings
Azure AD — App registrations settings
Enterprise Applications — User settings

To configure the consent settings: v
Azure AD = User settings

LE'IW - App rggis ation_s_ ;et_t_i__rj_gs
ride Kplicatibhs - User settings
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/configure-user-consent

NEW QUESTION: 365
You have an Azure subscription named Sub 1 that is associated to an Azure AD Tenant named contoso.com.
The tenant contains the users shown in the following table.

Role
Global administrator

Security administrat@ ™ \Nicr
Security reader
License administrator

Each user is assigned an Azure AD Premium P2 license.

You plan to onboard and configure Azure AD Identity Protection.

Which users can onboard Azure AD Identity Protection, remediate users, and configure policies? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.



Users who can onboard Azure AD Identity Prote@ |

L ﬂ! ;-:u
2D
".,ir '." ] Q?i
'fi.‘; 1 b .
Users who can’ iate users and configure policies:

Users who can onboard Azure A.ntlty k 1

o

Users who can users and configure policies:

ee‘@

User1 and User2 only
User1, User 2, and User3 only
User1, User 2, User3, and User 4 only

User1 and User2 onl

ser1 and User3 only

hcrosofy

Useri and User2 only
User1, User 2, and User3 only

| User1, User 2, User3, and User 4 only

Userl and User2 onl

User1 and User3 only
User1, User 2, and User3 only
User1, User 2, User3, and User 4

Al

Explanation:
Answer Area

B\ 1icrosoft

Users who can onboard Azure AD Identity Protection:  Userlonly

Users who can remediate users and configure policies:  User1 and User2 only

NEW QUESTION: 366
You have an Azure subscription that contains the virtual machines shown in the following table.



Name Operating system
VM1 Windows Server 2016
W2 Ubuntu Server 18.04 LTS

From Azure Security Center, you turn on Auto Provisioning.
You deploy the virtual machines shown in the following table.

Name Operating system
VM3 Windows Server 2016
VM4 Ubuntu Server 18.04 LTS

On which virtual machines is the Log Analytics agent installed?

A. VM3 only

B. VM1 and VM3 only

C. VM3 and VM4 only

D. VM1, VM2, VM3, and VM4

Answer: D (LEAVE A REPLY)

Explanation

When automatic provisioning is On, Security Center provisions the Log Analytics Agent on all supported Azure VMs and any new ones that are created.
Supported Operating systems include: Ubuntu 14.04 LTS (x86/x64), 16.04 LTS (x86/x64), and 18.04 LTS (x64) and Windows Server 2008 R2, 2012, 2012 R2, 2016, version 1709 and 1803
Reference:

https://docs.microsoft.com/en-us/azure/security-center/security-center-enable-data-collection

NEW QUESTION: 367

You create an Azure subscription with Azure AD Premium P2.

You need to ensure that you can use Azure Active Directory (Azure AD) Privileged Identity Management (PIM) to secure Azure roles.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the correct order.

Actions Answer Area

Discover privileged roles.

Sign up PIM for Azure AD roles.

Consent to PIM.

Discover resources.

Verify your identity by using multi-factor
| authentication (MFA). =

Answer:
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Actions Answer Area

Discover privileged roles. authentication{MFA).

Verify yout "i'tien‘tit.'v by using multi-factor

Sign up PIM for Azure AD roles. | Consent to PIM.

Consent to PIM. Sign up PIM for Azure AD roles.

Discover resources.

Verify your identity by using multi-factor
authentication (MFA).

NEW QUESTION: 368

From the Azure portal, you are configuring an Azure policy.

You plan to assign policies that use the DeploylfNotExist, AuditlfNotExist, Append, and Deny
effects.

Which effect requires a managed identity for the assignment?

A. AuditlfNotExist

B. Append

C. DeploylfNotExist

D. Deny

Answer: (SHOW ANSWER)

When Azure Policy runs the template in the deploylfNotExists policy definition, it does so using a managed identity.
Reference:
https://docs.microsoft.com/bs-latn-ba/azure/governance/policy/how-to/remediate-resources

NEW QUESTION: 369

Use the following login credentials as needed:

To enter your username, place your cursor in the Sign in box and click on the username below.

To enter your password, place your cursor in the Enter password box and click on the password below.
Azure Username: User1-10598168@ExamUsers.com

Azure Password: Ag1Bh9'#Bd

The following information is for technical support purposes only:

Lab Instance: 10598168
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You need to ensure tha?only devices connected to a 131.107.0.0/16 subnet can access data in the rg1lod10598168 Azure Storage account.
To complete this task, sign in to the Azure portal.

Answer:

See the explanation below.

Explanation

Step 1:

1. In Azure portal go to the storage account you want to secure. Here: rg1lod10598168

2. Click on the settings menu called Firewalls and virtual networks.



3. To deny access by default, choose to allow access from Selected networks. To allow traffic from all networks, choose to allow access from All networks.

4. Click Save to apply your changes.

Step 2:

1. Go to the storage account you want to secure. Here: rg11od10598168

2. Click on the settings menu called Firewalls and virtual networks.

3. Check that you've selected to allow access from Selected networks.

4. To grant access to a virtual network with a new network rule, under Virtual networks, click Add existing virtual network, select Virtual networks and Subnets options. Enter the 131.107.0.0/16 subnet
and then click Add.

Note: When network rules are configured, only applications requesting data over the specified set of networks can access a storage account. You can limit access to your storage account to requests
originating from specified IP addresses, IP ranges or from a list of subnets in an Azure Virtual Network (VNet).

Reference:

https://docs.microsoft.com/en-us/azure/storage/common/storage-network-security

NEW QUESTION: 370
You create resources in an Azure subscription as shown in the following table.

Name Type i\”l(: C}Eiﬂii!mnn
RG1 Resource graup West Europe
VNET1 Azore virtual network West Europe
Contos01901 Azure Storage account West Europe

VNET1 contains two subnets named Subnet1 and Subnet2. Subnet1 has a network ID of 10.0.0.0/24. Subnet2 has a network ID of 10.1.1.0/24.
Contoso1901 is configured as shown in the exhibit. (Click the Exhibit tab.)

PS C:\> (Get-AzStoragelAccount A contosold0]) . NetworkRuleSet

ByPass : Logging, Matrics

DefaultAction : Deny

IpRules = [193.77.0.0/16,...]

VirtualMetworkRules : [/subscriptions/a90cB8cB8f-dBbe-4112-akf
dacd4906573dd/resourceGroups /RGl /prfViders /Microsoft.Network/
virtualNetworks/VHNET1/subnets/Subnaéil, .. .]

PS C:\> (Get-AzStorageAccount RG1 contosold90l) . NetworkRuleSet.
IpRules
Action IPAddressOrRange

Allew 192.77.0.0/16

PS C:\> (Get-AzStoragelccount A, T contosold0l) . NetworkRules

Action VirtualNetworkResourceld

Allow [subscriptions/89UgB8CEf-dBbc-4112-abfb dac4906573dd/resourceGroups/
RGl /providers/Midrosoft. Network/virtualNetworks /VNET1/subnets,/Subnetl Succeedad

PS C'."l;}_ .

For each of the following statements, select Yes if the statement is true. Otherwise, select No.




NOTE: Each correct selection is worth one point.

Statements :- Yes No

An Azure virtual machine on Subnet1 can access data in Contoso1901. o O

O
O

An Azure virtual machine on Subnet2 can écc‘eﬁs data in Contoso1901.

A computer on the Internet thiatHas an “ﬁdwg%agéc access O O
data in Contoso1901. ' (] [ fl't

Answer:
Statements o Yes No
| | g
An Azure virtual machine on Subnet1 can access data in Contoso1901. | O l O
e e N -y
An Azure virtual machine on Subnet2 can aecess data in Contoso1901. O : O !
A computer on the Internet that has an IP address of 193. ?'@ 2 cmie‘:s I(—%—Of.p
data in Contoso1901. '\ I
Explanation:
' Y N
iIcrosoft =
An Azure virtual machine on Subnet1 can access data in Co ntoso1901. 0 O
An Azure virtual machine on Subpet? can access data in Contoso1901. O O
A computer on the Internet that has an IP address of 193.77.10.2 can access o ‘ O
data in Contoso1901.
Box 1: Yes
Access from Subnet1 is allowed.
Box 2: No
No access from Subnet?2 is allowed.
Box 3: Yes

Access from IP address 193.77.10.2 is allowed.

NEW QUESTION: 371



You have an Azure subscription that contains the following resources:

* An Azure key vault

* An Azure SQL database named Database1

* Two Azure App Service web apps named AppSrv1 and AppSrv2 that are configured to use system-assigned managed identities and access Database1 You need to implement an encryption solution
for Database1 that meets the following requirements:

* The data in a column named Discount in Database1 must be encrypted so that only AppSrv1 can decrypt the data.

* AppSrv1 and AppSrv2 must be authorized by using managed identities to obtain cryptographic keys.

How should you configure the encryption settings fa Database1 To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point

To configure the encryption of Database!:
Abways Encrypld by
Always Enfmypted by using the Windows Certificate Store

Transparent Data Encryption (TOE) by teing Azure Key Vault integration.
Transparent Data Encryption fFDE) by using Bning Your Own Key (BYOK),

To obtain the cryptographic keys:

Create an access policy in Azure K"} Vault

Generate a key on an HSM device

Import App Serwice certificates to AppSiv1 and AppSiv2.
Register an enterprise application in Azure AD

Answer:

To configure the encryption of Database!:

Abways Enimypted by using the Winoows (agifficate Store
Transparent Data Encryption (TDEjby \sing Azure Key Vault integration
Transparent Data Encryptty STDE) by using Bing Your Own Key (BYOK

To obtain the cryptographic keys:

LENETate A key on an Hy
Impart App Serace
Register an enterprseapoiica

pSrv and AppSivie
M) SOTL

Reference:
https://docs.microsoft.com/en-us/azure/azure-sql/database/always-encrypted-azure-key-vault-configure ?tabs=azure-powershell

NEW QUESTION: 372

You need to deploy Microsoft Antimalware to meet the platform protection requirements.
What should you do? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.



Create a custom policy definition that has effect set to: v

Append .
Deny
DeploytfNotExists

Create a policy assignment and modify: v

The Create a Managed Identify setting
litrvraanenFt The exclusion settings
sl s il The scope

Answer:

Create a custom policy definition that haseffect set to:

Create a policy assignment.and modify:

The exclusion settings

The scope
Explanation
Create a custom policy definition that has effect set fb: P ot £4 v
Deny
| DeploylfNotExists
Create a policy assignment and modify: v

The Create a Managed Identify setting
The exclusion settings
The scope

Scenario: Microsoft Antimalware must be installed on the virtual machines in RG1.
RG1 is a resource group that contains Vnet1, VMO, and VM1.
Box 1: DeploylfNotExists



DeploylfNotExists executes a template deployment when the condition is met.
Azure policy definition Antimalware

Reference:
https://docs.microsoft.com/en-us/azure/governance/policy/concepts/effects

NEW QUESTION: 373

Your company has an Azure subscription named Sub1 that is associated to an Azure Active Directory Azure (Azure AD) tenant named contoso.com.
The company develops a mobile application named App1. App1 uses the OAuth 2 implicit grant type to acquire Azure AD access tokens.
You need to register App1 in Azure AD.

What information should you obtain from the developer to register the application?

A. a redirect URI

B. a reply URL

C. akey

D. an application ID

Answer: A (LEAVE A REPLY)

For Native Applications you need to provide a Redirect URI, which Azure AD will use to return token responses.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/develop/v1-protocols-oauth-code

NEW QUESTION: 374

You have an Azure Storage account that contains a blob container named container1 and a client application named App1.
You need to enable App1 access to container1 by using Azure Active Directory (Azure AD) authentication.

What should you do? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

From Azure AD: v

Register App1.

Create an access package.
Implement an applicalion proxy.
Modify the authentication methods.

From the storage account. S v
Add a private endpoint.

Regenerate the access key.

Configure Access control (IAM).

Generate a shared access signature (SAS).

Answer:
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From Azure AD: | v
Register App1.

Create an access package.
Implement an-application proxy.
Modify the authentication methods.

From the storage account: > | v
Add a private endpoint.

| ¥
Corrﬁg (IAM} |
| Generaﬁ %areag HE[LZEESE sianature (SAS).
Explanation

From Azure AD: ﬁ_ Misrosoft
Register App1.

Create an access«paﬁkage
Implement anapphcatmn proxy.
Modnfy Ih&‘aufhentncatmn methods.

From the storage account. Q"U ‘ v
¢, %[Add a private endpoint.

Regenerate the access key.

Corﬂigure Access control (LAM). __

Generate a shared access signature (SAS).

A

Reference:
https://azure.microsoft.com/en-in/blog/announcing-the-preview-of-aad-authentication-for-storage/
https://github.com/MicrosoftDocs/azure-docs/blob/master/articles/storage/common/storage-auth-aad-rbac-portal.

NEW QUESTION: 375
You need to delegate the creation of RG2 and the management of permissions for RG1. Which users can perform each task? To answer select the appropriate options in the answer are a. NOTE:
Each correct selection is worth one point

Create RGZ

Admind only ¥

Admind and Admin3 ﬂﬂy

Adimins and Admind only

Adming, Admin3, and Admind anly
Adminl, AdminZ, Admind, and Admind

Manage RG1 permissions:

Adman3 and k:r{_":j onily
Adman® Admn?, and Admind only
Admin’, Admind, Admin3, and Admind

Answer:



Create RGZ

AGming and Admin3 only
Admin3 and Admind only
Adming, Admin3, and Admind only
Admin?, Admin2, Admun3, and Admind

Manage RG1 permissions H"Dsoft
né only —
ASmInT and Admigd only
Admin3 and Mmi‘jﬁ ondy
Admin Adming, and Admind only
Admin1, Admin2, Admin3, and Admind

NEW QUESTION: 376

You have three Azure subscriptions and a user named User1.

You need to provide User1 with the ability to manage and view costs for the resources across all three subscriptions. The solution must use the principle of least privilege.
Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the correct order.
NOTE: More than one order of answer choices is correct. You will receive credit for any of the correct orders you select.

Actions

Create a management group.

Add the three subscrniptions to the management group.

Assign User1 the Global administrator roles

Assign User1 the Owner role for the management

group.
Assign User1 the Cost Management Ccntrlm mM ft
the management group. I c ro S O
Answer:

Answer Area ~ VIcrosoft

Assign User 1 the Cost Managemer&@ader
role for the management grou

Assign User 1 the gk&\rmadmlnlsiratm role.

LM-”

Add the !r{;e'i'e subscription to the management
group.

1 - Assign User 1 the Cost Management Reader role for the management group.



2 - Assign User 1 the Global administrator role.
3 - Add the there subscription to the management group.

Valid AZ-500 Dumps shared by Actual4test.com for Helping Passing AZ-500 Exam! Actual4test.com now offer the newest AZ-500 exam dumps, the Actuald4test.com AZ-500 exam questions
have been updated and answers have been corrected get the newest Actual4test.com AZ-500 dumps with Test Engine here: https://www.actual4test.com/AZ-500_examcollection.html (517

Q&As Dumps, 30%OFF Special Discount: Freepdfdumps)

NEW QUESTION: 377

You have an Azure subscription. The subscription contains Azure virtual machines that run Windows Server

2016.

You need to implement a policy to ensure that each virtual machine has a custom antimalware virtual machine extension installed.
How should you complete the policy? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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wife ;|
“wallofr: [
{
“fiald” : “typa®,
Yaquals?: “Microsoft.fompute/virtualMachines®
i
{

“field” : “Microsoft.Compute/imageSHKU”,
“aquals® : “20l16-Datacenterc®,
}
]

},

“then® : |
“gffect” ™ I" Wy

Append

Deny

DeployifNotExsls

wdetails” : { & ¥
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Answer:



wiEF = of
wallof#: [
{
“field” : “type”,
“ecquals”: “Microsoft.lompute/virtualMachines’’
}

{
wfield” : “Microsoft.Compute/imageSKU”,
“aquals” : “201l6-Datacenter”,

}
1

¥,

pa 1T v c©
gm,ﬂ s Microsoft

Dep!oyrlﬂiotEmsts i
nitions/12345678- 1234—5573 -abcod-0123456789107

vdetails” : {
“type” : “Microsoft. Guaat.ﬂonfigurat.inn
“roleDaefinitionsIds” :
“/providers/microsoft. aut.huri
],
“name’” : “customExtension”,
“deployment?” : {
w“properties” :
“mode” : '*‘:l.nuremm

“paramntnrf’i:‘;

existenceCondition
resources

Explanation



¥,
“then” : |
vagffect” : ™

vdetails~ :

“type” i “Microscoft.GuestConfiguration/guestConfigurationAssignments”,
“roleDefinitionsIds® : [
w/providers/microsoft.authorization/roleDefinitions/12345678-1234-5678-abod-012345678910~
1,

“nama” : “customExtension’,

“deployment® : {

wproperties~ : |
*mode”: “incremental”.
“parameters"” : |
¥, :
" : v w {
existenceCondition
resources

template

Box 1: DeploylfNotExists

DeploylfNotExists executes a template deployment when the condition is met.

Box 2: Template

The details property of the DeploylfNotExists effects has all the subproperties that define the related resources to match and the template deployment to execute.
Deployment [required]

This property should include the full template deployment as it would be passed to the Microsoft.Resources/deployment References:
https://docs.microsoft.com/en-us/azure/governance/policy/concepts/effects

NEW QUESTION: 378

You create an Azure subscription.

You need to ensure that you can use Azure Active Directory (Azure AD) Privileged Identity Management (PIM) to secure Azure AD roles.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the correct order.



Actions Answer Area

Verify your identity by using multi-factor |
authentication (MFA)

Consent to PIM.

Sign up PIM for Azure AD roles. ' @

©

Discover privileged roles

Discover resources

Answer:
Answer Area

Consent to PIM

Verify your identity by using multi-factor
atthentication (MFA)

Sign up PIM for Azure AD roles

1 - Consent to PIM

2 - Verify your identity by using multi-factor authentication (MFA)

3 - Sign up PIM for Azure AD roles

References:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-getting-started

NEW QUESTION: 379

You need to ensure that the events in the NetworkSecurityGroupRuleCounter log of the VNET01-Subnet0-NSG network security group (NSG) are stored in the logs11597200 Azure Storage account
for 30 days.

To complete this task, sign in to the Azure portal.

Answer:

See the explanation below.

Explanation

You need to configure the diagnostic logging for the NetworkSecurityGroupRuleCounter log.

* In the Azure portal, type Network Security Groups in the search box, select Network Security Groups from the search results then select . Alternatively, browse to Network Security Groups in the left
navigation pane.

* In the properties of the Network Security Group, click on Diagnostic Settings.



* Click on the Add diagnostic setting

* Provide a name in the Diagnostic settings name field. It doesn't matter what name you provide for the exam.
* In the Log section, select NetworkSecurityGroupRuleCounter

* In the Destination details section, select

* In the Storage account field, select the logs11597200 storage account.

* In the Retention (days) field, enter 30.

* Click the Save button to save the changes.

NEW QUESTION: 380
You have an Azure subscription that contains the virtual machines shown in the following table.

Name Resource grnup Status
VM1 RG1 Stopped (Deallocated)
VM2 RG2 Stopped (Deallocated)

You create the Azure policies shown in the following table.

Policy definition Resource type Scope
Not allowed virtualMachines RG1
resource types
Allowed resource virtualMachines RG2
types

1 ‘M%W shown in the following table.

Name Type Created on
Lock1 Read-only | VM1
Lock2 Read-only | RG2

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements

You can start VM1.

You can start VM2.

You can create a virtual machin€in Rﬁﬁ iC R}SOH

Answer:



Answer Area

Statements

You can start VIM1.

You can start VM2.

You can create a virtual machine in RG2.

References:
https://docs.microsoft.com/en-us/azure/governance/blueprints/concepts/resource-locking

NEW QUESTION: 381

You plan to configure Azure Disk Encryption for VM4 Which key vault can you use to store the encryption key?
A. KeyVault1

B. KeyVault3

C. KeyVault2

Answer: A (LEAVE A REPLY)

The key vault needs to be in the same subscription and same region as the VM.

VM4 is in West US. KeyVault1 is the only key vault in the same region as the VM.

Reference:

https://docs.microsoft.com/en-us/azure/virtual-machines/windows/disk-encryption-key-vault

NEW QUESTION: 382
You have an Azure Active Directory (Azure AD) tenant named contoso.com that contains three security groups named Group1, Group2, and Group3 and the users shown in the following table.

Role  VIICrOFCMember of
Application administrator Groupl
Application developer Group?2
Cloud application administrator Group3

Group3 is a member of Group2.

In contoso.com, you register an enterprise application named App1 that has the following settings:
Owners: User1

Users and groups: Group2

You configure the properties of App1 as shown in the following exhibit.
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H Save X Discard @ Delete

Enabled for users to sign-in? e

Name* o
HormefageryRE ©) T 1

Logo e

Application ID e

Object ID o

User assignment required? o
Visible to users o

Notes o

For each of the following statements, select Yes if the statement is true. Otherwise, select no.

7 Got feedback

_Yes | No
Appl

AP

Select a file [=]

75082794-3617-4347-acbd-88cfda564072

4926abbc-ef5T-4c0f-a028-f6463 5cd 2655

Yes | No

[ Yes | No

NOTE: Each correct selection is worth one point.

Statrhents) s o f

Yes

Userl has Appl listed on his My Apps portal. O

User2 has Appl listed on her My Apps portal. O

User3 has Appl listed on her My Apps portal.

Answer:

-



Statements

Userl has Appl listed on his _M_y__;App's portal.

User2 has Appl Iiste_d;-'oﬁ- her My Apps portal.
User3 has ApA1 listed;anftier My Apps portal.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/assign-user-or-group-access-portal

NEW QUESTION: 383
You have an Azure subscription that contains the following resources:
A network virtual appliance (NVA) that runs non-Microsoft firewall software and routes all outbound traffic from the virtual machines to the internet An Azure function that contains a script to manage
the firewall rules of the NVA Azure Security Center standard tier enabled for all virtual machines An Azure Sentinel workspace
30 virtual machines
You need to ensure that when a high-priority alert is generated in Security Center for a virtual machine, an incident is created in Azure Sentinel and then a script is initiated to configure a firewall rule
for the NVA.
How should you configure Azure Sentinel to meet the requirements? To answer, drag the appropriate components to the correct requirements. Each component may be used once, more than once, or
not at all. You may need to drag the split bar between panes or scroll to view content.
NOTE: Each correct selection is worth one point.
Components F

P rfracC AT

| 4 | | L
e | Nl ot lq‘:_rd" i %

A data connector for Security Center L
Enable alert notifications from Security Center:

A data connector for the firewall software

Create an incident:
A playbook

Initiate a script to configure the firewall rule:

Arule

A Security Events connector

A workbook

Answer:



Components

A data connector for Security Center

A data connector for the firewall software

A playbook

A rule

A Security Events connector

Reference:

A workbook e

Answer Area

Enable alert notifications from Security Center:
Create an incident:

Initidte @ script to 'tonfigure the firewall rule:

https://docs.microsoft.com/en-us/azure/sentinel/create-incidents-from-alerts
https://docs.microsoft.com/en-us/azure/sentinel/connect-azure-security-center

NEW QUESTION: 384

You have the Azure virtual machines shown in the following table.

A data connector for Security Center

= —

A rule

A playbook

Name — |\/||(1'()<Dpefating system ~OW]  State_
VM1 Windows Server 2008 R2 Service Pack 1 (SP1) | Running
VM2 Windows Server 2012R2 Running
VM3 Windows Server 2016 Stopped
VM4 Ubuntu Sefver 18.04 LTS Running

For which virtual machine can you enable Update Management?

A. VM2 and VM3 only

B. VM2, VM3, and VM4 only
C. VM1, VM2, and VM4 only
D. VM1, VM2, VM3, and VM4
E. VM1, VM2, and VM3 only
Answer: C (LEAVE A REPLY)
Explanation

References:

https://docs.microsoft.com/en-us/azure/automation/automation-update-management?toc=%2Fazure%2Fautoma

NEW QUESTION: 385

You have an Azure Active Directory (Azure AD) tenant that contains the users shown in the following table.

MName Multi-factor authentication (MFA) status
User1 Disabled
UserZ? Disabled
User3 Enforced

In Azure AD Privileged Identity Management (PIM), the Role settings for the Contributor role are configured as shown in the exhibit. (Click the Exhibit tab.)
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Role settings

Assignment

Expire eligible assignments after
3 Months

Allow permanent active assignment

Ex ctive ass:gnmori.s after

ré
i = .":
Mﬁ: rosoit
v | Require Multi-Factor Authentication on active assignment
v Require justification on active assignment
Activation

Activation maxamum duratian (hours)
C L DT 1 T T

' Reguire Multi-Factor Authentication on activation

+' Require justification on activation

Require ticket information on activation

Require approval to actvate

You assign users the Contributor role on May 1, 2019 as shown in the following table.

MName Assignment type
User1 Hligible
User2 Active
User3 Active

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.



st i MicrisgoftNo
On May 15, 2019, User1 can activate the Contributor role. O

On May 15, 2019, User2 can-use the Contributor role. O O

On June 15, 2019, User3 can activate the Contributor role. O

Answer:

HM iﬁmlgmfd'ﬂ can activate the Contributor role. (5

On May 15, 2019, User2 can use the Contributor role. :-5_}

On June 15, 2019, User3 can activate the Contributor rnte‘[ (_:_}1.

Explanation

— Micsemements Yes  No

On May 15, 2019, User1 can activate the Contr&g:ﬁ&le_ ‘_o \ O
m@% -
@{ du
On May 15, 2019, Usé2\can use the Contributorrole. [  ©

On June 15, 2019, User3 can activate the Contributor role. | € O

References:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-resource-roles-assig




NEW QUESTION: 386

You need to create Role1 to meet the platform protection requirements.

How should you complete the role definition of Role1? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

“Nama™: “Rolel”,

wid*: *“11111111-1111-1111-1111-111111111111~,
“IsCustom” : true,

“Description”: “WM storage operator”
“Actions” : [

B 4 |V
"Microsoft Compute/ disks™,
‘Microsoft Resources/ storageAccounts/™,
‘Microsoft Storage/ virtualMachines/disks™",

“"NotActions”: [

1%
“"AssignableScopes” : [

-

*/subscriptions’43894a43-17¢2-4a39-8cfc-3540c 265 3¢f4 resourceGroups Resource Groupl”
*/subscriptions/43894a43-17c2-4239-8cfc-3540c 2653 ef4

]

: Microsoft

Answer:




“Name”: “Rolel”,

“Id”: *“11111111-1111-1111-1111-111111111111~,
“IsCustom” : true,

“Description”: “WM storage operator”

“Actions” : |
v v O'QE

‘Microsoft Compute/ disks/*" 0
Icr esources/ storageAccounts/™, ®
“Microsoft Storage/ virtualMachines/di

1,

“NotActions”: | é‘d\)

],
“AssignableScopes” : [Q

Microsoft

NEW QUESTION: 387
You have two Azure virtual machines in the East US2 region as shown in the following table.

Name Operating system Type Tier
VM1 Windows Server 2008 R2 A3 Basic
VM2 Ubuntu 16.04-DAILY-LTS Lds Standard

You deploy and configure an Azure Key vault.

You need to ensure that you can enable Azure Disk Encryption on VM1 and VM2.

What should you modify on each virtual machine? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.



EE":'- Microsoft

VM1 \_v

The operating system version
The tier
The type

VM2: i v
The operating system version

The tier

The type

Answer:

v

The operating system version

’—'Micr@o

The operating system version
The tier

Explanation



The operating system version
The tier
The type

The operating system version
The tier

The type

VM1: The Tier

The Tier needs to be upgraded to standard.

Disk Encryption for Windows and Linux laaS VMs is in General Availability in all Azure public regions and Azure Government regions for Standard VMs and VMs with Azure Premium Storage.
VM2: The type

Need to change the VMtype to any of A, D, DS, G, GS, F, and so on, series laaS VMs.

Not the operating system version: Ubuntu 16.04 is supported.

References:

https://docs.microsoft.com/en-us/azure/security/azure-security-disk-encryption-overview
https://docs.microsoft.com/en-us/azure/security/azure-security-disk-encryption-fag#bkmk_LinuxOSSupport

NEW QUESTION: 388
Your company has two offices in Seattle and New York. Each office connects to the Internet by using a NAT device. The offices use the IP addresses shown in the following table.

Location IP address space Public NAT segment
Seattle 10.10.0.0/16 190.15.1.0/24
New York 172.16.0.0/16 194.25.2.0/24

The company has an Azure Active Directory (Azure AD) tenant named contoso.com. The tenant contains the users shown in the following table.

Name Multi-factor authentication
(MFA) status
User1 Enabled
User2 Enforced

The MFA service settings are configured as shown in the exhibit. (Click the Exhibit tab.)



! Microsoft

B Gl
For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Yes

If User1 signs in to Azure from a device that uses an IP address of 134.18.14.10, User1
must be authenticated by using a phone.

If User2 signs in to Azure from a device in the Seattle office, User2 must be authenticated 0O
by using the Microsoft Authenticator app.

If User2 signs in to Azure from a device in the Nm{tﬂﬂt Ml @m%f@emmated ®)

by using a phone

@)

No

Answer:

fcrosoft ™

must be authenticated by using a phone. Q

If User1 signs in to Azure from a device that uses an | & of 134.18.14.10, User1 e ]

If User2 signs in to Azure from a device in the Sea ce User2 must be authenticated o
by using the Microsoft Authenticator app.

If User2 signs in to Azure from a device in the ‘k"‘ York office, User1 must be authenticated O
by using a phone y N

Reference:
https://www.cayosoft.com/difference-enabling-enforcing-mfa/

NEW QUESTION: 389

No
O
)




You have an Azure subscription that contains a Microsoft Defender External Attack Surface Management (Defender EASM) resource named EASM1. EASM1 has discovery enabled and contains
several inventory assets.

You need to identify which inventory assets are vulnerable to the most critical web app security risks.

Which Defender EASM dashboard should you use?

A. Security Posture

B. GDPRCompliance

C. Attack Surface Summary

D. OWASPToplO

Answer: (SHOW ANSWER)

NEW QUESTION: 390

Use the following login credentials as needed:

To enter your username, place your cursor in the Sign in box and click on the username below.

To enter your password, place your cursor in the Enter password box and click on the password below.
Azure Username: User1-10598168@ExamUsers.com

Azure Password: Ag1Bh9'#Bd

The following information is for technical support purposes only:

Lab Instance: 10598168

.f___. y lagumiscrasoftonline. com R A® i &

I ) Thii ste uied cookies for analybicl pevionalized content and ads. By

Microsoft Azure

BF Microsoft

Sign in

to contmue 1o Metrotoft Arure

Frmail. ¢ oe

A e

o acconniinGe e TR

g Hic s your aceount

O Sagn in wath GitHub
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You need to prevent administrative users from accidentally deleting a virtual network named VNET1. The administrative users must be allowed to modify the settings of VNET1.
To complete this task, sign in to the Azure portal.

Answer:
See the explanation below.
Explanation

Locking prevents other users in your organization from accidentally deleting or modifying critical resources, such as Azure subscription, resource group, or resource.

Note: In Azure, the term resource refers to an entity managed by Azure. For example, virtual machines, virtual networks, and storage accounts are all referred to as Azure resources.
1. In the Settings blade for virtual network VNET, select Locks.



SUPPORT + TROUBLESHOOTING

7+« Diagnose and solve problems D
B Activity logs )
m New suppartréaquest >
SETTINGS
& Tags ; |
>
aha Users 7
&4 Automation script >

2. To add a lock, select Add.

Management locks

LOCK MAME LOCK TYPE SCOPE MOTES

Y 1 s |l .. . 1 t‘.
his resource has galocks.

+ Add n Resource group a Subscription U Refresh

3. For Lock type select Delete lock, and click OK
Reference:

https://docs.microsoft.com/en-us/azure/azure-resource-manager/resource-group-lock-resources

NEW QUESTION: 391

You have an Azure subscription named Sub1. Sub1 contains a virtual network named VNet1 that contains one subnet named Subnet1.

You create a service endpoint for Subnet1.

Subnet1 contains an Azure virtual machine named VM1 that runs Ubuntu Server 18.04.
You need to deploy Docker containers to VM1. The containers must be able to access Azure Storage resources and Azure SQL databases by using the service endpoint.



A. Create an application security group and a network security group (NSG).

B. Edit the docker-compose.yml file.

C. Install the container network interface (CNI) plug-in.

Answer: C (LEAVE A REPLY)

The Azure Virtual Network container network interface (CNI) plug-in installs in an Azure Virtual Machine.

The plug-in supports both Linux and Windows platform.

The plug-in assigns IP addresses from a virtual network to containers brought up in the virtual machine, attaching them to the virtual network, and connecting them directly to other containers and
virtual network resources. The plug-in doesn't rely on overlay networks, or routes, for connectivity, and provides the same performance as virtual machines.

The following picture shows how the plug-in provides Azure Virtual Network capabilities to Pods:

Existing vitual network

- - ————

Geoy

|

Azure
Firewall

| |

@ 2" Migrosoft

P
=)
@

Internet

Service Endpoints

Azure Services

On-premises

References:

https://docs.microsoft.com/en-us/azure/virtual-network/container-networking-overview
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NEW QUESTION: 392

You are evaluating the security of VM1, VM2, and VM3 in Sub2.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No

From the Intermet, you can connect to thesmeb.server on YM1 by using HTTP.
From the Internet, you can conneftiidthe web server on VM2 by using HTTP.

From the Internet, youlgaflcannect to the web server on VM3 by using HTTP.

& 4
i %
Answer:
Answer Area
Statements Yes No
From the Internet, you can connect to the webisenver on VM1 by using HTTP. |
From the Interet, you can connect 10 the web server on VM2 by using HTTP. I
From the Intemet, yau camednnect to the web server on VM3 by using HTTP. I _

A5 C

NEW QUESTION: 393
You have an Azure Active Directory (Azure AD) tenant that contains the users shown in the following table.

Name Multi-factor authentication (MFA) status
User1 Disabled
User2 Disabled
User3 Enforced



https://www.actual4test.com/AZ-500_examcollection.html

In Azure AD Privileged ldentity Management (PIM), the Role settings for the Contributor role are configured as shown in the exhibit. (Click the Exhibit tab.)
Role settings O X

Assignment
Allow permanent eligible assignment

Expire ehigible assignments after

3 Months W
Al oy DFH"I'I.'H'IE‘.":! active 3;-"_.!.'_;!'1!'."1-'_—"['!'.

ESpire actve assignmeenis alfter

- -

i OSO o
| Require Multi-Factor Authentication on actrve assignment
v Require justification on active assignment
Activation

Activation maxmum duration thours)

C L DT T T T 8
+ | Require Multi-Factor Authentication on activation
+' Require justification on actrvation

HI-LR.Z!LJ-:"." Dkt information on actwvation

Require approval to actrvate

You assign users the Contributor role on May 1, 2019 as shown in the following table.

MName Assignment type
User1 Eligible
User2 Active
User3 Active
For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.




Statements Yes No

OnMay 15, 2019, User1 can activate the Qontﬁbﬂtor role. O O
On May 15, 2019, User2 cantsé the Contributorrole. ~~ © O

On June 15, 201&ystﬁﬁﬁ£ﬁtﬁe Contributor role. © O

Answer:

Statements Yes No

g

On May 15, 2019, User1 can activate the ngu@lmoie. 1 O O

L e

e MW?&%%%?’&%E Contributor role. E? ! @

on June 15, 2019, User3 can activate the Contributor role.'L f:j 1| @,

Explanation

Statements

On May 15, 2019, User1 can activate the Contributor role. l O

On May 15, 2019, User2 canuse the Contributor role. ‘ O

On June 15, 2016 Bfef canactivatE the Contributor role. [ &'

References:

https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-resource-roles-assig

NEW QUESTION: 394



You network contains an on-premises Active Directory domain that syncs to an Azure Active Directory (Azure AD) tenant. The tenant contains the users shown in the following table.

Name Squice rosoft

Userl Azure AD

User2 Azure AD

User3 On-premises Active Directory

The tenant contains the groups shown in the following table.

Name Members

Groupl Userl, User2, User3

Group?2 User?2

You configure a multi-factor authentication (MFA) registration policy that and the following settings:
Assignments:

Include: Group1

Exclude Group2

Controls: Require Azure MFA registration

Enforce Policy: On

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

Statements Yes No

Userl will be prompted to configure MFA registration during
the user’s next Azure AD authentication. @, Q

User2 must configure MFA during the user’s next Azure AD
authentication. O @,

User3 will be prompted to contigure MFA registration during
the user’s next Azure AD authentication. O O

Answer:



Statements Yes No

Userl will be prompted to configure MFA registration during —_—

the user’s next Azure AD authentication. LQ : O
User2 must configure MFA during the user’s next Azure AD R
authentication. O Q |

User3 will be prompted to configure MFA registration during
the user’s next Azure AD authentication.

Explanation

T
I

Statements Yes No

Userl will be prompted to configure MFA registration during
the user’s next Azure AD authentication. O

User2 must configure MFA during the user’s next Azure AD
authentication. O O

User3 will be prompted to configure MFA registration during
the user’s next Azure AD authentication. O @,

NEW QUESTION: 395

You have an Azure Active Directory (Azure AD) tenant that contains a group named Group1 You need to ensure that the members of Group1 sign in by using passwordless authentication What should
you do?

A. Configure the certificate-based authentication (CBA) policy.

B. Configure the Microsoft Authenticator authentication method policy.

C. Configure the sign-in risk policy.

D. Create a Conditional Access policy.

Answer: B (LEAVE A REPLY)

NEW QUESTION: 396
You have an Azure subscription that contains a storage account named storage1 and several virtual machines. The storage account and virtual machines are in the same Azure region. The network

configurations of the virtual machines are shown in the following table.


https://www.freepdfdumps.com/Microsoft.AZ-500.v2025-01-29.q426.html

Name Public IP address | Connected to
VM1 52.232.128.194 VNET1/Subnetl
VM2 52.233.129.82 VNET2/Subnet2
VM3 52.233.130.11 VNET3/Stbhet3
The virtual network subnets have service endpoints defined as shown in the following table.
Name Service endpoint

VNET1/Subnetl | Microsoft:Storage
VNET2/Subnet2 | None.
VNET3/Subnet3 | Microse t KeyVaut| L

You configure the following Firewall and virtual networks settings for storage1:

Allow access from: Selected networks

Virtual networks: VNET3\Subnet3

Firewall - Address range: 52.233.129.0/24

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

=

Statements Yes No

o | - £
VM1 can connect to storage1t™® i\"’.r‘“:' 0501

VM2 can connegt to storagel.

VM3 can connect to storagel.

Answer:

\Viicro<oft
Statement;" HHICTOSOTL  yes

VM1 can connect to storagel.

VM2 can connect to storagel.

VM3 can connect to storagel.

NEW QUESTION: 397
You have an Azure subscription that contains the resources shown in the following table.



Name .
SQL1 Azure SOL Database sen
D81 Azure SOL databa¥@6n SQLY
D82 Azure SQ 15¢ on SQLY
storage! Stor unt

1age?l it a
SQL1 has the following configurations:
* Auditing: Enabled
* Audit log destination: storage1, Workspace1
DB1 has the following configurations:
* Auditing: Enabled
* Audit log destination: storage2
DB2 has auditing disabled.
Where are the audit logs for DB1 and DB2 stored? To answer, select the appropriate options in the answer area NOTE: Each correct selection is worth one point.

e spacel onky
pilge. and Workspacel only

082 | Workspace1 only %)
NO audit logs created

imrael only

storagel and m:rkjpacgl N

Answer:
Answer Area

DaY; | storage |, storagel and Workspace| !‘7]
storagel only

DB :11D|Jg'l and

ul |
f\'ee pd{d 082 | Workspace! only &l

No audit logs created

Tstoragel and Workspace!
Explanation:

'Vlicrosoftt

oy~ =
_DB1: .r#ﬁﬁ}l “Storage2, and Workspace
\ LT1*y

s 3L
1

Workspace1 only




NEW QUESTION: 398
You have a Microsoft Entra tenant that contains the users shown in the following table.

NaﬂL : Vi

Admin1 Global Administrator

Admin2 : Privileged Authentication Administrator
User1 Norie

You configure the Temporary Access Pass settings as shown in the following exhibit.

Temporary Access Pass settings

Temporary Access Pass, or TAP. 1s a time-limited or imited-use passcode that can be used by users
for bootstrapping new accounts, account recovery, or when other auth methods are unavailable.
Learn more.

i'MMuable only by aﬁnistrators. and is seen by the system as strong qutgi'éhctncatlon. It is not
u s D ) L

PGHEI D

Enable and Target  Configure

ord Reset. ) \®

enavie @)

Include &mdf

il

it

L B
Target O All users @I Select groups

Add groups

Name Registration

Group1

You add the Temporary Access Pass authentication method to Admin2.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.



Answer Area

Statements Yes No
Admin1 can view the Temporary Access Pass of Admin2. O O
Admin2 can add the Temporary Access Pass authentication method to User1. O O
=' i M I c r@ﬁ@#& the Temporary Access Pass authentication method to Admin. O @
Answer:
Answer Area TS
-
Statements . I M I c rO S 0 ft Yes No
Admin1 can view the Temporary Access Pass of Admin2. O ‘P:
Admin2 can add the Temporary Access Pass authentication method to User1. 1O O
Admin2 can add the Temporary Access Pass authentication method to Admin1. O I-Q_!
-
Explanation:

i - Microsgft
Admin1 can view the Temporary Access Pa%ﬁp-e . O
AN

Admin2 can add the s Pass authentication method to User1.

Admirixﬂgd the Temporary Access Pass authentication method to Admin1.

NEW QUESTION: 399
You work at a company named Contoso, Ltd. that has the offices shown in the following table.

Name IP address space
Boston 180.15.10.0/24
Seattle 132.32.15.0/24

Contoso has an Azure Active Directory (Azure AD) tenant named contoso.com. All contoso.com users have Azure Multi-Factor Authentication (MFA) enabled. The tenant contains the users shown in
the following table.



Name User device Last sign-in I;)ur!l_l_i'_liét'slgn-in, user selected

S ) '~ Don'task again for 14 days
Wsert! 1T Dpédvice1 June 1 Yes
User2 Device2 June3 No

The multi-factor settings for contoso.com are configured as shown in the following exhibit.



multi-factor authentication

users  service settings

app passowrds (iearm more)

@ Allow users to create app paswords to sign in to non-browser apps

Do not allow users to create app passwords to sign in to non-browser apps

trUSted |p$ (learn more)

Skip multi-factor authentication for requests from federated users on my intranet

Skip multi-factor authentication for requests from following range of IP address subnets

180.15.10.0/24

verification options (earn more)

Methods available to users:
call to phone
Text message to phone

Notification through mobile app
Verification code from mobile app or hardware token

Microsoft

remember multi-factor authentication earn more)

Allow users to remember multi-factor authentication on devices they trust
Days before a device must re-authenticate (1-60): 14

For each of the following statements, select Yes if the statement is true. Otherwise, select No.



NOTE: Each correct selection is worth one point.

Statements N Yes No
When User1 signs in to Devicel from thef+8:éattle office
on June 10, the user will be prompted for MFA. O O
When User2 signs in to De_}_.fiﬁ;cej;ifr"om the Boston office
on June 5, the user will be prompted for MFA. O O
When UMQ ' mm‘%ew device from the Seattle
office on Junﬁ;fthé user will be prompted for MFA. O O

Answer:

statemerie/| | CrOSOTt

When User1 signs in to Devicel from the Seattie office
on June 10, the user will be prompted for MFA.

When User2 signs in to Device2 from the Boston office
on June 5, the user will be prompted for MFA.

When User1signs in to to a new device from the Seattle
office on June 7, the user will be prompted for MFA.

Explanation
Statements Yes No
When Userl signs in to Devicel from the Seattle office
on June 10, the user will be prompted for MFA. O ‘ 0‘
: MLF&Q%QIS-I;I'I to Device2 from the Boston office
on June 5, the user wili be prompted for MFA. ‘ 0‘ O

When Userl signs in to to a new device from the Seattle
office on June 7, the user will be prompted for MFA. ‘0 ‘ O



NEW QUESTION: 400

You have the Azure virtual machines shown in the following table.
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Operating system. State
Windows Server 2012 Running
Windows Server 2012 R2 Running
Windows Server 2016 Stopped
Ubuntu Server 18.04 LTS Running

For which virtual machine can you enable Update Management?
A. VM2 and VM3 only

B. VM2, VM3, and VM4 only

C. VM1, VM2, and VM4 only

D. VM1, VM2, VM3, and VM4

E. VM1, VM2, and VM3 only

Answer: C (LEAVE A REPLY)

Explanation/Reference:

References:
https://docs.microsoft.com/en-us/azure/automation/automation-update-management?toc=%2Fazure%
2Fautomation%2Ftoc.json

NEW QUESTION: 401

You have an Azure Storage account named storage1 that has a container named container1. You need to prevent the blobs in container1 from being modified. What should you do?
A. From container1, change the access level.

B. From container1 add an access policy.

C. From container1, modify the Access Control (1AM) settings.

D. From storage1 , enable soft delete for blobs.

Answer: B (LEAVE A REPLY)

Reference:

https://docs.microsoft.com/en-us/azure/storage/blobs/storage-blob-immutable-storage?tabs=azure-portal

NEW QUESTION: 402

You have an Azure key vault.

You need to delegate administrative access to the key vault to meet the following requirements:

Provide a user named User1 with the ability to set advanced access policies for the key vault.

Provide a user named User2 with the ability to add and delete certificates in the key vault.

Use the principle of least privilege.

What should you use to assign access to each user? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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User1:

User2:

Answer:

User1:

UserZ2:

Explanation

= Microsoft

v
A key vault access policy
Azure Information Protection
Azure Policy Y
Managed identities for Azure-resources
RBAC ¥

v

A Key vault access policy

Azure Information Protection

Azure Policy

Managed identities for Azure resources
RBAC

v

A key vault access policy . .
Azure Information Protection: |VI1Crosoft
Azure Policy At

Managed identities for Azure resources

RBAC |

.

v

A keyvault access policy !

Azure Information Protection

Azure Policy

Managed identities for Azure resources

RBAC




A key vault access policy
Azure Information Protection
Azure Policy

. T «E %
Managed identities for AzurereSbufces
RBAC A%

BaEY LB
B e

User2: f;; t eepﬂ '

| A key vault access policy

Azure Information Protection

Azure Policy

Managed identities for Azure resources
RBAC

User1: RBAC

RBAC is used as the Key Vault access control mechanism for the management plane. It would allow a user with the proper identity to:

set Key Vault access policies

create, read, update, and delete key vaults

set Key Vault tags

Note: Role-based access control (RBAC) is a system that provides fine-grained access management of Azure resources. Using RBAC, you can segregate duties within your team and grant only the
amount of access to users that they need to perform their jobs.

User2: A key vault access policy

A key vault access policy is the access control mechanism to get access to the key vault data plane. Key Vault access policies grant permissions separately to keys, secrets, and certificates.
References:

https://docs.microsoft.com/en-us/azure/key-vault/key-vault-secure-your-key-vault

NEW QUESTION: 403

You have a management group named Group1 that contains an Azure subscription named sub1. Sub1 has a subscription ID of 11111111-1234-1234-1234-1111111111.
You need to create a custom Azure role-based access control (RBAC) role that will delegate permissions to manage the tags on all the objects in Group1.

What should you include in the role definition of Role1? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.



Resource prOME:C oS @{t

Microsoft.Authorization
Microsoft.Resources
Microsoft.Support

Assignable scope:
/Groupt
/subscriptions/11111111-1234-1234-1234-1111111111

Answer:
m Microsoft

Permission that must.Be'granted to users on VM: fRead,
Update
Wi
Write

TCP port that must be allowed: [22
25
3389

Mzges —

Explanation
Text, application Description automatically generated

Resource provider:
| Microsoft. Authorization |
Microsoft.Resources - .
Microsoft.Support Micros Of |

Assignable scope:

/
/Group1
| fsubscriptiunﬂﬂ11111—1234—1234—12%11111'1 1111

Note: Assigning a custom RBAC role as the Management Group level is currently in preview only. So, for now the answer to the assignable scope is the subscription level.
Reference:

https://docs.microsoft.com/en-us/azure/role-based-access-control/resource-provider-operations
https://docs.microsoft.com/en-us/azure/role-based-access-control/custom-roles
https://docs.microsoft.com/en-us/azure/role-based-access-control/custom-roles-portal#step-5-assignable-scopes

NEW QUESTION: 404
You are configuring just in time (JIT) VM access to a set of Azure virtual machines.
You need to grant users PowerShell access to the virtual machine by using JIT VM access.



What should you configure? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

AW ET M

Permission that must he granted to users on VM: |Read
Update
View

Wwnle

TCP port that must be allowed: |22
3389
5986

Answer:

MW= M

Permission that must be granted o users on UM[

Ve

Wnite

TCP port that must be allowed: |22

25

3389

| EEE

NEW QUESTION: 405

You have an Azure Active Din-dory (Azure AD) tenant named contoso.com that contains a user named User1.
You plan to publish several apps in the tenant.

You need to ensure that User1 can grant admin consent for the published apps.

Which two possible user roles can you assign to User! to achieve this goal? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point.

A. User administrator

B. Security administrator

C. Cloud application administrator

D. Application administrator

E. Application developer

Answer: A,E (LEAVE A REPLY)

NEW QUESTION: 406

You need to deploy AKS1 to meet the platform protection requirements.

Which four actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the correct order.
NOTE: More than one order of answer choices is correct. You will receive credit for any of the correct orders you select.
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Actions Answer Area

Deploy an AKS cluster.

Create a client application. | YW F
weeVlicrosoft

Create a server application.

Create an RBAC binding.

Create a custom RBAC role.

Answer:

Actions Answer Area

[Deplov an AKS cluster.

I Deploy an AKS cluster.

\ Create an RBAC binding.

_reate a client application.
. r

e VLTS ..: |
R

| Create a server application. K@

Explanation



Create a server application.

Create a client application.

Depléy an AKS cluster.

Create an RBAC binding.

Scenario: Azure AD users must be to authenticate to AKS1 by using their Azure AD credentials.

Litewire plans to deploy AKS1, which is a managed AKS (Azure Kubernetes Services) cluster.

Step 1: Create a server application

To provide Azure AD authentication for an AKS cluster, two Azure AD applications are created. The first application is a server component that provides user authentication.
Step 2: Create a client application

The second application is a client component that's used when you're prompted by the CLI for authentication.

This client application uses the server application for the actual authentication of the credentials provided by the client.

Step 3: Deploy an AKS cluster.

Use the az group create command to create a resource group for the AKS cluster.

Use the az aks create command to deploy the AKS cluster.

Step 4: Create an RBAC binding.

Before you use an Azure Active Directory account with an AKS cluster, you must create role-binding or cluster role-binding. Roles define the permissions to grant, and bindings apply them to desired
users. These assignments can be applied to a given namespace, or across the entire cluster.

Reference:

https://docs.microsoft.com/en-us/azure/aks/azure-ad-integration

Valid AZ-500 Dumps shared by Actual4test.com for Helping Passing AZ-500 Exam! Actual4test.com now offer the newest AZ-500 exam dumps, the Actual4test.com AZ-500 exam questions
have been updated and answers have been corrected get the newest Actuald4test.com AZ-500 dumps with Test Engine here: https://www.actual4test.com/AZ-500_examcollection.html (517

Q&As Dumps, 30%OFF Special Discount: Freepdfdumps)

NEW QUESTION: 407
You have an Azure Active Directory (Azure AD) tenant that contains the users shown in the following table.

Name Member of Multi-factor authentication (MFA) status
User1 Group1, Group2 | Enabled
User? Group1 Disabled
Usera Group1 Disabled



https://www.actual4test.com/AZ-500_examcollection.html

You create and enforce an Azure AD Identity Protection sign-in risk policy that has the following settings:
Assignments: Include Group1, exclude Group2

Conditions: Sign-in risk level: Medium and above

Access Allow access, Require multi-factor authentication

You need to identify what occurs when the users sign in to Azure AD.

What should you identify for each user? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

When User1 signs in from an anonymous IP address, v
the user will: :

Be blocked

Be prompted for MFA

Sign in by using a username and password only
When User2 signs in from an unfamiliar location, | v
the user will: Be blocked

Be prompted for MFA

Sign in by using a username and password only
When User3 signs in from an infected device, ‘ v
the user will. _ [Beblocked __

| (Be Prpmptepfop MFA
Signinby Using a username and password only

Answer:



When User1 signs in from an anonymous IP address, v

the user will:
Be blocked
[Be prompted for MFA
Signn by using a username and password only
When User2 signs in frops anubfamiliar location, v
S e V. Be blocked
e prompted for MFA
Sign in by using a username and password only
When Uselr3 signs in from an infected device, v
the user will: Be blocked
e prompted for MFA
Sign in by using a username and password only
Reference:

http://www.rebeladmin.com/2018/09/step-step-guide-configure-risk-based-azure-conditional-access-policies/
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity-protection-policies
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity-protection-risks

NEW QUESTION: 408

You need to meet the identity and access requirements for Group1.

What should you do?

A. Add a membership rule to Group1.

B. Delete Group1. Create a new group named Group1 that has a membership type of Office 365. Add users and devices to the group.
C. Modify the membership rule of Group1.

D. Change the membership type of Group1 to Assigned. Create two groups that have dynamic memberships. Add the new groups to Group1.
Answer: B (LEAVE A REPLY)

Incorrect Answers:

A, C: You can create a dynamic group for devices or for users, but you can't create a rule that contains both users and devices.

D: For assigned group you can only add individual members.

Scenario:

Litware identifies the following identity and access requirements: All San Francisco users and their devices must be members of Group1.

The tenant currently contain this group:
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Type “Deseription
A group that has the Dynamic User membership type.

contains all the San Francisco users, and provides
access to many Azure AD applications and Azure
resources.

Security group

References:

https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/groups-dynamic-membership
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/active-directory-groups-create-azure-portal

Topic 2, Contoso

Contoso

Contoso

This is a case study. Case studies are not timed separately. You can use as much exam time as you would like to complete each case. However, there may be additional case studies and sections on
this exam. You must manage your time to ensure that you are able to complete all questions included on this exam in the time provided.

To answer the questions included in a case study, you will need to reference information that is provided in the case study. Case studies might contain exhibits and other resources that provide more
information about the scenario that is described in the case study. Each question is independent of the other question on this case study.

At the end of this case study, a review screen will appear. This screen allows you to review your answers and to make changes before you move to the next sections of the exam. After you begin a
new section, you cannot return to this section.

To start the case study

To display the first question on this case study, click the Next button. Use the buttons in the left pane to explore the content of the case study before you answer the questions. Clicking these buttons
displays information such as business requirements, existing environment, and problem statements. If the case study has an All Information tab, note that the information displayed is identical to the
information displayed on the subsequent tabs. When you are ready to answer a question, click the Question button to return to the question.

Overview

Contoso, Ltd. is a consulting company that has a main office in Montreal and two branch offices in Seattle and New York.

The company hosts its entire server infrastructure in Azure.

Contoso has two Azure subscriptions named Sub1 and Sub2. Both subscriptions are associated to an Azure Active Directory (Azure AD) tenant named contoso.com.

Technical Requirements

Contoso identifies the following technical requirements:

* Deploy Azure Firewall to VNetWork1 in Sub2.

* Register an application named App2 in contoso.com.

* Whenever possible, use the principle of least privilege.

* Enable Azure AD Privileged Identity Management (PIM) for contoso.com

Existing Environment

Azure AD

Contoso.com contains the users shown in the following table.



igrogott

Role

iviontreal

Global administrator

MONTREAL

Security administrator

London

Privileged role administrator

Ontario

Application administrator

Seattle

Cloud application administrator

Seattle

User administrator

Sydney

Reports reader

Sydney

None

Contoso.com contains the security groups shown in the following table.

Name | Membership type Dynamic membership rule
Group1 Dynamic user user.city —contains “ON”
Group2 | Dynamic user user.city —-match “*on”

Sub1

Sub1 contains six resource groups named RG1, RG2, RG3, RG4, RG5, and RG6.
User2 creates the virtual networks shown in the following table.

Resource group

RG1

RG2

RG3

RG4

Sub1 contains the locks shown in the following table.

Nama)|i o Setion Lock type
Lock1 RG1 Delete
Lock2 RG2 Read-only
Lock3 RG3 Delete
Lock4 RG3 Read-only

Sub1 contains the Azure policies shown in the following table.

Policy definition
Allowed resource types
Not allowed resource

Resource type
networkSecurityGroups
virtualNetworks/subnets

types
Not allowed resource networksSecurityGroups
types
Not allowed resource virtualNetworks/virtualNetworkPeerings
types
Sub2
Name Subnet
VINetwork1 Subnet1.1, Subnet1.2 and Subent1.3
VNetwork2 Subnet2.1

Sub2 contains the virtual machines shown in the following table.



Name iﬁf;wrr:cr:ke Application security group cf'}ﬁeft?d to# -
VM1 NIC1 ASG1 Buibnet 1 L1 USHK
VM2 NIC2 ASG2 Subnet1.1
VM3 NIC3 None Subnet1.2
VM4 NIC4 ASG1 Subnet1.3
VM5 NICS None Subnet2.1

All virtual machines have the public IP addresses and the Web Server (lIS) role installed. The firewalls for each virtual machine allow ping requests and web requests.
Sub2 contains the network security groups (NSGs) shown in the following table.

"Associated ta| |
NICZ
Subnet1.1

Subnet1.3
Subnet2.1

NSG1 has the inbound security rules shown in the following table.

Priority Port Protocol Source Destination Action
65000 Any Any VirtualNetwork VirtualNetwork | Allow
65001 Any Any AzurelLoadBalancer | Any Allow
65500 Any Any Any Any Deny

NSG2 has the inbound security rules shown in the following table.

Priority Port Protocol Source Dosti“aﬁtﬂﬂ*},l; ﬂﬁctinn
100 80 TCP Internet VirtuaiNetwork | Allow
65000 Any Any VirtualNetwork VirtualNetwork | Allow
65001 Any Any AzurelLoadBalancer | Any Allow
65500 Any Any Any Any Deny

NSG3 has the inbound security rules shown in the following table.

Priority Port , - | Protocol{, Source Destination Action
100 Any [VIILTERS UIIASG ASG1 Allow
150 Any Any ASG2 VirtualNetwork | Allow
200 Any Any Any Any Deny
65000 Any Any VirtualNetwork VirtualNetwork | Allow
65001 Any Any AzureLoadBalancer | Any Allow
65500 Any Any Any Any Deny

NSG4 has the inbound security rules shown in the following table.

Priority Protocol Source Destination
100 Any Any Ay

65000 Any Virualetwork VirtualMNetwark
E5001 Any AzureLoadBalancer | Any
E5500 Any '3 B i rve b E Any

NSG1, NSG2, NSG3, and NSG4 have the outbound security rules shown in the following table.



Priority Port Protocol Source Destination Action
65000 Any Any VirtualNetwork VirtualNetwork | Allow
65001 Any Any Any Internet Allow
65500 Any Any Any Any Deny

Contoso identifies the following technical requirements:

* Deploy Azure Firewall to VNetwork1 in Sub2.

* Register an application named App2 in contoso.com.

* Whenever possible, use the principle of least privilege.

* Enable Azure AD Privileged Identity Management (PIM) for contoso.com.

NEW QUESTION: 409
You have an Azure subscription that contains the virtual machines shown in the following table.

| telp | VIpLENIIET
e nm address
VNET1/Subnetl 10.1.1.4 13.80.73.87

VNET2/Subnet2 - }.10.2.1.4 213.199.133.190
| VNET2/Subnet2. | 10.2.1.5 None

Subnet1 and Subnet2 have a Microsoft.Storage service endpoint configured.
You have an Azure Storage account named storageacc1 that is configured as shown in the following exhibit.

= x & Refresh

Allow access from
All networks = Selected networks

Configure network security for your storage accounts. Learn more

Virtual networks
Secure your storage account with virtual networks.  + Add existing virtual network

i vt il
oo new virtual network

VIRTUAL SUBMNET ADDRESS ENDPOINT RESOURCE SUBSCRIBTION
NETWORK RAMNGE STATUS GROUP

Mo network selected.

Firewall
Add IP ranges to allow access from the internet on your on-premiSés nemqlar};s.. earmn more. g,
IVIICFOSOTT1
Address Range

13.80.73.87 m
IP address or CIDR

Exceptions
Allow trusted Microsoft services to access this storage account @
[ Allow read access to storage logging from any network
[ allow read access to storage metrics from any network

For each of the following statements, select Yes if the statement is true. Otherwise, select No.




Statements Microsd®s Nec
From VM1, you can upload a bleb'to storageacc1. © O
From VM2, you can upload-a-blob to storageacc. O |[O
From VM3, you can upload a blob to storageacc1. © O

Answer:

VIICT statements
From VM1, you can upload a blob to storageacc1.
From VM2, you can upload a blob to storageaccl.

From VM3 , you can upload a blob to storageacc.

Explanation

Statements Yes Nc
FrohncMiils ot can upload a blob to storageacc1. 1© O

O
O

From VM2, you can upload-a blob to storageacc1.

From VM3, you can‘upload a blob to storageacc1. © O
Box 1: Yes
The public IP of VM1 is allowed through the firewall.
Box 2: No
The allowed virtual network list is empty so VM2 cannot access storageacc1 directly. The public IP address of VM2 is not in the allowed IP list so VM2 cannot access storageacc1 over the Internet.
Box 3: No
The allowed virtual network list is empty so VM3 cannot access storageacc1 directly. VM3 does not have a public IP address so it cannot access storageacc1 over the Internet.
Reference:
https://docs.microsoft.com/en-gb/azure/storage/common/storage-network-security

NEW QUESTION: 410
You have an Azure subscription named Sub1 that is associated to an Azure Active Directory (Azure AD) tenant named contoso.com.
You plan to implement an application that will consist of the resources shown in the following table.

........ B —— I~ .
e e Vil croSOtt—| .0 bescripion_

| A Cosmos DB account containing a
Azure Cosmos DB _ | database

CosmosDBAccountt | - = o iz R
i o) | back-end tier of the application
WebApp1 Azure web app A web app configured to serve as the

middie tier of the application

Users will authenticate by using their Azure AD user account and access the Cosmos DB account by using resource tokens.
You need to identify which tasks will be implemented in CosmosDB1 and WebApp1.



Which task should you identify for each resource? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

CosmosDB1: v
Authenticate Azure AD users and generate resource tokens.
Authenticate Azure AD users-and relay resource tokens.
Create database users and generate resource tokens.

WebADp SO I

Authenticate Azure AD users and generate resource tokens.
Authenticate Azure AD Users-and relay resource tokens.

rRE ® W U R S I [

Create databasec users and generate resource tokens.

Answer:
CosmosDB1: IVIICTOSOTT !V
Authenticate Azure AD users and generate resource tokens.
_@uthenticate Azure AD users and relay resource tokens.
Create database users and generate resource tokens.
WebApp1: v
Authenticate Azure AD users and generate resource tokens.
Authenticate Azure AD users and relay resource tokens.
Create database users and generate resource tokens.
Explanation:

CosmosDB1: Create database users and generate resource tokens.
Azure Cosmos DB resource tokens provide a safe mechanism for allowing clients to read, write, and delete specific resources in an Azure Cosmos DB account according to the granted permissions.

WebApp1: Authenticate Azure AD users and relay resource tokens
A typical approach to requesting, generating, and delivering resource tokens to a mobile application is to use a resource token broker. The following diagram shows a high-level overview of how the

sample application uses a resource token broker to manage access to the document database data:



------ EEFEE S S S EEEEEEE

. 'Microsoft==

Facebook

2. OAuth authentication
flow

— o
"'hr-g"l 1
- e 5'5

e

Xamarin.Forms App 1. Login to Facebook
via Azure App Service

b=
.-':=r”‘k1'?|
=
o

Easy Authenlltahcgj_

Document Databasa

4. Fetch resource
token for authenticated

.
\\ﬁi\“ O
3. Authenticate with o

{::? user
A Facebook access token m;j: - -
get the user's reaourcm -
i oF "l‘f-'}:‘ };:_"' :
& 'ﬁ L\ '
% -
(2 *sasssssasssssssamsmmsd
5. Access user's data
using resource token
References:

https://docs.microsoft.com/en-us/xamarin/xamarin-forms/data-cloud/cosmosdb/authentication

NEW QUESTION: 411
You have an Azure subscription that contains the Azure virtual machines shown in the following table.

Operating system
Windows 10

Windows Server 2016

Windows Server 2019
Ubuntu Seryer 18.04 LTS

You create an MDM Security Baseline profile named Profile1.

You need to identify to which virtual machines Profile1 can be applied.
Which virtual machines should you identify?

A. VM1 only

B. VM1, VM2, and VM3 only

C. VM1 and VM3 only

D. VM1, VM2, VM3, and VM4

Answer: A (LEAVE A REPLY)

Reference:
https://docs.microsoft.com/en-us/mem/intune/protect/security-baselines

NEW QUESTION: 412
You have an Azure subscription named Sub1.
You create a virtual network that contains one subnet. On the subnet, you provision the virtual machines shown in the following table.
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Name mw wl“fi? ﬁ::@wp IP address
VM1 | NIC1 AppGroup 1.2 10.0.0.10
VM2 NIC2 AppGroup12 10.0.0.11
VM3 NIC3 | AppGroup3 10.0.0.100
VM4 NIC4 L AppGroup4 10.0.0.200

Currently, you have not provisioned any network security groups (NSGs).

You need to implement network security to meet the following requirements:

* Allow traffic to VM4 from VM3 only.

* Allow traffic from the Internet to VM1 and VM2 only.

* Minimize the number of NSGs and network security rules.

How many NSGs and network security rules should you create? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

NSGs: | \ 4
1
2.9
3
_ 4
Network security rules: | v
- -iﬂ‘u’litﬁ rosoii
3
4
Answer:
NSGs: v
Microsoft . -
ICroso g ¥
|3
4
Network security rules: ‘ \ 4
; .
£,
'3,
4

Explanation



NSGs: v

BWIN=

~ Network security rules: v

OSQKL

BWN =

NSGs: 2

Network security rules: 3

Not 2: You cannot specify multiple service tags or application groups) in a security rule.
References:

https://docs.microsoft.com/en-us/azure/virtual-network/security-overview

NEW QUESTION: 413
You have an Azure subscription that contains the Azure Log Analytics workspaces shown in the following table.

Name Location Description
Workspace1 East US Used by Azure Sentinel
Workspace?Z West US Not applicable

You create the virtual machines shown in the following table.

Location Operating system Connected to
East US Windows Server 2019 None
East US Windows Server 2019 Workspace2
West US Windows Server 2019 None
West US| Windows Server 2019 Workspace2

You plan to use Azure Sentinel to monitor Windows Defender Firewall on the virtual machines.
Which virtual machines you can connect to Azure Sentinel?

A. VM1 and VM3 only

B. VM1 Only

C. VM1 and VM2 only

D. VM1, VM2, VM3 and VM4

Answer: D (LEAVE A REPLY)

Reference:
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https://docs.microsoft.com/en-us/azure/sentinel/connect-windows-firewall

NEW QUESTION: 414

You are configuring just in time (JIT) VM access to a set of Azure virtual machines.

You need to grant users PowerShell access to the virtual machine by using JIT VM access.
What should you configure? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Permission that must be granted to users on VYM:

TCP port that must be allowed:

+ - Microsoft

Answer:
Answer Arca

Permission that mustbe granted to users on VM: |read

= = =

L —

TCP port that must be allowed: |22

\Mhcrosoft

=

Explanation



Yermission that must be granted to users on VM: v

— Read
== Microsoft Update

View

Write

TCP port that must be allowed: v
22

25

3389

5986

NEW QUESTION: 415

You need to deploy AKS1 to meet the platform protection requirements.

Which four actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the correct order.
NOTE: More than one order of answer choices is correct. You will receive credit for any of the correct orders you select.

Actions Answer Area

Deploy an AKS cluster.

Create a client application.

Create a server application.

Create an RBAC binding.

<
Create a custom RB@OIE.

Microsoft

Answer:



Actions Answer Area

Deploy an AKS cluster.

Create a server application.

Create a client application.

Create a server application.

T A"

Create an RBAC bﬁ'fdl‘hg

Create an RBAC binding.

Create a custom RBAC role.

Reference:

https://docs.microsoft.com/en-us/azure/aks/azure-ad-integration

NEW QUESTION: 416
You suspect that users are attempting to sign in to resources to which they have no access.

You need to create an Azure Log Analytics query to identify failed user sign-in attempts from the last three days. The results must only show users who had more than five failed sign-in attempts.
How should you configure the query? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

let timeframe = 3d:
SecurityEvent
| where TimeGenerated > ago(3d)
| where AcccountType == ‘User’ and |v ==4625
ActivityiD__
DataType
EventlD
_ QuantityUnit
T*EuMi':ﬁ'&S&ﬁilag-in_attempts= | -
| Count(),
Countif(),
Makeset(),
Spilit(),

latest failed login=arg max (TimeGenerated by Account
| where failed login attempts > 5



Answer:
et timeframe = 3d;

ecurityEvent
where TimeGenerated > ago(3d)
where AcccountType == ‘User’ and |‘r ==4625
ActivitylD
DataType
soft
Summarie failed login attempts=
Count(),
Countit),
Makeset(),
Split(),

latest falled loqln—arq max{TlmeGenerated by Accowm

Reference
https://docs.microsoft.com/en-us/azure/azure-monitor/log-query/examples

NEW QUESTION: 417

You need to create an Azure key vault. The solution must ensure that any object deleted from the key vault be retained for 90 days.
How should you complete the command? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

New-AzureRmKeyVault -VaultName ‘KeMéE{@M%eGroumeﬂe ‘RG1’

-Location ‘East US’ ; 1 |V

-EnabIedForDeployment -Confirm

«ErlablePurgeProtection -DefaultProfile
-Tag -EnableSoftDelete

-SKU

Answer:




New-AzureRmKeyVault -VaultName ‘KeyVaultl’ -ReseurceGroupName ‘RG1l’
o ]ﬁi 1\ 1 rm:* ) St
-Location ‘East US’ fv’ cbdiatodie ‘I'v“‘
-EnabledkarDeployment -Confirm
\\EnablePurgeProtection | | |-DefaultProfile :
-Tag -EnableSoftDelete
-SKU

Explanation

New-ﬁzureRmEeyVault. ~vaulsanie ‘KeyVaultl’ -ResourceGroupName ‘RG1’

-Location ‘East US’ \" ‘ v
-EnabledForDeployment -Confirm
-EnablePurgeProtection -DefaultProfile
-Tag -EnableSoftDelete
-SKU

Box 1: -EnablePurgeProtection

If specified, protection against immediate deletion is enabled for this vault; requires soft delete to be enabled as well.

Box 2: -EnableSoftDelete

Specifies that the soft-delete functionality is enabled for this key vault. When soft-delete is enabled, for a grace period, you can recover this key vault and its contents after it is deleted.
References:

https://docs.microsoft.com/en-us/powershell/module/azurerm.keyvault/new-azurermkeyvault

NEW QUESTION: 418

You plan to use Azure Log Analytics to collect logs from 200 servers that run Windows Server 2016.

You need to automate the deployment of the Microsoft Monitoring Agent to all the servers by using an Azure Resource Manager template.
How should you complete the template? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.



“type” : “Microsoft.Compute/virtualMachines/extensions”,
“name” : “[concat (parameter(‘vmname’), /OMSExtension]”,
“apiVersion” : “[variables(‘apiVersion’)]”,
“location” : “[(resourceGroup().locationl]”,
“dependsOn” : [
“[concat ( ‘Microsoft.Compute/virtualMachines/”, pa eters (‘*vmName’))]”
1y
“properties” : {
“publisher” : “Microsoft.EnterpriseCloud.Moni
“type” : “MicrosoftMonitoringAgent”,
“typeHandlerVersion” : “1.0", 0
“autoUpgradeMinorVersion” : true,
“settings” : {

' ': “iv Q{ ‘varl’)1”
AzureADApplicationlD" &
“WorkspacelD®
“WorkspaceName” _

“WorkspaceURL"

)},

“protectedSettings”

“[{variable (‘var2’)]1”

AmeADAppicah

“StorageAcc 3
‘Workspacel%
‘WorkspaceKe

BE\1icrosoft

Answer:



“type” “Micrnsaft Mjugsgfftxtensians”,

“name” : “[concat( ter (‘vmname’), /OMSExtension)”,
“apiVersion” : “[variables(‘apiVersion’)]”,
“location” : “[resourceGroup().location]”,
“dependsOn” : [
“[concat ( *‘Microsoft.Compute/virtualMachines/”, pa eters ( ‘vmName’ ) ) ]”
1.
“properties” : {
“publisher” : “Microsoft.EnterpriseCloud.Mon einq".
“type” : “MicrosoftMonitoringaAgent”, <:’
“typeHandlerVersion” : “1.0",
“autoUpgradeMinorVersion” : true,
“settings” : {

. . | : Qt ‘vari’)1”
M&pﬂhmuorm' &

{ “WorkspacelD" |
“WorkspaceName”
“WorkspaceURL"

}e

“protectedSettings”

“[variable (‘var2’')1”

Explanation



)
“properties” : {

“publisher” I BMictEddfr 'Entettidecloud.Monitoring”,
“type” : “MicroscftMonitoringAgent”,
“typeHandlerVersion” : “1.07%,

“autoUpgradeMinorVersion” : true,
“settings” : ({

'v : “i[variable (

‘AzureADApplicationlD"
“WorkspacelD"
“WorkspaceName"
“‘WorkspaceURL"

} e
“protectedSettings” : {

"AzureADApplicationSecret”
“StorageAccountKey”
“WorkspacelD"

“WorkspaceKey”

}

}
References:

https://blogs.technet.microsoft.com/manageabilityguys/2015/11/19/enabling-the-microsoft-monitoring-agent-in-w

NEW QUESTION: 419
You network contains an on-premises Active Directory domain that syncs to an Azure Active Directory (Azure AD) tenant. The tenant contains the users shown in the following table.

Name Microsgurce
Userl Azure AD
User2 Azure @D
User3 On-premises Active Directory
The tenant contains the groups shown in the following table.
Name Members
Groupl Userl, User2, User3
Group?2 User?2

You configure a multi-factor authentication (MFA) registration policy that and the following settings:
Assignments:

Include: Group1

Exclude Group2

Controls: Require Azure MFA registration

Enforce Policy: On



For each of the following statements, select Yes if the statement is true. Otherwise, select No.
Statements Yes No

Userl will be prompted to configure MFA registration dunng
the user’s next Azure AD authentication. O

User2 must configure MFA durlng the user’s next Azure AD
authentication. O O

User3 will @Qﬁprnmm to confi MFA registration during
the user’s next A hGEQ&%F.%ﬁm. O £,

Answer:

Statements

Userl will be prompted to configure MFA reglst{?aﬁan durmg
the user’s next Azure AD authentication. _ &, Ig'

User2 must configure MFA dunng ghgﬂser’ s next Azure AD
authentication. O

User3 will be prompted tﬁ:ﬁnfigure MEA registration during
the user’s next Azuré AD’ authent:catlw M IC rDSO'ﬁ: @

NEW QUESTION: 420
You have an Azure subscription that contains the virtual machines shown in the following table.

Name Resource group Status
VM1 RG1 Stopped (Deallocated)
VM2 RG2 Stopped (Deallocated)

You create the Azure policies shown in the following table.

Policy definition Resource spe '"!
Not allowed virtualMachines
resource types
Allowed resource virtualMachines

types

You create the resource locks shown in the following table.

Name Type Created on
Lock1 Read-only | VM1
Lock2 Read-only | RG2




For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements

You can start VM1.

You can start VM2
You can MIWNWB@W in RG2.
S
Answer: “
Variable1: v
Cannot be accessed ai
Can be accessed from the Azure portal only
e S I Wt R S
Can be accessed from inside container1 and the Azure portal | ||
Variable2: v
Cannot be accessed
Can be accessed from the Azure portal only _
]C_all be accessed from inside€o Mmeﬂ only !
Can be accessed from insigde ¢ mmﬁé {E\zure portal
Explanation
NO
NO
NO

1.) cannot perform write operation because following scope(s) are locked:

'subscriptions/xxxx/resourceGroups/xxx' Please remove the lock and try again.

2.) When creating a VM in a resource group with a Read Only lock an error is shown:

"The selected resource group is read only"

3.) Because of the read only lock virtual machines cannot be started nor stopped when the lock is added after the machine started. (not part of this use case, but still good to know.
The article referenced in the answer states different because that is scoped to blueprints.

In the Lock Resources pages is states the following regarding starting VMs:

"A ReadOnly lock on a resource group that contains a virtual machine prevents all users from starting or restarting the virtual machine. These operations require a POST request."



https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/lock-resources

NEW QUESTION: 421

You have Azure Resource Manager templates that you use to deploy Azure virtual machines. You need to disable unused Windows features automatically as instances of the virtual machines are
provisioned.

What should you use?

A. device configuration policies in Microsoft Intune

B. an Azure Desired State Configuration (DSC) virtual machine extension

C. security policies in Azure Security Center

D. Azure Logic Apps

Answer: B (LEAVE A REPLY)

Explanation

You can use Azure Automation State Configuration to manage Azure VMs (both Classic and Resource Manager), on-premises VMs, Linux machines, AWS VMs, and on-premises physical machines.
Note: Azure Automation State Configuration provides a DSC pull server similar to the Windows Feature DSC-Service so that target nodes automatically receive configurations, conform to the desired
state, and report back on their compliance. The built-in pull server in Azure Automation eliminates the need to set up and maintain your own pull server. Azure Automation can target virtual or physical

Windows or Linux machines, in the cloud or on-premises.
Reference:
https://docs.microsoft.com/en-us/azure/automation/automation-dsc-getting-started

Valid AZ-500 Dumps shared by Actual4test.com for Helping Passing AZ-500 Exam! Actual4test.com now offer the newest AZ-500 exam dumps, the Actual4test.com AZ-500 exam questions
have been updated and answers have been corrected get the newest Actual4test.com AZ-500 dumps with Test Engine here: https://www.actual4test.com/AZ-500_examcollection.html (517

Q&As Dumps, 30%OFF Special Discount: Freepdfdumps)

NEW QUESTION: 422
You have an Azure subscription that contains the resources shown in the following table.

Name Type Location | Inresource group
RG1 Resource group | East US Not applicable

RG2 Resource group | West US Not applicable

RG3 Resource group Central US | Not applicable
VNet1 | Virtual network Central US | RG2

VNet1 contains the subnets shown in the following table.

Name Description
AzureFirewall Contain< nd resources
AzureFirewallSubnet | Containis no resources

bhett d Contains a virtual machine
Subnet2 Contains no resources

You plan to use the Azure portal to deploy an Azure firewall named AzFW1 to VNet1.


https://www.freepdfdumps.com/Microsoft.AZ-500.v2025-01-29.q426.html
https://www.actual4test.com/AZ-500_examcollection.html

Which resource group and subnet can you use to deploy AzFW1? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
Answer Area

Resource group: | RG2
RG1
RG2
'RG3

Subnet: | AzureFirewallSubnet only bt
AzureFirewall only

AzureFirewaliSubnet only
M g % . AzureFirewall or AzureFirewallSubnet only
] ﬁ r @ S @ L AzureFirewall, AzureFirewallSubnet, or Subnet2 only

AzureFirewall, AzureFirewallSubnet, Subnetl, or Subnet?

Answer:

Subnet: | AzurefirewaliSubnet only > j
AzureFirewall only

AzureFirewall or AzureFirewallSubnet only
AzureFirewall, AzureFirewallSubnet, or Subnet2 only
AzureFirewall, AzureFirewallSubnet, Subnetl, or Subnet2

NEW QUESTION: 423

Your network contains an on-premises Active Directory domain named corp.contoso.com.

You have an Azure subscription named Sub1 that is associated to an Azure Active Directory (Azure AD) tenant named contoso.com.
You sync all on-premises identities to Azure AD.

You need to prevent users who have a givenName attribute that starts with TEST from being synced to Azure AD. The solution must minimize administrative effort.
What should you use?

A. Synchronization Rules Editor

B. Web Service Configuration Tool

C. the Azure AD Connect wizard

D. Active Directory Users and Computers

Answer: A (LEAVE A REPLY)

Use the Synchronization Rules Editor and write attribute-based filtering rule.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sync-change-the-configuration


https://www.freepdfdumps.com/Microsoft.AZ-500.v2025-01-29.q426.html

NEW QUESTION: 424

Your network contains an on-premises Active Directory domain named adatum.com that syncs to Azure Active Directory (Azure AD).
The Azure AD tenant contains the users shown in the following table.

You configure the Authentication methods - Password Protection settings for adatum.com as shown in the following exhibit.

sckout threshold © 10 g

sckout duration in seconds @ | 60 v

ustom banned passwords

sforce custom list © Yes No

Adatum _ v

ustom banned password list'@ 1

assword protection for Windows Server Active Directory

sable password protection on ‘I'fndaws enger Active D:rector%-_q_ No
' ICFOSOI1
laddn B [ — B e

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements

User2 can change the passwordto @d@tum_COmpleX123.

User3 can change the password to Adatum123!.

Answer:

Statements
Userl will be prompted to change the password on the next sign-in.

User2 can change the password to.@d@tum_COmpleX123.
User3 can change thé; a ﬁgJM ﬁm&ﬁ}?ﬁt

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-password-ban-bad-on-premises-deploy




https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-password-ban-bad

NEW QUESTION: 425

You have an Azure Active directory tenant that syncs with an Active Directory Domain Services (AD DS) domain.

You plan to create an Azure file share that will contain folders and files.

Which identity store can you use to assign permissions to the Azure file share and folders within the share? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Azure files share: = AD DS only

rolders in the file share: " AD D5 and Azure AD

bl

Answer:
Answer Area

Azure files share: | D DS only ' -

Folders in the file share; I AD DS and Azure AD hd

NEW QUESTION: 426

You have an Azure subscription that contains an Azure Key Vault Standard key vault named Vault1. Vault1 hosts a 2048-bit RSA key named key1.
You need to ensure that key1 is rotated every 90 days.

What should you do first?

A. Create a key rotation policy.

B. Recreate key1 as an EC key.

C. Modify the Access policies settings of Vault1.

D. Upgrade Vault1 to Key Vault Premium.

Answer: A (LEAVE A REPLY)
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