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NEW QUESTION: 1
You have an on-premises network and an Azure subscription.
You have the Microsoft SQL Server instances shown in the following table.

Type

n Azure virtual machunaThIDrons Windows

n Azure wriughmachme that runs Red Hat £

You plan to implement Microsoft Defender for SQL.

Which SQL Server instances will be protected by Microsoft Defender for SQL?
A. sql1, sql2, sql3, and sql4

B. sql1 sql2 and so0.14 only

C. sql1, sql2, andsql3 only

D. sql1 and sql2 only

Answer: A (LEAVE A REPLY)

NEW QUESTION: 2
You have an Azure subscription that contains an Azure SQL database named SQLDB1. SQLDB1 contains the columns shown in the following table.

Name Data type Sample value
Email Varchar admin&contosc.com
Birthday Date 010-07-07

For the Email and Birthday columns, you implement dynamic data masking by using the default masking function.

Which value will the users see in each column? To answer, drag the appropriate values to the correct columns.

Each value may be used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.
NOTE: Each correct selection is worth one point.


https://www.freepdfdumps.com/Microsoft.AZ-500.v2026-08-05.q242.html
https://www.freepdfdumps.com/Microsoft.AZ-500.v2026-08-05.q242.html

Values
1900-01-01

1900-01-01 00:00:00.0000

20710-X06-XX

Values Answer Arca

Emaik | 1900-01-01
uuuuuuuu l Birthday: | 2070-X0(-3 I

Explanation:

Answer Area MViicrosoft

Emait” T1800-D1-01

Birthday: | 2010-XX-XX

NEW QUESTION: 3

You have an Azure subscription that contains a storage account and an Azure web app named App1.

App1 connects to an Azure Cosmos DB database named Cosmos1 that uses a private endpoint named Endpoint1. Endpoint1 has the default settings.
You need to validate the name resolution to Cosmos1.

Which DNS zone should you use?

A. Endpoint1. Privatelink,blob,core,windows,net

B. Endpoint1. Privatelink,documents,azure,com

C. Endpoint1. Privatelink,azurewebsites,net

D. Endpoint1. Privatelink,database,azure,com

Answer: B (LEAVE A REPLY)

NEW QUESTION: 4

You have an Azure subscription that contains the following resources:

* A network virtual appliance (NVA) that runs non-Microsoft firewall software and routes all outbound traffic from the virtual machines to the internet

* An Azure function that contains a script to manage the firewall rules of the NVA

* Azure Security Center standard tier enabled for all virtual machines

* An Azure Sentinel workspace

* 30 virtual machines

You need to ensure that when a high-priority alert is generated in Security Center for a virtual machine, an incident is created in Azure Sentinel and then a script is initiated to configure a firewall rule
for the NVA.
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How should you configure Azure Sentinel to meet the requirements? To answer, drag the appropriate components to the correct requirements. Each component may be used once, more than once, or
not at all.

You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

anponems ANMNSWETN Areda
A data connector for Security Center
» ST Enable alert notifications from Security Center: Component
A data connector for the firewall software =_}
 —— Create an incident Component
| A playbook
o— Initiate a'script to configure the firewall rule; Component
| Arule
Ledd
| A Secunty Events mnnectof ’
it J Mlcrosoft
L
Answer:
Compnnents Answer Area

| Enable alert notifications from Security Center: A data connector for Security Center

— e e e e e e e e e e e e

b = e e T Crea g" "e“@ m

A playbonk P
I;_;.:.—._;-.—..—-;..—;.—;.—;.—.—.-.—;.—;.—:.—.—.——.—..- uMU he firewall rule: | A playbook
| A rule |

i ; Microsoft

Explanation:

Enable alert notifications from Security Center A data connector for Security Center

g Arul
Create an incident: N

mﬁ 'Microsoft

Initiate a script to configure the firewall rule; :A pia

Reference:
https://docs.microsoft.com/en-us/azure/sentinel/create-incidents-from-alerts
https://docs.microsoft.com/en-us/azure/sentinel/connect-azure-security-center



NEW QUESTION: 5
You have an Azure key vault named KeyVault1 that contains the items shown in the following table.

Name Type
ltem1 Key

[tem2 Secret
Policyl | Access palicy

In KeyVault1 the following events occur in sequence:

* item is deleted.

* ltem2 and Policy1 are deleted.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

l:mum.
Statements @ Yes
You can r&ﬁg@&
é%%ﬂawtey named ltem1.
gree? B

a Mitrsoft
Answer:
i = Microsoft N

You can add a new key named (tem Y I

You can recover ftem2 i

Explanation:

s Mic'osoft

You can recover Pokcy T -

You can Sdha new key named teml

Yodk can recover Nem2




NEW QUESTION: 6
You have an Azure subscription that contains the resources shown in the following Table.

Name Type
VM1 Virtual machine
VINETT | Virtual network
storage] | Storage account
Vaultl | Key vault

You plan to enable Microsoft Defender for Cloud for the subscription. Which resources can be protected by using Microsoft Defender for Cloud?
A. VM1, VNET1, and storage1 only

B. VM1 and VNET only

C. VM1 and storage1 only

D. VM1.VNET1, storage1, and Vault1

E. VM1, storage1, and Vault1 only

Answer: (SHOW ANSWER)

NEW QUESTION: 7
You have an Azure Storage account named storage1 and an Azure virtual machine named VM1. VM1 has a premium SSD managed disk.
You need to enable Azure Disk Encryption for VM1.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange then in the correct order.
Actions Answer Area

- — e - ——

Run the Set-AzVMDiskEncryptionExtension cmdlet.

Set the Key Vault access policy to Enable access to Azure
Virtual Machines for deployment.

Set the Key Vault access policy to Enable access to Azure
Disk Encryption for volume encryption.

Generate a key vault certificate.

Create an Azure key vault.

Configure storage1 to use a customer-managed key.

Answer:
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Actions Answer Area

I I
Run the set-AzVMDiskEncryptionExtension cmdlet. | Create an Azure key vault. i
| ——— e W Sl e
___________ _——— = = = == = § 3
Set the Key Vault access policy to Enable access to Azure i|Set the Key Vault access policy to Enable access to Azure
Virtual Machines for deployment. | I{Disk Encryption for volume encryption.
'Set the Key Vault access policy to Enable access to Azure Run the Set-AzVMDi=kEncryptionExtension cmdlet.
'Disk Encryption for volume encryption.

Generate a key vault certificate.

R EE I N I TR TR T EETTEE T e R R e e Peparta R

Create an .f_s.zulﬂ key vault.
\Vil T lL LS

I H R B

Configure storage1 to use a customer-managed key. |

Explanation:
Graphical user interface, text, application Description automatically generated

CreateBizre key auls

Set the Key Vault access policy ta Enable access to Azure
Disk Encryption for volume encryption.

Run the set-AzVMDigkEncryptionExtension cmdlet.

Reference:
https://docs.microsoft.com/en-us/azure/virtual-machines/windows/disk-encryption-key-vault

NEW QUESTION: 8
You have an Azure subscription that contains the resources shown in the following table.

Mame | Type Location |
VM1 | Virtual machine East US
Vet Virtual network East US
NSG1 | Network security group (N5G) | East US
storage? | Storage account Wesl LIS

You need to configure network connectivity to meet the following requirements:

* Communication from VM1 to storage' must traverse an optimized Microsoft backbone network.

* All the outbound traffic from VM1 to the internet must be denied.

* The solution must minimize costs and administrative effort

What should you configure for VNetl and NSG1? To answer, drag the appropriate components to the correct resources. Each component may be used once, more than once, or not at all. You may
need to drag the split bar between panes or scroll to view content NOTE: Each correct selection is worth one point.



Components

A provate endpoint
A route tabls

eI errdpu-rli

— m Microsoft

Answer:

= Microsoft
Explanation:

Components

A private endpoint VN1 A LeTvice tag

A route table

N5GT: | A prvate endpoint

A service endpoint

B Microsoft

NEW QUESTION: 9

You have an Azure subscription that uses Microsoft Defender for Cloud.

You have an Amazon Web Service (AWS) account named AWS1 that is connected to defender for Cloud.

You need to ensure that AWS foundational Security Best Practices. The solution must minimize administrate effort.
What should do you in Defender for Cloud?

A. Create a new custom standard.

B. Assign a built-in compliance standard.

C. Assign a built-in assessment.

D. Create a new customer assessment.

Answer: (SHOW ANSWER)

NEW QUESTION: 10

You plan to implement an Azure function named Function1 that will create new storage accounts for containerized application instances.

You need to grant Function1 the minimum required privileges to create the storage accounts. The solution must minimize administrative effort.
What should you do? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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=7
a =

Assign role to:

A group accnﬁ (&)
A system-assigned managed identity
A user account ﬂ’f?]

A user-assignéd'managed identity

Role assignment to create: v

Builtsirole assignment
%ﬁsl administrator role assignment
% stom role-based access control (RBAC) role assignment

Answer:
Assigh fole\to; - ~£+ v
mn Vierosort
Rsystem assgned maraged fently.
A user account
A user-assigned managed identity
ole assignment to create: v
Built-in role assignment
Classic administrator role assignment
'Custom role-based access control (RBAC) role assignment
Explanation:
= Ryt rosaft v
J A group account
A system-assigned managed identity
A user account
A user-assighed managed identity
Role assignment to creaté: "= = T v
Built-in role assignment
Classic administrator role assignment
Custom role-based access control (RBAC) role assignment
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/overview
https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/howto-assign- access-portal



NEW QUESTION: 11

You have an Azure subscription.

You plan to create a storage account.

You need to use customer-managed keys to encrypt the tables in the storage account.

From Azure Cloud Shell, which three cmdlets should you run in sequence? To answer, move the appropriate cmdlets from the list of cmdlets to the answer area and arrange them in the correct order.

Cmdlets Answer Are:

NEW*AzStcrageAccﬂuntKey

New—AzStorageTable

Reglster~AzErov1derFeature

New—AzStDrageHccﬂunt

Register-AzResourcePrbovider

Answer:

Cmdlets _ | Ml‘:

tKey

New-AzStorageTable

?Register—AzPrcviderFeature

[New—AzStorageTable

;New—AzStorageHcccunt

r . ———
!Reglster—ﬂzResourceProv;der”

I~

Explanation:
Text, table Description automatically generated with medium confidence

‘: New-AzE:E;gﬁi:jé%éébunt"

New-AzStorageAccountKey i

iNew—AzStorageTable

Reference:
https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-configure-key-vault?
tabs=powershell

NEW QUESTION: 12
You have an Azure AD tenant.



You plan to implement an authentication solution to meet the following requirements:
* Require number matching.

* Display the geographical location when signing in.

Which authentication method should you include in the solution?

A. FID02 security key

B. SMS

C. Temporary Access Pass

D. Microsoft Authenticator

Answer: (SHOW ANSWER)

NEW QUESTION: 13

You have a web app named WebApp1.

You create a web application firewall (WAF) policy named WAF1.
You need to protect WebApp1 by using WAF1.

What should you do first?

A. Deploy an Azure Front Door.

B. Add an extension to WebApp1.

C. Deploy Azure Firewall.

Answer: A (LEAVE A REPLY)

References:
https://docs.microsoft.com/en-us/azure/frontdoor/quickstart-create-front-door

NEW QUESTION: 14
You have an Azure subscription. The subscription contains a virtual network named VNet1 that contains the subnets shown in the following table.

: .P-':..E_,_E.-.L.
Kire Associatéd networl: security
group (NSG)
Subnetl | NSG1
Subnet? | NSG1
Subnet3 | NSGI
Subnetd | NSG

The subscription contains the function apps shown in the following table.

Description m IVIICKOS
Lses the Azure Functrons Premium plan and Fas viftual
network integration with VNet1/Subnet

Lses an App Service plan in the Basie pricing tier and has

virtual network integrabon with YNetl/Subnets

Lises an App Sendcd plarin the Premium pricing tier and

has virtial fetwotk integration with ViNet1/Subnet3

Lises an App Service plan in the isolated pricing tier and is

deployed 1o ViNet1/Subnetd

The outbound traffic of which app is controlled by using NSG1?
A. App2, App3, and App4 only
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B. App4 only

C. App3 and App4 only

D. App1, App2, App3, andApp4
Answer: D (LEAVE A REPLY)

NEW QUESTION: 15

You have an Azure subscription that uses Microsoft Defender for Cloud. The subscription contains an instance of Azure Database for PostgreSQL.

You need to ensure that an email alert is triggered when a suspected brute force attack on the database is detected. The solution must minimize administrative effort.
What should you configure?

A. an Azure Monitor alert rule

B. the Azure Monitor activity log

C. Microsoft Defender for open-source relational databases

D. the PostgreSQL Audit extension (pgAudit)

Answer: C (LEAVE A REPLY)

NEW QUESTION: 16

You have an Azure Active Din-dory (Azure AD) tenant named contoso.com that contains a user named User1.
You plan to publish several apps in the tenant.

You need to ensure that User1 can grant admin consent for the published apps.

Which two possible user roles can you assign to User! to achieve this goal? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point.

A. Application developer

B. Security administrator

C. Application administrator

D. User administrator

E. Cloud application administrator

Answer: (SHOW ANSWER)

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/grant-admin-consent

Valid AZ-500 Dumps shared by Actual4test.com for Helping Passing AZ-500 Exam! Actual4test.com now offer the newest AZ-500 exam dumps, the Actuald4test.com AZ-500 exam questions
have been updated and answers have been corrected get the newest Actual4test.com AZ-500 dumps with Test Engine here: https://www.actual4test.com/AZ-500_examcollection.html (517

Q&As Dumps, 30%OFF Special Discount: Freepdfdumps)

NEW QUESTION: 17

You are implementing conditional access policies.

You must evaluate the existing Azure Active Directory (Azure AD) risk events and risk levels to configure and implement the policies.
You need to identify the risk level of the following risk events:

* Users with leaked credentials
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* Impossible travel to atypical locations

* Sign ins from IP addresses with suspicious activity

Which level should you identify for each risk event? To answer, drag the appropriate levels to the correct risk events. Each level may be used once, more than once, or not at all. You may need to drag
the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Levels Answer Area
_f'_"-aﬁ_- Impossible travel to atypical lacations: F:j
Low Users with leaked credentials: = _i
Eium_: Sign ,M?E &Pﬁ%%es with suspicious activity: ::
Answer:

Levels Answer Area

S DA h
HYTErosoft )
Impossible travel to atypicahlacations:

— e

| Low | users with leaked credentials: | High

Medium |  Sign ing from IP addresses with suspicious activity: | pedium !

I ———— |

Explanation:

Medium

High

Medium

Refer https://docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/concept-risk-events#sign- ins-from-ip-addresses-with-suspicious-activity

NEW QUESTION: 18

You need to implement the planned change for VM1 to access storage1.
The solution must meet the technical requirements.

What should you do first?

A. Assign ID1 to VM1.

B. Assign the Storage Blob Data Reader role to storage 1.



C. Configure a system-assigned managed identity on VM1.
D. Add a role assignment condition to storage1.

E. Configure federated identity credentials for ID1.
Answer: C (LEAVE A REPLY)

NEW QUESTION: 19

You are evaluating the security of the network communication between the virtual machines in Sub2.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answe p

Statements Yes
From VM1, you can successfully ping the public IP address of VM2. O
From VM1, you can successfully ping the private IP address of VM3. O

From VM1, you can successfully ping the public IP address of VM5. O

Answer:
\ /] ABSWeEr Area
Statements Yes No

From VM1, you can successfully ping the public IP address of VM2. O ':(_ﬁ
From VM1, you can successfully ping the private IP address of VM3.E CE : 0O
From VM1, you can successfully ping the public IP address of VM5. :Q] 0O
Explanation:

Yes,

Yes

No

NEW QUESTION: 20
You have an Azure Active Directory (Azure AD) tenant and a root management group.
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You create 10 Azure subscriptions and add the subscriptions to the rout management group.

You need to create an Azure Blueprints definition that will be stored in the root management group.
What should you do first?

A. Add an Azure Policy definition to the root management group.

B. Modify the role-based access control (RBAC) role assignments for the root management group.
C. Create a user-assigned identity.

D. Create a service principal.

Answer: B (LEAVE A REPLY)

Reference:
https://docs.microsoft.com/en-us/azure/role-based-access-control/elevate-access-global-admin

NEW QUESTION: 21
You have an Azure key vault named KeyVault1 that contains the items shown in the following table.

Name Type
ltem1 Key
ltem2 Secret
Policy1 Access policy

In KeyVault, the following events occur in sequence:

* Item1 is deleted

* Administrator enables soft delete

* Item2 and Policy1 are deleted.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
(ou can recover Policy1. O O
(ou can add a hew key named ltem1. O O
fou can add a new secret nameditem2; Q O

Answer:
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Statements Yes No

You can recover Policy1. O :___J'
You can add a new key named ltem1. 0! O
You can add a newggeeret named item2 O :H ) |

~ ICrOSOTL ——
Explanation:

NO. Policies cannot be recovered

YES, Item1 is permanently deleted

NO, You cannot use the same name cause ltem2 is in Seoft-deleted status
https://docs.microsoft.com/en-us/azure/key-vault/general/soft-delete-overview

NEW QUESTION: 22
You have an Azure subscription.
You plan to deploy a virtual machine named VM1.

You need to use confidential disk encryption on VM1.
Which virtual machine series should you use for VM1, and which type of disks can be encrypted by using confidential disk encryption? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

ICrOsOTt

Virtual machine senes:  ECpobs -
Fdses

| Lsw2

[ NvadsAT0vS

Deskis: | The OS5 disk and dats disks
| Data disks only
| The O5 disk only

The O ditk and data disks

Answer:

Virtual machine sernes

NVadsA10vS

M ICrOS Oft Disks: The OS disk and data disks
Data disks only
| The O5 disk only
The O5 disk and data disks

Explanation:



Microsoft

Virtual machine seceft 3§ ECasvs =

Prsks: | The O5 disk and data disks

NEW QUESTION: 23
You have an Azure subscription that contains a user named Admin1 and a resource group named RG1.
In Azure Monitor, you create the alert rules shown in the following table.

Name Resource Condition
Rule1 RG1 All security operations
Rule2 RG1 All administrative operations
Rule3 Aruressubscription_ | All security operations by Admin1
Rule4 Azure subscription imistrative operations by Admin1

Admin1 performs the following actions on RG1:

* Adds a virtual network named VNET1

* Adds a Delete lock named Lock1

Which rules will trigger an alert as a result of the actions of Admin1? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Adding VNET1: -
Rule2 only
Rule4 only =
Rule2 and Rule 4,00ty
Rule3 and Rtﬂefi only
Rule1, R(Ie2, Rule3 and Rule 4
Adding Lock1: 5 v

2 FRule2 only
"v;fx.*:"s Rule4 only

Rule? and Rule *f-_nrl];m icrosof
Rule3 and Rule 4 only

Rule1, Rule2, Rule3 and Rule 4

Lo o

Answer:



Adding VNET# 'V rosoft §
Rule4 only

Rule3 and Rule 4 only
Rule1, Rule2, Rule3 and Rule 4

Adding Lock1: v
Rule2 only

Rule4 only

|

Rule3 and Rule 4 only
Rule1, Rule2, Rule3 and Rule 4

Explanation:

Adding VNET, B
Rule2 only

Rule4 only

Rule2 and Rule 4 only

Rule3 and Rule 4.only

Rule1, Rule2, Rule3 and Rule 4

Adding Lock1: -
WHCTOSOTL A 'Rule2 only

Rule4 only

Rule2 and Rule 4 only

Rule3 and Rule 4 only

Rule1, Rule2, Rule3 and Rule 4

NEW QUESTION: 24

You have an Azure subscription named Subscription1.

You need to view which security settings are assigned to Subscription1 by default.
Which Azure policy or initiative definition should you review?

A. the Audit diagnostic setting policy definition

B. the Enable Monitoring in Azure Security Center initiative definition

C. the Enable Azure Monitor for VMs initiative definition

D. the Azure Monitor solution 'Security and Audit' must be deployed policy definition
Answer: B (LEAVE A REPLY)

Reference:

https://docs.microsoft.com/en-us/azure/security-center/tutorial-security-policy
https://docs.microsoft.com/en-us/azure/security-center/policy-reference
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NEW QUESTION: 25

You have an Azure subscription that contains an Azure web app named 1 and a virtual machine named VM1.

VM1 runs Microsoft SQL Server and is connected to a virtual network named VNet1. App1, VM1, and Vent are in the US Central Azure region.
You need to ensure that App1 can connect to VM1. The solution must minimize costs.

A. Azure Application Gateway integration

B. gateway-required virtual network integration

C. regional virtual network integration

D. NAT gateway integration

E. Azure Front Door

Answer: (SHOW ANSWER)

NEW QUESTION: 26
What is the membership of Group1 and Group2? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Group1: v
No members
Only User2 .
Only User2 and Userd
User1, User2,'User3, and User4
Group2: v
No members
Only User3

Only User1 and Usérs '/ €7
User1, User2, User3, and User4

Answer:
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Group1: : v
No members
Only User?2

Only User2and User4 _ _ _ _ _
User1, User2, User,and User4!

M

GroupZ2: v

No members
Only User3

User1, User2, User3, and User4

Explanation:

Box 1: User1, User2, User3, User4

Contains "ON" is true for Montreal (User1), MONTREAL (User2), London (User 3), and Ontario (User4) as string and regex operations are not case sensitive.
Box 2: User1, User2, User3, User4

References:

https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/groups-dynamic-membership

NEW QUESTION: 27
You have two Azure subscriptions named Sub1 and Sub2 that contain the virtual networks shown in the following table.

Name | Subscription | Location Subnet |
VMot Subt East US Subnetl
VMetd Subd East US Subnet’
ViMet3 suh Wast LIS Subnet3

You have an Azure Virtual Network Manager instance that has the following settings:
* Name: NetMgr1

* Region: East US

* Features: Connectivity

* Management scope: Sub1

For NetMgr1, you create the target network groups shown in the following table.

| Name | Membertype | Group member
Group1 | Virtual network | VNet1

-?I"'__';u-.._:l '.*.' '_...;-Ii nebwork ‘il-"""r"
| Group3 | Subnet | None

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE; Each correct selection is worth one point.



HIZWET AJea

Statements 0«\ Yes No

You can add VN:@@G% i
ﬁnén\%d ViNet2 to Group1.

%?O 5@"&5{4 bnet3 to Group3.

Answer:

Statements

You can add ViNetT fo Grodp?

You can add VYiNet2 to Group1

if1 M i' C rbg 5’ftlﬂ'3 to Group3

Explanation:

Statements
You can add ViNet1 to Group®

You can-add ViNet2 to Group

You can add Subnet3 to Groupd

NEW QUESTION: 28
You have an Azure subscription that contains the custom roles shown in the following table.

Icrosoftt TLPF o™
Azure AD Y
Azure subscription

Which roles can you clone to create each new role? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.




=

Role3: m- Microsoft -
Role1 only —
Built-in Azure AD roles only N
Role1 and built-in Azure AD roles only
Role1, built-in Azure AD roles, and built-in Azure subscription roles
Role4: v

Role2 only

Built-in Azure AD. roles only

Role2 and built-in‘Azure subscription roles only

Role2, built-in Azure subscription roles, and built-in Azure AD roles
Answer:

Role3: m Microsoft
iRole1 only |
Built-in"Azure AD roles only
Role1 and built-in Azure AD roles only
Role1, built-in Azure AD mles and, builtsin . Kzure subscnptmn roles

Role4: treCh
Rulez nnly

ﬁolez and bmlt -in Azure subscription roles onl
Role?, built-in Azure e subscription roles, an&'bunlt-m Azure AD roles

Explanation:
Graphical user interface, text, application, email Description automatically generated

Role1 only A\
Built-in Azure AD roles only ~ )"

Role1 and built-in Azure AD roles only:

Role1, built-in Azure AD roles, anﬂEuT t-in Azure subscription roles

Role2 only . ;
Built-in Azure AD roles only

ion roles only
roles, and built-in Azure AD roles

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/roles/custom-create
https://docs.microsoft.com/en-us/azure/role-based-access-control/custom-roles-portal

NEW QUESTION: 29
You need to implement the planned change for WAF1.



The solution must minimize administrative effort
What should you do?

A. Modify the Azure-managed DRS.

B. Create an Azure policy.

C. Add a custom rule.

D. Modify the Bot Manager 1.1 rule set.
Answer: C (LEAVE A REPLY)

NEW QUESTION: 30
You have an Azure subscription that contains the storage accounts shown in the following, table.

:
storage1 Standard BlobStorage Enabled
STOr 3gel Premium BlockBlobStorage Disabled
storage3 Standard Storage Drzabled
sToraged Premium FileSlorage Disabled
starage5 | Standard Storage\V2 Enabled

You enable Microsoft Defender for Storage.
Which storage services of storages are monitored by Microsoft Defender for Storage, and which storage accounts are protected by Microsoft Defender for Storage? To answer, select the appropriate
options in the answer area.

MMonitored storage FRcrvices:

Protected :wr‘gd- A C OV

Answer:

see the answer below in explanation.
Explanation:

Answer as below.

Monitored sTOrageS sefvites) File senaces and table senaces only

Frotectd stQrige sCcounts:  storage ], storaged, and storageS anly

— ‘Microsoft

NEW QUESTION: 31
You have an Azure subscription and the computers shown in the following table.
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Name Operating system Description
VM1 Windows Server 2012 R2 Azure virtual machine
VM2 Red Hat Enterprise Linux Azure virtual machine
(RHEL) 8.2

Server? Windows Server 2019 On-premises physical computer connected
to Microsoft Defender for Cloud

VMSS1 0 | Windows Server 2022 Azure virtual machine in a virtual machine
scale set

You need to perform a vulnerability scan of the computers by using Microsoft Defender for Cloud. Which computers can you scan?
A. VM1 only

B. Server1 and VMSS1.0 only

C. VM1 and VM2 only

D. VM1, VM2, and Server1 only

E. VM1, VM2, Server1, and VMSS1.0

Answer: D (LEAVE A REPLY)

Valid AZ-500 Dumps shared by Actual4test.com for Helping Passing AZ-500 Exam! Actual4test.com now offer the newest AZ-500 exam dumps, the Actual4test.com AZ-500 exam questions
have been updated and answers have been corrected get the newest Actual4test.com AZ-500 dumps with Test Engine here: https://www.actual4test.com/AZ-500_examcollection.html (517

Q&As Dumps, 30%OFF Special Discount: Freepdfdumps)

NEW QUESTION: 32

You have an Azure subscription that contains a virtual network named VNet1 VNet1 contains a single subnet.
The subscription contains a virtual machine named VM1 that is connected to VNet1.

You plan to deploy an Azure SQL managed instance named SQLA1.

You need to ensure that VM1 can access SQLA1.

Which three components should you create? Each correct answer presents pan of the solution.
NOTE: Each correct selection is worth one point.

A. a virtual network gateway

B. a network security group (NSG)

C. a network security perimeter

D. a route table

E. a subnet

Answer: B,D,E (LEAVE A REPLY)

NEW QUESTION: 33
You have an Azure subscription that contains an Azure App Services web app named WebApp1 and an Azure key vault named Vault1. Vault1 has the certificates shown in the following table.
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! MName . Content type Key type | Key size

PELS &1, i

Cert: PECS #12 HSA | 10596

You plan to implement TLS for WebApp1.

You need to add a certificate to WebApp1.

Which certificates from Vault1 can you add to WebApp1?
A. Cert1 and Cert3 only

B. Cert1 and Cert2 only

C. Cert3 and Cert4 only

D. Cert1, Cert2, Cert3, and Cert4

Answer: B (LEAVE A REPLY)

NEW QUESTION: 34

You need to ensure that User2 can implement PIM.

What should you do first?

A. Assign User2 the Global administrator role.

B. Configure authentication methods for contoso.com.

C. Configure the identity secure score for contoso.com.

D. Enable multi-factor authentication (MFA) for User2.
Answer: (SHOW ANSWER)

To start using PIM in your directory, you must first enable PIM.

1. Sign in to the Azure portal as a Global Administrator of your directory.

You must be a Global Administrator with an organizational account (for example, @yourdomain.com), not a Microsoft account (for example, @outlook.com), to enable PIM for a directory.

Scenario: Technical requirements include: Enable Azure AD Privileged Identity Management (PIM) for contoso.com References:
https://docs.microsoft.com/bs-latn-ba/azure/active-directory/privileged-identity-management/pim-getting- started

Topic 3, Fabrikam inc

This is a case study. Case studies are not timed separately. You can use as much exam time as you would like to complete each case. However, there may be additional case studies and sections on
this exam. You must manage your time to ensure that you are able to complete all questions included on this exam in the time provided.

To answer the questions included in a case study, you will need to reference information that is provided in the case study. Case studies might contain exhibits and other resources that provide more
information about the scenario that is described in the case study. Each question is independent of the other questions in this case study.

At the end of this case study, a review screen will appear. This screen allows you to review your answers and to make changes before you move to the next section of the exam. After you begin a new
section, you cannot return to this section.

To start the case study

To display the first question in this case study, click the Next button. Use the buttons in the left pane to explore the content of the case study before you answer the questions. Clicking these buttons
displays information such as business requirements, existing environment, and problem statements. If the case study has an All Information tab, note that the information displayed is identical to the
information displayed on the subsequent tabs. When you are ready to answer a question, click the Question button to return to the question.

General Overview

Fabrikam, Inc. is a consulting company that has a main office in Montreal and branch offices in Seattle and New York. Fabrikam has IT, human resources (HR), and finance departments.

Existing Environment
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Network Environment

Fabrikam has a Microsoft 365 subscription and an Azure subscription named subscription1.

The network contains an on-premises Active Directory domain named Fabrikam.com. The domain contains two organizational units (OUs) named OU1 and OU2. Azure AD Connect cloud sync syncs

only OU1.

The Azure resources hierarchy is shown in the following exhibit.

()

Tenant Root Group

'
g
RG1

The Azure Active Directory (Azure AD) tenant contains the users shown in the following table.

i MICros@date o

Userl

User

Mone

Adminl

User Access
Administrator

Tenant Root
Group

Admin2

Security
administrator

MG1

Admin3

Contributor

Subscriptionl

Adming

Owner

RG1

Groupl

Not applicable

None

Azure AD contains the resources shown in the following table.




Name Type Setting
Users in the finance department
CAPolicy1 Ganditiona suEass pEliy must use multi-factor authentication
(MFA) when accessing Microsoft
SharePoint Online
Sentinell Azure Sg‘gai_nel workspace | Not applicable
SecPoll Azure Paolicy cigm&&ar@ 9 %ﬁ;’;};:onﬂguratmn s

Subscription1 Resources
Subscription1 contains the virtual networks shown in the following table.

~ SubnetOS0'|  Location
Subnetl, Subnet? West US_ , ¢Y
Subnetl LentialUs
Subnetl o ] West US

VNET1, VNET3

VNET1, VNETZ

Subscription1 contains the network security groups (NSGs) shown in the following table.

Name Location
NSG2 West US
NSG3 Central US ‘
NSG4 West US Microsoft
Subscription1 contains the virtual machines shown in the following table.

Name Operating system Location Connected tor Associated NSG
VM1 E{‘:ows SeIVer | \WestUS | VNET1/Subnetl | None
VM2 CentOS-based 8.2 | West US VNET1/Subnet?2 NSG2
VM3 ?3{‘30“5 SeVero [l Central Us | VNET2/Subnetl | NSG3

Ubuntu Server : m. FOSC i
VM4 B westus  [NETSYsUbfels (&L
Subscription1 contains the Azure key vaults shown in the following table.

Name Location Pricing tier Privaie endpoint
KeyVaultl West US Standard VNET1/Subnetl
KeyVault2 Central US Premium None

VMNET1/Subnetl,
KeyVault3 East US - ?ﬁ'jﬁ VMET2/Subnetl,
| Mick@ VNET3/Subnetl

Subscription1 contains a storage account named storage1 in the West US Azure region.
Planned Changes and Requirements

Planned Changes

Fabrikam plans to implement the following changes:



* Create two application security groups as shown in the following table.

Name Location
ASG1 West US
ASG?2 Central US

* Associate the network interface of VM1 to ASGH1.

* Deploy SecPol1 by using Azure Security Center.

* Deploy a third-party app named App1. A version of App1 exists for all available operating systems.
* Create a resource group named RG2.

* Sync OU2 to Azure AD.

* Add User1 to Group1.

Technical Requirements

Fabrikam identifies the following technical requirements:

* The finance department users must reauthenticate after three hours when they access SharePoint Online.
* Storage1 must be encrypted by using customer-managed keys and automatic key rotation.

* From Sentinel1, you must ensure that the following notebooks can be launched:

* Entity Explorer - Account

* Entity Explorer - Windows Host

* Guided Investigation Process Alerts

VM1, VM2, and VM3 must be encrypted by using Azure Disk Encryption.

Just in time (JIT) VM access for VM1, VM2, and VM3 must be enabled.

App1 must use a secure connection string stored in KeyVault1.

KeyVault1 traffic must NOT travel over the internet.

NEW QUESTION: 35
Your on-premises network contains the servers shown in the following table.

Name | Operating system Description |
- — 4
Server] wWindows Server Hyper-V hogllfosting four virtual i
019 machines3hat run Windows Server 2027 .
Servers Windows Server Filegerver that has the Azure Arc agent ‘
l el o : mslalled
- ] = = - .
Server3 SUSE Linux Database server that has the Azure Arc :
Enterprise Seryes agent installed |
| |
1 15 51 |
SR -___;'_..;,;E..'._,____w.__._u-.,_.__ _______ S SN

You have an Azure subscription That contains multiple virtual machines that run either Windows Server 2019 Of SLES.



-

Operating systems: | Iy __,'_] 00‘

SLES only
Windows Server only 9 »
SLES and Windows Server Q

Platforms: 0
Azure virtual machines only b
Azure virtual machines and rtual machines only
Azure Ar re virtual ma<hines only
Azure vi Iw! w eﬁnd Azure Arc-enabled servers
Answer:

Operating systems: | ) v ]

SLES only
Windows Server
rSLES and Windows Server, s Com
Platforms: d-ﬁ du( ‘ p v

Azure virt
”_“’E virtualiripchwhes ant Hyper-V virtual machines only _

. . re Arc-enabled seryers and Azure virtual machines only |

W‘gﬁﬁﬁeﬁf_ﬁﬁ machines, and Azure Arc-enabled servers

Explanatlon:

ating systems: v "
SRS lsusm b =. wcrOSOft
Windows Server only Q@’
& "

| SLES and Windows Server |
Platforms: 8>

Azure virtual machines only ﬁ‘
Arure virtual machines and | machines only

Azure Arc-enabled servers a e virtual machines only
Azure wirtual machines, H rtual machines, and Azure Arc-enabled servers
ik -l'

NEW QUESTION: 36

You are troubleshooting a security issue for an Azure Storage account You enable Azure Storage Analytics logs and archive It to a storage account. What should you use to retrieve the diagnostics
logs?

A. Azure Monitor

B. Azure Cosmos DB explorer



C. SQL query editor in Azure
D. Azure Storage Explorer
Answer: (SHOW ANSWER)

NEW QUESTION: 37

You have an Azure subscription that contains a resource group named RG1 and an Azure policy named Policy1.

You need to assign Policy1 to RG1.

How should you complete the script? To answer, drag the appropriate values to the correct targets. Each value may be used once, more than once, or not at all. You may need to drag the split bar

between panes or scroll to view content NOTE: Each correct selection is worth one point.
Values Answer Area

Answer:
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H Get-AzPolicyAssignasent $rg = Get-AzResourceGroup -ﬁ..ruuaﬁ&*

$Poldiey = 3 Ett-A:PnlirfE?fiﬁiticﬂ -Name *Policyl®

] Hﬂi-l;?piiﬁ}ggijghqeﬂé.. -Name ‘AuditStorageAccounts” -PolicyDefinition

I Get-AzPolicyDefinition

Get-AzPolicySetDefindition

$Policy -SCQﬂéJ‘fi-*;SﬂuFC!IG

i New-AzPolicyAssigneent

1 (] § 4

Li ' -

W ERYE B B O
few-RrPolicySetDefinition

B ger-ArPolicySetDefinition

i1 Get-AzPolicyAssignment $rg = Get-AzReso D5 ¥ 0 S Oft

== $Policy = . fini -Hame ‘Policyl’
£ Get-AzPolicyDefinition J k‘"t Eybefinition

Pew-AzPolicyAssignment | -mame AucitStorsgeaccounts’ -PolicyDefinition

iz Get-AzPolicySetDefinition .
a $Policy -Scope Srg.Resourceld

New-ArPolicyAssignment

i New-AzPolicyDefinition

it New-AzPolicySetDefinition

iz Set-AzPolicySetDefinition

i1 Set-azPolicyAssignment

# Set-AzPolicyDefinition

NEW QUESTION: 38

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the stated goals. Some question sets might
have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You use Azure Security Center for the centralized policy management of three Azure subscriptions.

You use several policy definitions to manage the security of the subscriptions.

You need to deploy the policy definitions as a group to all three subscriptions.

Solution: You create an initiative and an assignment that is scoped to the Tenant Root Group management group.



Does this meet the goal?

A. Yes

B. No

Answer: A (LEAVE A REPLY)
Reference:

https://docs.microsoft.com/en-us/azure/governance/policy/overview
https://4sysops.com/archives/apply-governance-policy-to-multiple-azure-subscriptions-with-management-groups/

NEW QUESTION: 39
You have an Azure subscription that contains the alerts shown in the following exhibit.

All Alerts N2 = X
_.ﬂ_l,l +|.-i1 i'1 = e P - S
AY I T [ 0%, B
AARL et :3' %} ! &
+ New alert rule =S Edvt columns 8 Manage alert rules (0 g asnc alerts “O Hetredh "
Don't see a subscnption? Open Directory + Subscription settings
" Subscnpticn @ Resource group @ 0 Niowoe @ Time rAnge o
AZure Fass - sponsonship v fille W S _.'-;.1 io siort fultering d | Fast howr W
Montor Lenice & Montor condition @ Covertty @ Alert state & Smart group id
15 selected W 4 selected W Sevd LY 1 selected LY
All Alerts Alerts By Smart Group [Preveew
MM SEVERITY MOMITOR .. ALERT STATE AFFICT. MONITOR SERV... SIGMAL TYPE FIRED TIME P s
Alertl l Cavd & Fired Mew Activitylog Ad- Log 66 2019, 11:23:53 ... Azure ...
Alertl I Sevd 4 Fired Acknowledged Activitylog Ad- Log 6/6/2019, 1M:23:52 ... Azure ...
Alert2 | sews i Ficed Acknowledged Activitylog Ad-  Log 6/6/2019, 1:23:25 ... AZure ...
Alert2 | seva 4 Fired Closed Activitylog Ad-  Log 6/6/2019, 11:23:24 ... Azure ...

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.
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The state of Alert1 that was fired at 11.23.52

The state of Alert2 that was fired at 11:23:24

Explanation:

cannot be cha |

o igrosoft

can be changed ¢

cannot be changed

can be changed to Acknowledged only
can be changed to New only

can be changed to New or Acknowledged

can be changed to New or Closed

can be changed to New or Acknowledged !

cannot be changed
can be changed to Acknowledged only
can be changed to New only




The state of Alert1 that was fired at 11:23:52

cannot be changed
can be changed to Closed only
can be changed to New only

can be change@ o New of Cla

The state of Alert2 that was fired at 11:.23.24

References:

E"\-.. i - ...--.L' ;

Hft
\ 4

cannot be changed
can be changed to Acknowledged only
can be changed to New only

can be changed to New or Acknowledged

https://docs.microsoft.com/en-us/azure/azure-monitor/platform/alerts-overview

NEW QUESTION: 40
You have an Azure subscription that contains the resources shown in the following table.

hnﬂ:r‘l.’ﬁ

-"sﬁ.ic_P .

E IVIIAE W

Name Type
storagel Storage account
Vaultl Azure Key vault
Vault2 Azure Key vault

You plan to deploy the virtual machines shown in the following table.



MName Role

VM1 . Storage Blob Data Reader forstoragel
Key Vault Reader for Vaultl

VM2 =  Storage Blob Data Reader for storagel
Key Vault Reader for Vaultl

Vi3 = Storage Blob Data Reader for storagel
+  Key Vault Reader for Vaultl
Key Vault Reader for Vault2

VM4 * « Storage Blob Data Reader for storagel
Key Vault Reader for Vaultl
FeyVaultReaderifor Vault2

You need to assign managed identities to the virtual machines. The solution must meet the following requirements:
* Assign each virtual machine the required roles.

* Use the principle of least privilege.

What is the minimum number of managed identities required?

A. 1

B. 2

C.3

D.4

Answer: B (LEAVE A REPLY)

We have two different sets of required permissions. VM1 and VM2 have the same permission requirements.
VM3 and VM4 have the same permission requirements.

A user-assigned managed identity can be assigned to one or many resources. By using user-assigned managed identities, we can create just two managed identities: one with the permission
requirements for VM1 and VM2 and the other with the permission requirements for VM3 and VM4.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/overview

NEW QUESTION: 41
You have an Azure subscription named Subscription1 that contains a resource group named RG1 and the users shown in the following table.

Name User principal name (UPN) Type
Userl Userl@outlook.com Guest

User2 User2@outlook.com Guest
You perform the following tasks:

* Assign User1 the Network Contributor role for Subscription1.

* Assign User2 the Contributor role for RG1.

To Subscription1 and RG1, you assign the following policy definition: External accounts with write permissions should be removed from your subscription.
What is the Compliance State of the policy assignments?

A. The Compliance State of both policy assignments is Non-compliant.

B. The Compliance State of the policy assignment to Subscription1 is Non-compliant, and the Compliance State of the policy assignment to RG1 is Compliant.
C. The Compliance State of both policy assignments is Compliant.
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D. The Compliance State of the policy assignment to Subscription1 is Compliant, and the Compliance State of the policy assignment to RG1 is Non-compliant.
Answer: A (LEAVE A REPLY)

NEW QUESTION: 42

You need to meet the technical requirements for VNetwork1.
What should you do first?

A. Create a new subnet on VNetwork1.

B. Remove the NSGs from Subnet11 and Subnet13.

C. Associate an NSG to Subnet12.

D. Configure DDoS protection for VNetwork1.

Answer: A (LEAVE A REPLY)

From scenario: Deploy Azure Firewall to VNetwork1 in Sub2.

Azure firewall needs a dedicated subnet named AzureFirewallSubnet.
References:
https://docs.microsoft.com/en-us/azure/firewall/tutorial-firewall-deploy-portal

NEW QUESTION: 43
You have an Azure subscription named Sub1 that contains the resource groups shown in the following table.

Mame Location
RG1T West US

RG2 East US

You create the Azure Policy definition shown in the following exhibit.

=figla=: =locetion™,

motEguals™: "[resourcedroun(lislocarion]”

N e G
VIICTOS e~ ~name=

You assign the policy to Sub1.
You plan to create the resources shown in the following table.

Name Type Location Resource group
Fobjectl | Pubhc iP address East U5 RG2
objl Resource group West US Not applicable
0BJ3 Virtual network West US RG1

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Answer Area A A Ca
Statements Mierosoft ~
You can create IPobjecty

YOu can create o1

You can create COBJ3

Answer:

Statements

You can create IPobyect

You can créate obyl

You can create OBJ3

Explanation:
AnRFwWer Ares
Statements Year No
You can gielpeuPobject) -
Youlgdw create oby1 -
:il'k,l'f{ IC |’(_}SOﬁt can create OBJ3 »

NEW QUESTION: 44

You have an Azure subscription that uses Microsoft Defender for Cloud.

You need to use Defender for Cloud to review regulatory compliance with the Azure CIS 1.4,0 standard. The solution must minimize administrative effort.
What should you do first?

A. Add a custom initiative.

B. Manually add the Azure CIS 1.4.0 standard.

C. Assign an Azure policy.

D. Disable one of the Out of the box standards.

Answer: (SHOW ANSWER)

NEW QUESTION: 45

You have an Azure subscription that contains a virtual machine named VM1.

You create an Azure key vault that has the following configurations:

* Name: Vault

* Region: West US

* Resource group: RG1

You need to use Vault5 to enable Azure Disk Encryption on VM1. The solution must support backing up VM1 by using Azure Backup.
Which key vault settings should you configure?

A. Access policies
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B. Secrets

C. Keys

D. Locks

Answer: (SHOW ANSWER)
References:

https://docs.microsoft.com/en-us/azure/key-vault/key-vault-secure-your-key-vault

NEW QUESTION: 46
On Monday, you configure an email notification in Microsoft Defender for Cloud to notify user1 @contoso.
com about alerts that have a severity level of Low, Medium, or High. On Tuesday, Microsoft Defender for Cloud generates the security alerts shown in the following table.

Time Description Severity
01:00 Failed RDP brute force attack Medium
01:01 Successful RDP brute force attack High
06:10 Suspicious process executed High
09:00 Malicious SQL activity High
11:15 Network communication with a malicious | Low

machine detected
13:30 Suspicious process executed High
14:00 Failed RDP brute force attack Medium
16:01 Successful RDP brute force attack High
23:20 Possible outgoing spam activity detected | Low
23:25 Modified system binary discovered in High
dumpNESin A: ~ o ft
23:30 Malicidtls SOL activity™ Hiah

How many email notifications will user1 @contoso.com receive on Tuesday? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.
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Total number of Microsoft Defender for Cloud email notifications about an RDP brute force attack
on Tuesday:

2

..Mlcrosm

Total number of Microsoft Defender for Cloud!u notifications on Tuesday: ?
13

4

11

Answer:

Total number of Microsoft Defender for Cloud emall nqﬁicatnons about an RDP brute force attack
~ on Tue::day'

Tcgal humber of Microsoft Defender for Cloud email notifications on Tuesday: |

MEN\1icrosoft

Explanation:



Answer Area -
i "_:' ‘ '.'_,J.‘l h i

Total number of Microsoft Defenderdaor Cloud email notifications about an RDP brute force attack 4 v
on luesday:

Totalnumber of Microsoft Defender for Cloud email notifications on Tuesday: 7 v

Valid AZ-500 Dumps shared by Actual4test.com for Helping Passing AZ-500 Exam! Actual4dtest.com now offer the newest AZ-500 exam dumps, the Actualdtest.com AZ-500 exam questions
have been updated and answers have been corrected get the newest Actualdtest.com AZ-500 dumps with Test Engine here: https://www.actualdtest.com/AZ-500_examcollection.html (517

Q&As Dumps, 30%OFF Special Discount: Freepdfdumps)

NEW QUESTION: 47
You have an Azure subscription that contains a storage account named contos02023. You need to perform the following tasks:

* Verify that identity-based authentication over SMB is enabled.

* Only grant users access to contos02023 in the year 2023.
Which two settings should you use? To answer, select the appropriate settings in the answer area NOTE: Each correct selection is worth one point.

Answer Area

w= CcONt0502023
i » 5 .

el

A1a Fansgerent

= L =]
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Answer:
ANnswer Area

fa

p— contoso2023

Data management
rl oo -replicalicn I
|,= I
Explanation:
A screenshot of a computer Description automatically generated
Requirement: Verify that identity-based authentication over SMB is enabled Go there to configure Identity-based authentication (Active Directory) for Azure file shares.
Ref: https://learn.microsoft.com/en-us/azure/storage/files/storage-files-active-directory-overview

2. Share access signature
Requirement: Only grant users access to contos02023 in the year 2023

NEW QUESTION: 48
You have an Azure subscription that contains the virtual machines shown in the following table.

Connected to Public IP address
VNET1/Subnetl aRE 20224219.170
VINET 1/Subnet2 1.2.5. 20224219230
VNET2/Subnet1 | 1 B0\ i v b £0.122.155.212

You have an Azure Cosmos DB account named cosmos1 configured as shown in the following exhibit.



Alkow access from

AR networks 8 Selected networiks

— m Microsdtt v No

VM1 can access cosmos1 over the internet. &

"-:‘Ia\
VM2 can access cosmos1 over the intghget.
o X %

. W Y
Y,
F o

VM3 can access cosmos cug:ggﬁm:ernﬂ.
J "-‘,_':"

Answer:

Statements Yes No

VM1 can access cosmos1 over the internel R

VM2 can access cosmos) overthel intefriet.

VM3 can aBERSS cosmos] over traaf'fmet :
=l |
== ITCroS e

Explanation:
Yes, Yes, No

NEW QUESTION: 49
You have an Azure subscription that contains an Azure SQL database named DB1 in the East US Azure region. You create the storage accounts shown in the following table.

Name | Locatio: | Performance | Premium account type
storagel | East US Standard Not applicable
storaged | East US Premivmi Block blobs
storage3 | East US Preriium File shares
storaged | East US 2 | Standard Not applicable

You plan to enable auditing for DB1.

Which storage accounts can you use as the auditing destination for DB1?
A. storage1 and storage4 only

B. Storage2 and storage3 only

C. storage1, storage2 and storage3 only

D. storage1 only

Answer: B (LEAVE A REPLY)

NEW QUESTION: 50
You have an Azure subscription.
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You create an Azure Firewall policy that has the rules shown in the following table:

Type Priority

Application rule collection 100
NAT rule collection 200

_| Netwaskmuse-tollection 300

SE——_—Y e - — . e ———

NAT rule collection 400

Network rule collw
| "

In which order should the rules be processed? To answer, move all rules from the list of rules to the answer area and arrange them in the correct order.

Rules Answer Area
RuleS

Ruled
Rule3
Rule?

m Mictosbtt

Answer:

Explanation:

The rules should be processed in the following order:

* Rule1: This is a network rule collection with the lowest priority (100). It allows any protocol and port from any source to any destination.

* Rule2: This is a NAT rule collection with the second lowest priority (200). It translates the source IP address of VM1 to a public IP address when it accesses the internet.

* Rule3: This is an application rule collection with the third lowest priority (300). It allows HTTP and HTTPS traffic from any source to any destination.

* Rule4: This is an application rule collection with the fourth lowest priority (400). It blocks HTTP and HTTPS traffic from any source to www.contoso.com.

* Rule5: This is a network rule collection with the highest priority (500). It blocks ICMP traffic from any source to any destination.

The rules are processed from the lowest priority to the highest priority. If a rule matches the traffic, it is applied and no further rules are evaluated. If no rule matches the traffic, it is denied by default.



NEW QUESTION: 51

You have an Azure subscription.

You plan to implement Azure DDoS Protection. The solution must meet the following requirement:

* Provide access to DDoS rapid response support during active attacks.

* Project Basic SKU public IP addresses.

You need to recommend which type of DDoS projection to use for each requirement.

What should you recommend? To answer, drag the appropriate DDoS projection types to the correct requirements. Each DDoS Projection type may be used once, or not at all. You may need to drag
the split bar between panes or scroll to view connect.

NOTE: Each correct selection is worth one point.

DODo5 Protection types

[ e, —— - po=r i | L
| DDes infrastnacture protedt o Proviae sceess fg DDol rapia msparae
: Sopafigarng active attacks:

[55a5  Protecion

Sy Sle BELY -
DDoS MNetwork Protect or retect Basic SEL pub!c IP addresses:

Answer:
DDoS Protection types Answer Area
[ e e e s |
DDaS infrastructune protact'o 1 ProFiebeciss to DDoS rapid resporse — o o -
ot o e suppoarnt curing active attacks: | DOOS Network Protection '

[ DDes 17 Pretection e [ g W ..ol e 12 S S e e e —

—FI'I'F—I'I—ll—ﬂ-l'I-I"I'I—lJ

—_——— = = — — — — Protect Sasic SKU publc IP addressas: | DDeS IP Protection
DDo5 Network Protection - | i

.-—.u-u———u—u—.n——-jl

Microsoft

Explanation:
DDoS Protection types Answer Area

(DDt infractructure Dratect.on _
| DDoS infrastructure protecto Provice access 1oBOEE 3 d resporse
; 3 SUDPAE der pdttive attacks: | DDoS Network Protecton

Das P Protection

s = Protect Basic SKU public 1P : [PBGt P Promcion
:]':ﬁ: h'i:e’:ﬁ'c"t pra.:wc‘ | rotect Bacic SKU pub' ¢ SO0resses | L5 oS Protecto

Microsoft

NEW QUESTION: 52
You have an Azure subscription that contains the virtual machines shown in the following table.



Name Resource group Status
VM1 RG1 Stopped (Deallocated)
VM2 RG2 Stopped (Deallocated)

You create the Azure policies shown in the following table.

W el ek
Ty T

de ti Resource type

Not allowed virtualMachines

resource types
Allowed resource virtualMachines

types

You create the resource locks shown in the following table.

Name Type Created on
Lock1 Read-only | VM1
Lock2 Read-only | RG2

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements
You can start VM1. ~A02° O
You can start VM2. O
You can create a virtual maﬂhinq\m f@?@ S@ft
Answer: o
|Statementsf t Yes No
You can start VM1. 6 'O\
You can start VM2 O r_CE :
You can create a virtual machine inRG2. O [C:}:
Explanation:
NO
NO
NO

1.) cannot perform write operation because following scope(s) are locked:
' subscriptions/xxxx/resourceGroups/xxx ' Please remove the lock and try again.



2.) When creating a VM in a resource group with a Read Only lock an error is shown:

" The selected resource group is read only "

3.) Because of the read only lock virtual machines cannot be started nor stopped when the lock is added after the machine started. (not part of this use case, but still good to know.
The article referenced in the answer states different because that is scoped to blueprints.

In the Lock Resources pages is states the following regarding starting VMs:

" A ReadOnly lock on a resource group that contains a virtual machine prevents all users from starting or restarting the virtual machine. These operations require a POST request. "
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/lock-resources

NEW QUESTION: 53

You have an Azure Active Directory (Azure AD) tenant.

You need to prevent nonprivileged Azure AD users from creating service principals in Azure AD.
What should you do in the Azure Active Directory admin center of the tenant?

A. From the User settings blade, set Users can register applications to No

B. From the User settings blade, set Restrict access to Azure AD administration portal to Yes.
C. From the Properties blade, set Access management fen Azure resources to No

D. From the Properties Wade, set Enable Security defaults to Yes.

Answer: A (LEAVE A REPLY)

NEW QUESTION: 54
You have an Azure subscription named Sub 1 that is associated to an Azure Active Directory (Azure AD) tenant named contoso.com. The tenant contains the users shown in the following table.

Name Role
Userl Global admirustrator
User2 Secunty administrator
User3 Secunity reader

[Userd f Hinense administrator

Each user is assigned an Azure AD Premium P2 license.

You plan lo onboard and configure Azure AD identity Protection.

Which users can onboard Azure AD Identity Protection, remediate users, and configure policies? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point

Answer Area

Users who can onboard Azure AD Identity Beotection: Jusert anby

Userl and User2 only
Userl, User 2, and Wser3 only
User), User 2 Userd, and User 4 only

Users who can remediatefiusars and configure policies: |User1 and User2 only

Userl and User3 only

Userl, User 2. and User3 only
User). User 2 Userd. and User 4

Answer:
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oy, s,

Users who can onboard Azun.' .ﬁuD i-dgﬂtlly Pq:m’chmrﬁ.sﬁ unr:.

| Wfusert and User2 only
. A ‘ g Userl, User 2. and User3 only
- ,:_ B Nt Wserl, User 2 User3, and User 4 only

Users mdccan mmedrmm—a&d mnﬂgure DGIIEFE'S User) and User2 ol'lly-

Qusen an:ﬂ:l
I C r( Ustr3 pnly
ar'd User 4

Explanation:

Users who can onboard Azure AD Identity Protection: v
User1 only Ro?

User1 and User2 unly

Userl,User2, and User3 only
User1,User2, User3, and User4 only

Users who can remediate users and configure policies: v

User1 and User2 only
User1 and User3 only

[V pepcangBers oy

- Userl, User2, User3, and Userd

NEW QUESTION: 55

You need to create an Azure key vault. The solution must ensure that any object deleted from the key vault be retained for 90 days.
How should you complete the command? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

New-AzureRmKeyVault -VaultName ‘KeyVaultl? -ResourceGroupName ‘RG1l

-Location ‘East US’ * " ‘v
-Enabl_eQFprDebloyment -Confirm
-EnablePurgeProtection | r -DefaultProfile
Tag | Entvisongee;
— oft

Answer:



New-AzureRmKeywault\/ H@U1EN5n€) TKeyvault 1t (CResourceGroupName ‘RG1’

) : . . - oy 4
Location East US |v

N -Confirm
: -DefaultProfile

Tag” | |*EnableSoftDelete
-SKU

Explanation:

New-AzureRmKeyVault -=VaultName ‘KeyVaultl’ .—ResourceGroupName ‘RG1l'

-Location ‘East US’ iv Iv
-EnablediorDeployment -Confirm
-EnablePurgeProtection -DefaultProfile
\AiFsncatt -EnableSoftDelete
4 Lt A -SKU

Box 1: -EnablePurgeProtection

If specified, protection against immediate deletion is enabled for this vault; requires soft delete to be enabled as well.

Box 2: -EnableSoftDelete

Specifies that the soft-delete functionality is enabled for this key vault. When soft-delete is enabled, for a grace period, you can recover this key vault and its contents after it is deleted.
References:

https://docs.microsoft.com/en-us/powershell/module/azurerm.keyvault/new-azurermkeyvault

NEW QUESTION: 56

You have an Azure subscription that contains an Azure Key Vault Standard key vault named Vault1. Vault1 hosts a 2048-bit RSA key named key1.
You need to ensure that key1 is rotated every 90 days.

What should you do first?

A. Recreate key1 as an EC key.

B. Create a key rotation policy.

C. Upgrade Vault1 to Key Vault Premium.

D. Modify the Access policies settings of Vault1.

Answer: B (LEAVE A REPLY)

NEW QUESTION: 57

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the stated goals. Some question sets might
have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a hybrid configuration of Azure Active Directory (AzureAD).

You have an Azure HDInsight cluster on a virtual network.
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You plan to allow users to authenticate to the cluster by using their on-premises Active Directory credentials.

You need to configure the environment to support the planned authentication.

Solution: You deploy the On-premises data gateway to the on-premises network.

Does this meet the goal?

A. Yes

B. No

Answer: B (LEAVE A REPLY)

Instead, you connect HDInsight to your on-premises network by using Azure Virtual Networks and a VPN gateway.
Note: To allow HDInsight and resources in the joined network to communicate by name, you must perform the following actions:
Create Azure Virtual Network.

Create a custom DNS server in the Azure Virtual Network.

Configure the virtual network to use the custom DNS server instead of the default Azure Recursive Resolver.
Configure forwarding between the custom DNS server and your on-premises DNS server.

References:

https://docs.microsoft.com/en-us/azure/hdinsight/connect-on-premises-network

NEW QUESTION: 58
You have an Azure Active Directory (Azure AD) tenant that contains the users shown in the following table.

MName Multi-factor authentication (MFA) status
User1 Disabled
User? Disabled
User3 Enforced

In Azure AD Privileged Identity Management (PIM), the Role settings for the Contributor role are configured as shown in the exhibit. (Click the Exhibit tab.)
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Role settings X

Assignment

i | Allow permanent ehigible assignment
-

xMeLng’eQ;%@ nis after

3 Months ~
Allow permanent active assignment

Expire active assignments after
1 Month A

v Require Multi-Factor Authentication on active agsignment
' Require justiication on active assignment
Activation

Activation maximum duration (hodes)
C L L T T T T . - : - g

»" Regquire Multi-EaCtoFAuthentication on activation
v'| Require justification on activation

Require ticket information on activation

Require approval to activate

You assign users the Contributor role on May 1, 2019 as shown in the following table.

MName Assignment type
User1 Eligible
User2 Active
User3 Active

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.



Statements Yes No

On May 15, 2019, User1 can activate the-Contributor role. O

On May 15, 2019, User2 can usé the Contributor % ' Merosof

On June 15, 2019, Usei3 can activate the Contributor role. < @

Answer:

Statements <<
00

On May 15, 2019, User1 can activate m@hﬂibmur role. 1 O

&

On May 15, 2019, User2 can w Contributor role. :_(5
OO .
On June 15, 2099 l.!ﬁﬂ@p@:g\etfpe Contributor role.! © |

Explanation:

Statements e)

On May 15, 2019, User1 can activat%@%omributor role. ;O \ O
D

On May 15, 2019, User2 can g%e Contributor role. l O*i O
Q |

References:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-resource-roles- assign-roles

NEW QUESTION: 59
You have an Azure subscription that contains the following Azure firewall:
* Name: Fw1



* Azure region: UK West

* Private IP address: 10.1.3.4

* Public IP address: 23.236.62.147

The subscription contains. The virtual networks shown in the following table.

iL _hﬂ iR :
Nameé ''''“Location IP address space Peered with
Vnet! UK West 10,1.00/16 Vnet2
Vnet2 East US 41 $0.2.0.0/16 Vnetl, Vnet3
Vnet3 West US, . o.© 10.3.00/16 Vnet2,
The subscription contains the subnets shown in the following table.
- -".lﬂ

Name Virtual ¥
Subnet1-1 Vnetl J-.‘v .1.1.0/24
Subnet1-2 Vhet! JO\'Y ‘IG. 1.2.0/24
AzureFirewallSubnet | Vnetl aﬁ_ﬂ” 10.1.3.0/24
Subnet2-1 Vpet2 10.2.1.0/24
Subnet3-1 o net3 10.3.1.0/24

The subscription contains the routes shown in the following table.

0.0 D'Dr’l:l ;"q,_ Virtual appliance
10.1.1 Wl‘ﬂ:_‘u Virual appliance

10.1.1.0/287 Virtual apphance
10.2.1 @] Virtual apphance

For each of the following statements, select Yes if the statement is true. Otherwise, select No NOTE: Each correct selection is worth one point.

Answer Area
R n,{VIICI’O sgft "
Traffic from Subnet1-1 to Subnet 1-2 is routed tlﬁg
%ﬁ ‘@ érpéid "I‘!rnruted through Fw1.
Traffic from Subnet3-1 to the internet is routed through Fwi.
Answer:

.amee Microsoft _ 9 "

Traffic from Subnet1-1 to Subnet 1-2 is routed mraugh Fwl, I

Traffic from Subnet2-1 to Subingt '1~‘|"~is fouted through Fw1,

Traffic from Subnet: 110 the internet is routed through Fw1,



Explanation:

Statements
Traffic from Subnet1-1 to Subnet 1-2 is routed through Fw1.

Traffic from Subnet2-1 to Subnet'l- 1is routed through Fw1.

Traffic from Subnelm erpetis routed through Fufl.
== IVITETosoTt

NEW QUESTION: 60
You have an Azure Active Directory (Azure AD) tenant that contains the users shown in the following table.

Name Member of
User1 Groupt
User2 Group?2
User3 &% | Groupl, Group2

From Azure AD Privileged Identity Management (PIM), you configure the settings for the Security Administrator role as shown in the following exhibit.



Allow permanent eligible assignment
Expire eligible assignments after
3 Months v

B Ntierose it

Expire active assignments after

1 Month v om

[:l Require Azure Multi- thuﬂ\mmmmmag&
v| Require justification on active 358 WQ

= o220

E== i A B R S L G LA e O e A B G B e 5

D Require Azure Multi-Factor Authentication on activation

[ ] Require ticket information on activation

D Require approval to activate

No member or group selected

From PIM, you assign the Security Administrator role to the following groups:

* Group1: Active assignment type, permanently assigned

* Group2: Eligible assignment type, permanently eligible

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.



Statements Yes No

User1 can only activate the Security Administrator role in O O
five hours.

If User2 activates the Security Administrator role, the user O O
will be assigned the role immediately.
User3 can activate the Security Administrator roleé\/ | |CITOQOS O O
Answer:
Statements Yes No
User1 can only activate the Security Administrator role in < | O
five hours. st
If User2 activates the Security Administrator role, the user(j ! O
will be assigned the role immediately. =1
. - A \ J o L -
User3 can activate the Security Administrator oz /| | ( : 050 k)
Explanation:
User1 can only activate the Security Administrator role in O
five hours. R v, : O
If User2 activates the Security Administrator role, the user e O
will be assigned thé fole immediately.
User3 can activate the Security Administrator role. O O
Box 1: Yes

Eligible Type: A role assignment that requires a user to perform one or more actions to use the role. If a user has been made eligible for a role, that means they can activate the role when they need to

perform privileged tasks. There's no difference in the access given to someone with a permanent versus an eligible role assignment. The only difference is that some people don't need that access all
the time.



You can choose from two assignment duration options for each assignment type (eligible and active) when you configure settings for a role. These options become the default maximum duration when
a user is assigned to the role in Privileged ldentity Management.

Use the Activation maximum duration slider to set the maximum time, in hours, that a role stays active before it expires. This value can be from one to 24 hours.

Box 2: Yes

Active Type: A role assignment that doesn't require a user to perform any action to use the role. Users assigned as active have the privileges assigned to the role Box 3: Yes User3 is member of
Group?2.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-configure
https://docs.microsoft.com/bs-cyrl-ba/azure/active-directory/privileged-identity-management/pim-resource- roles-configure-role-settings

NEW QUESTION: 61

You have an Azure subscription that contains an Azure key vault.
You create a storage account named storage1.

You plan to store data in the following storage1 services:

* Azure Files

* Azure Blob storage

* Azure Table storage

* Azure Queue storage

For which two services can you configure data encryption by using the keys stored in the key vault? Each correct answer presents a complete solution.
NOTE Each correct selection is worth one point.

A. Blob storage

B. Queue storage

C. Table storage

D. Azure Files

Answer: A,D (LEAVE A REPLY)

Valid AZ-500 Dumps shared by Actual4test.com for Helping Passing AZ-500 Exam! Actual4test.com now offer the newest AZ-500 exam dumps, the Actual4test.com AZ-500 exam questions
have been updated and answers have been corrected get the newest Actual4test.com AZ-500 dumps with Test Engine here: https://www.actual4test.com/AZ-500_examcollection.html (517

Q&As Dumps, 30%OFF Special Discount: Freepdfdumps)

NEW QUESTION: 62
You have an Azure subscription that contains a Microsoft Defender External Attack Surface Management (Defender EASM) resource named EASM1. EASM1 contains the inventory assets shown in
the following table.

‘ Name | Type | State
el : AT OB '

| '\r".l

/M4 | Host( $ Eandidate
Which assets are scanned daily, and which assets will display in the default dashboard charts? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Scannedsdally % ¥M1, VM2, and VM3 only
i e Vi1 only

VM1 and VM2 o-nli

VM1, VM2, VM3, and VM4

-

Ohishl g the default dashboard charts: VM1 only

VM1 onli |

VM1, VM2, and VM3 rl:.|r'||}.I

-ﬂ = M |CrOS O-I:-t VM1, VM2, VM3, and VM4

Answer:
Answer Area E” . F
_ M IC rOSQ.ﬂ; daily. WM1, VM2 and VM3only ¥
O * VM1 only
VM1 and VM2 onl
L & r VM1, V2 and VM3 anly
% VM1, VM2, VM3, and VM4
Ds-plaflrr‘lhr' default dashboard charts: VM1 enly -
- VM1 on |
> VM1, VM2, and VM3 only
S VM1, VM2, VM3, and VM4
Explanation:
AnSwWer Area

scarined datly: VM1, VM2, and VM3 only At

v

Displayin the default dashboard charts-_"
= Utk rosoft

NEW QUESTION: 63

You have an Azure subscription named Sub1.
You have an Azure Active Directory (Azure AD) group named Group1 that contains all the members of your IT team.
You need to ensure that the members of Group1 can stop, start, and restart the Azure virtual machines in Sub1. The solution must use the principle of least privilege.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the correct order.



Answer Area 6\
Actions o

Create a JSON file. l 6

&
Run the Update-AzureRmManagementGroup cmdlet. @Q ‘

D)
o |

Create an XML file.

Run the New-AzureRmRoleDefinition cmdlet.

soft

Run the Nw-ﬂzureRmHol'ign

Answer:

Answer Area

Actions

‘ Create a JSON file. I %ea& JSON file. ;
*
i :' ' uatE+nzureRmanagemeGruup cotles. 6\ ; Run the New-AzureRmRoleDefinition cmdlet. 1

v \)
eate 3 L*fite - o . 6
= Run the New-AzureRmRoleAssignment cmdlet.
-

Run the New-AzureRmRoleDefinition cm ®

e
&
Run the Hw-ﬂzﬂrenmﬂoleﬁ.ssigr& cmdlet.

Explanation:



Create a JSON iile.

‘Hun the New-AzureRmRoleAssignment cmdlet.

Run the New-AzureRmRoleDefinition cmdlet.

References:
https://www.petri.com/cloud-security-create-custom-rbac-role-microsoft-azure

NEW QUESTION: 64

You have 10 on-premises servers that run Windows Server.

You plan to implement Microsoft Defender for Cloud vulnerability scanning for the servers. What should you install on the servers first?
A. the Microsoft Configuration Manager client

B. the Azure Arc Connected Machine agent

C. the Security Events data connector in Microsoft Sentinel

D. the Microsoft Defender for Endpoint agent

Answer: B (LEAVE A REPLY)

NEW QUESTION: 65

You have a Azure subscription.

You enable Azure Active Directory (Azure AD) Privileged identify (PIM).

Your company's security policy for administrator accounts has the following conditions:

* The accounts must use multi-factor authentication (MFA).

* The account must use 20-character complex passwords.

* The passwords must be changed every 180 days.

* The account must be managed by using PIM.

You receive alerts about administrator who have not changed their password during the last 90 days.
You need to minimize the number of generated alerts.

Which PIM alert should you modify?

A. Roles don't require multi-factor authentication for activation.

B. Administrator aren't using their privileged roles

C. Roles are being assigned outside of Privileged identity Management

D. Potential state accounts in a privileged role.

Answer: D (LEAVE A REPLY)

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-how-to-configure-security-alerts ?tabs=new

NEW QUESTION: 66
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From Azure Security Center, you need to deploy SecPol1.
What should you do first?

A. Enable Azure Defender.

B. Create an Azure Management group.

C. Create an initiative.

D. Configure continuous export.

Answer: B (LEAVE A REPLY)

Reference:

https://github.com/MicrosoftDocs/azure-docs/blob/master/articles/security-center/custom-security-policies.md
https://zimmergren.net/create-custom-security-center-recommendation-with-azure-policy/

Topic 4, Fabrikam, Inc.

Case Study

Overview

Existing Environment

Network Environment

Cloud Environment

Sub1 Resources

Fabrikam, Inc. is a consulting company. The company has a main office in New York City and branch offices in Amsterdam and Singapore.
The on-premises network contains a datacenter in each office.

Fabtikam has two Azure subscriptions named Sub1 and Sub2 and a Microsoft 365 subscription that includes Microsoft 365 E5 licenses.
All the subscriptions are linked to a Microsoft Entra tenant named fabrikam.com that contains the identities shown in the following table.

; Azure role assignment
Name Type Microsoft Entra role
for Sub1
Privileged Authenticatiog™y[* Resource Policy |
Adminl | User A S o FE ' |
AGmMInIsiraior ONINDURor |
1 A |
L : = gk d USer Acfass |
Adming User CLompliance AdgmgeEtrator |
(Ll [ TE-15%

= |
" . Authenticatiar 2 |

Adm na Sel i oMtrioulorn
AdminiStaor |
Admind Je@r GlokM I ministrator Nore |
Userl J5el M P Reader |

Systerm-assigned 2 F
AKST Jyste s > MNone MNone |
managed Kenly |
P L'SBI: assipnere o |
| C NOy% Vone

= mangged’ ety IS : % |

The tenant contains the groups shown in the following table.

Na ;} Ti I Oyge T Role assignments allowed

] oo

Groupl | Secu

o A - 4 k.
UMOURE | SECUnty wo

Group3 f MiRyE3af¥' 385 * | Yes

| —
- . b - ILE [y
aroups | MICrosolt 363 ND

All devices are enrolled in Microsoft Intune.
Sub2 Resources
Sub1 contains a resource group named RG1 that contains the resources shown in the following table.
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Name IMIICT OS50 Description Location
SQLServert Azure SQL Database logical server | East LIS
SQLdb1 Database on SQLServer | East US
VM1 Virtual machine | East US
AKST Azure Kubernetés{Service (AKS) cluster | East US
Registry 1 Azure contalner registry | EastUS

Blicor alob AN ftcasintary - o aomibi i) i
storagel Storage-account | East US
AKV1 Azure key vault | East US

SQLServer1 uses Microsoft SQL Server authentication.

Sub1 has an Azure Web Application Firewall (WAF) named WAF1 that has the following types of rule sets:
* Bot Manager 1.1

* Azure-managed Default Rule Set (DRS)

Sub1 has the following compliance standards assigned in Microsoft Defender for Cloud:

* MIST SP 800-53 Rev. 4

* Microsoft cloud security benchmark (MCSB)

* System and Organization Controls (SOC) 2 Type 2

Planned Changes and Requirements

Planned Changes

Sub2 contains a resource group named RG2.

Fabtikam plans to implement the following changes:

* Deploy the following key vaults to RG1:

0 AKV2 in the West Europe Azure region

o AKV3 in the Central US Azure region

0 AKV4 in the East US Azure region

* Deploy the following key vaults to RG2:

o0 AKV5 in the East US region

* Configure VM1 to read data from storage1.

* Create function apps that have the following hosting plans:

o Fa1: Flex Consumption hosting plan

o Fa2: Consumption hosting plan

o Fa3: Dedicated hosting plan

* For WAF1, implement rate limiting rules based on the request location.

* Enable the NIST SP 800-53 Rev. 5 compliance standard in Defender for Cloud.

* Create a new storage account named storage2 that supports Azure Table storage.

* Enforce multifactor authentication (MFA) when database administrators access SQLdbl.
* Implement ExpressRoute circuits to the on-premises network as shown in the following table.

Name Location Deployment type

ER1 West Europe ExpressRoute with a connectivigy '.'-:--.i";"‘r

ER2 West Eut ope ExpreseRaute Metro with a conmec W ;}rsf.dér
ER3 ast US txpressRoute Direct

ER4 Southeast Asia | ExpressRoute Metro Direct




* For RG1. create a new Privileged Identity Management (PIM) eligible role assignment that assigns the Contributor role to supported groups.
Technical Requirements

Fabrikam has the following technical requirements:

* If VM1 is deleted, the permissions for VM1 must be removed automatically.

* The AKS1 managed identity must only be able to pull images from Registry1.

* The ID1 managed identity must be able to push images to and pull images from Registry 1.

* All the data in the storage accounts must be encrypted by using Fabrikam-managed keys.

* All outbound traffic from the function apps to the on-premises network must use ExpressRoute circuits.

* ExpressRoute connectivity between the on-premises network and the Azure environment must be encrypted by using Layer 2 or Layer 3 encryption.

NEW QUESTION: 67

You have an Azure subscription named Sub1.

In Azure Security Center, you have a security playbook named Play1. Play1 is configured to send an email message to a user named User1.
You need to modify Play1 to send email messages to a distribution group named Alerts.

What should you use to modify Play1?

A. Azure DevOps

B. Azure Application Insights

C. Azure Monitor

D. Azure Logic Apps Designer

Answer: D (LEAVE A REPLY)

You can change an existing playbook in Security Center to add an action, or conditions. To do that you just need to click on the name of the playbook that you want to change, in the Playbooks tab,
and Logic App Designer opens up.

References:
https://docs.microsoft.com/en-us/azure/security-center/security-center-playbooks

NEW QUESTION: 68

Lab Task

use the following login credentials as needed:

To enter your username, place your cursor in the Sign in box and click on the username below.

To enter your password. place your cursor in the Enter password box and click on the password below.

Azure Username: Userl -28681041@ExamUsers.com

Azure Password: GpOAe4@IDg

If the Azure portal does not load successfully in the browser, press CTRL-K to reload the portal in a new browser tab.

The following information is for technical support purposes only:

Lab Instance: 28681041

Task 9

You need to ensure that the rg110d28681041n1 Azure Storage account is encrypted by using a key stored in the KeyVault28681041 Azure key vault.
Answer:

Check below steps in explanation for Task

Explanation:

To ensure that the rg11od28681041n1 Azure Storage account is encrypted by using a key stored in the KeyVault28681041 Azure key vault, you can follow these steps:
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In the Azure portal, search for and select the storage account named rg110d28681041n1.
In the left pane, select Encryption.

In the Encryption pane, select Customer-managed key.

In the Customer-managed key pane, select Select from Key Vault.

In the Select from Key Vault pane, enter the following information:

Key vault: Select the KeyVault28681041 Azure key vault.

Key: Select the key you want to use.

Select Save.

NEW QUESTION: 69

You have an Azure subscription that contains an Azure web app named Appl.

You plan to configure a Conditional Access policy for Appl. The solution must meet the following requirements:

* Only allow access to App1 from Windows devices.

* Only allow devices that are marked as compliant to access Appl.

Which Conditional Access policy settings should you configure? To answer, drag the appropriate settings to the correct requirements. Each setting may be used once, more than once, or not at all.
You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

o e ' ICrosoft ~92°

o
| Cloud apps or actions c}nﬂgﬁg access to App1 from Windows devices:
N ! )

& & ‘hiﬁhr allow devices that are marked as compliant 1o
- access AppT:

| Conditions

| Grant

| Session

Answer:
Policy settings “  uay Answer Area
""" s Microsoft -
Cloud apps or actions J i : Only allow access to AppTfrom Windows devices; | Conditions _J

G L i A R Only allove.devices that are marked as compliant to

__________ 1. 4 Conditions r
Grant [ access App
J‘Sessian B
Explanation:
Policy settings - Answer Area
| Cloud apps or actions Only allow access ta@ba1 from Windows devices: | Conditions
| Conditions
Dnly aliow'devices that are marked as compliantto
i e access App1: Conditions
= Microsoft




NEW QUESTION: 70

You onboard Azure Sentinel. You connect Azure Sentinel to Azure Security Center.

You need to automate the mitigation of incidents in Azure Sentinel. The solution must minimize administrative effort.
What should you create?

A. an alert rule

B. a runbook

C. a playbook

D. a function app

Answer: C (LEAVE A REPLY)

NEW QUESTION: 71
You have an Azure subscription that contains the virtual machines shown in the following table.

Private P | Public IP
address W1 |\ /address . {{

Name Connected to

VM1 | VNET1/Subnet1 £ 1101114 13.80.73.87
VM2 | VNET2/Subnet2 [10.2.14 213.199.133.190|
(VM3 |VNET2/Subnet2 |10.2.1.5 | None

Subnet1 and Subnet2 have a Microsoft.Storage service endpoint configured.
You have an Azure Storage account named storageacc1 that is configured as shown in the following exhibit.
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m " W RIS

Allow access from
2 Al networks @ Selected networks

Configure network security for your storage accounts. | earn mare

Virtual networks
Secure your storage account with virtual networks.  + Add existing virtual network
v Add new virtual network

VIRTUAL SUBNET ADDRESS ENDPOINT RESOURCE _ SUBSCRIBTIOP

‘Enm crosoft RANGE STATUS GROUP
H.I . \

Mo network selected.

Firewall

Add IP ranges to allow access from the internet on your on-premises networks. Learn mare
Address Range

13.80.73.87
| IP address or CIDR

Exceptions
¥l Allow trusted Microsoft services to access this storage account ©
EI Allow read access to storage Ingglng frnm any network

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
| St:
From VM1, you can upioagéglﬁﬁpﬁt&%eacc‘l

From VM2, yo
From VM3 , you can upload a blob to storageacc1.

lob to storageacci

Answer:

Statements ; . Mic l’OﬁthNu

From VM1, you can upload a bleb to storageacc1. O}
From VM2, you can upload a blob to storageacc1. O
From VM3 , you can upload a blob to storageacc1. O

Explanation:

O
‘o

-
B



Statements/| : C10SO
From VM1, you can upload a blob to storageacc1.

From VM2, you can upload a blob to storageacc.

From VM3 , you can upload a blob to storageacc1.

Box 1: Yes

The public IP of VM1 is allowed through the firewall.

Box 2: No

The allowed virtual network list is empty so VM2 cannot access storageacc1 directly. The public IP address of VM2 is not in the allowed IP list so VM2 cannot access storageacc1 over the Internet.

Box 3: No
The allowed virtual network list is empty so VM3 cannot access storageacc1 directly. VM3 does not have a public IP address so it cannot access storageacc1 over the Internet.

Reference:
https://docs.microsoft.com/en-gb/azure/storage/common/storage-network-security

NEW QUESTION: 72
You have a management group named MG1 that contains an Azure subscription named Sub1.
Sub1 contains the resources shown in the following table.

ne
-
]
-
w [ag oat T3 -5
-
-

) I\ A . e e AL
BN o T —i T;ﬁlrft:- K‘_,-':‘.E.'_.'-"

I -
il

You create an Azure Virtual Network Manager instance named AVNM1 that has the following configurations:
* Management scope: MG1

* Network groups:

o Name: Group1

# Group members: VNet1

* Security admin configuration:

o Name: SAT

o Rule collections:

# Name: SACollection1

# Target network groups: Group1
# Security admin rules:

# Name: SARule1

# Priority: 500



# Action: Deny

# Direction: Inbound

# Source type: Any

# Source port *

SA1 is deployed to all Azure regions.

You create a Virtual Network Manager instance named AVNM2 that has the following configurations:
* Management scope: Sub1

* Network groups:

o Name: Group2

# Group members: VNet1

* Security admin configuration:

o Name: SA2

o Rule collections:

# Name: SACollection2

# Target network groups: Group2

# Security admin rules:

# Name: SARule2

# Priority: 500

# Action: Always allow

# Direction: Inbound

# Source type: Any

# Source port: *

SAZ2 is deployed to all Azure regions.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE Each correct selection is worth one point.

~-m= VIicrosott

Statements

IF you change Prianity for NSGRulet to 100, NSGT will by p'tu;n,“.":fﬂ befare SAT1 and SA2

Inteinet traffic iz blocked 1o the pubhE P acd et of VRi 1

If vou change Bctiondor SaRUle 1o Allow, internet trafiic 1o the public IP address of VI
will be enablediadtomatscally

Answer:



Statements

If you change Priority for NSGRule1 to 100, NSG1 will be pfocesSed before SA1 and SA2

Internet trafhic is blocked to the pubkeiPaddréss of YM1

1
If you rwﬁt ARulel to Alh:w INterm flic to the public IP address of VM1
will be anabied l 'JC r@ 0 t

Explanation:

o Microsoftt

H you change Pricrity for NSGRule? o 100, NSGT will be E;:g}q@*.'.f!_.d_-l’;uﬂ_ﬁﬂ% mnd SA2

tternet traffic is blocked to ‘.'l'||'\r.|J.:'ﬂFf' I3 1*_1;:‘31}'1-?‘.""..'1

W wou change ARtian = ri =1 1o Allow, imtermer tratfic 1o the public IP address of ¥
will be enabled automat |II\.I

NEW QUESTION: 73

You have an Azure Active Directory (Azure AD) tenant named contoso.onmicrosoft.com.
The User administrator role is assigned to a user named Admin1.

An external partner has a Microsoft account that uses the user1@outlook.com sign in.
Admin1 attempts to invite the external partner to sign in to the Azure AD tenant and receives the following error message: "Unable to invite user user1@outlook.com Generic authorization exception."
You need to ensure that Admin1 can invite the external partner to sign in to the Azure AD tenant.
What should you do?

A. From the Roles and administrators blade, assign the Security administrator role to Admin1.

B. From the Organizational relationships blade, add an identity provider.

C. From the Custom domain names blade, add a custom domain.

D. From the Users blade, modify the External collaboration settings.

Answer: D (LEAVE A REPLY)

You need to allow guest invitations in the External collaboration settings.

NEW QUESTION: 74
You have an Azure subscription that contains the virtual machines shown in the following table.

Name Resource grnup Status
VM1 RG1 Stopped (Deallocated)
VM2 RG2 Stopped (Deallccated)

You create the Azure policies shown in the following table.
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Policy definition Resource type Scope
Not allowed virtualMachines RG1
resource types
Allowed resource virtualMachines RG2
types

You create the resource locks shown in the following table.

Name Type Created on

Lock1 Read-onlyad ¥M1__
Lock2 Raad—onlf-j 'R'%W IcCTosoft

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes. No
YOU Can start VM 14_?_1‘$ 1“‘“", \.q-:té: l'i.; _:: II.{\; LRy o
g e % ("-"--:':' Ly )

L= g WLy W
- u o L} .
W (1] 'I\,_\-J.:'"
L B

O
You can start VMZ @ O
O

Y@ avéieatedmvirial machine in RG2. O

Answer:



= Vlicrosoft
Answer Eea .

Statements

You can start VM1.
You can start VM2,

You can create a virtual machine in RG2.

Explanation:

Answer Area

Statements

You can start VM1.

You can start V2.

You can create a virtual m

References:
https://docs.microsoft.com/en-us/azure/governance/blueprints/concepts/resource-locking

NEW QUESTION: 75
You have an Azure subscription named Sub1 that contains the Azure key vaults shown in the following table.

Region Resource group
Vault1 West Europe TRaam
Vault2 East US4§ AUV | RG1
Vault3 et Bur e =

o] | cro b Es$tUS RG2




In Sub1, you create a virtual machine that has the following configurations:

* Name:VM1

* Size: DS2v2

* Resource group: RG1

* Region: West Europe

* Operating system: Windows Server 2016

You plan to enable Azure Disk Encryption on VM1.

In which key vaults can you store the encryption key for VM1?

A. Vault1 or Vault3 only

B. Vault1, Vault2, Vault3, or Vault4

C. Vault1 only

D. Vault1 or Vault2 only

Answer: C (LEAVE A REPLY)

" Your key vault and VMs must be in the same subscription. Also, to ensure that encryption secrets don 't cross regional boundaries, Azure Disk Encryption requires the Key Vault and the VMs to be
co-located in the same region. " https://docs.microsoft.com/en-us/azure/virtual-machines/windows/disk-encryption-key-vault

NEW QUESTION: 76

You have an Azure subscription that contains a SQL Server on Azure Virtual Machines instance named SQt1 and a Microsoft Sentinel workspace named Sentinel1.
You need to monitor security incidents on SQL1 by using Sentinel1.

What should you do first?

A. From the Azure portal, create a Log Analytics workspace.

B. On SQL1, enable SQL1 Server audit.

C. From Sentinel1, enable VM insights.

D. On SQLA1. install the Connected Machine agent for Azure Arc-enabled servers.

Answer: B (LEAVE A REPLY)

Valid AZ-500 Dumps shared by Actual4test.com for Helping Passing AZ-500 Exam! Actual4test.com now offer the newest AZ-500 exam dumps, the Actual4test.com AZ-500 exam questions
have been updated and answers have been corrected get the newest Actual4test.com AZ-500 dumps with Test Engine here: https://www.actual4test.com/AZ-500_examcollection.html (517

Q&As Dumps, 30%OFF Special Discount: Freepdfdumps)

NEW QUESTION: 77
You have an Azure subscription that contains a virtual network named VNet1. VNet1 contains the subnets shown in the following table.

MName IP address space

et

The subscription contains the virtual machines shown in the following table.
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Subnetl {
Subnégd”
Sulbihet3

VM3 contains a service that listens for connections on port 8080.
For VM1, you configure just-in-time (JIT) VM access as shown in the following exhibit.

Home > Just-in-time VM access

JIT VM access configuration

Vi

+ Add % save X Discard

Configure the ports for which the just-in-time VMfa:g;ei;;:_:h'IT'be applicable

Port Protocol Allowed source IPs L 'IP range Time range (hours)

3389 Any aor &N 10.1000/24UBR UBB 100/34, 3 hours

oo eSS w mmVicrQsoft

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE; Each correct selection is worth one point.

Answer Area 2 o‘
=-5LMJcrosoft &

You can establish a Remote Desktop cunnect@Q!rM1 to VM3 for a maximum of three
hours.

You can establish a Remote Dﬁﬂﬂiﬂgm from VM2 to VM1 after requesting access.

You can establish a Remote D b{.nnnectian from VM3 to VM1 without requesting
access,
.

Answer:

O

O

&



Answer Area

Yes

m
Statements
You can establish 2 Remote Desktop connection o MM 1 to VM3 for a maximum of t
'|f'l|||-"-'..
You can establish a Remote Desktgp gonp&etion from VM2 to VM1 after requesting access
You can establish a Remoté DDesxYop connection from VM3 ta VM1 without
{1
Explanation:
Answer Area
Statements
You can establish a Remote Desktop connection from VM I+te VM3 fora maximum of
nours,
You can establish a Remote Desktop inegttion from VM2 to VM1 atter regue
You can establish a Bemote Decklor innection from VM3 to VM1 without requ
dC it

NEW QUESTION: 78

You have an Azure AD turned that contains a user named User1.
You purchase an App named App1.

User1 needs to publish App1 by using Azure AD Application Proxy.
Which role should you assign to User1?

A. Cloud App Security Administrator

B. Application Administrator

C. Cloud Application Administrate

D. Hybrid identity Administrator

Answer: (SHOW ANSWER)

NEW QUESTION: 79

You have an Azure subscription that contains a web app named App1 and an Azure key vault named Vault1.
You need to configure App1 to store and access the secrets in Vault1.

How should you configure App1? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

No

L ==

Yes

No
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Configure App1 to authenticate by using a: -‘_l l} ﬂ i Croso ﬁ
Key I

Certificate

Ugi'er-"a_s_signed managed identity
System-assigned managed identity

Configure a Key V&ul{_reference-idf’ﬂbp‘l from the: -
Extensions blade

General settings tab

TLS/SSL settings blade

Application settings tab

Answer:

Configure App1 to authenticate by using a:

Key

Certificate

Passphrase

”l.lser-assigned managed identity

Configure a Key Vault reference for App1 from the:

-

Extensions blade
General settings tab
.| LS/SSL settings blade

frsetinds tab |

Explanation:




- 2 . n
Configure App1 to authenticate by using a:M ICIFOS @fﬁ.

Key
Certificate
Passphra;e Y\

== =

_ yfVser- mgned managed identity
1 |System-assigned managed identity

Configure a Key Vault [Eieﬁﬂtﬁ forApp1 from the: v
¥ S Extensions blade

General settings tab

TLS/SSL settings blade

Application settings tab

Reference:
https://docs.microsoft.com/en-us/azure/app-service/overview-managed-identity ?tabs=dotnet

NEW QUESTION: 80

You have an Azure Sentinel workspace that contains an Azure Active Directory (Azure AD) connector, an Azure Log Analytics query named Query1 and a playbook named Playbook1.
Query1 returns a subset of security events generated by Azure AD.

You plan to create an Azure Sentinel analytic rule based on Query1 that will trigger Playbook1.

You need to ensure that you can add Playbook1 to the new rule.

What should you do? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Create the rule and ﬁj‘ﬁ‘l& Iiy@éoo .:.5: v
Fusion o
Microsoft Security incident creation
Scheduled

Configure the playbook to include: v

A managed connector

A system-assigned managed identity
A trigger

Diagnostic settings

Answer:



Create the rule and set the type to: ~

Fusion
I_Mgtrgsojt Security incident creation
Scheduled !
Configure the playbook to include: v

A managed connector

A system-assigned managed identity
{A trigger |

-, d Bidanostic settings

Explanation:

Create the rule and set the type to: 4

Fusion -~
Microsoft Security incident creation
Scheduled

Configure the playbook to include: v
A managed connector

A system-assigned managed identity
A trigger

Diagnostic settings

Reference:
https://docs.microsoft.com/en-us/azure/sentinel/tutorial-detect-threats-custom
https://docs.microsoft.com/en-us/azure/sentinel/tutorial-respond-threats-playbook

NEW QUESTION: 81

You need to ensure that you can meet the security operations requirements.

What should you do first?

A. Turn on Auto Provisioning in Security Center.

B. Integrate Security Center and Microsoft Cloud App Security.

C. Upgrade the pricing tier of Security Center to Standard.

D. Modify the Security Center workspace configuration.

Answer: C (LEAVE A REPLY)

The Standard tier extends the capabilities of the Free tier to workloads running in private and other public clouds, providing unified security management and threat protection across your hybrid cloud
workloads. The Standard tier also adds advanced threat detection capabilities, which uses built-in behavioral analytics and machine learning to identify attacks and zero-day exploits, access and
application controls to reduce exposure to network attacks and malware, and more.
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Scenario: Security Operations Requirements

Litware must be able to customize the operating system security configurations in Azure Security Center.
References:

https://docs.microsoft.com/en-us/azure/security-center/security-center-pricing

NEW QUESTION: 82

You need to recommend an encryption solution for the planned ExpressRoute implementation. The solution must meet the technical requirements.
Which ExpressRoute circuit should you recommend for each type of encryption? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

[ TEREL L TR T

Layer 2 encryption lggg and ER4 only 'r_'l
ER1.0nly
|[ERI only
'ER1 and ER2 anly
ER2 and ER4 only

ER3 and ER4 only

Lajér 3 encryption: | ER1, ER2, ER3, and ERA ¥ |
ERT only
ER3 only
ERwand ER2 only

eRzapd EAVANIC OSOTT
ER3 and ER4 onl
ER1, ER2, ER3, and ER4

Answer:

Vliicrosoft

Layer 2 encryption: | ER3 and ER4 only
ER1 onlya{"%
ERI gl
. ERL4Nnd ER2 only
w SJERZ and ERd only

GRS Encryption: | ERY, ERZ ER3, and ERM
L) ER only

ER3 only

ER1 and ER2 only

ERZ and ER4 only

ER3 and ER4 onl
[eni, eno, R ona €ra |

Explanation:
Answer Area

Layer 2 encryption:  ER3 and ER4 only X

Laye¥ 3-encryption:  ERT, ER2, ER3, and ER4 .

Microsoft




NEW QUESTION: 83

You have an Azure subscription that contains an app named App1. App1 has the app registration shown in the following table.
Admin

consent

required

Microsoft.Graph User.Read Delegated MNo None
Microsoft.Graph | Calendars.Read No None

‘ API Permission 'T:.rpé

 Status l

Delegated
You need to ensure that App1 can read all user calendars and create appointments. The solution must use the principle of least privilege.
What should you do?

A. Add a new Delegated API permission for Microsoft.Graph Calendars.ReadWrite.

B. Add a new Application API permission for Microsoft.Graph Calendars.ReadWrite.

C. Select Grant admin consent.

D. Add a new Delegated API permission for Microsoft. Graph Calendars.Read\Write.Shared.
Answer: (SHOW ANSWER)

Reference:
https://docs.microsoft.com/en-us/graph/permissions-reference#calendars-permissions

NEW QUESTION: 84

You create a new Azure subscription.

You need to ensure that you can create custom alert rules in Azure Security Center.
Which two actions should you perform? Each correct answer presents part of the solution.
NOTE: Each correct selection is worth one point.

A. Onboard Azure Active Directory (Azure AD) Identity Protection.

B. Create an Azure Storage account.

C. Implement Azure Advisor recommendations.

D. Create an Azure Log Analytics workspace.

E. Upgrade the pricing tier of Security Center to Standard.

Answer: (SHOW ANSWER)

D: You need write permission in the workspace that you select to store your custom alert.
References:
https://docs.microsoft.com/en-us/azure/security-center/security-center-custom-alert

NEW QUESTION: 85

You plan to create an Azure Storage account named storage 1.

You need to ensure that all new objects created in storage1 are protected by using double encryption. The solution must minimize administrative effort.
What should you configure when creating storage1?

A. the access tier

B. the Encryption type option

C. the Infrastructure encryption option

D. the minimum TLS version

Answer: C (LEAVE A REPLY)
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NEW QUESTION: 86
You have an Azure subscription that contains the resources shown in the following table.

Name Type

LE Azure Standard Load Balancer

VM1 Virtual machine

SQLY Azure SCU'Database
WSS 1, . | Virtual machine scale set

IR

You plan to deploy an Azure Private Link service named APL1.
Which resource must you reference during the creation of APL1?
A. SQL

B. LB1

C. VMS$S1

D. VM1

Answer: B (LEAVE A REPLY)

NEW QUESTION: 87
You have an Azure key vault named Vault1 that stores the resources shown in following table.

Name Type
Key ey
secret] | Secret
(ertl Certihcate

Which resources support the creation of a rotation policy?
A. Key1 Only

B. Cert1 only

C. Secret1 and Cert1 only

D. Key1, Secret1, and Cert1

E. Key1 and Cert1 only

F. Key1 and Secret1 only

Answer: F (LEAVE A REPLY)

NEW QUESTION: 88

You have an Azure subscription that is linked to a Microsoft Entra tenant named contoso.com. In contoso.
com, you register an app named App1. You need to perform the following tasks for App1:

* Add and configure the Mobile and desktop applications platform.

* Add the ipaddr optional claim.

Which two settings should you select for App1? To answer, select the appropriate settings in the answer area.
NOTE: Each correct selection is worth one point.
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=. Microsoft >

| B8 Branding & properties

D Autheritication v/

_ 1' L :Eil‘t'iﬁ_caus & secrets

) m Token configuration H

| @ API permissions

i & Expose an API

e A | Hi App roles

- &8 Owners

|
| &, Roles and administrators |

i i Manidest

ertificates & :e-_ﬂﬂi

Token configuration —H-l

| = API permissions :

| @& Expose an API

| Bi App roles

| & Owners

| &, Roles and administrators

| B Manifest

Explanation:



Microsoft > "

J B Branding & properties

2 Autherification H

P Eertificates & secrels

Token configuration ﬂ

APl permissions

=
& Expose an APl

App roles

Owners

e

Roles and administrators

!‘.4

Manifest

NEW QUESTION: 89

You need to delegate the creation of RG2 and the management of permissions for RG1. Which users can perform each task? To answer select the appropriate options in the answer area. NOTE:
Each correct selection is worth one point

Create RGZ:

Adming, Admin, and Admind only
AdinT, AdminZ, Admind, and At

Manage RG 1 parigsians:

Adming only m J

Admin’ and Admigd only Microsoft
Admin3 and Admi,_J only )

Admin] Admend and Admind onby

Admin’, Adming, Admin3, and Admind

Answer:

I |Admind only | )
Adiming and Ademing only
Admin3 and Admimd only
Admind, Admin3, and Agmilid cnly

Manage RGY permissaons

Adian 1, Adming, Admind, and Admnd

Explanation:
Graphical user interface, text, application, chat or text message Description automatically generated



Create/RG2: v

Admin3 only

Admin2 and Admin3 only

Admin3 and Admin4 only

Admin2, Admin3, and Admin4 only
Admin?t, Admin2, Admin3, and Admin4

Manage RG1 permissions: %

~Admin4 only

Admin1 and Admin4 only

Admin3 and Admin4 only

Admin1, Admin2, and Admin4 only
Admin1, Admin2, Admin3, and Admin4

Box 1: Admin3 only

The Contributor role has the necessary write permissions to create the resource group.

Box 2: Admin4 only

You need Owner level access to be able to manage permissions. The Contributor role can do most things but cannot modify permissions on existing objects.

NEW QUESTION: 90

You have an Azure subscription named Sub1. Sub1 contains a virtual network named VNet1 that contains one subnet named Subnet1.

You create a service endpoint for Subnet1.

Subnet1 contains an Azure virtual machine named VM1 that runs Ubuntu Server 18.04.

You need to deploy Docker containers to VM1. The containers must be able to access Azure Storage resources and Azure SQL databases by using the service endpoint.
A. Create an application security group and a network security group (NSG).

B. Edit the docker-compose.yml file.

C. Install the container network interface (CNI) plug-in.

Answer: (SHOW ANSWER)

The Azure Virtual Network container network interface (CNI) plug-in installs in an Azure Virtual Machine.

The plug-in supports both Linux and Windows platform.

The plug-in assigns IP addresses from a virtual network to containers brought up in the virtual machine, attaching them to the virtual network, and connecting them directly to other containers and
virtual network resources. The plug-in doesn't rely on overlay networks, or routes, for connectivity, and provides the same performance as virtual machines.

The following picture shows how the plug-in provides Azure Virtual Network capabilities to Pods:
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Existing vitual network

Azure

FerWE:I—I/B

Containers I @

IntE-rnet

I Service Endpoints

Azure Services
On-premises

% &
References:

https://docs.microsoft.com/en-us/azure/virtual-network/container-networking-overview

NEW QUESTION: 91

You have an Azure subscription that contains a resource group named RG1 and a security group serverless RG1 contains 10 virtual machine, a virtual network VNET1, and a network security group
(NSG) named NSG1. ServerAdmins can access the virtual machines by using RDP.

You need to ensure that NSG1 only RDP connections to the virtual for a maximum of 60 minutes when a member of ServerAdmins requests access.
What should you configure?

A. an Azure Active Directory (Azure AD) Privileged identity Management (PIM) role assignment.

B. ajustin time (JIT) VM access policy in Azure Security Center

C. an azure policy assigned to RG1.

D. an Azure Bastion host on VNET1.

Answer: B (LEAVE A REPLY)

Reference:

https://docs.microsoft.com/en-us/azure/security-center/just-in-time-explained



https://www.freepdfdumps.com/Microsoft.AZ-500.v2026-08-05.q242.html

Valid AZ-500 Dumps shared by Actual4test.com for Helping Passing AZ-500 Exam! Actual4test.com now offer the newest AZ-500 exam dumps, the Actual4test.com AZ-500 exam questions
have been updated and answers have been corrected get the newest Actual4test.com AZ-500 dumps with Test Engine here: https://www.actual4test.com/AZ-500_examcollection.html (517

Q&As Dumps, 30%OFF Special Discount: Freepdfdumps)

NEW QUESTION: 92
You have a Microsoft Entra tenant that contains the users shown in the following table.

MName __Meml_:_:er of

User ._-" wipl

sers Graup?

users Group1, Group

All the users have devices that contain certificates issued by a certification authority (CA) named ContosoCA.
You create a Conditional Access policy that has the following settings:

* Name: CAPoltcy1

* Assignments

o Users and groups: Group1

o Target resources

* Include: All cloud apps

o Access controls

* Grant access: Require multi-factor authentication

o Enable policy: On

You enable and target certificate-based authentication as shown in the Enable and Target exhibit. (Click the Enable and Target tab.)

Enable and Target nfigure

Include

Haiv o Type Registration

You configure certificate-based authentication as shown in the Configure exhibit. (Click the Configure tab.)
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Enable and Target  Configure

Authentication binding

Select the default protection level for all certificate bindings. To override the default. create special rules.

&uthenticatmnt}

Protection Level ()

Add rule

Rule type Identifier

Certificate issuer

Username binding

Select user attribute to create bmdm

© PrincipalName
© RFCB22Name

© SubjectKeyidentifier

t1 SHA1PublicKey

For each of the following statements, select Yes if the statement is true OtherW|se select No. NOTE Each correct selection is worth one point.

o .!-Mlcrosoft

CN= ContomChDsznm @ﬂg

L5 ogi fctorsumncnicanon

G

mﬁon Level

S '“Mitrosoft

User attribute

___seanrt:::pamame L L v
userPrincipaiName i
certificateUserids v

Select user attnbute IV

006\

‘Usm can sign in without providing a password.

User2 can choose to use a certificate or a 5 ﬁn in.

Uszer3d must use a certificate dun

Answer:

(e

Yes
Q

Q certificate field has the highest priority in the username bind

LR

LR

No
O



User] can sign in without providing a password

User2 can choose to use a certificate or a smgrigcad sign in.

Explanation:
MITSWET MAIed

satements =--—' Microseft

®

User1 can sign in without providing a password
User2 can choose to use a certificate @rg smarticard to sign in. O ®

User3 must use a certificate during sign-in - O

NEW QUESTION: 93

You need to deploy Microsoft Antimalware to meet the platform protection requirements.
What should you do? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Create a custom policy definition that has effect set to:

Create a policy assignn ﬂ

b

Answer:



Create a custom policy definition that has effect set to: v
Append
Deny _ __¢X\
Deploy|tNatExists |
Create a policy.assignment and modify: v

The Create a Managed Identify setting

Explanation:
1. DeployifNotExists
2. Scope

NEW QUESTION: 94

You are troubleshooting a security issue for an Azure Storage account. You enable Azure Storage Analytics logs and archive it to a storage account. What should you use to retrieve the diagnostics
logs?

A. File Explorer in Windows

B. the Microsoft Defender portal

C. AzCopy

D. Microsoft Defender for Cloud

Answer: C (LEAVE A REPLY)

NEW QUESTION: 95

You have an Azure subscription that contains a user named User1 and an Azure Container Registry named ConReg1.
You enable content trust for ContReg1.

You need to ensure that User1 can create trusted images in ContReg1. The solution must use the principle of least privilege.
Which two roles should you assign to User1? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. AcrQuarantineReader

B. Contributor

C. AcrPush

D. AcrimageSigner

E. AcrQuarantineWriter

Answer: (SHOW ANSWER)

References:

https://docs.microsoft.com/en-us/azure/container-registry/container-registry-content-trust

https://docs.microsoft.com/en-us/azure/container-registry/container-registry-roles
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NEW QUESTION: 96

You have an Azure subscription name Sub1 that contains an Azure Policy definition named Policy1. Policy1 has the following settings:
Definition location: Tenant Root Group

Category: Monitoring

You need to ensure that resources that are noncompliant with Policy1 are listed in the Azure Security Center dashboard.
What should you do first?

A. Change the Category of Policy1 to Security Center.

B. Add Policy1 to a custom initiative.

C. Change the Definition location of Policy1 to Sub1.

D. Assign Policy1 to Sub1.

Answer: D (LEAVE A REPLY)

Reference:

https://docs.microsoft.com/en-us/azure/governance/policy/overview

NEW QUESTION: 97
You have an Azure subscription that is linked to an Azure AD tenant and contains the resources shown in the following table.

Name Location ; o ] e Description
Group1 Not Dynamid device seeunity §eodpSin AzuredD
applicable
Managed1 | East US Managed identity
VM1 West US Virtual machine that has 3-8yStém-assigned managed identity
VM2 Central US Virtual machine
App1 Not Enterprise applicattar™n Azure AD
applicable

Which resources can be assigned the Contributor role for VM1?
A. Group1. Managed1, and VM2only

B. Group1 and Managed1 only

C. Group1, Managed1, VM1. and App1 only

D. Managed1 and App1 only

Answer: D (LEAVE A REPLY)

NEW QUESTION: 98

You have an Azure subscription that contains an Azure Kubernetes Service (AKS) cluster named AKS1.

You have an Azure container registry that stores container images that were deployed by using Azure DevOps Microsoft-hosted agents.
You need to ensure that administrators can access AKS1 only from specific networks. The solution must minimize administrative effort.
What should you configure for AKS1?

A. a private endpoint

B. an Application Gateway Ingress Controller (AGIC)
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C. a private cluster
D. authorized IP address ranges
Answer: (SHOW ANSWER)

NEW QUESTION: 99

Your company has an Azure subscription named Sub1 that is associated to an Azure Active Directory (Azure AD) tenant named contoso.com.
The company develops an application named App1. App1 is registered in Azure AD.

You need to ensure that App1 can access secrets in Azure Key Vault on behalf of the application users.

What should you configure?

A. an application permission without admin consent

B. a delegated permission without admin consent

C. a delegated permission that requires admin consent

D. an application permission that requires admin consent

Answer: B (LEAVE A REPLY)

Delegated permissions - Your client application needs to access the web API as the signed-in user, but with access limited by the selected permission. This type of permission can be granted by a

user unless the permission requires administrator consent.
References:
https://docs.microsoft.com/en-us/azure/active-directory/develop/quickstart-configure-app-access-web-apis

NEW QUESTION: 100

You have a Microsoft Entra tenant named contoso.com.

You collaborate with a partner organization that has a Microsoft Entra tenant named fabrikam.com. Fabrikam.

com has multi-factor authentication (MFA) enabled for all users.

Contoso.com has the Cross-tenant access settings configured as shown in the Cross-tenant access settings exhibit. (Click the Cross-tenant access settings:
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inbound scces B\ /11 - r O s OF

&’ Edit inbound defaults

Type

B2B collaboration

B2B collaboration

B2B direct connect

B2B direct connect

Trust settings

outond e ciop ()

& Edit mmmm
Type

B28 collaboration

B2B collaboration

B2B direct connect

B2B direct connect

Contoso.com has the External collaboration settings configured as shown in the External collaboration settings exhibit. (Click the External collaboration settings tab.)

Applies to

External users and groups

Applications

External users and groups

Applies to

Users and groups

External applications

Users and groups

External applications

All allowed

All allowed

All blocked

All blocked

Disabled

All allowed

All allowed

All blocked

All blocked



Guest user access restrichons ()

Guest user access .J M icrOSOft

Learn moare
O Guest users have the same access as members (most inclusiee)

O Guest users have imited access to properties and memberships of directory objects

I:i.- Guest user access 15 restricted to properties and.memberships of their own directory objects {(most restnctive)

You create a Conditional Access policy that has the following settings:
* Name: CAPolicy1

* Assignments

o Guest or external users: B2B collaboration guest users

o Target resources

# Include: All cloud apps o Access controls

# Grant access

# Require device to be marked as compliant

# Require multi-factor authentication

# Enable policy: On

For each of the following statements, select Yes if the statement is true, otherwise select No.
NOTE: Each correct section is worth one point.

W \Microsoft

Users with devices that have a compliant device claim from fabrikam.com will be granted
access to the cloud apps in contoso.com.

To minimize the number of MFA authentication prompts for the users in fabrikam.com, you
must configure the Trust settings:

Users with devices that Have a'compliant device claim from fabrikam.com can review the
user properties of the users in contoso.com

Answer:

No

Answer Area

Statements

Users with devices that have a compliant device claum fr'urn fabtikam.com will be granted
access to the cloud apps in contoso.com. ' -

To minimize the number of MFA autl_l_'_ng-ﬂtli&_aﬂbn prompts far the users in fabrikam.com, you
must conhgure the Trust settingsy

Q?‘qﬁﬁgﬁtmpham device claim from fabrikam.com can review the
user s In contoso.com

)

]

Jam 0l

Explanation:




Statements

Users with devices that have a compliant device cigun ffum fabnl-.arn com will be granted
access to the cloud apps in contoso.com. b

To minimize the number of MFA authemu:ahqn pmmp:s for the users in fabrikam.com, you O
must configure the Trust settings.

"._ - . -
Users with devices that have a ﬁempfmnt device claim from fabnkam cnl'ﬁﬁﬁM I c roJS Oft Cl
user properties of the users m!;ﬂmc-sa com |

NEW QUESTION: 101

You have an Azure subscription that contains three storage accounts, an Azure SQL managed instance named SQL1, and three Azure SQL databases.
The storage accounts are configured as shown in the following table.

Name Type Performance
storagel | StorageV2 Standard
storage2 | StorageV2 Standard
storage3 | BlockBlobStorage | Premium

SQL1 has the following settings:

* Auditing: On

* Audit log destination: storage!

The Azure SQL databases are configured as shown in the following table.

Name | Onserver | Auditing | Audit log destination
DB1 SQLT Off None

DB2 | SQLT On storage2

DB3 SQLT Off None

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

€ Microsoft

Audit events for DB1 are wnt‘len to storagel. O

S

Audit events fofyDBZ are written 1o storagel and storage2.

Storage3eafi be used as an audit log destination for DB3.

Answer:



Answer Area _]

suterfil Microsog]; o

.
Audit events for DB1 are writfartle Storagel. 10,

Audit.ewenfs.for DB2 are written to storage1 and storage2. I O O
L

Storage3 can be used as an audit log destination for DB3. o i
Explanation:

Microsoft

Statements

Audit events for DB1 arewritten™o storage1.

Audit eveptEior DB2 are written to storage1 and storage2.

Storage3 can be used as an audit log destination for DB3.

NEW QUESTION: 102
You have an Azure Subscription that is connected to an on-premises datacenter and contains the resources shown in the following table.

Name Description
storage] A storage account
storage?2 A storage account
KeyVaultl | An Azure key vault

VNet1 A virtual network containing asingle subnet that has five
virtual machines connected

VNet2 A virtual network containing a singiﬁbmt that has three
virtual machines connected —

You need to configure virtual network service endpoints for VNet1 and VNet2. The solution must meet the following requirements:

* The virtual machines that connect to the subnet of VNet1 must access storage1, storage2, and Azure AD by using the Microsoft backbone network.
* The virtual machines that connect to the subnet of VNet2 must access storage1 and KeyVault1 by using the Microsoft backbone network.

* The virtual machines must use the Microsoft backbone network to communicate between VNet1 and VNet2.

How many service endpoints should you configure for each virtual network? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.



Answer Area

Answer:

Explanation:



Answer Area

NEW QUESTION: 103

You have an Azure subscription that contains a web app named App1.

Users must be able to select between a Google identity or a Microsoft identity when authenticating to App1.
You need to add Google as an identity provider in Azure AD.

Which two pieces of information should you configure? Each correct answer presents part of the solution.
Each correct selection is worth one point

A. a tenant name

B. atenant ID

C. the endpoint URL Of an application

D. aclient ID

E. a client secret

Answer: D,E (LEAVE A REPLY)
https://learn.microsoft.com/en-us/azure/app-service/configure-authentication-provider-google

NEW QUESTION: 104
You have an Azure Container Registry named Registry1.
You add role assignment for Registry1 as shown in the following table.

User Role
_User1 JAcrPush =~ = |

User2 | AcrPull ===
User3 | AcrimageSigner
"'Ls‘—‘?r".' Contributor

Which users can upload images to Registry1 and download images from Registry1? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Microsoft

Upload irh‘éges: v

User1 only

User1 and User4 only

User1, User3, and User4
User1, User2, User3, and User4

Download images: l v

Answer:

Upload images:

Download'images:

Explanation:

User2 only

User1 and User2 only

User2 ad User4 only

User1, User2, and User4

User1, User2, User3, and User4

g Microsoft | v

Usem only

e e e e e e S, e Y

M s e s s g

User1, User3, and User4
Usem, User2, User3, and User4

S

v

User2 only

User1 and User2 only

User1, User2, and User4 |
User1.UserZ User3. and User4




Upload images: v

User1 only

User1 and User4 only

User1, User3, and User4
User1, User2, User3, and User4

Download images: v
User2 only

User1 and User2 only

User2 ad User4 only

User1, User2, and User4

User1, User? USeé3! andser4

Box 1: User1 and User4 only

Owner, Contributor and AcrPush can push images.

Box 2: User1, User2, and User4

All, except AcrimagineSigner, can download/pull images.

Access Resource Create/delete Delete image Change Sign
Role/Permission Manager registry data policies images
Crhwiner X X X X
Contributor X X X X
Reader X
AcrPush
AcrPull
AcrDelete

Acrimagesigner
References:
https://docs.microsoft.com/bs-latn-ba/azure/container-registry/container-registry-roles

NEW QUESTION: 105

You have an Azure subscription.

You plan to use Microsoft Defender for Cloud to provide Al security posture management capabilities.

You need to recommend a Defender for Cloud plan that supports the deployment requirements. The solution must minimize costs.



What should you recommend?

A. Defender Cloud Security Posture Management (CSPM)

B. Microsoft Defender for App Service

C. Microsoft Defender for APls

D. Foundational Cloud Security Posture Management (CSPM)
Answer: D (LEAVE A REPLY)

NEW QUESTION: 106

You have an Azure subscription that contains an Azure SQL database named SQL1.

You plan to deploy a web app named App1.

You need to provide App1 with read and write access to SQL1. The solution must meet the following requirements:
* Provide App1 with access to SQL1 without storing a password.

* Use the principle of least privilege.

* Minimize administrative effort.

Which type of account should App1 use to access SQL1, and which database roles should you assign to App1? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

i B

, KB ot o bk
Account type: IVIICTOUSOUII L WV

Azure Active Directory User

Managed identity

#
a F R § S

Service Principal

db_datawriter only

db_datareader and db_datawriter

db owner only

Answer:

Account type:
Azure Active Directory User
| Managed identity |

Service Principal

Roles:
db datawriter only

BN o oft
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Explanation:
Graphical user interface, text, application Description automatically generated

Account type:
Azure Active Directory User
Managed identity

Service Principal

Roles: v
db datawriter only
db datareader and db_datawriter

db owner only

Reference:

https://docs.microsoft.com/en-us/azure/app-service/tutorial-connect-msi-sql-database?tabs=windowsclient%
2Cdotnet
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NEW QUESTION: 107

Your company has an Active Directory forest with a single domain, named weylandindustries.com. They also have an Azure Active Directory (Azure AD) tenant with the same name.
After syncing all on-premises identities to Azure AD, you are informed that users with a givenName attribute starting with LAB should not be allowed to sync to Azure AD.

Which of the following actions should you take?

A. You should make use of the Synchronization Rules Editor to create an attribute-based filtering rule.

B. You should configure a DNAT rule on the Firewall.

C. B. You should configure a network traffic filtering rule on the Firewall.

D. You should make use of Active Directory Users and Computers to create an attribute-based filtering rule.

Answer: A (LEAVE A REPLY)

Use the Synchronization Rules Editor and write attribute-based filtering rule.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sync-change-the-configuration

NEW QUESTION: 108
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You have an Azure Active Directory (Azure AD) tenant named contoso.com that contains the users shown in the following table.

Member of | Mobile phong)’
Group1 123 555 7890

Group1. Group2 e | -
Group1 3 35!

You create and enforce an Azure AD Identity Protection user risk policy that has the following settings:
* Assignment: Include Group1, Exclude Group2

* Conditions: Sign-in risk of Medium and above

* Access: Allow access, Require password change

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Statements | . Yes No

= Mjcrosoft
f User1 signs in from an unfamiliar location, he must chapge his password. @, )
If User2 signs in from an anonymous IP.dddress, she must change her O O

password.

If User3 signs in from a computer containing maiware that is communicating () )

with known hat servers he must chanae his nasswaord
Answer:

Statements Yes

If User1 signs in from an unfamiliar location, he must change his password. T 2 1,

L —

Eﬁ&ﬁﬂf E Fﬂ&&g %QFTO_US IP addiess, she must change her :'" |

".USETS signs in from a computer containing malware that is communicating
with known bot servers, he must change his password.

Explanation:



Answer Area Microsoft
Statements Yes No

If User1 signs in from an unfamiliar location, ke must change his password. :O ‘ 3

If User2 signs in from an anonymous IP address, she must change her fe} ®
password. :

If User3 signs in from a computer containing malware that is communicating () 0
with lnmam hat canmare ha minct rhanna hie nacewnard

Box 1: Yes

User1 is member of Group1. Sign in from unfamiliar location is risk level Medium.

Box 2: Yes

User2 is member of Group1. Sign in from anonymous IP address is risk level Medium.
Box 3: No

Sign-ins from IP addresses with suspicious activity is low.

Note:

Sign-in Activity Risk Level

Users with leaked credentials | _«High

Sign-ins from anonymous IP Medium
addresses

Impossible travel to atypical
locations

Sign-ins from infected devices

Sign-ins from IR addresses with
suspicious activity

Sign-ins from unfamiliar locations Medium

Azure AD ldentity protection can detect six types of suspicious sign-in activities:
* Users with leaked credentials

* Sign-ins from anonymous IP addresses

* Impossible travel to atypical locations

* Sign-ins from infected devices

* Sign-ins from |IP addresses with suspicious activity



* Sign-ins from unfamiliar locations

These six types of events are categorized in to 3 levels of risks - High, Medium & Low:

References:
http://lwww.rebeladmin.com/2018/09/step-step-guide-configure-risk-based-azure-conditional-access-policies/

NEW QUESTION: 109

You have an Azure subscription that contains a web app named Appl. App1 provides users with product images and videos. Users access App1 by using a URL of HTTPS://appl.contoso.com. You
deploy two server pools named Pool! and Pool2. Pool1 hosts product images. Pool2 hosts product videos. You need to optimize The performance of Appl. The solution must meet the following
requirements:

* Minimize the performance impact of TLS connections on Pool1 and Pool2.

* Route user requests to the server pools based on the requested URL path.

What should you include in the solution?

A. Azure Bastion

B. Azure Front Door

C. Azure Application Gateway

D. Azure Traffic Manager

Answer: C (LEAVE A REPLY)

NEW QUESTION: 110

You have an Azure subscription that contains the following resources:

* A virtual network named VNET1 that contains two subnets named Subnet1 and Subnet2.

* A virtual machine named VM1 that has only a private IP address and connects to Subnet1.

You need to ensure that Remote Desktop connections can be established to VM1 from the internet.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange then in the correct order.
Answer Area
Actions

Configure a network security group (N5G),

Create a network rule collection.

Create a NAT rule collection.

Create a new subnet.

Deploy Azure Application Gateway.

Deploy Azure Firewall.

Answer:
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Answer Area
Actions

Configure a network security group (NSG).

! Create a network rule collection. ]

Explanation:

I Create a new subnet.

-
Deploy Azure ﬁ:’ﬁ&‘qg‘fﬂ?

Creatd mﬁ rule collection.

W& Ticrosolt

NEW QUESTION: 111
You have an Azure App Service web app named App1 as shown in the following exhibit.

&> Vlrtual Netwurk Integratlnn M ICrOS Oft

&
App Service Plan ASP dewﬂﬂ;gﬁ&ﬂﬁqrmp gad?
App Service Plan Location .ty F:*.-'i *iiﬁ % s =
Regional ViNet integrationd - rr:;.t ;-:-}IEI E.;j)s{-. T;J‘P‘I:i I':il: B 172
Gateway required Vet integrations [ P o | é’;ﬁ ﬁ;‘} t""}l = 0/5
(LS~ b
VNet NAME T Lo GATEWAY STATUS 14

1/subnet? MN/A

Subnet 2 contains a virtual machine named VM1.
Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic NOTE: Each correct selection is worth one point.



To deny outbound access, configure [answer chalce] BmSubnet2. | 5 network securi
ﬂ L a network security group (NSG)

5 a service endpoint
I C ro S 0 an application security group

To connect to a virtual netwot® inadifferent region configure [answer choice].  Gateway-required VNet integrations
an Azure NAT Gateway integration
Gateway-required VNet integrations

Regional VINet integrations

Answer:

= IV
. Mnl GJE:QSSQ\:EI [answer choice] on Submwet2. | a network security aroup (NSG
3

a network security group (N5G)

an application security group

-

Gateway-required VNet integrations

Ragional VNet inltegrations

Tsevi@ emdpoint — T T T T <

To connect to a virtual network in a different region, configure [answer choice]. Gateway-required VNet integrations

-

Explanation:

®=Microsoft

To deny outbound access, configure[answer choice] on Subnet?. | a network security group (NSG)

To connect to a virtual network ina different region. configure [answer choice]. | Gateway-required VNet integrations

NEW QUESTION: 112
You have a Microsoft Entra tenant that uses Microsoft Entra Permissions Management and contains the accounts shown in the following table:

Name Role c OV
Admin1 Global Administrator,
Admin2 | Privileged Rale'admihistrator

Admin3 | Privileged futhentication Administrator

Admind Exghiafgé Administrator .Tﬁ ail:l:ﬂsclft

Which accounts will be listed as assigned to highly privileged roles on the Azure AD insights tab in the Entra Permissions Management portal?
A. Admin1. Admin2, and Admin3 only

B. Admin2 and Admin3 only

C. Admin2. Admin3, and Admin4 only




D. Admin2 and Admin4 only

E. Admin1 only

F. Admin1. Admin2, Admin3. and Admin4
Answer: A (LEAVE A REPLY)

NEW QUESTION: 113

You need to recommend which virtual machines to use to host App1. The solution must meet the technical requirements for KeyVault1.
Which virtual machines should you use?

A. VM1, VM2, VM3. and VM4

B. VM1 and VM2 only

C. VM1 only

D. VM1, VM2, and VM4 only

Answer: (SHOW ANSWER)

NEW QUESTION: 114

You have multiple development teams that will create apps in Azure.

You plan to create a standard development environment that will be deployed for each team.
You need to recommend a solution that will enforce resource locks across the development environments and ensure that the locks are applied in a consistent manner.
What should you include in the recommendation?

A. an Azure policy

B. an Azure Resource Manager template

C. a management group

D. an Azure blueprint

Answer: D (LEAVE A REPLY)

Reference:

https://docs.microsoft.com/en-us/azure/governance/blueprints/concepts/resource-locking

NEW QUESTION: 115

You have a Microsoft Entra tenant that contains a user named User1.

You plan to enable passwordless authentication for the tenant.

You need to ensure that User1 can enable the combined registration experience. The solution must use the principle of least privilege.
Which role should you assign to User1?

A. Authentication Administrator

B. Security Administrator

C. Privileged Role Administrator

D. Global Administrator

Answer: A (LEAVE A REPLY)

NEW QUESTION: 116
Note: This section contains one or more sets of questions with the same scenario and problem. Each question presents a unique solution to the problem. You must determine whether the solution
meets the stated goals.
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More than one solution in the set might solve the problem. It is also possible that none of the solutions in the set solve the problem.
After you answer a question in this section, you will NOT be able to return. As a result, these questions do not appear on the Review Screen.
You have an Azure subscription that contains the resources shown in the following table.

Ll ewd 2y T
Name Type

Groupl | Secunty group

Group2 | Micrgsgft-465 group

App1 Appiregistfation

M Liser-assigned managed identity

You have The users shown in the following table.

Name Description _ %'

: ; s Member of Group1 and&roup2

Jeer s e
» Assigned Owner fola Tor App1 and MI

i « Member gt¥%roup1 and Group2

Lserd -

o Assigsied OB nole for.App Japg M1

You create an Azure SQL managed instance named SQL1 and enable Microsoft Entra-only authentication.
You need to ensure that both User1 and User2 are set as the Microsoft Entra admin for SQL1.

Solution: You set MM as the Microsoft Entra admin for SQL1.

Does this meet the goal?

A. Yes

B. No

Answer: B (LEAVE A REPLY)

NEW QUESTION: 117

You need to ensure that the Azure AD application registration and consent configurations meet the identity and access requirements.
What should you use in the Azure portal? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

|
' ™ \" B

To configure the registrationsettings: | CIT OS50 7L
Azure AD —User settings

Azure AD— App registrations settings
Enterprise Applications — User settings

To configure the consent settings: v
Azure AD — User settings

Azure AD — App registrations settings
Enterprise Applications — User settings

Answer:
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To configuré thé registration settings: : v

| Azure AD - User settings j

Azure AD - App registrations settings
Enterprise Applications — User settings

To configure theiconsent settings: v

Azure AD - User settings
Azure AD — App registrations settings

__________________ 1

|Enterprise Applications — User settings |

Explanation:
To configure the registration settings: v
Azure AD - User settings
Azure-AD — App registrations settings
Enterprise Applications — User settings
To configure the consent settings: v
Azure AD - User settings
Azure AD = App registrations settings
Enterprisé A lications = User settings
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/configure-user-consent

Topic 2, Contoso

This is a case study. Case studies are not timed separately. You can use as much exam time as you would like to complete each case. However, there may be additional case studies and sections on
this exam. You must manage your time to ensure that you are able to complete all questions included on this exam in the time provided.

To answer the questions included in a case study, you will need to reference information that is provided in the case study. Case studies might contain exhibits and other resources that provide more
information about the scenario that is described in the case study. Each question is independent of the other question on this case study.

At the end of this case study, a review screen will appear. This screen allows you to review your answers and to make changes before you move to the next sections of the exam. After you begin a
new section, you cannot return to this section.

To start the case study

To display the first question on this case study, click the Next button. Use the buttons in the left pane to explore the content of the case study before you answer the questions. Clicking these buttons
displays information such as business requirements, existing environment, and problem statements. If the case study has an All Information tab, note that the information displayed is identical to the
information displayed on the subsequent tabs. When you are ready to answer a question, click the Question button to return to the question.

Overview

Contoso, Ltd. is a consulting company that has a main office in Montreal and two branch offices in Seattle and New York.

The company hosts its entire server infrastructure in Azure.

Contoso has two Azure subscriptions named Sub1 and Sub2. Both subscriptions are associated to an Azure Active Directory (Azure AD) tenant named contoso.com.

Technical requirements

Contoso identifies the following technical requirements:

* Deploy Azure Firewall to VNetWork1 in Sub2.



* Register an application named App2 in contoso.com.

* Whenever possible, use the principle of least privilege.

* Enable Azure AD Privileged Identity Management (PIM) for contoso.com
Existing Environment

Azure AD
Contoso.com contains the users shown in the following table.
Name City Role

User1 Montreal Global administrator
User2 MONTREAL | Security administrator
User3 London Privileged role administrator
Userd Ontario Application administrator
User5 Seattle Cloud application administrator
User Sgaattie User administrater ', ,- -
User7 Sydney Reports reader IVIILTUSUI
User8 Sydney None

Contoso.com contains the security groups shown in the following table.

Name | Membership type Dynamic membership rule
Group1 Dynamic user user.city —-centains “ON"
Group2 | Dynamic user user.city -match “*on”

Sub1

Sub1 contains six resource groups named RG1, RG2, RG3, RG4, RG5, and RG6.
User2 creates the virtual networks shown in the following table.

Name | Resource group
VNET1 RG1. ¢
VNET?2 RG2
VNET3. eV RG3
VNET4 RG4

Sub1 contains the locks shown in the following table.

Seton ' Lock type
RG1 Deiete
RG2 Read-only
RG3 Delete
RG3 Read-only

Sub1 contains the Azure policies shown in the following table.

Policy definition ot A Resource type Scope
Allowed resource types | netwarkSeedrityGroups RG4
Not allowed resource | virtualNetworks/subnets RG5
types
Not allowed resource networksSecurityGroups RG5
types
Not allowed resource | virtualNetworks/virtualNetworkPeerings | RG6
tvpes

Sub2



Name

Subnet

VNetwork1 Subnet1.1, Subnet1.2 and Subent1.3
VNetwork2 Subnet2.1
Sub2 contains the virtual machines shown in the following table.
Name .Netwurk Application security group Connected to
interface a
VM1 NIC1 ASG1 Subnet1.1
VM2 NIC2 ASG2 Subnet1.1
VM3 NIC3 None Subnet1.2
VM4 NIC4 ASG1 A~ e ~Hgubnet!.3
VM5 NICS None PN e T Subnel2 1

All virtual machines have the public IP addresses and the Web Server (lIS) role installed. The firewalls for each virtual machine allow ping requests and web requests.

Sub2 contains the network security groups (NSGs) shown in the following table.

Name Associated to
NSG1 NIC2
NSG2 Subnet1.1
NSG3 Subnet1.3
NSG4 " mic{Subnet2.1
NSG1 has the inbound security rules shown in the following table.

Priority Port Protocol Source Destination Action
65000 Any Any VirtualNetwork VirtualNetwork | Allow
65001 Any Any AzurelLoadBalancer | Any Allow
65500 Any Any Any Any Deny

NSG2 has the inbound security rules shown in the following table.

Priority Port 'V{'Protocol | Source Destination Action
100 80 TCP Internet VirtualNetwork | Allow
65000 Any Any VirtualNetwork VirtualNetwork | Allow
65001 Any Any AzurelLoadBalancer | Any Allow
65500 Any Any Any Any Deny

NSG3 has the inbound security rules shown in the following table.

Priority Port Protoc LICYSoacel T Destination Action
100 Any TCP il & kb ASG1 Allow
150 Any Any ASG2 VirtualNetwork | Allow
200 Any Any Any Any Deny
65000 Any Any VirtualNetwork VirtualNetwork | Allow
65001 Any Any AzurelLcadBalancer | Any Allow
65500 Any Any Any Any Deny

NSG4 has the inbound security rules shown in the following table.




Priority Port Protocol Source Destination Action
100 Any Any Any Any Allow
65000 Any Any VirtualNetwork VirtualNetwork | Allow
65001 Any Any AzurelLoadBalancer | Any Allow
65500 Any Any Any Any Deny

NSG1, NSG2, NSG3, and NSG4 have the outbound security rules shown in the following table.
Priority Port Protocol Source Destination Action
65000 Any Any VirtualNetwork VirtualNetwork | Allow
65001 Any Any Any Internet Allow
65500 Any Any Any Any Deny

Contoso identifies the following technical requirements:

* Deploy Azure Firewall to VNetwork1 in Sub2.

* Register an application named App2 in contoso.com.

* Whenever possible, use the principle of least privilege.

* Enable Azure AD Privileged Identity Management (PIM) for contoso.com.

NEW QUESTION: 118

You have an Azure subscription that contains a user named UseR1. You need to ensure that UseR1 can perform the following tasks:
* Create groups.

* Create access reviews for role-assignable groups.

* Assign Azure AD roles to groups.

The solution must use the principle of least privilege. Which role should you assign to User1?
A. Groups administrator

B. Identity Governance Administrator

C. Authentication administrator

D. Privileged role administrator

Answer: D (LEAVE A REPLY)

NEW QUESTION: 119

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the stated goals. Some question sets might
have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
You use Azure Security Center for the centralized policy management of three Azure subscriptions.

You use several policy definitions to manage the security of the subscriptions.

You need to deploy the policy definitions as a group to all three subscriptions.

Solution: You create a policy definition and assignments that are scoped to resource groups.

Does this meet the goal?

A. Yes

B. No

Answer: (SHOW ANSWER)
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References:
https://4sysops.com/archives/apply-governance-policy-to-multiple-azure-subscriptions-with-management-groups/

NEW QUESTION: 120

You create an Azure subscription with Azure AD Premium P2,

You need to ensure that you can use Azure Active Directory (Azure AD) Privileged Identity Management (PIM) to secure Azure roles.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the correct order.

Actions

Discover privileged roles.

Sign up PIM for Azure AD roles.

Consent to PIM.

Discover resources.

Verify your id by multl—factc-r !

 authentication {MFA}. o |

Answer:

Actions

i ’ - Verify your d%t_nw by us:ng multi-factor K
Discover privileged roles. J authenticationdMFA).

" —_—_—_—_—_—_—_{—_—_—_ o _—_

! Consent to PIM.

: Consent to PIM.

'-Jenfy your identity by using multi-factor :
authentlcatmn (MFA). {

T, ——_—,__—__-__s

Explanation:

1. Verify your identity with MFA
2. Consent to PIM

3. Sign up PIM for AAD Roles



NEW QUESTION: 121

You have an Azure subscription that contains an Azure SQL server named SQL1. SQL1 contains. You need to use Microsoft Defender for Cloud to complete a vulnerability assessment for DB1. What
should you do first?

A. Configure the Send scan report to setting.

B. Set Periodic recurring scans to ON.

C. Enable the Microsoft Defender for SQL plan.

D. From Advanced Threat Protection types, select SQL injection vulnerability.

Answer: D (LEAVE A REPLY)

Valid AZ-500 Dumps shared by Actual4test.com for Helping Passing AZ-500 Exam! Actual4test.com now offer the newest AZ-500 exam dumps, the Actuald4test.com AZ-500 exam questions
have been updated and answers have been corrected get the newest Actuald4test.com AZ-500 dumps with Test Engine here: https://www.actual4test.com/AZ-500_examcollection.html (517

Q&As Dumps, 30%OFF Special Discount: Freepdfdumps)

NEW QUESTION: 122

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the stated goals. Some question sets might
have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have an Azure Subscription named Sub1. Sub1 contains an Azure virtual machine named VM1 that runs Windows Server 2016.

You need to encrypt VM1 disks by using Azure Disk Encryption.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the correct order.

Actions

Configure secrets for the Arure key vault

Create an Arure key vault

Run Set-AzureRmStoragelhccount

Configure access policies for the Arure key vault

Run Set-AzureRsVeDiskEncryptio

Answer:
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Arswer Area

| 8 o & ol 5 5

| Create an Azure key vault,

| Run set-AzureRaVeDiskEncryptionExtension

Explanation:

Create an Arure key vaull,

o, By

Configure access palicigs, fl_ur_ fhezure kiy vault.

N alh.
E __.___1- :u.-ﬁ- I eeper |"'.'.-‘i
Run S SrureRmVeEDiskEncrypt iBfRExtension.

References:
https://docs.microsoft.com/en-us/azure/virtual-machines/windows/encrypt-disks

NEW QUESTION: 123

You need to encrypt storage1 to meet the technical requirements. Which key vaults can you use?
A. KeyVault1 only

B. KeyVault2 and KeyVault3 only

C. KeyVault1 and KeyVault3 only

D. KeyVault1 KeyVault2 and KeyVault3

Answer: B (LEAVE A REPLY)

The storage account and the key vault must be in the same region and in the same Azure Active Directory (Azure AD) tenant, but they can be in different subscriptions.
Storage1 is in the West US region. KeyVault1 is the only key vault in the same region.
Reference:
https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-overview

NEW QUESTION: 124

You have an Azure subscription that contains an Azure key vault and an Azure SQL database named SQL1.
You generate a key named Key1.

You need to enable Transparent Data Encryption (TDE) for SQL1 by using Key1.

Which two settings should you modify for Key1? To answer, select the appropriate settings in the answer area.
NOTE: Each correct selection is worth one point.
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NEW QUESTION: 125
You have an Azure subscription that contains the resources shown in the following table.

RG1 Fpurre Lised 10 store virpual machines
AG? Resourge groug st {0 stafe wartual netwnri
ServerAdmins | Securty group | Uned 1o manage wiiual machines |

You need to ensure that ServerAdmins can perform the following tasks:
Create virtual machine to the existing virtual network in RG2 only.

The solution must use the principle of least privilege.

Which two role-based access control (RBAC) roles should you assign to ServerAdmins? Each correct answer presents part of the solution.
NOTE: Each correct selection is worth one point.

A. the Network Contributor role for RG1.

B. the Network Contributor role for RG2

C. the Virtual Machine Contributor role for RG1.

D. the Contributor role for the subscription

E. a custom RBAC role for RG2

F. A custom RBAC role for the subscription

Answer: (SHOW ANSWER)
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NEW QUESTION: 126

You have an on-premises datacenter that contains multiple servers.

You have an Azure subscription.

You plan to onboard the on-premises servers to Microsoft Defender for Cloud by using a script.
You need to create an identity to enable the script to run without prompting for Microsoft Entra credentials.
Which type of identity should you create?

A. service principal

B. user account

C. system-assigned managed identity

D. user-assigned managed identity

E. group account

Answer: (SHOW ANSWER)

NEW QUESTION: 127

You have a hybrid configuration of Azure Active Directory (Azure AD).

All users have computers that run Windows 10 and are hybrid Azure AD joined.

You have an Azure SQL database that is configured to support Azure AD authentication.

Database developers must connect to the SQL database by using Microsoft SQL Server Management Studio (SSMS) and authenticate by using their on-premises Active Directory account.
You need to tell the developers which authentication method to use to connect to the SQL database from SSMS. The solution must minimize authentication prompts.

Which authentication method should you instruct the developers to use?

A. SQL Login

B. Active Directory - Universal with MFA support

C. Active Directory - Integrated

D. Active Directory - Password

Answer: (SHOW ANSWER)

Azure AD can be the initial Azure AD managed domain. Azure AD can also be an on-premises Active Directory Domain Services that is federated with the Azure AD.

Using an Azure AD identity to connect using SSMS or SSDT

The following procedures show you how to connect to a SQL database with an Azure AD identity using SQL Server Management Studio or SQL Server Database Tools.

Active Directory integrated authentication

Use this method if you are logged in to Windows using your Azure Active Directory credentials from a federated domain.

1. Start Management Studio or Data Tools and in the Connect to Server (or Connect to Database Engine) dialog box, in the Authentication box, select Active Directory - Integrated. No password is
needed or can be entered because your existing credentials will be presented for the connection.
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SQL Server

e T S — T S — T

Server type: Database Engine _ v
Server name: tedus database windows net v
Authentication: Active Directory - Integrated | v
DOMAIN\username _ _

Connect Cancel Help Options >>

2. Select the Options button, and on the Connection Properties page, in the Connect to database box, type the name of the user database you want to connect to. (The AD domain name or tenant ID"
option is only supported for Universal with MFA connection options, otherwise it is greyed out.) References:
https://github.com/MicrosoftDocs/azure-docs/blob/master/articles/sql-database/sql-database-aad- authentication-configure.md

NEW QUESTION: 128
You have an Azure subscription that contains the virtual networks shown in the following table.

Name | Subnet | Subnet-associated network
security group (NSG)
ViNet1 Subnetl NSG1

VNet2 | Subnet2 | NSG?2

NSG1 and NSG2 both have default rules only.
The subscription contains the virtual machines shown in the following table.

Name | Connected to
VM1 Subnetl
VM2 | Subnet2

The subscription contains the web apps shown in the following table.



Descriptionn
Uses an App Service plan inithe Premium pricing tier and

has virtual network integration with VNet1
Uses an App $efvice plan i solated pricing tier and
is deployed to Subnet2 1

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

WebApp1 can :on_pegt:l_;_é-;mf =

N%imrﬂmhmbcmnd traffic to WebApp1.

2AYA) WebApp2 can connect to VM1.

Answer:

Answer Area . ‘u" X
sugmes M ICFOSOft

WebApp1 can connect to VM2,
NSG1 controls inbound traffic to WebApp1.
WebApp2 can connect to VM1.

Explanation:

Microsoft _x




Answer Area

Statements

WebApp1 can connect to VM2,

NSG1.controls inbound traffic to WeBApp !

WebApp2 can connect to YM1.

No

- )

=

R Az~ b
Microsoit

O

NEW QUESTION: 129

You have an Azure subscription that contains two users named User1 and User2 and the blob containers shown in the following table.

Name Storage account Access policy
container1 | storagel Poligyl
_Container2 | storagel None =

Policy1 is configured as shown in the following exhibit.

Edit policy

Identifier ®

Permissiafis

Policy1

Read

Start time Expiry time

12:00:00 AN 12/31/2025

12:00:00 AM

(UTC+01:00) Belgrade. Braglishs.

The storage1 account has the following shared access signature (SAS) named SAS1:
* Allowed services: Blob

(UTC +01:00) Belgrade, Bratisl...

Microsoft

* Allowed resource types: Container

* Allowed permissions: Read, Write. List, Add, Create

* Blob versioning permissions: Enables deletion of versions

* Allowed blob index permissions: Read/Write

* Start and expiry date/time:

o Start: 12/1/2025

o End: 12/31/2025

Dates are in MM/DD/YYYY format.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.



MISWET Area

N— 5 '.a* N\ lcmsoﬁ;

When using SAS1, User1 can write to container2 on Decembe{ '@,EJTE O

s g
" .:" -._'. .
LB T R
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When using SAS1, User2 can write to ccmaiﬁ*ﬁ@hﬁe&mber 20, 2025. 0 ®

it ] -f—' .}:.:.-_.-:i -..:.'. i
When using SAS1, User1 cafiréaddrom container2 on January 10, 2025. ®
\':-_ =

Answer:
Answer Area |

werd S\ Nicrosoft - -

When using SAS1, User can write to container2 on December §, 2025.
When using SAS1, User2 can write to container 1 on-December 20, 2025. 10

When using SAS1, User1 canread ffom container2 on January 10, 2025. 9] 1O
Explanation:
Answer Area

Statements

When using SAS1, User1 can write to container2 on December 5,.2025.

8 using SAS1, User2 -F‘rtwnte to containgr l.on December 20, 2025.

VIiCFOSO

When using SAS1, User1 can read frgm cantainer2 on January 10, 2025.

NEW QUESTION: 130

You have two Azure subscriptions named Sub1 and Sub2. Sub1 contains a resource group named RG1 and an Azure policy named Policy1.

You need to remediate the non-compliant resources in Sub1 based on Policy1.

How should you complete the PowerShell script? To answer, drag the appropriate values to the correct targets. Each value may be used once, more than once, or not at all. You may need to drag the
split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.



Values Answer Area

Get-AzPolicyRemediation $policyAssignmentId = "/subscriptions/f@710c27-9663-4c05-1978-1b4bedle86a5/providers/Microsoft.Authorization/y

Set-AzContext Value -Subscription “Subl"

Value FolicyaSsignmeptId $policyAssignmentId -Name “"policyl™ -ResourceDiscovery

Set-AzResourceGroup

Start-AzPolicyComplianceScan

Start-AzPolicyRemediation ﬁvu ﬁﬂC m;@ g @ ft

Answer:
Values Answer Area
?_Get-A:PclicyRemediatinn F $policyAssignmentId = "/subscriptions/f@71€0c27-9663-4c05-19f8-1b4be@le86a5/providers/Microsoft.Authorization/g
H SetoAzContest i ﬂ_SEt'hICG"tEKt o -]-Sub5criptiun "Subl”
R e e I start-AzfolicyRemediation |-PolicyAssignmentId $policyAssignmentId -Name "policyl” -ResourceDiscovery

ﬂ Set-AzResourceGroup

|

—

irgtart—A:PﬂlicyCamplian{e5can i
|

Start-AzPolicyRemediation

Explanation:

* For the first blank, use Set-AzContext to set the current subscription context.

* For the second blank, use Start-AzPolicyRemediation to create and start a policy remediation for a policy assignment.

The final script should look like this:

$policyAssignmentld =" /subscriptions/f0710c27-9663-4c05-1978-1bdbedle86as/providers/Microsoft.

Authorization/f Value Set-AzContext -Subscription "Sub1" Value Start-AzPolicyRemediation - PolicyAssignmentld $policyAssignmentld -Name " policy1" -ResourceDiscovery

NEW QUESTION: 131

You have an on-premises server named Server1.

You have an Azure subscription that contains a Microsoft Sentinel workspace named Sentinel 1.

You install the Windows Firewall solution in Sentinel1.

You need to use Microsoft Sentinel to monitor Windows Defender Firewall on Server1.

What should you install on Server1, and what should you create in the Azure subscription? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.



Servertl: 6_&&31.! re Connected Machine agent = '_]

4 An Azure Pipelines agent
An on-premises data gateway
The Azure Connected Machine agent
The Microsoft Entra provisioning agent

A data collection endpoint (DCE)

. . @ Q A data collection rule (DCR)
— M I C ro S Of @ | A private endpoint
| Py An Azure Private Link service

E Subscription; l A data collection rule (DCR)

Answer:
Answer Area
Subscription: l A data collection rule (DCR) b l
| A data collection endpoint (DCE)
A private endpoint
An Azure Private Link service
Explanation:

@ Microsoft

' ’ ] ;‘__] >
Seqeaf Ty SIRe Azure Connected Machine agent

N a ! .::_.ﬁi?is-:riptlun. A data collection rule (DCR)

NEW QUESTION: 132

You have been tasked with configuring an access review, which you plan to assigned to a new collection of reviews. You also have to make sure that the reviews can be reviewed by resource owners.
You start by creating an access review program and an access review control.

You now need to configure the Reviewers.

Which of the following should you set Reviewers to?

A. Selected users.

B. Members (Self).

C. Group Owners.

D. Anyone.

Answer: C (LEAVE A REPLY)
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In the Reviewers section, select either one or more people to review all the users in scope. Or you can select to have the members review their own access. If the resource is a group, you can ask the
group owners to review.
Graphical user interface, application Description automatically generated with medium confidence

Reviewers
Reviewers Er:-,,;:n owners .
Group owners
Programs Selected ufers
Members (self)
Reference: \>

https://docs.microsoft.com/en-us/azure/active-directory/governance/create-access-review
https://docs.microsoft.com/en-us/azure/active-directory/governance/manage-programs-controls

NEW QUESTION: 133
You have an Azure subscription. That contains the virtual machines shown in the following table.

Mame | Operating system
cqoputen - sndows 10

.".".".'.""-"F".l‘ pr C e 040
Lomputerd | VVindows Semver JULs
Computerd | SUSE Linux Enterprise Server (SLES)

You need to enable file integrity monitoring in Microsoft Defender for Cloud. Which computers will support file integrity monitoring?
A. Computer1, Computer2, and Computer3

B. Computer 1 and Computer2 only

C. Computed and Computed only

D. Computed only

Answer: (SHOW ANSWER)

NEW QUESTION: 134

You have an Azure subscription that contains virtual machines.

You enable just in time (JIT) VM access to all the virtual machines.

You need to connect to a virtual machine by using Remote Desktop.

What should you do first?

A. From Azure Directory (Azure AD) Privileged Identity Management (PIM), activate the Security administrator user role.
B. From Azure Active Directory (Azure AD) Privileged Identity Management (PIM), activate the Owner role for the virtual machine.
C. From the Azure portal, select the virtual machine, select Connect, and then select Request access.

D. From the Azure portal, select the virtual machine and add the Network Watcher Agent virtual machine extension.
Answer: (SHOW ANSWER)

Reference:

https://docs.microsoft.com/en-us/azure/virtual-machines/windows/connect-logon
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NEW QUESTION: 135

You have an Azure subscription that contains a route table named RT1. RT1 includes a route that has the following configurations:
* Name: RouteA

* IP address prefix: 192.168.0.0/24

* Next hop IP address: 172.16.10.10

You are evaluating whether to add the routes shown in the following table.

IP address prefix HNext hop IP address

182 168.1 ¥72.16.1020

Which routes can you add to RT1?
A. Route1 and Route3 only

B. Route1 only

C. Route1 and Route2 only

D. Route2 and Route3 only

E. Route3 only

F. Route2 only

Answer: A (LEAVE A REPLY)

NEW QUESTION: 136

You have a Microsoft Entra tenant.

You need to prevent nonprivileged Microsoft Entra users from creating service principals in Microsoft Entra ID.
A. From the Properties blade, set Enable Security defaults to Yes.

B. From the Properties blade, set Access management for Azure resources to No.

C. From the User settings blade, set Restrict access to Microsoft Entra ID administration portal to Yes.

D. From the User settings blade, set Users can register applications to No.

Answer: D (LEAVE A REPLY)

Valid AZ-500 Dumps shared by Actual4test.com for Helping Passing AZ-500 Exam! Actual4test.com now offer the newest AZ-500 exam dumps, the Actuald4test.com AZ-500 exam questions
have been updated and answers have been corrected get the newest Actuald4test.com AZ-500 dumps with Test Engine here: https://www.actual4test.com/AZ-500_examcollection.html (517

Q&As Dumps, 30%OFF Special Discount: Freepdfdumps)

NEW QUESTION: 137
You have an Azure subscription named Sub1 that contains the storage accounts shown in the following table

MName Resource growp
storage RG!
storaged | RGT

storagal | BG2
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The storage3 storage account is encrypted by using customer-managed keys.

YOU need to enable Microsoft Defender for storage to meet the following requirements.

* The storage1 and storage2 account must be include in the defender for storage requirement.

* The storage3 account must be exclude from the Defender for Storage protections.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and them in the correct order.

Adtions

For toragel gisenie the customes-managed kiys

Erable the Deferder for Btorsge pan for Subl.

For storapel, a3¢gr e AzDefenoerPanArtolna'e 1ag aNa St the value 10 off

Eraoie tre Defender for Storsge pan for RGY

Answer:

l"m.' Mﬂnlum—mm—m—i——n——-ﬂ——-—i—-——p——-l——l

 For moraged osanie the customer-managed keys I 1) Erabie the Deferder for Storege pan for Subl, |

______________________ | —=Eaeh EaE R EREEREEREEREEEREERE=EE=E=B=2B =B =2 =2 === =

| D'sanie Defencer for Storage for storaged 211 rorsorages, ass.gr the AzDefencerPanincEnane tag ang et tne vaie 10 off I ~
|?_.._:_.;'__s__——5 ———————————— 3 1.'&1-‘““%‘1'&1-':-“"‘-1-“1—‘1

Erabie the Diferder for Storage pian for Subl % iy

s i e e e ) | | Enaple the Deferder for Storage par for RG | o
| Fersteraged assign tre AzDefengerPiardutoBranie tag and 12t the value 10 off | o demr= i e et By o T b B i e ’.'*1- o= s S A

B G e e R R e e G e R g g g = -

|| Eranie the Deferder for Starape plan for RG1 ! M I C FO SO{ i:
Explanation:

Agbion Anvwer Alea

For porage ) Ciabie the cuslomer-mansped byl 1| | Enatie the Deferder fopStotage pian fgr S0t

Dianie Defenger for Storage for Stodpgel @ z Far fiodaped, 151 gr e AzDefenperPisnautoEnanie tag ang sel the value 1o oif ‘ e

® 3 |Eratiethe Deferder for Storage pan for BGT (V:

NEW QUESTION: 138
You have an Azure Active Directory (Azure AD) tenant named contoso.com that contains the users shown in the following table.

Name o7 Role
Admin1 Glaobal administrator

T LT

Admin2 . Group administrator
Admin3 = Micraapser administrator

Contoso.com contains a group naming policy. The policy has a custom blocked word list rule that includes the word Contoso.
Which users can create a group named Contoso Sales in contoso.com? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.



Users who can create a security group named Contoso Sales:

k‘:—
in1 only
min1 and Admin2 only
Admin1 and Admin3 only

Admin1, Admin2, and Admin3

w

Admini only

Admint and Admin2 only

Admin1 and Admin3 only
; -

Answer:

in3

Users who can create a security groug

Users who can create an Office 365 group nRrBantusn Sales:

O

Admin1, Admin2, and Admin3

Admin1 only
Admin1 and Admin2 on!y

i ———_ —___—__j—

| Admin1 and Admin3 unly

Admin1, Admin2, and Adml n3

Explanation:

Jsers who can create a security group named Contoso Sales: v
Admin1 only

Admm; and Admin2 only

- ~ C @m and Admin3 only

=0 M ICro SOft PR A )= * 7| Admin1, Admin2, and Admin3

Jsers who can create an gfﬁ;gﬂggﬁ-g@iﬁﬁéﬁedftumusu Sales: v

fyecl Admin1 only

Reference:

Adr_'n_ﬂn‘i and Admin2 only
Admind and Admin3 only
Admin1, Admin2, and Admin3

https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/groups-naming-policy

NEW QUESTION: 139

You have an Azure subscription that contains the virtual machines shown in the following table.




Name Operating system
VM1 Windows Server 2016
VM2 Ubuntu Server 18.04 LTS

From Azure Security Center, you turn on Auto Provisioning.
You deploy the virtual machines shown in the following table.

Name Operating system
VM3 Windows Server 2016
VM4 Ubuntu Server 18.04 LTS

On which virtual machines is the Log Analytics agent installed?

A. VM3 only

B. VM1 and VM3 only

C. VM3 and VM4 only

D. VM1, VM2, VM3, and VM4

Answer: D (LEAVE A REPLY)

When automatic provisioning is On, Security Center provisions the Log Analytics Agent on all supported Azure VMs and any new ones that are created.

Supported Operating systems include: Ubuntu 14.04 LTS (x86/x64), 16.04 LTS (x86/x64), and 18.04 LTS (x64) and Windows Server 2008 R2, 2012, 2012 R2, 2016, version 1709 and 1803
Reference:

https://docs.microsoft.com/en-us/azure/security-center/security-center-enable-data-collection

NEW QUESTION: 140

Note: The question is included in a number of questions that depicts the identical set-up. However, every question has a distinctive result. Establish if the solution satisfies the requirements.

Your company has an Active Directory forest with a single domain, named weylandindustries.com. They also have an Azure Active Directory (Azure AD) tenant with the same name.

You have been tasked with integrating Active Directory and the Azure AD tenant. You intend to deploy Azure AD Connect.

Your strategy for the integration must make sure that password policies and user logon limitations affect user accounts that are synced to the Azure AD tenant, and that the amount of necessary
servers are reduced.

Solution: You recommend the use of federation with Active Directory Federation Services (AD FS).

Does the solution meet the goal?

A. Yes

B. No

Answer: B (LEAVE A REPLY)

A federated authentication system relies on an external trusted system to authenticate users. Some companies want to reuse their existing federated system investment with their Azure AD hybrid
identity solution. The maintenance and management of the federated system falls outside the control of Azure AD. It's up to the organization by using the federated system to make sure it's deployed
securely and can handle the authentication load.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-pta

NEW QUESTION: 141
You have an Azure subscription that contains an Azure SQL database named SQL1 and an Azure key vault named KeyVault1. KeyVault1 stores the keys shown in the following table.
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Mame | Type | RSA key size | Elliptic curve name
Kyt BSA | 2045 Mot applicable

Keyd | ASA | 3072 Mot cpplicabie

Key3 | RSA | 4096 Not agplicoble

Keyd | EC Mot applicodie | P-512

You reed to configure Transparent Data Encryption (TDE). TDE will use a customer-managed key for SQL1?
A. Key2 only

B. Key1 only

C. Key1 and key2 only

D. Key1. Key2 Key3. and Key4

E. Key2 and Key3 only

Answer: E (LEAVE A REPLY)

NEW QUESTION: 142
You have an Azure subscription named Sub1 that contains the resources shown in the following table.

Resource
group

Type Region

Azure Storage account East US RG1

Azure virtual machine East US RG2
Azure key vault-, East US 2 RG1

|\Azd ée BQL Bdtabase East US 2 RG2

You need to ensure that you can provide VM1 with secure access to a database on SQL1 by using a contained database user.
What should you do?

A. Enable a managed service identity on VM1.

B. Create a secret in KV1.

C. Configure a service endpoint on SQL1.

D. Create a key in KV1.

Answer: A (LEAVE A REPLY)
https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/tutorial-windows- vm-access-sql

NEW QUESTION: 143
You have a network security group (NSG) bound to an Azure subnet.
You run Get-AzureRmNetworkSecurityRuleConfig and receive the output shown in the following exhibit.
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Name

Description

Protocol

SourcePortRange
DestinationPortRange
SourcefddressPrefix
DestinationAddressPrefix
SourcelApplicationSecurityGroups
DestinationBpplicationSecurityGroups
Access

Priority

Direction

Name

ProvisionIngState

Description

Protocol

SourcePortRange
DestinationPortRange
SourceAddressPrefix
DestinationAddressPrefix
SourcelfpplicationSecurityGroups
DestinationipplicationSecurityGroups
Access

Priority

Direction

Name

Description

Protocol

SourcePortRange
DestinationPortRange
SourceAddressPrefix
DestinationAddressPrefix
SourcefApplicationSecurityGroups
DestinationApplicationSecurityGroups
Access

Priority

Direction

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.

DenyStorageAccess

*

{*]}

{*)

o
{Storage}
[]

(]
Deny

105
Outbound

StorageEAZAllow
Succeeded

['l.‘

142

{*]}
{Storage/EastUS2}
[]
[]

Allow

104

Outbound

Contoso FTP

TCP
{*)
{21)
{1.2.3.4/32}
{10.0.0.5/32)
[]
[]
Allow
S04
Inbound




Traffic destined for an Azure Storage account is [answer choice]. | v

able to connect to East US

able to connect to East US 2

abléto connect to West Europe
prevented from connecting to all regions

‘TP connections from 1.2.3.4t010.0.0.10/32 are [answer choice]. ‘ \ 4

allowed
dropped
forwarded
Answer:
Traffic destined for an Azure Storage account is [answer choice]. | v
able to connect to East US
able to connect to East US2 _ |
able to connect to West Europe
prevented from connecting to all regions
EIE.connectiond fror 3.2.304t6 10.0.0.10/32 are [answer choice]. A 4
allowed
dropped _
forwarded
Explanation:

Box 1: able to connect to East US 2

The StorageEA2Allow has DestinationAddressPrefix {Storage/EastUS2}

Box 2: dropped

Reference:
https://docs.microsoft.com/en-us/azure/virtual-network/manage-network-security-group

NEW QUESTION: 144

You have an Azure subscription that contains 100 virtual machines. Azure Diagnostics is enabled on all the virtual machines.

You are planning the monitoring of Azure services in the subscription.

You need to retrieve the following details:

* |dentify the user who deleted a virtual machine three weeks ago.

* Query the security events of a virtual machine that runs Windows Server 2016.

What should you use in Azure Monitor? To answer, drag the appropriate configuration settings to the correct details. Each configuration setting may be used once, more than once, or not at all. You

may need to drag the split bar between panes or scroll to view content.



NOTE: Each correct selection is worth one point.

Settings Answer Area
| Activitylog |
: : :
| Logs | Identify the user who-deleted a virtual machine three weeks ago:
 Metrics Query the security events of a virtual machi ne that runs
| . Windows Server 2016: Nirvrncrtr
‘Senvice Health | VIILWI VOV L
Answer:
Settings Answer Area
’J_Actmty log. |
<. .
=222 1 Identify the user who deleted a virtual machine three weeks ago: | Activity log 1
Metrics 1 query the security events of a virtual machine that runs TP E
o Windows Server 2016: Rl
L Service Healtpr
Explanation:

Identify the user who deleted a virtual machine three weeks ago: | Actmty log |

Query the security events of a virtual nachine that runs - |
Windows Server 2016 W TP 0

Box1: Activity log

Azure activity logs provide insight into the operations that were performed on resources in your subscription.

Activity logs were previously known as "audit logs" or "operational logs," because they report control-plane events for your subscriptions.

Activity logs help you determine the "what, who, and when" for write operations (that is, PUT, POST, or DELETE).

Box 2: Logs

Log Integration collects Azure diagnostics from your Windows virtual machines, Azure activity logs, Azure Security Center alerts, and Azure resource provider logs. This integration provides a unified

dashboard for all your assets, whether they're on-premises or in the cloud, so that you can aggregate, correlate, analyze, and alert for security events.
References:

https://docs.microsoft.com/en-us/azure/security/azure-log-audit



NEW QUESTION: 145

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the stated goals. Some question sets might
have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
You have a hybrid configuration of Azure Active Directory (AzureAD).

You have an Azure HDInsight cluster on a virtual network.

You plan to allow users to authenticate to the cluster by using their on-premises Active Directory credentials.

You need to configure the environment to support the planned authentication.

Solution: You create a site-to-site VPN between the virtual network and the on-premises network.

Does this meet the goal?

A. Yes

B. No

Answer: (SHOW ANSWER)

You can connect HDInsight to your on-premises network by using Azure Virtual Networks and a VPN gateway.

Note: To allow HDInsight and resources in the joined network to communicate by name, you must perform the following actions:
Create Azure Virtual Network.

Create a custom DNS server in the Azure Virtual Network.

Configure the virtual network to use the custom DNS server instead of the default Azure Recursive Resolver.

Configure forwarding between the custom DNS server and your on-premises DNS server.

References:

https://docs.microsoft.com/en-us/azure/hdinsight/connect-on-premises-network
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-howto-site-to-site-resource-manager-portal

NEW QUESTION: 146

You plan to use Azure Sentinel to create an analytic rule that will detect suspicious threats and automate responses.
Which components are required for the rule? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Jetect suspicious threats -
A Kusto query language query

A Transact-SQL query

An Azure PowerShell query

An Azure Sentinel playbook

\utomate responses: v
30 An Azure Functions app

An Azure PowerShell script

An Azure Sentinel playbook

An Azure Sentinel workbook

Answer:
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Jetect suspicious threats: -

|/A Kusto query language query |
A Transact-5QL query
An Azure PowerShell query

An Azure Sentinel playbook

\utomate responses: v
An Azure Functions app

An Azure PowerShell script
AnAzure Sentinel playbook |
AnAure Sentinélworkbook

Explanation:
letect suspicious threats: -
A Kusto query language query
A Transact-SQL query
An Azure PowerShell query
An Azure Sentinel playbook
utomate responses: Microsco¥t
AnAzure Functionsapp
An Azure PowerShell script
An Azure Sentinel playbook
An Azure Sentinel workbook
Reference:

https://docs.microsoft.com/en-us/azure/sentinel/tutorial-detect-threats-custom
https://docs.microsoft.com/en-us/azure/sentinel/tutorial-respond-threats-playbook

NEW QUESTION: 147
You have an Azure subscription that contains the resources shown in the following table.

Name | = Type
VM Virtual machine
VINet1 | Virtual network
AFWT | Azure firewall

You need to configure AFW1 to only allow traffic from VM1 to storage accounts in the West US Azure region. The solution must minimize administrative effort.
What should you configure?

A. a DNAT rule

B. an SNAT private IP address range

C. a network rule

D. an application rule

Answer: C (LEAVE A REPLY)

NEW QUESTION: 148
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Your network contains an on-premises Active Directory domain named adatum.com that syncs to Azure Active Directory (Azure AD). Azure AD Connect is installed on a domain member server named
Server1.

You need to ensure that a domain administrator for the adatum.com domain can modify the synchronization options. The solution must use the principle of least privilege.

Which Azure AD role should you assign to the domain administrator?

A. Security administrator

B. Global administrator

C. User administrator

Answer: (SHOW ANSWER)

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/reference-connect-accounts-permissions

NEW QUESTION: 149

Lab Task

Task 1

You need to ensure that connections from the Internet to VNET 1\subnetO are allowed only over TCP port

7777. The solution must use only currently deployed resources.

Answer:

see the task answer with step by step below:

Explanation:

You need to configure the Network Security Group that is associated with subnetO.

1. In the Azure portal, type Virtual Networks in the search box, select Virtual Networks from the search results then select VNET1. Alternatively, browse to Virtual Networks in the left navigation pane.
2. In the properties of VNET1, click on Subnets. This will display the subnets in VNET1 and the Network Security Group associated to each subnet. Note the name of the Network Security Group
associated to SubnetO.

3. Type Network Security Groups into the search box and select the Network Security Group associated with SubnetO.

. In the properties of the Network Security Group, click on Inbound Security Rules.

. Click the Add button to add a new rule.

. In the Source field, select Service Tag.

. In the Source Service Tag field, select Internet.

. Leave the Source port ranges and Destination field as the default values (* and All).

9. In the Destination port ranges field, enter 7777.

10.Change the Protocol to TCP.

11.Leave the Action option as Allow.

12.Change the Priority to 100.

13.Change the Name from the default Port_8080 to something more descriptive such as Allow_TCP_7777_from_Internet. The name cannot contain spaces.
14.Click the Add button to save the new rule.

o N o O~

NEW QUESTION: 150

You have an Azure subscription that contains an Azure Sentinel workspace.

Azure Sentinel is configured to ingest logs from several Azure workloads. A third-party service management platform is used to manage incidents.
You need to identify which Azure Sentinel components to configure to meet the following requirements:

* When Azure Sentinel identifies a threat, an incident must be created.
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* A ticket must be logged in the service management platform when an incident is created in Azure Sentinel.
Which component should you identify for each requirement? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

When Azure Sentinel identifies a threat, an incident W R |
must be created: = W

Data connectors
Playbooks
Workbooks

A ticket must be logged in the service management platform ‘ v
~hen an incident is created in Azure Sentinel: Anabfics

Data connectors
Playbooks
Warkbhooks

Answer:

‘When re Sentinel identifies a threat, an incident

must Be/ereatedD SOTT [Analytics
Data connectors
Playbooks
_ _ , Workbooks
A ticket must be logged in the servicé'Ménagement platform
when an incident is greatedin Azure Sentinel: Analviics
Pa_ta_{:o_nngcmrs
Playbooks |
Workbooks
Explanation:
When Azure Sentinel identifies a threat. an incident | v
* !
must be created: Analytics
i |Data connectors
Playbooks
24N Workbooks
A ticket must be logged in the service management platform ‘ 5
when an incident is creat&ei i Azure Sentinel: Analyiics
- Data connectors
V11 crosoi|Blaybooks
Workbooks

Reference:



https://docs.microsoft.com/en-us/azure/sentinel/create-incidents-from-alerts
https://docs.microsoft.com/en-us/azure/sentinel/tutorial-respond-threats-playbook

NEW QUESTION: 151

You have an Azure SQL Database server named SQL1.

You plan to turn on Advanced Threat Protection for SQL1 to detect all threat detection types.

Which action will Advanced Threat Protection detect as a threat?

A. A user updates more than 50 percent of the records in a table.

B. A user attempts to sign as select * from table1.

C. A user is added to the db_owner database role.

D. A user deletes more than 100 records from the same table.

Answer: B (LEAVE A REPLY)

Advanced Threat Protection can detect potential SQL injections: This alert is triggered when an active exploit happens against an identified application vulnerability to SQL injection. This means the
attacker is trying to inject malicious SQL statements using the vulnerable application code or stored procedures.

References:
https://docs.microsoft.com/en-us/azure/sql-database/sql-database-threat-detection-overview
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NEW QUESTION: 152
You have a Microsoft Entra tenant that contains the users shown in the following table.

Member of .
Adminl | Groupl | Global Agmihistrator

AdminZ Group1 Privilacyed Authentication A drdidl stratorc
Userl MNone MNowie

You configure the Temporary Access Pass settings as shown in the following exhibit.
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Temporary Access Pass settings

for bootstrapping new accounts, account recovery, or when other hods are unavailable.
Learn more.

TAP is issuable only by administrators. and is seen by the syst 5trong authentication. It is not
usable for Self Service Password Reset. @ ®

Enable and Target  Configure &Q

Temporary Access Pass, or TAP, 1s a time-hmited or imited-use pass &at can be used by users

Enable 0 Ké
Include  Exclude b

Target O All users &d groups

Add groups

B M ic rosoﬁt —

Group1 Group | Optional

You add the Temporary Access Pass authentication method to Admin2.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.



Answer Area

Statements A Yes

Admin1 can view the Temporary Access Pass of Admin2. O
Admin2 can add the TemporaryAccess Pass authentication method to User1. O

Admin2 can

%@%%M;@f@g@#*atinn method to Admin1, O

No

Answer:

Answer Area ‘ v,

L =
Statements i -ﬁk
’i
Adm|n1 can view the Temporary Access Pamﬁ%&nmz
r'-k ‘“p

'Microsoft >

in2 can add the Tempcralyf\m ss authentication method to User1.
i LT ""\"l:""-\.r-':l

‘i.;,:_\ ‘3’
-._-Lﬁ-

-N_*\.

Admin2 can add the Tern r%@ccess. Pass authentication method to Admin1.

Explanation:

Statements . - M ic rOSOf\I

Admin1 can view the Temporary Access Pass of Admin2. O

Admin2 can add the Temporary Access Pass authentication method to User1. ®

Admin2 can add the Temporany Access Pass authentication method to Admin1.

NEW QUESTION: 153

You have been tasked with applying conditional access policies for your company's current Azure Active Directory (Azure AD).
The process involves assessing the risk events and risk levels.

Which of the following is the risk level that should be configured for users that have leaked credentials?




A. None

B. Low

C. Medium

D. High

Answer: D (LEAVE A REPLY)

These six types of events are categorized in to 3 levels of risks - High, Medium & Low:

Table Description automatically generated

Sign-in Activity Risk Level

Users with leaked credentials | High

Sign-ins from anonymous IP Medium
addresses

Impossible travel to atypical
locations

Sign-ins from infected devices

Sign-ins from IP addresses with
suspicious activity

Sign-ins from unfamiliar locations | Medium

Reference:
http://www.rebeladmin.com/2018/09/step-step-guide-configure-risk-based-azure-conditional-access-policies/

NEW QUESTION: 154

You have five Azure subscriptions linked to a single Azure Active Directory (Azure AD) tenant.

You create an Azure Policy initiative named SecurityPolicylnitiative1.

You identify which standard role assignments must be configured on all new resource groups.

You need to enforce SecurityPolicylnitiative1 and the role assignments when a new resource group is created.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the correct order.
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Actions

| Publish an Azure Blueprints version

‘ Assign an Azure blueprint.

; Create a policy assignment.

[
| Create a custom role-based access control (RBAC) role. |

Create a dedicated management subscription.

| Create an Azure Blueprints definition.

[ £.% -
| Create an initiative assignment. ~

Answer:
Actions . . . Answer Area
, . ) . I Y I E%Q—ﬁ '3
 Fiblshan hake Bheopnisversion, =~ EENEESE ) : Create an Azure Blueprints definition. ,
PESHHRATHEBHIEINE ==000909) ) 0 0 0 F e e e e v e S i - >

I i -

I
———————————————————— : ‘ Publish an Azure Bl m :
| Create a policy assignment. Sieth e Le ua_ ___________

Greate a dedicated anasrmb

Explanation:

Create an Azure Blueprints deﬁ%m j{g\rosoft
o
Publish an Azure Blu;&;{asﬁ} on
-y )

e
Assign an Azu‘r‘e blueprint.

Reference:




https://docs.microsoft.com/en-us/azure/governance/blueprints/create-blueprint-portal
https://docs.microsoft.com/en-us/azure/azure-australia/azure-policy

NEW QUESTION: 155
You have an Azure subscription that contains an Azure SQL Database logic server named SQL! and an Azure virtual machine named VM1. VM1 uses a private IP address only.
The Firewall and virtual networks settings for SQL1 are shown in the following exhibit.

ssources togdcoess s Berter
W, [P

Yilra ' T
89.212.25.106 IVIICT OS50

Start IP

Virtual network Subnet

You need to ensure that VM1 can connect to SQL1. The solution must use the principle of least privilege.
What should you do?

A. Set Allow Azure services and resources to access this server to Yes.

B. Set Connection Policy to Proxy.

C. Create a new firewall rule.

D. Add an existing virtual network.

Answer: C (LEAVE A REPLY)

NEW QUESTION: 156
You suspect that users are attempting to sign in to resources to which they have no access.
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You need to create an Azure Log Analytics query to identify failed user sign-in attempts from the last three days. The results must only show users who had more than five failed sign-in attempts.
How should you configure the query? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

let timeframe = 3d;
SecurityEvent

| where TimeGenerated > ago(3d)
| where AcccountType == ‘User’ and W ==4625
ActivitylD
DataType
EventiD
QuantityUnit

| Summarie failed login attempts= v

Count(),

Countif(),
KAl Makeset()
\ / ,":'H- ncrn . 3
‘ ViiILIUD i l Sp’llt{},

latest _failed login=arg_max(TimeGenerated by Accoun

wharase failad lTmamin atrteamnte > §

Answer:

let timeframe = 3d;

SecurityEvent
| where TimeGenerated > ago (3d) _ :
| where AcccountType == ‘User’ and W ==4625
ACININID, 4 - :
.DQET"D-Ié vi k. -
EventD |
QuantityUnit
| Summarie failed login ‘@ttempts= :'
Count(), |
Countif(),
Makeset(),
Split(),

latest failed login=arg max (TimeGenerated by Accoun

where failed loaoin attemnts > 5§
Explanation:



let timeframe = 3d;

SacurityEvent

| whera TimaGesnerated > ago (3d)

| where AcccountType == ‘User’ and _"‘
ActiatylD
DataType
EventiDy | {1
QuarttityUnit

| Summarieffailédd 1ogin attempts= v

Count(),
Countif(),
Makeset(),
Split(),

latest failed login=azgamax(TimeGeneratgd by Account
| where failed login attempie *I¥IICIOSOTI

Yo

The following example identifies user accounts that failed to log in more than five times in the last day, and when they last attempted to log in.
let timeframe = 1d;

SecurityEvent

| where TimeGenerated > ago(1d)

| where AccountType =="'User ' and EventID == 4625 // 4625 - failed log in

| summarize failed_login_attempts=count(), latest_failed_login=arg_max(TimeGenerated, Account) by Account

| where failed_login_attempts > 5

| project-away Account1

References:

https://docs.microsoft.com/en-us/azure/azure-monitor/log-query/examples

NEW QUESTION: 157

You create an alert rule that has the following settings:

* Resource: RG1

* Condition: All Administrative operations

* Actions: Action groups configured for this alert rule: ActionGroup1
* Alert rule name: Alert1

You create an action rule that has the following settings:

* Scope: VM1

* Filter criteria: Resource Type = "Virtual Machines"

* Define on this scope: Suppression

* Suppression config: From now (always)

* Name: ActionRule1

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
Note: Each correct selection is worth one point.



Q”
&

o
If you add a tag to'RG1, an alert is triggered. O

[Vtatemenits T Yes No
e O
If you start VM1, an alertis triggered. O O
S
N
If you start VM2, an alert i;g{@’g’emd. O O
O

Answer:

. Mlcr%(?e ents

If you start VM1, an alert is triggered.

If you start VM2, an alert is triggered.

If you add a tag to RG1, an alert is triggered. O

Explanation:

Statements Yes

If you start VM1, an alert is triggered. O

If you start VM2, an alert is triggered. ‘ O ‘

WMJé:g Bgc‘gf{til, an alert is triggered. O

Box 1:

The scope for the action rule is set to VM1 and is set to suppress alerts indefinitely.
Box 2:

The scope for the action rule is not set to VM2.

Box 3:



Adding a tag is not an administrative operation.

References:
https://docs.microsoft.com/en-us/azure/azure-monitor/platform/alerts-activity-log
https://docs.microsoft.com/en-us/azure/azure-monitor/platform/alerts-action-rules

NEW QUESTION: 158

You have an Azure subscription. The subscription contains Azure virtual machines that run Windows Server

2016.

You need to implement a policy to ensure that each virtual machine has a custom antimalware virtual machine extension installed.
How should you complete the policy? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
{
wifr :
wallofer: [
{
“field” : “type”,
“aquals”: "Wicrosoft.fompute/virtualMachines

}
{

“fiaeld” : “"“WMicrosoft.Compute/imagaSKU"”,
“aquals®” : “20l6-Datacenter”,

}

¥,

“then” : |
“ﬂ.ffEGt" : an v " r
Append
Deny
DeployifNotExists

vdetalls> : |

“type” : “Microsoft.GuestGonfigurationdguestGonfigurationAssignments”,
“wraleDafinitionsIds» : [

“/providers/microsoft. anthorization/roleDefinitions/12345678-1234-5678-aboad~-012345678910"
1,

“nama® ! “ocustomExtension”,

“deployment®” : [
“prc:per:l:ias” o

*mode”: “inGremental’.

“parameters” : |
} .
k1! v s {
existenceCondition
resources
template

Answer:



{

| VT
wjifErr = {
allogr: | B ICFrOSO
{
wfiald” : “typa”,
“eguals”: “Microsoft.Clompute/virtualMachines””

}

{

“fFiald” : “WMicrosoft.Compute/imagesSKU*,
“aquals” : “20l6-Datacenter”,

“ef:.faat" ;v |v i oo
Append
DeployifNotExists | Q

“details~ : {

“type” : “Microsoft.GuestCGonfigurations/gues ationAssignments”,

“roleDefinitionsIds» : [
w/providers/microsoft. autharizath nitions/12345678-1234-5678-abcd-0123456789107

1,

“name®” : “ogustomExtension”®

]
“deployment®” : {

wproperties» : | Q
“mode”;: “incremsntal”
“parameters® : { e

| 'S
"

{
existenceC

Explanation:



}.

o 11 <@ Microsoft

Append
Deny

DeployifNotExists

“details» : {

“type” : “Microsoft.GuestGonfigurations/guestGonfigurationAssignments”,
“roleDefinitionsIds» : [

“w/providers/microsoft.authorization/roleDefinitions/12345678-1234-5678-abaed-012345678910"
1,

“name® : “customExtension”,
“deployment” : {
wpropertiesv : {

“mode”: “incremental”.
“paramaters®” : |

| 3

" v N 'E
EIiS’l’EﬂE’ECOﬂdiIi_ﬂﬂ
resources

template

Box 1: DeploylfNotExists

DeploylfNotExists executes a template deployment when the condition is met.

Box 2: Template

The details property of the DeploylfNotExists effects has all the subproperties that define the related resources to match and the template deployment to execute.
Deployment [required]

This property should include the full template deployment as it would be passed to the Microsoft.Resources

/deployment

References:

https://docs.microsoft.com/en-us/azure/governance/policy/concepts/effects

NEW QUESTION: 159

You have a Microsoft Entra tenant that contains a user named User1.
You have an app registration named App1.

For App1, you create an app role named Role1.

You need to assign User1 to Role1.

What should you use in the Azure portal?

A. Roles and administrators from the Microsoft Entra admin center
B. API permissions for App1 from App registrations

C. Users and groups for App1 from Enterprise applications



D. App roles for App1 from App registrations
E. Roles and administrators for App1 from Enterprise applications
Answer: C (LEAVE A REPLY)

NEW QUESTION: 160
You have an Azure subscription that contains the virtual networks shown in the following table.

Mame Location Peered with
VMNet] East US WMNet2
VMNet? West US YWMeti

The virtual networks contain the subnets shown in the following table.

@ Microsoft o'

Statements

@% ’
You can assocuate RT1 with Subnet3. &

You can delete RT1

When you attempt to -:I{ @Z@;g VM1, trafhic is routed to 172161010

Answer:

Statements

You can assodate RT1 with Subnetd

You can delete BT

When you atternpt to ping VM2 from Vel
L hal

Explanation:
Answer Area . N ]

. Microsoft

You can associate RT1 with Subnet3

You can delete RT1 @

When you attempt to ping,@-@ﬁnm VM1, traffic is routed to 172.16.10.10 O .

¢
%
2

NEW QUESTION: 161
You have Azure virtual machines that have Update Management enabled. The virtual machines are configured as shown in the following table.

Name o Region Resource group
VM1 mEmus RG1

VM2 Windows Server 2012 R2 WestUS RG1
VM3 Windows Server 2016 West US RG2
VN4 Ubuntu Server 18.04LT5 West US RGZ
VM5 Red Hat Entarpiise Linux 7.4 EastUS RG1
VM6 Cent0S 7.5 EastuS RG1
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You schedule two update deployments named Update1 and Update2. Update1 updates VM3. Update2 updates VMG6.
Which additional virtual machines can be updated by using Update1 and Update2? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

M icrosoft
Update1: | v

|
VM2 only
VM4 only
VM1 and VM2 only

VM1, VM2, VM gsgaqmms

| \
Update?it Eepd i v
VMS only
VM1 and VM5 only
VM4 and VM5 only
VM1, VM2, and VM5 only
VM1, VM2, VM3, VM4, and VM5

Answer:

VM2 only
VM4 only

VMS only

VM1 and VM5 only_

'VM4 and VM5 only '

VM1, VMZ, and VM5 only
LVM1, VM2, VM3, VM4, and VM5

Explanation:



Update1: v

VM2 only
VM4 only
VM1andVM2only 6 . |
VM1, VM2, VM4 VM5 and VM6

Update2: v

VMS& only

Vi1 and VM5 only

VM4 and VM5 only

VM1, VM2, and VM5 only

VM1, VM2, VM3, VM4, and VM5

Update1: VM1 and VM2 only

VM3: Windows Server 2016 West US RG2

Update2: VM4 and VM5 only

VM6: CentOS 7.5 East US RG1

For Linux, the machine must have access to an update repository. The update repository can be private or public.
References:

https://docs.microsoft.com/en-us/azure/automation/automation-update-management

NEW QUESTION: 162

You need to configure WebApp1 to meet the data and application requirements.

Which two actions should you perform? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. Upload a public certificate.

B. Turn on the HTTPS Only protocol setting.

C. Set the Minimum TLS Version protocol setting to 1.2.

D. Change the pricing tier of the App Service plan.

E. Turn on the Incoming client certificates protocol setting.

Answer: (SHOW ANSWER)

Refer https://docs.microsoft.com/en-us/azure/app-service/app-service-web-configure-tls-mutual-auth

Topic 1, Litware, inc

This is a case study. Case studies are not timed separately. You can use as much exam time as you would like to complete each case. However, there may be additional case studies and sections on
this exam. You must manage your time to ensure that you are able to complete all questions included on this exam in the time provided.

To answer the questions included in a case study, you will need to reference information that is provided in the case study. Case studies might contain exhibits and other resources that provide more
information about the scenario that is described in the case study. Each question is independent of the other question on this case study.
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At the end of this case study, a review screen will appear. This screen allows you to review your answers and to make changes before you move to the next sections of the exam. After you begin a
new section, you cannot return to this section.

To start the case study

To display the first question on this case study, click the Next button. Use the buttons in the left pane to explore the content of the case study before you answer the questions. Clicking these buttons
displays information such as business requirements, existing environment, and problem statements. If the case study has an All Information tab, note that the information displayed is identical to the
information displayed on the subsequent tabs. When you are ready to answer a question, click the Question button to return to the question.

Overview

Litware, Inc. is a digital media company that has 500 employees in the Chicago area and 20 employees in the San Francisco area.

Existing Environment

Litware has an Azure subscription named Sub1 that has a subscription ID of 43894a43-17c2-4a39-8cfc-

3540c2653ef4.

Sub1 is associated to an Azure Active Directory (Azure AD) tenant named litwareinc.com. The tenant contains the user objects and the device objects of all the Litware employees and their devices.
Each user is assigned an Azure AD Premium P2 license. Azure AD Privileged ldentity Management (PIM) is activated.

The tenant contains the groups shown in the following table.

Type Description

A group that has the Dynamic User membership type,
contains all the San Francisco users, and provides
access to many Azure AD applications and Azure
resources.

A group that has the Dynamic User membership type and
contains the Chicage IT¥8dm T OQOSOTT

Security group

Security group

The Azure subscription contains the objects shown in the following table.
Name Type Description

VNet1 is a virtual network that contains

security-sensitive IT resources. VNet1

contains three subnets named Subnet0,

Subnet1, and AzureFirewallSubnet.

VMO is an Azure virtual machine that runs

Windows Server 2016, connectsto

Subnet0, and has just in time (JIT) VM

access configured.

VM1 is an Azure virtual machine that runs

VM1 Virtual machine Windows Server 2016 and connects to

SubentO.

SQLDB1 is an Azure SQL database on a

E‘;&:;:’EQEL SQL Database server named

LitwareSQLServer1.

A: ~retnF WebApp1 is an Azure web app that is
WEDAppA! I\ 1 W Neb app accessible by using https://litwareinc.com
and http://www litwareinc.com.

Resource Group1is a resource group that
contains VNet1, VMO, and VM1.
Resource Group2 is a resource group that
contains shared IT resources.

VNet1 Virtual network

VMO Virtual machine

SQLDB1

Resource Group1 | Resource group

Resource Group2 | Resource group

Azure Security Center is set to the Free tier.



Planned changes
Litware plans to deploy the Azure resources shown in the following table.

Name Type Description
Firewall1 Azure Firewall An Azure firewall on VNet1.
A route table that will contain a route
RT1 Route table pointing to Firewall1 as the default
gateway and will be assigned to Subnet0.

Azure Kubernetes Sefvice

AKS1 (AKS)

A mahaged AKS-cluster

Litware identifies the following identity and access requirements:

* All San Francisco users and their devices must be members of Group1.

* The members of Group2 must be assigned the Contributor role to Resource Group2 by using a permanent eligible assignment.

* Users must be prevented from registering applications in Azure AD and from consenting to applications that access company information on the users' behalf.
Platform Protection Requirements

Litware identifies the following platform protection requirements:

* Microsoft Antimalware must be installed on the virtual machines in Resource Group1.

* The members of Group2 must be assigned the Azure Kubernetes Service Cluster Admin Role.

* Azure AD users must be to authenticate to AKS1 by using their Azure AD credentials.

* Following the implementation of the planned changes, the IT team must be able to connect to VMO by using JIT VM access.

* A new custom RBAC role named Role1 must be used to delegate the administration of the managed disks in Resource Group1. Role1 must be available only for Resource Group1.
Security Operations Requirements

Litware must be able to customize the operating system security configurations in Azure Security Center.

NEW QUESTION: 163
You have an Azure subscription that contains an Azure Active Directory (Azure AD) tenant.
When a developer attempts to register an app named App1 in the tenant, the developer receives the error message shown in the following exhibit.



You do not have access X

Access denied
You do not have access

You don't have permission to register applications in the sk200510outlook (Default
Directory) directory. To request access, contact your administrator.

Summary E

f3e55e67d10141b4bf0cTac5115b3be7

REEF

Mot available

Microsoft_AAD RegisteredApps CreateApplicationBlade

You need to ensure that the developer can register App1 in the tenant.

What should you do for the tenant?

A. Modify the User settings

B. Set Enable Security default to Yes.

C. Modify the Directory properties.

D. Configure the Consent and permissions settings for enterprise applications.
Answer: A (LEAVE A REPLY)

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/develop/active-directory-how-applications-are-added

NEW QUESTION: 164
You have an Azure subscription that contains the resources shown in the following table.
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F el

Name Type g:ﬂ Description
container!1 | Blob container Ina e account named contoso2023
container2 | Blob container torage accou nt%g%ﬂ
share1 File share a storage account

share2 File share AQ In a storage account named contoso2024
You create a shared access token as shown in the following exhibit.




MU BTTVILES 7 0Tayge arluurnils 7 LUMDyOEuvss 7 LURameT |

@, containerl | Shared access tokens - X
Contanes
E Search (Ctris /) o _| «

A shared access signature (SAS) is a URI that grants restncted access 1o an Azure

Storage container, Use it when you want 1o grant access to storage account resources

M Overview for a specific ime range without sharing your storage account key. Learn more about
creating an account SAS

L [ S —

£ Diagnose and solve problems
Signing method

R Access Control (1AM) (®) Accountkey () User delegation key

Settings Signing key (0 o
& Shared access tokens | _Key 1 g 0
T Access policy Stored access policy

| None v

! Properties

0 Metadata

P
N & Microsoft

2| 115103 Am ' |

C+01:00) Belgrade. Bratisiava. Budapest Ljublana Prague N |

0 i i e e i
&‘ | 01/01/2030 || 7:51:13 P |

!__ll_.{'li_r?‘irm} Eﬁgr_adt. _Brltril_-l_\'l. Bu?p;cu. Liubljana. Pfagw_ v |

Allowed IP addresses (O
I for example, 168.1.565 or 163.1.5.55-163.-1 |

Allowed protocols O
.\,‘
(@) HTTPS only () HTTPS and HTTP

Generate SAS token and URL

Which resources can you access by using the shared access token and Key 1? To answer, select the appropriate options in the answer area.
NOTE: Each correct answer is worth one point.



Shared access token: [ ,Qg
container1 o %,

containerfi s'ﬁarel only

con rt and container2 only
@irﬁﬂ. containerZ, sharel, and shared

containerl only
containerl and sharel only

container! and container2 only
container1, container2, share1, and share?

iIcrosoft

Answer:
st
| container arel only
{con ;’d container2 only
Qﬁ:l container2, sharel, and share2
K |container only
O i s
QQ container! and container2 only
&:&G |¢on1ajner1, container2, share1, and share2
Explanation:

i TP LCom

Key 1°  container] and share1 only

NEW QUESTION: 165

You have an Azure virtual machine named VM1.
From Azure Security Center, you get the following high-severity recommendation: "Install endpoint protection solutions on virtual machine".
You need to resolve the issue causing the high-severity recommendation.



What should you do?

A. Add the Microsoft Antimalware extension to VM1.

B. Install Microsoft System Center Security Management Pack for Endpoint Protection on VM1.
C. Add the Network Watcher Agent for Windows extension to VM1.

D. Onboard VM1 to Microsoft Defender Advanced Threat Protection (Microsoft Defender ATP).
Answer: (SHOW ANSWER)

Reference:

https://docs.microsoft.com/en-us/azure/security-center/security-center-endpoint-protection

NEW QUESTION: 166
You have an Azure subscription that contains the Azure Log Analytics workspaces shown in the following table.

Name Location Description
Workspace1 East US Used by Azure Sentinel
WorkspaceZ2 West US Not applicable

You create the virtual machines shown in the following table.

Name LocationV! | U Operating system " Connected to
WM East US Windows Semner 2019 MNone
V2 East US Windaws 'Server 2019 Workspace?2
W3 West US Windows Server 2019 MNone

Va4 West US Windows Server 2019 Workspace2

You plan to use Azure Sentinel to monitor Windows Defender Firewall on the virtual machines.
Which virtual machines you can connect to Azure Sentinel?

A. VM1 and VM3 only

B. VM1 Only

C. VM1 and VM2 only

D. VM1, VM2, VM3 and VM4

Answer: D (LEAVE A REPLY)

Reference:

https://docs.microsoft.com/en-us/azure/sentinel/connect-windows-firewall

Valid AZ-500 Dumps shared by Actualdtest.com for Helping Passing AZ-500 Exam! Actual4test.com now offer the newest AZ-500 exam dumps, the Actualdtest.com AZ-500 exam questions
have been updated and answers have been corrected get the newest Actualdtest.com AZ-500 dumps with Test Engine here: https://www.actual4test.com/AZ-500_examcollection.html (517

Q&As Dumps, 30%OFF Special Discount: Freepdfdumps)

NEW QUESTION: 167

Your company has an Azure Active Directory (Azure AD) tenant named contoso.com.

The company is developing an application named App1. App1 will run as a service on server that runs Windows Server 2016. App1 will authenticate to contoso.com and access Microsoft Graph to
read directory data.

You need to delegate the minimum required permissions to App1.

Which three actions should you perform in sequence from the Azure portal? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the correct order.
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Actions ~ \A; ., AnswerArea
== Microsot

Grant permissions

Add a delegated permission.

Configure Azure AD Application Proxy. ©: @

Add an application permission.

Create an app registration.

Answer:

ANSWEr Area

| Create an app registration. .

Explanation:

IVIICTOSO
C-reate an app registration.

Add an application ﬁennissien.

Grant permissions

Step 1: Create an app registration
First the application must be created/registered.
Step 2: Add an application permission



Application permissions are used by apps that run without a signed-in user present.

Step 3: Grant permissions

References:
https://docs.microsoft.com/en-us/azure/active-directory/develop/v2-permissions-and-consent

NEW QUESTION: 168

You have an Azure Sentinel deployment.

You need to create a scheduled query rule named Rule1.
What should you use to define the query rule logic for Rule1?
A. a Transact-SQL statement

B. a JSON definition

C. GraphQL

D. a Kusto query

Answer: (SHOW ANSWER)

Reference:

https://docs.microsoft.com/en-us/azure/sentinel/tutorial-detect-threats-custom

NEW QUESTION: 169

You have an Azure subscription that is linked to a Microsoft Entra tenant named contoso.com. You register an application named App1 in contoso.com You need to add a platform configuration for
Android applications to the App1 registration. What should you configure in the Azure portal?

A. Branding & properties

B. Token configuration

C. Manifest

D. Authentication

Answer: D (LEAVE A REPLY)

NEW QUESTION: 170

You have an Azure subscription that contains 100 virtual machines and has Azure Security Cent,-. Standard tier enabled.

You plan to perform a vulnerability scan of each virtual machine.

You need to deploy the vulnerability scanner extension to the virtual machines by using an Azure Resource Manager template.
Which two values should you specify in the code to automate the deployment of the extension to the virtual machines? Each correct answer presents part of the solution.
NOTE: Each correct selection is worth one point.

A. the user assigned managed identity

B. the Key Vault managed storage account Key

C. the Azure Active Directory (Azure AD) ID

D. the system-assigned managed identity

E. the primary shared key

F. the workspace ID

Answer: A,C (LEAVE A REPLY)

https://docs.microsoft.com/en-us/azure/azure-arc/servers/onboard-service-principal
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NEW QUESTION: 171
You have an Azure subscription that contains the Azure App Service apps shown in the following table.

Name |® AP SSrAce plan

App1 | Free

s of LT N Y,
App2 | Shared

T T
App3 | Basic

;*.F"!J"‘-i i_ E‘.-'frlf'-tﬂrlfx!

You purchase custom SSL certificates from a trusted third-party authority.
To which apps can you assign the custom SSL certificates?

A. App2. App3. and App4 only

B. App1. App2, App3. and App4

C. App4 only

D. App3 and App4 only

Answer: (SHOW ANSWER)

NEW QUESTION: 172

Which virtual networks in Sub1 can User2 modify and delete in their current state? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Virtual networks that User2 can modify: v

VNET4 only

VNET4 and VNET1 only

VNET4, VNET3, and VNET1 only
VNET4, VNET3, VNETZ2, and VNET1

Virtual networks that User2 can delete: v

VNET4 only

VNET4 and VNET1 only

IVNEJ4, VNE I3, /apd VNET1 only
VNET4, VNET3, VNET2, and VNET1

Answer:
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[VNET4 VNET3, and VNET1 only
VNET4, VNET3, VNET2. and VNET1

Virtual networks that User2 can delete: v

P s e s e e

VNET4 and VNET1 only
VNET4, VNET3, and VNET1 only
VNFT4 VNFT3 VNFT?2 and VNFT1

Explanation:
Virtual networks that Ddetchiarodivi T v
VNET4 only
VNET4 and guﬁ{1:-.anly
VNET4,VNET3, and VNET1 only
VNET4 VNET3, VNET2, and VNET1
Virtual networks that User2 can'delete: v

VNET4 only

VNET4 and VNET1 only

VNET4, VNET3, and VNET1 only
VNET4, VNET3, VNETZ2, and VNET1

Box 1: VNET4 and VNET1 only

RG1 has only Delete lock, while there are no locks on RG4.

RG2 and RG3 both have Read-only locks.

Box 2: VNET4 only

There are no locks on RG4, while the other resource groups have either Delete or Read-only locks.

Note: As an administrator, you may need to lock a subscription, resource group, or resource to prevent other users in your organization from accidentally deleting or modifying critical resources. You
can set the lock level to CanNotDelete or ReadOnly. In the portal, the locks are called Delete and Read-only respectively.
* CanNotDelete means authorized users can still read and modify a resource, but they can't delete the resource.

* ReadOnly means authorized users can read a resource, but they can't delete or update the resource.

Applying this lock is similar to restricting all authorized users to the permissions granted by the Reader role.

Scenario:

User2 is a Security administrator.

Sub1 contains six resource groups named RG1, RG2, RG3, RG4, RG5, and RG6.

User2 creates the virtual networks shown in the following table.



Name Resource group
VNET1 RG1
VNET2 RG2
VNET3 RG3
VNET4 RGY- ~cf

Sub1 contains the locks shown in the following table.

Name Set on Lock type
Lock1 RG1 Delete
Lock?2 RG2 Read-only
Lock3 RG3 Delete
Lock4 RG3 Vi Readsonly

References:
https://docs.microsoft.com/en-us/azure/azure-resource-manager/resource-group-lock-resources

NEW QUESTION: 173

You have an Azure subscription named Sub1 that is associated to an Azure Active Directory (Azure AD) tenant named contoso.com.

An administrator named Admin1 has access to the following identities:

* An OpenlD-enabled user account

* A Hotmail account

* An account in contoso.com

* An account in an Azure AD tenant named fabrikam.com

You plan to use Azure Account Center to transfer the ownership of Sub1 to Admin1.

To which accounts can you transfer the ownership of Sub1?

A. contoso.com only

B. contoso.com, fabrikam.com, and Hotmail only

C. contoso.com and fabrikam.com only

D. contoso.com, fabrikam.com, Hotmail, and OpenlD-enabled user account

Answer: C (LEAVE A REPLY)

When you transfer billing ownership of your subscription to an account in another Azure AD tenant, you can move the subscription to the new account's tenant. If you do so, all users, groups, or
service principals who had role based access (RBAC) to manage subscriptions and its resources lose their access. Only the user in the new account who accepts your transfer request will have
access to manage the resources.

Reference:

https://docs.microsoft.com/en-us/azure/billing/billing-subscription-transfer
https://docs.microsoft.com/en-us/azure/billing/billing-subscription-transfer#transferring-subscription-to-anaccount-in-another-azure-ad-tenant

NEW QUESTION: 174
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You have an Azure subscription that contains the resources shown in the following table.

Name 1" Resource group

RG1 Resource group | Not applicable

— =
'732/11CrOS O Resource gronip T—

RG3 Resource group Not applicable

SQL1 Azure SQL Database RG3

Transparent Data Encryption (TDE) is disabled on SQLA1.
You assign policies to the resource groups as shown in the following table.

=1 B e L
Name i Conl!ﬂll C m ma;undiﬁnn is false Assignment

Policyl TDE enabled Deny RG1, RG2

Policy2 TDE enabled DeployIfNotExists RG2, RG3

Policy3 TDE enabled Audit RG1

You plan to deploy Azure SQL databases by using an Azure Resource Manager (ARM) template. The databases will be configured as shown in the following table.

Resource group

RG2 Disabled

_RG1 Disabled

FatT =t o
| "4 A4 B "

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.



Statements l(j M I Qgso S Oftlu

SQL1 will have TDE enabled automatically.

The deployment of SQL2 will fail.

SQL3 will be deployed and marked as noncompliant.

Answer:

Statemeﬁg Micros Of‘t Yes No

SQL1 will have TDE enabled automatically: : l I

-
The deployment of SQL2 will fail. 1
SQL3 will be deployed and marked as noncompliant. I

Explanation:
Graphical user interface, text, application Description automatically generated
Statements
SQL1 will have TDE enabled automatically.

The deployment of SQL2 will fail.

SQL3 willihe l{{jfloyed and marked as noncompliant.
= ICROSOTL

Reference:
https://docs.microsoft.com/en-us/azure/governance/policy/concepts/effects

NEW QUESTION: 175

Your company uses Azure DevOps.

You need to recommend a method to validate whether the code meets the company's quality standards and code review standards.
What should you recommend implementing in Azure DevOps?

A. branch folders

B. branch permissions



C. branch policies

D. branch locking

Answer: (SHOW ANSWER)

Branch policies help teams protect their important branches of development. Policies enforce your team's code quality and change management standards.

References:
https://docs.microsoft.com/en-us/azure/devops/repos/git/branch-policies?view=azuredevops& viewFallbackFrom=vsts

NEW QUESTION: 176

Note: The question is included in a number of questions that depicts the identical set-up. However, every question has a distinctive result. Establish if the solution satisfies the requirements.
Your company has an Active Directory forest with a single domain, named weylandindustries.com. They also have an Azure Active Directory (Azure AD) tenant with the same name.

You have been tasked with integrating Active Directory and the Azure AD tenant. You intend to deploy Azure AD Connect.

Your strategy for the integration must make sure that password policies and user logon limitations affect user accounts that are synced to the Azure AD tenant, and that the amount of necessary
servers are reduced.

Solution: You recommend the use of password hash synchronization and seamless SSO.

Does the solution meet the goal?

A. No

B. Yes

Answer: A (LEAVE A REPLY)

NEW QUESTION: 177

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the stated goals. Some question sets might
have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
You use Azure Security Center for the centralized policy management of three Azure subscriptions.

You use several policy definitions to manage the security of the subscriptions.

You need to deploy the policy definitions as a group to all three subscriptions.

Solution: You create a resource graph and an assignment that is scoped to a management group.

Does this meet the goal?

A. Yes

B. No

Answer: (SHOW ANSWER)

References:

https://docs.microsoft.com/en-us/azure/governance/management-groups/create

NEW QUESTION: 178

You have an Azure AD tenant named contoso.com that has Azure AD Premium P1 licenses.

You need to create a group named Group1 that will be assigned the Global reader role.

Which portal should you use to create Group1 and which type of group should you create? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point
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Portat ; -
The Azure Active Directory admin center only
The Microsoft 365 admin center only

The Azure Active Directory admun center or the Microsoft 365 admin center

R N =-.I\/Iicrosoft
Secunty only
Microsoft 365 only

Security or mail-enabled secunty only
Secunty or Microsoft 365 only
Security, Microsaft 365, or mail-enabled secunty

;MHMJ‘C 28&) Tt

& 'Microsolt 365 admin centet

Answer:

Microsoft 365 only
Security or mail-enab

Secunty or Micr
Security, Mic . or mail-enabled secunty

AN

Explanation:



The Azure Active Directory admin center only

The Microsoft 365 admin center only

The Arure Active Directory admin center or the Microsoft 365 admin center
-

Group type

Security only
Microsoft 365 only

Securnity or mail-eénabled secunty only

Security of Micrbsoft 365 only

Security, Microsoft 365, or mail-enabled security

W ]
Microsoftt

https://learn.microsoft.com/en-us/azure/active-directory/roles/groups-create-eligible

NEW QUESTION: 179

You have an Azure subscription that contains several Azure SQL databases and an Azure Sentinel workspace.

You need to create a saved query in the workspace to find events reported by Advanced Threat Protection for Azure SQL Database.
What should you do?

A. From the Azure SQL Database query editor, create a Transact-SQL query.

B. From Azure CLI run the Get-AzOperationallnsightsworkspace cmdlet.

C. From Microsoft SQL Server Management Studio (SSMS), create a Transact-SQL query.

D. From the Azure Sentinel workspace, create a Kusto Query Language query.

Answer: D (LEAVE A REPLY)

NEW QUESTION: 180

You need to meet the technical requirements for the finance department users.

Which CAPolicy1 settings should you modify?

A. Cloud apps or actions

B. Conditions

C. Grant

D. Session

Answer: D (LEAVE A REPLY)

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/howto-conditional-access-session-lifetime

NEW QUESTION: 181
You need to create Role1 to meet the platform protection requirements.
How should you complete the role definition of Role1? To answer, select the appropriate options in the answer area.
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NOTE: Each correct selection is worth one point.

wHNamea ™ : “mlﬁlu =
“Id*: %11111111-1111-1111-1111-111111111111%*,
“IsCustom” : true,

“Da iption”: "VM st tor” il .
sattons® i U =QM|crosof
| v v

"Microsoft Compute/
‘Microsoft Resources/
“Microsoft Storage/

1.

“NotActions®: [

|
“AssignableScopas®™ :

" subseriptions 43894a43-17¢2-4a39-8efc - 3540c 265 3efd resourceGroups Resource Group”
*subscriptions 4389443172439 8cfe- 3840263 3ef4

Answer:



“Name” : “Rolel”,

“Id¥: *11111111-1111-1111-1111-111111111111%,

“wIsCustom” : true,

“Description”: “WM storage operator”

“Actions” : |

v v
"Microsoft Compute/ | Jdisks™
"Microsoft Resources!/ storageAccounts/”,
‘Microsoft Storage/ virtualMachines/disks/™,
1,
“NotActions”: [

) i
“AssignableScopes™ : [

*'subscriptions/43894a43-17c2-4a39-8Bcfe-3540c 265 5ef4

)
Explanation:
1) Microsoft.Compute/
2) disks
3) /subscrption/{subscriptionld}/resourceGroups/{Resource Group Id}
A new custom RBAC role named Role1 must be used to delegate the administration of the managed disks in Resource Group1. Role1 must be available only for Resource Group1.

Valid AZ-500 Dumps shared by Actual4test.com for Helping Passing AZ-500 Exam! Actual4test.com now offer the newest AZ-500 exam dumps, the Actual4test.com AZ-500 exam questions
have been updated and answers have been corrected get the newest Actualdtest.com AZ-500 dumps with Test Engine here: https://www.actual4test.com/AZ-500_examcollection.html (517

Q&As Dumps, 30%OFF Special Discount: Freepdfdumps)

NEW QUESTION: 182
You have an Azure subscription that contains an Azure SQL database named sql1.

You plan to audit sql1.
You need to configure the audit log destination. The solution must meet the following requirements:

Support querying events by using the Kusto query language.
Minimize administrative effort.


https://www.actual4test.com/AZ-500_examcollection.html

What should you configure?
A. an event hub

B. a storage account

C. a Log Analytics workspace
Answer: (SHOW ANSWER)
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/tutorial-log-analytics-wizard

NEW QUESTION: 183

You need to implement the function apps to meet the technical requirements.
Which apps should you include in the implementation?

A. Fa2 and Fa3 only

B. Fa1 and Fa2 only

C. Fa1 and Fa3 only

D. Fa1, Fa2, and Fa3

Answer: D (LEAVE A REPLY)

NEW QUESTION: 184
You have an Azure Active Directory (Azure AD) tenant named contoso.com that contains the users shown in the following table.

Name | Member of Multi-factor authentication (MFA)

status
Userl None Disabled
User2 Groupl Disabled
| user3 Groupl Enforged

Azure AD Privileged Identity Management (PIM) is enabled for the tenant.

In PIM, the Password Administrator role has the following settings:

* Maximum activation duration (hours): 2

* Send email notifying admins of activation: Disable

* Require incident/request ticket number during activation: Disable

* Require Azure Multi-Factor Authentication for activation: Enable

* Require approval to activate this role: Enable

* Selected approver: Group1

You assign users the Password Administrator role as shown in the following table.

Assignypni.eype
Activel \ &
1 Eligible
Eligible

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Merosoft

When User1 signs in, the useris assigned the Password Administrator role automatically.

User2 can reguest to activate the Password Administrator role.

If User3 wants to activate the Password Administrator role, the user can approve their own O
request. :

Answer:

satees N 1Cr&3SoT1t

When Userl signs in, the user is assigned the Password Admiinistrator role automatically.

User2 can request to activate the Password Administrator role.

If User3 wants to activate the Password Administrator role, the user can approve their own
request.

Explanation:

YES (Already active)

YES (The user will be prompted for MFA regardless the MFA Status of the user) NO ( Even the user is included in the group, a user can 't approve itself)
https://docs.microsoft.com/es-es/azure/active-directory/privileged-identity-management/pim-deployment-plan (Require approval section)

NEW QUESTION: 185

You have an Azure subscription that contains an Azure key vault and an Azure Storage account. The key vault contains customer-managed keys. The storage account is configured to use the
customer-managed keys stored In the key vault.

You plan to store data in Azure by using the following services:

* Azure Files

* Azure Blob storage

* Azure Log Analytics

* Azure Table storage

* Azure Queue storage

Which two services data encryption by using the keys stored in the key vault? Each correct answer present a complete solution.
NOTE: Each correct selection is worth one point.

A. Queue storage

B. Table storage

C. Azure Files

D. Blob storage

Answer: C,D (LEAVE A REPLY)
https://docs.microsoft.com/en-us/azure/storage/common/account-encryption-key-create ?tabs=portal

NEW QUESTION: 186
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You have an Azure subscription named Sub1 that is associated to an Azure Active Directory (Azure AD) tenant named contoso.com.
You are assigned the Global administrator role for the tenant. You are responsible for managing Azure Security Center settings.
You need to create a custom sensitivity label.

What should you do first?

A. Create a custom sensitive information type.

B. Elevate access for global administrators in Azure AD.

C. Upgrade the pricing tier of the Security Center to Standard.

D. Enable integration with Microsoft Cloud App Security.

Answer: A (LEAVE A REPLY)

First, you need to create a new sensitive information type because you can't directly modify the default rules.

References:

https://docs.microsoft.com/en-us/office365/securitycompliance/customize-a-built-in-sensitive-information-type

NEW QUESTION: 187
You have an Azure subscription that contains the resources shown in the following table.

Name Type
storagel | Storage account
LeyVaultl | Azure key vault

You need to configure storage1 to regenerate keys automatically every 90 days. Which cmdlet should you run?
A. set -A=StorageAccount

B. Add-A:StorogcAccountmanagementPolicyAction

C. Set-A;StorageAccountimanagementPolicy

D. Add-AsKeyVaultmanageStorageAccount

Answer: D (LEAVE A REPLY)

NEW QUESTION: 188

You have an Azure AD tenant that contains 500 users and an administrative unit named AU1.
From the Azure Active Directory admin center, you plan to add the users to AU1 by using Bulk add members.
You need to create and upload a file for the bulk add.

What should you include in the file?

A. only the display name of each user

B. only the user principal name (UPN) and object identifier of each user

C. Only the user principal name (UPN) and display name of each user

D. only the user principal name (UPN) of each user

E. only the object identifier of each user

Answer: C (LEAVE A REPLY)

NEW QUESTION: 189
You company has an Azure subscription named Sub1. Sub1 contains an Azure web app named WebApp1 that uses Azure Application Insights. WebApp1 requires users to authenticate by using
OAuth 2.0 client secrets.
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Developers at the company plan to create a multi-step web test app that preforms synthetic transactions emulating user traffic to Web App1.
You need to ensure that web tests can run unattended.

What should you do first?

A. In Microsoft Visual Studio, modify the .webtest file.

B. Upload the .webtest file to Application Insights.

C. Register the web test app in Azure AD.

D. Add a plug-in to the web test app.

Answer: B (LEAVE A REPLY)

https://docs.microsoft.com/en-us/azure/azure-monitor/app/availability-multistep

NEW QUESTION: 190
You have an Azure subscription that contains a resource group named RG1 and the network security groups (NSGs) shown in the following table.

Mame Location Flow logs status
NSG1 West Furope | Off

MNSG2 West Europe | Off
You create the Azure policy shown in the following exhibit.

Parameters Remediation Non-compliance messages Review + create

- Sponsarship/RG1
ass - Sponsorship/RG1/NSGE

aqs should be enabled forSve™ network secunty group

Assignment name Flow logs should be enabladYgpevery netwaork security grour

Cescnpton
nforcement

Assigned b

Parameters

: y . F
!I v :| G E v L:.?" 'CE | |

Remediation
Create managed identity
Managed dentity locatign

Create a remediation task

Non-compliance messages

You assign the policy to RG1.
What will occur if you assign the policy to NSG1 and NSG27?
A. Flow logs will be enabled for NSG2 only.
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B. Flow logs will be enabled for NSG1 and NSG2.
C. Flow logs will be disabled for NSG1 and NSG2.
D. Flow logs will be enabled for NSG1 only.
Answer: (SHOW ANSWER)

NEW QUESTION: 191
You have an Azure subscription that contains the resources shown in the following table.

Mame Type Location In resource group
RG1 Resource group | East US Not applicable
RG2 Resource groupt J West US | Not applicable
RG3 Resqurée grobp | Central US | Not applicable

VNeth Widal-natyork £1] Central US | RG2

VNet1 contains the subnets shown in the following table.

Name Description
AzureFirewall Contains no resources
AzureFirewallSubnet | Contains no resoi®®&s\ /1 1~ ro<
Subnet1 Contains a virtual machine
Subnet2 Contains no resources

You plan to use the Azure portal to deploy an Azure firewall named AzFW1 to VNet1.
Which resource group and subnet can you use to deploy AzFW1? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

- | -
CI'UI‘L'E:' J' : OSOft

-.-'_-".'-. _;‘RG';:
o !

) | e Subnet: | ArureFirewallSubnet only - |
y B AzureFirewall only
AzureFirewall or AzureFirewallSubnet only
Azurefirewall, AzureFirewallSubnet, or Subnetd only
Azurefirewall, AzureFirewallsubnet, Subnetl, or Subnetd

Answer Area

Answer:
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Subnet: I AgzureFirewalisubnet only - '
LAzureEirewallonle _— _— _
[AzurcFirewaiSubnetonly |
“AggreFirewatrorAzvreFmevwaliSubnet only

N ol ; }erewaﬁ. Azurerirewallsubnet, or Subnet only

Vo o AuiEirewall, AzureFirewallSubnet, Subnetl, or Subnet2

Explanation:
Answer Arca

Resource group:  RG2 -

"'u'11| Cro £oftt Subnet: | AzureFirewaliSubnet only -

NEW QUESTION: 192

From Azure Security Center, you enable Azure Container Registry vulnerability scanning of the images in Registry1.
You perform the following actions:

Push a Windows image named Image1 to Registry1.

Push a Linux image named Image2 to Registry1.

Push a Windows image named Image3 to Registry1.

Modify Image1 and push the new image as Image4 to Registry1.

Modify Image2 and push the new image as Image5 to Registry1.

Which two images will be scanned for vulnerabilities? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point.

A. Image2

B. Image3

C. Image5

D. Image4

E. Image1

Answer: A,E (LEAVE A REPLY)

NEW QUESTION: 193

You are configuring an Azure Kubernetes Service (AKS) cluster that will connect to an Azure Container Registry.
You need to use the auto-generated service principal to authenticate to the Azure Container Registry.

What should you create?

A. an Azure Active Directory (Azure AD) group

B. an Azure Active Directory (Azure AD) role assignment

C. an Azure Active Directory (Azure AD) user
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D. a secret in Azure Key Vault

Answer: B (LEAVE A REPLY)

When you create an AKS cluster, Azure also creates a service principal to support cluster operability with other Azure resources. You can use this auto-generated service principal for authentication
with an ACR registry. To do so, you need to create an Azure AD role assignment that grants the cluster's service principal access to the container registry.

References:

https://docs.microsoft.com/bs-latn-ba/azure/container-registry/container-registry-auth-aks

NEW QUESTION: 194

You have an Azure environment.

You need to identify any Azure configurations and workloads that are non-compliant with ISO 27001:2013 standards.
What should you use?

A. Microsoft Defender for Cloud

B. Microsoft Defender for Identity

C. Microsoft Sentinel

D. Azure Active Directory (Azure AD) Identity Protection

Answer: A (LEAVE A REPLY)

NEW QUESTION: 195
You need to configure an access review. The review will be assigned to a new collection of reviews and reviewed by resource owners.
Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the correct order.

Actions Answer Area

Create an access review program.

Set Reviewers to Selected users.

Create an access review audit. © @

Create an access review control.
Set Reviewers to Group owners.

Set Reviewers to Members.

Answer:
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Actions Answer Area

N T -t s PRt oo el Y o S e —_— = = = |
|Create an access review program.| ' “Create an access review program. | |
_________ ST T L T T
Set Reviewersto Selecled users. |  F———————} JUEE—r :

' . S  Create an access review control. 1
Create an access review audit. |©_‘_ B, 8 Y Tl iy apaie pt g @
_______________ 1 | Set Reviewers to Group owners. | |
 Create an access [eview control. @ """"""""" @
Set Reviewers to Group owners.

| Set Reviewers la MEM.C o E G'H

Explanation:

Answer Area

Create an access review program. |

Create an access reviewseqntrol, L

! ]
Set Reviewers to Group owners. |

Step 1: Create an access review program

Step 2: Create an access review control

Step 3: Set Reviewers to Group owners

In the Reviewers section, select either one or more people to review all the users in scope. Or you can select to have the members review their own access. If the resource is a group, you can ask the
group owners to review.

Fromp overgry

Eroup owners

Programs Setwcted vievs
Mg Bg i 1g!7)

References:
https://docs.microsoft.com/en-us/azure/active-directory/governance/create-access-review
https://docs.microsoft.com/en-us/azure/active-directory/governance/manage-programs-controls

NEW QUESTION: 196
You have an Azure subscription that contains an Azure key vault named KeyVault1 and the virtual machines shown in the following table.



MName Private |P address Public IP address Connected to
Vi 10.7.04 51,144.245 152 WMNET1/Default

ViM2 10.8.0.4 104.45.9.227 WVINET2/Default

You enable the Azure Disk Encryption for volume encryption KeyVault1 setting.
KeyVault1 is configured as shown in the following exhibit.

FHsae X
Aliow access from ) All networks I Selected networks
@ Configure network access control for your key vault. Learn More

Virtual networks: & + Add existing virtual networks + Add new VIRLUS rietwork

VIRTUAL NETWORK SUBNET RESOURCE GROUP SUBSCRIPTION

VNET default RG1 i
Firewall: &

IPV4 ADDRESS OR CIDR

IPvd gddress or CIDR

XL

Exception:

Allow trusted Microsoft services to bypass (@) Yes fmp M = tt
Frmarall? y — I ;
thus hirewall? @ ® This se & related’t 4&’;@ ﬁugr cess this key vault, the trusted

cannra mict alem ha Aanan avndieit narmacciane in tha Arrace naliriac cartinn

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.
Answer Area

Staterments Yeos Mo

From VM1, users can manage the keys and secrets stdredn KeyWault1,
From VM2, users can manage thekeys and seorets stored in KeyVault1,

VM2 can use He,%lﬂ errﬁagﬁcf P

Answer:



Answer Area

Statements Yes No
. g . = 1
From W1, users can manage the keys and Sefrets stored MRSeSNEw 1y = 0 £
A
From YMZ, users can manage the ksysTand secrets stored in KeyVaultl I

VM2 can use KeyWaultl forscure Dhisk encrypton I

Explanation:

Answer ATed

Statements

From W, users can manage the keys and Secrgig Saysdn keyvVaultl

From VM2, users can manage A&t Md secrets stored |

VM2 can e Fure Disk Encryption
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NEW QUESTION: 197

Lab Task

use the following login credentials as needed:

To enter your username, place your cursor in the Sign in box and click on the username below.

To enter your password. place your cursor in the Enter password box and click on the password below.

Azure Username: Userl -28681041@ExamUsers.com

Azure Password: GpOAe4@IDg

If the Azure portal does not load successfully in the browser, press CTRL-K to reload the portal in a new browser tab.

The following information is for technical support purposes only:

Lab Instance: 28681041

Task 7

You need to collect all the audit failure data from the security log of a virtual machine named VM1 to an Azure Storage account. To complete this task, sign in to the Azure portal.
Answer:

Check below steps in explanation for Task

Explanation:

To collect all the audit failure data from the security log of a virtual machine named VM1 to an Azure Storage account, you can follow these steps:
In the Azure portal, search for and select the virtual machine named VM1.

In the left pane, select Diagnostic settings.

Select Add diagnostic setting.


https://www.actual4test.com/AZ-500_examcollection.html

In the Add diagnostic setting pane, enter the following information:
Name: Enter a name for the diagnostic setting.

Destination: Select Storage account.

Storage account: Select the storage account you want to use.
Logs: Select Windows Event Logs.

Categories: Select Security.

Event types: Select Audit Failure.

Select Save.

NEW QUESTION: 198
You have an Azure subscription that contains an Azure SQL database named SQL1. SQL1 contains the columns shown in the following table.

: _L‘E:i‘ttarns : '

1 1 i ¥y Y ke ¥ + % ¥ r feri st
ML | 1k HI1 8 € e 1 r

f i f
y " f

You configure SQL! to use Always Encrypted.
You need to configure deterministic encryption.
Which column supports deterministic encryption?
A. Column2

B. Column4

C. Column3

D. Column1

Answer: A (LEAVE A REPLY)

NEW QUESTION: 199
You have an Azure subscription that contains the resources shown in the following table.

. Narne . Type . [ Res;burce ﬁmuid.e.r. '

| Microsoft Complite

VM Virtual machine

storage | Storage account | Microsoft.Storage

WebApp Azure App senvice web app | Microsoft. Web

You plan to use service endpoints and service endpoint policies.
Which resources can be accessed by using a service endpoint, and which resources support service endpoint policies? To answer, select the appropriate options in the answer area.
NOTE; Each correct selection is worth one point.
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O

Can be accessed by using a service e&:\-n:

VM1 and storage only

@Q W1 and WebAppT only

VM1, storage1, and WebApp1 only

i‘u@mm endpoint policies 1 5mraip1 unli - ’

VM1 only

WebApp1 only
r VM1 and storage anly
3 g t Storage1 and WebApp1 anly

Answer:
Answer Area

VM1 and storagel only
Vi1 andWebApp1 only
VM1, storage1, and WebApp1 only

VM1 only
WebApp1 only

VM1 and storage only
Storagel and WebApp1 only

Explanation:

a
Can be accessed by _I._Iﬁ_h'?g;-;i service endpoint | storagel and WebApp1 only

.SEFW ﬁmﬂ endpoint poalicie storage1 only
£ . e

NEW QUESTION: 200

You have an Azure subscription that contains a virtual network named VNet1. The subscription contains an Azure App Service web app named App1.
You have an Azure Front Door profile named AFD1 that has an Azure Web Application Firewall (WAF) policy.

You need to ensure that all inbound traffic to App1 is filtered through AFD1.

What should you do?

A. Configure Microsoft Entra application proxy.

B. For VNet1, configure network security group (NSG) rules.

C. For App1, configure the HTTP headers filter settings.

D. For App1, enable virtual network integration.

Answer: C (LEAVE A REPLY)
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NEW QUESTION: 201
You have the Azure Information Protection conditions shown in the following table.

Name | Patter || Case sensitivity

W

Condition1 White | On
Condition2 Black Off

You have the Azure Information Protection labels shown in the following table,

Name Applies to Use label Set the default label
Global Not applicable | None None
Policy1 User1 Label1 None
Policy2 User1 Label2 None

You need to identify how Azure Information Protection will label files.
What should you identify? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

If User1 creates a Microsoft Word file that includes the text

|Black and White", the file will be assigned: No label

- ! Label1 only
m Micro soft Labelt oo
Label1 and Label2

f User1 creates a Microsoft Notepad file that includes the

ext “Black or white”, the file will be assigned:

No label
Label1 only
Label2 only
Label1 and Label?
Answer:
If User1 creates a Microsoft Word file that includes the text ‘ v
Black and White", the file will be assigned: No label
| LabelTionly
Label2 only
Label1 and Label2
If User1 creates a Microsoft Notepad file that includes the | v
text “Black or white”, the file willhe assigned: — :
No label |
Label1 only

l Mic ﬁgﬁﬁabelz




Explanation:

>

If User1 creates a Microsoft Word file thatincludés the text ~ -
“Black and White”, the file will be assigned: No I.ébéll "

Label1 only
Label2 only
Label1 and Label2

f User1 creates a Microsoft Notepad file that includes the v
ext "Black or white”, the file will be assigned: Nolabel

Label1 only
Label2 only
Label1 and Label2

Box 1: Label 2 only

How multiple conditions are evaluated when they apply to more than one label

* The labels are ordered for evaluation, according to their position that you specify in the policy: The label positioned first has the lowest position (least sensitive) and the label positioned last has the
highest position (most sensitive).

* The most sensitive label is applied.

* The last sublabel is applied.

Box 2: No Label

Automatic classification applies to Word, Excel, and PowerPoint when documents are saved, and apply to Outlook when emails are sent. Automatic classification does not apply to Microsoft Notepad.
References:

https://docs.microsoft.com/en-us/azure/information-protection/configure-policy-classification

NEW QUESTION: 202
Your network contains an on-premises Active Directory domain named adatum.com that syncs to a Microsoft Entra tenant.
The Microsoft Entra tenant contains the users shown in the following table.

——

— S ——————

Name | On-premises sync enabled Password
Userl Mo Adatum123
Userd Mo MN3w3rT0Gue33
User3 Yes ComplexPassword33

You configure the Microsoft Entra Password Protection settings for adatum.com as shown in the following exhibit.



Custom smart lockout

Lockout threshold @ 10

Lockout duration in seconds @ | 60

Custom banned passwords

Enforce custom kst @

Custom banned password st @

® Microsoft | g~

Password protection fnr__'n_mrlid-bws Server Active Directory

Enable password protection on Windows Server Active Directory o (I IRCID

Mode @

_Enfm:l_!'d_

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

~~~ Bl \icrosoft

User1 will be prompted to®hagge the password on the next sign-in.
User2 can :h;rf'g&.t.be password to @d@tum_COmpleX123.

User 3~5:_ni1__&1.ange- the password to Adatum123),

Answer:

Explanation:

%ﬁ; %m ..

Staternems@e:}m

User1 will be prompted tﬁhﬁeﬁpassword on the next sign-in.
Aot
User2 ca ﬁ\ '
-

e password to @d@tum_COmpleX123.

Yes

':.:."

r3 can chan.\e paijic(;J;QSEOft



Answer Area

Userl will be prompted ta/change the password on the next sign-in

User2 can chafigé the password to @d@tum_COmplex123

User3 can change the password to Adatum123!

NEW QUESTION: 203

You have an Azure subscription that contains a storage account named storage1 and a virtual machine named VM1.

VM1 is connected to a virtual network named VNet1 that contains one subnet and uses Azure DNS.

You need to ensure that VM1 connects to storage1 by using a private IP address. The solution must minimize administrative effort.
What should you do?

A. On VNet1. create a new subnet.

B. For storage1, create a new private endpoint.

C. Create an Azure Private DNS zone.

D. For storage1, disable public network access.

Answer: B (LEAVE A REPLY)

NEW QUESTION: 204

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the stated goals. Some question sets might
have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have an Azure subscription that contains an Azure Kubernetes Service (AKS) cluster named AKS1 and an Azure container registry named AZCR1.
You need to ensure that AKS1 can deploy container images stored in AZCR1.

Solution: You assign the AcrPush role-based access control (RBAC) role to the system-assigned managed identity of AKS1.

Does this meet the requirement?

A. No

B. Yes

Answer: A (LEAVE A REPLY)

NEW QUESTION: 205
You have an Azure subscription that contains the resources show in the following table.

L

Name Type A osoft
Dat Azure Cosmos D3 accom
V1 Virtua! maching
Va2 Virtual mact oe
VNET Virtua :ttﬂﬂh
NSGT Netwossecurty groud INSG
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Both VM1 and VM2 connect to VNET1 and are configured to use NSGH1.
You need to ensure that only VM1 and VM2 can access DB1.

What should you do?

A. Configure DB1 to allow access from only VNET1.

B. Create an application security group.

C. For NSG1, configure a rule that has a service tag.

D. Add the IP address range of VNET1 to the Firewall setting of DB1.
Answer: C (LEAVE A REPLY)

NEW QUESTION: 206
You have an Azure Active Directory (Azure AD) tenant named contoso1812.onmicrosoft.com that contains the users shown in the following table.

| Name Username A Type

Userl *User1(ti‘rmnmsulﬂiz.unmicmmﬂ.(mﬂ | Member

|User2 | ':"_‘-’_"._’3@F?ﬂt?fEl_ﬁ_l_*?f:?f‘_’_'.‘_"_ff_ﬂ_‘_'?ﬁ:FF’.'F_:M_Fﬂt??[. i
|User3 gy | User3@contgso1812.onmicrosoft.com | Member
| Userd [bCekda@bitioak com | Guest

You create an Azure Information Protection label named Label1. The Protection settings for Label1 are configured as shown in the exhibit. (Click the Exhibit tab.)
Protection

Protections settings ()

Im m] HYOK [AD RMS)

tion type )

(®) Set permissions
() set user-defined permissions (Freview)

USERS PERMISSIONS
Authentica tedLis_l!_rr; " Viewer
Userl@contosol812.onmicrosoft.com Co-Author

User2@contosol812.onmicrosoft.com Reviewer

S o g

Label1 is applied to a file named File1.
For each of the following statements, select Yes if the statement is true, Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Statements Yes

Userl can print Filel. (O

T
v
g

! |
Y

‘User3 can re@eﬂhlel O

' Mmmsﬁff

User4 can print Filel.

Answer:

| TV
Statem UI‘IM L DS':’ﬁYes No

Userl canprintFilel. 'O, O

cOm
TLLLL

User?“:éa&qiﬁliel ! : O

i:o:l

User4 can print Filel. ()

Explanation:
ICrosojt
§ta|¥|emen Yes

Userl can print Filel. ‘O

User3 can read Filel. ‘O

B O 0O &

User4 can print Filel. ) !

NEW QUESTION: 207



You have an Azure environment.

You need to identify any Azure configurations and workloads that are non-compliant with ISO 27001 standards. What should you use?
A. Azure Sentinel

B. Azure Active Directory (Azure AD) Identity Protection

C. Azure Security Center

D. Azure Advanced Threat Protection (ATP)

Answer: (SHOW ANSWER)

Reference:

https://docs.microsoft.com/en-us/azure/security-center/security-center-compliance-dashboard

NEW QUESTION: 208

You have a Microsoft Entra tenant named contoso.com that contains a user named User1.

You register an app named App1 in contoso.com and create an app role named Role1.

You need to assign Role1 to User1.

What should you configure on the Enterprise applications blade of App1 in the Microsoft Entra admin center?
A. Users and groups

B. Roles and administrators

C. API permissions

D. App roles

Answer: (SHOW ANSWER)

NEW QUESTION: 209

You are securing access to the resources in an Azure subscription.

A new company policy states that all the Azure virtual machines in the subscription must use managed disks.
You need to prevent users from creating virtual machines that use unmanaged disks.

What should you use?

A. Azure Service Health

B. Azure Policy

C. Azure Monitor

D. Azure Security Center

Answer: B (LEAVE A REPLY)

NEW QUESTION: 210
You have an Azure Active Directory (Azure AD) tenant that contains the resources shown in the following table.
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Name Typa
Userl User

User2 User L
USEI'B |'h"||chSD

Groupl ,__g@e&Secunty group
Group?2 v Security group

Appl Enterprise application

User2 is the owner of Group?2.
The user and group settings for App1 are configured as shown in the following exhibit.

o Adduser " Edit [ Remove M Update Credent 22 Columns (0 Got feedback?

o The application will appear on the access panel for assigned users. Set visible to useérs? to no in properties to prevent this. =»

[ "'.-.-x:' 100 showrn, o search all users & groups, entgr @ displly B8

DISPLAY NAME OBJECT TYPE ROLE ASSIGNED

S @icrosoft s oot sccs

You enable self-service application access for App1 as shown in the following exhibit.

Allow users to request access to this No
application? (1)

To which group should assigned users be

added? (O Selact gromp

GroupZ

~ Y1\
Require approval before granting access Yes No A " ":-H-i A O e
s § s — - 1 ) s * =

to this application? s € AL | "f"f L\

(;‘1.5. r\i-: 33_,: J‘:= : -
Who is allowed to appmvwm y

Select approvers

application? ()
1 users selected

To which role should users be

ned |
this application? () M I C ro S Oft

User3 is configured to approve access to Appl.

You need to identify the owners of Group2 and the users of Appl.

What should you identify? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.



Group2 ownersi | Microsoft v
User2 only

User3 only
Userl and User2 only (“
User2 and User3 only O

Userl, User2, and Us

Appl users:

Gr
‘%@um members only

Groupl and Group2 members only
Groupl and Group2 members and Userl only
Groupl and Group2 members, Userl, and User3 only

Answer:




aroupZ owners:

Appl users:

Explanation:

User3 only

Userl and User2 only
User2 and User3 only .0 |
Userl, User2, and Userﬂn

A

Group1 members only
Group2 members only

.—.——.—‘“‘..d“‘ _____________

| Groupl and Group2 members only :

__,_-.—.—.——.—.—_._._..—.—____

Groupl and Group2 members and Userl only
Groupl and Group2 members, Userl, and User3 only



User2 only

User3 only

Userl and User2 only
User2 and User3 only
Userl, User2, and User3

App1l users:

Groupl members only

"Grﬁup2 members only

Groupl and Group?2 members ohly
Groupl and Group2 members and Userl only
Groupl and Group2 members, Userl, and User3 only

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/manage-self-service-access

NEW QUESTION: 211
Your company has an Azure subscription named Subscription1 that contains the users shown in the following table.

Role
Global administrator

Bﬂlmg administrator
Orwner
Account Admin

The company is sold to a new owner.
The company needs to transfer ownership of Subscription1.

Which user can transfer the ownership and which tool should the user use? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.



User:

Tool:

Answer:

User:

Microsoffgser3

Explanation:

S=Micgpsoft

User1
User2
User3
User4

v

Azure Account Center
Azure Cloud Shell
Azure PowerShell
Azure Security Center

e T

T e — T —

Azure Cloud Shell
Azure PowerShell
Azure Security Center




Azure Account Center
o 1[Azure Cloud Shell
Azure PowerShell
Azure Security Center

Box 1; User2

Billing Administrator

Select Transfer billing ownership for the subscription that you want to transfer.

Enter the email address of a user who's a billing administrator of the account that will be the new owner for the subscription.
Box 2: Azure Account Center

Azure Account Center can be used.

Reference:

https://docs.microsoft.com/en-us/azure/billing/billing-subscription-transfer#transfer-billing-ownership-of-an- azure-subscription
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NEW QUESTION: 212
You have the hierarchy of Azure resources shown in the following exhibit.
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)

Tenant Root Group

|
)

ManagementGroup1

You create the Azure Blueprints definitions shown in the following table.

Name Published at
Blueprint1 Tenant Root Group
Blueprint? Subscription

To which objects can you assign Blueprint1 and Blueprint2? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Blueprint1:

ManagementGroup1 only

ManagementGroup1, Subscription1, @ G1 only
ManagementGroup1, Subscription1%RG1, and VM1
Subscription1 only @ N

~ Ml crrTenestiRoot Group ony

Tenant Root Group, ManagementGroup1, and Subscription1 only

Blueprint2:
Managem$ p1 only

Sub r{{@m and RG1 only
Subscription1 only
Subscription1, RG1, and VM1

Answer:



Blueprint1:

ManagementGroup1 only
ManagementGroup1, Subscription1, and RG1 only
ManagementGrnum Subscription1, RG1, and VM1

Tenant Root Gmup only

Tenant Root Gmup, Mamg@iﬁe&ﬁmup‘f and &&%ﬂ@&m .

Blueprnt2:

ManagementGroup1 only
Subscriptiom and RG1 only

Subscnptlum RG1 and VM1

Explanation:

Blueprint1: v
ManagementGroup1 only
ManagementGroup1, Subscription1, and RG1 only
ManagementGroup1, Subscription1, RG1, and VM1
Subscription1 only o
Tenant Root Group only -
Tenant Root Group, ManagementGroup1, and Subscription1 only

Bluepnnt2: hd

ManagemenmGroup1 only

Subscription1 and RG1 only
. cription1 only

SubsCrintiont) RE) fand VM1

Blueprints can onIy be assigned to subscriptions.

NEW QUESTION: 213

You have Azure Resource Manager templates that you use to deploy Azure virtual machines.

You need to disable unused Windows features automatically as instances of the virtual machines are provisioned.
What should you use?

A. Azure Advisor

B. an Azure Desired State Configuration (DSC) virtual machine extension

C. security policies in Azure Security Center



D. Azure Logic Apps
Answer: B (LEAVE A REPLY)

NEW QUESTION: 214
You have an Azure subscription that contains the key vaults shown in the following table.

Name Days to retain Purge i %g el
N | deleted vaults | protection | | M o
KeyVault1 | 10 Enabled Azuré role-based access control (Azure
RBAC)
KeyVault2 | 15 Disabled Azure role-based access control (Azure
RBAC)

The subscription contains the users shown in the following table.

Name Role Assigned to
Adoiind |-, Keyfyault Contnbiutor KeyVault1

Adming | Key Vault Setrets Officer KeyVaultd
Admind | Key Vault Administrator KeyVault1

On June 1, you perform the following actions:

* Delete a key named key1 from KeyVault1.

* Delete a secret named secret 1 from KeyVault2.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

Statements Yes No

2

fAdminl can recover keyl on June 5 '
Microsoftt

AdminZ can purge secretl on Jupe 2

Admin3 can redover key1 on June 17.

Answer:
statements. . |\V/iCcrosoft Yes No
Admin1 can recover key1 on June 5. Lr' _1
o\

AdminZ can purge secret] onJune- 1.2
Admin3 can recover keyl on June 17.
Explanation:
Yes
Yes

No

NEW QUESTION: 215
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You have an Azure subscription that contains a resource group named RG1. RG1 contains a storage account named storage1.
You have two custom Azure roles named Role1 and Role2 that are scoped to RG1.
The permissions for Role1 are shown in the following JSON code.

“"parmissions™: [
{

“actions™: [
“Microsoft.Storage/storagefAccounts/listkeys/action”,
"Microsoft.Storage/storageAccounts/LisrAtountSas/action”,
"Microsoft.Storage/storagedc bounts) read”

1.

"notActions™1 [],

"datadctions™: [],

"notDataActions”: []

P .
a1 Microsoft

The permissions for Role2 are shown in the following JSON code.

Name Role
User1 Role1
User2 Role2
User3 Rolel, Role2 i

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Vil Yes No

User1 can read data in storagel. e "4 r J M ic rO S_Of

User2 can read data in storagel

User3 can restore stofagelfrom a backup in Azure Backup.

Answer:

Statements

Userl can read data in storagel. & o,

User2 can read data in storagel &é

User3 can restore storagel backup in Azure Backup.

Explanation:



Answer Area

Statements

Userl can read data in storagel

User2 can read data in storagel

User3 can restore storage ! from a backup in Azure Backup.

NEW QUESTION: 216
You are testing an Azure Kubernetes Service (AKS) cluster. The cluster is configured as shown in the exhibit.
(Click the Exhibit tab.)

BASICS

Subscription Microsoft Azure Sponsorship
Resource group AzureBackupRG_eastus2_1
Region EastUS

Kubemetes cluster name aksclusters

Kubemetes version 1.14.5

DNS name prefix akscluster2

Mode count 3

Mode size Standard_DS2_v2

Virtual nodes (preview) Disabled
AUTHENTICATION .

Enable RBAG No Microso!

NETWORKING

HTTP applicationrouting Yes
Network configuration Basic
MONITORING

Enable container monitoring No

I r'E' :..‘-' o

You plan to deploy the cluster to production. You disable HTTP application routing.

You need to implement application routing that will provide reverse proxy and TLS termination for AKS services by using a single IP address.
What should you do?

A. Create an AKS Ingress controller.

B. Install the container network interface (CNI) plug-in.

C. Create an Azure Standard Load Balancer.

D. Create an Azure Basic Load Balancer.

Answer: A (LEAVE A REPLY)

An ingress controller is a piece of software that provides reverse proxy, configurable traffic routing, and TLS termination for Kubernetes services.
References:

https://docs.microsoft.com/en-us/azure/aks/ingress-tls

NEW QUESTION: 217
You have an Azure subscription that is linked to an Azure AD tenant and contains the virtual machines shown in the following table.
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snnected to | Private IP address | Public IP address
VNET1/Subneti | 10.1.1.5. 20.224.219.170

VNET1/Subnet2 | 18.0%25 20.224.219.230
VNET2/Subnet] | 40.11.1.5 40.122.155.212

The subnets of the virtual networks have the service endpoints shown in the following table.

Subnet Service endpoint
VNET1/Subnetl | Microsoft.Storage
VNET1/Subnet2 | Microsoft KeyVault
VNET2/Subnet] | Microsoft.Storage, Microsoft.KeyVault

You create the resources shown in the following table.

Name Type
storage] Azure Storage account
Vault1 Azure Key Vault
For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.
Answer Area
Statements Yes Ne
Connections from VM1 to storage always use IP-address 10.1.1.5. '
Connections from VM2 to Vault1 always use IP address 20.224.219.230. C 9
1 _FVWF : ,
ﬁutt‘rt'ron ol B Seher 1P address 10.11.15 or 40.122.155.212 O
Answer:
Answer Area
Statements Yes No
Connections from VM1 to storage always use |P.addréss 10:1.1.5. : 0! O
- d
_ ! _ : P
Connections from VM2 to Vaultl™ alwayswuse IP address 20.224.219.230. el
S
RN 1; s
Authentication from I to ﬂaMnl Gedehd @rfd} 0.11.1.5 or 40.122.155.212. : Q @)
Explanation:
Anzwer Area

Statements Yes Mo

-

Connectrons from VM1 to storage] ahways use 1P addefSs 109,256

Connections from V20 Vab] ahwivs use [P address 20.224.219.230 L

3
Auﬂ'ﬁi*M-T': : :j!s,wfthﬂppmd“ifﬂﬂ1imlﬂi?.’ 155212 .




NEW QU

You have an Azure subscription that contains an Azure key vault. The role assignments for the key vault are shown in the following exhibit.

[

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic. NOTE

=Microsoft

[Answer choice] can create keys in the key vault,

ESTION: 218

“"RoleAssignmentld”: "2336fchbf-33d8-4cBa-85b6-dBeddo6d762b™,
“Scope”: "/subscriptions/T6c42af2-badd-48fd-bfib-del7baaarffa”,
"DisplayName™: “Userl”,

"SigninName": “Userifcontoso.com™,

"RoleDefinitionMame™: “Owner”,

"RoleAssignmentId”: “9d@B0ald-246e-4580-8b8b-077bfec22f7c”,

"scope”: “/subscriptions/76c42af2-bded-48fd-bfib-dei7baaalffa/resourceGroups/RelFproviders/Microsoft . KeyVault /vaults/KeyVaultl®,
“DisplayName™: “User2”,

“signloName”: “User2@contoso.com”™,

“RgleDefinitioniame™: “Key Vault Crypto Officer”,

“RoleAssignmentId™: i

“Scope™: “/subscriptions//sbcazatl-paBad-a¥td-ptib-oed/bada/ttalpesourcebroups/RGl/ providers/M1orosott . KeyVault /vaults/KeyVaultl ™,

"DisplayName™: “"Userl”,

"SignlnMame™: "User3g@contoso.com™,

"R fin ": "Key Vault Secrets Offiger™,

“RoleAssignmentId”: “fled6392-c5d0-4519-9ee7-1285%eead?c”,
“Scope”: "/subscriptions/76cdlafl-baed-48fd-bfib-de3dvbaaa7ffa/resourceGroups/RG63/providers/Microsoft.KeyVault/vaults/KeyVaultl/keys/Keyl™,

Microsoft

“signioName™: "UsecdBcg

4

[Answer choice] can create secrets in the key vault.

Answer:

See the answer below at Explanation.
Explanation:

Answer i

s as image below.

*Microsoft

| chioice] can create keys in the key vau Jsﬂ and User4

[Answer choice] can create a&w:r vault. Only User1 and User3

: Each correct selection is worth one point.



NEW QUESTION: 219

You have an Azure subscription that contains a virtual machine named VM1.

You are creating a data collection rule (DCR) named DCR1 that will collect events from VM1.
You need to ensure that only events that have an ID of 4798 are collected.

What should you use in DCR1?

A. a KQL query

B. an XPath query

C. a PowerShell script

D. aT-SQLquery

Answer: B (LEAVE A REPLY)

NEW QUESTION: 220

You plan to use Azure Log Analytics to collect logs from 200 servers that run Windows Server 2016.

You need to automate the deployment of the Microsoft Monitoring Agent to all the servers by using an Azure Resource Manager template.
How should you complete the template? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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“type” : “Microsoft.Compute/virtualMachines/extensions”,
“name” : “[concat (parameter (‘vmname’), /OMSExtension]”,
“apiVersion” : “[variables(‘apiVersion’)]”,
“location” : “([resourceGroup().location]”,
“dependsOn” : [
“[concat ( *‘Microsoft.Compute/virtualMachines/”, parameters(‘vmName’))]*
1.
“properties” : {
“publisher” : "Microsoft.EnterpriseCloud.Monitoring”,

“type” : “MicrosoftMonitoringaAgent”,
“typeHandlerVersion” : “1.0", o

“*autoUpgradeMinorVersion” : true,
“settings” : { G

br

Frnta cteds é@Q

cationSecrer g “trecimmis o v“=.M crosoft

'StorageAchKey‘
“WorkspacelD™
“WorkspaceKey”

Answer:



“*type”® : “Microsoft.Compute/virtualMachines/extensions”,
“name” : “[concat(parameter (‘vmname'), /OMSExtension]”,
“apiVersion® : “[variables(‘apiVersion’)]”,
“location” : “([resourceGroup().location]”,
“dependson” : [
“[concat ( *‘Microsoft.Compute/virtualMachines/”, parameters(‘vmName’))]”
1.
“properties” : {
“publisher” : “Microsoft.EnterpriseCloud.Monitoring”,
“cype” : “MicrosoftMonitoringAgent”,
“typeHandlerVersion” : *“1.07%,
“autoUpgradeMinorVersion” : true,

:&;ia{;bg com

Mi“c“““’i‘é‘l’f"

‘AzureADApplcationSecret”
“StorageAccountKey”
“WorkspacelD? _

: “[variable (“var2')]l*

Explanation:



’ "
e 5 =
s l.-.d-":ﬁ

“publisher” :aMackV4q44s|dprwigrlikecloud.Monitoring”,
“type” : "MiCYOSoftMonitoringAgent”

“typeHandlervVersion”

pProp

i

o
]

FF

“autoUpgradeMinorVersion
“settings”

"AzureADApplicationiD”
“WorkspacelD"
“‘WorkspaceName”
“WorkspaceURL"

} s

W

protectedSettings”

‘AzureADApplicationSecret”
‘StorageAccountKey”
"WorkspacelD"
“‘WorkspaceKey”

g

}
References:
https://blogs.technet.microsoft.com/manageabilityguys/2015/11/19/enabling-the-microsoft-monitoring-agent- in-windows-json-templates/

NEW QUESTION: 221

You have 15 Azure virtual machines in a resource group named RG1.

All virtual machines run identical applications.

You need to prevent unauthorized applications and malware from running on the virtual machines.

What should you do?

A. Configure Azure Active Directory (Azure AD) Identity Protection.

B. From Microsoft Defender for Cloud, configure adaptive application controls.

C. Apply an Azure policy to RGI.

D. Apply a resource lock to RGI.

Answer: (SHOW ANSWER)

Microsoft Defender for Cloud helps you prevent, detect, and respond to threats. Defender for Cloud gives you increased visibility into, and control over, the security of your Azure resources. It provides
integrated security monitoring and policy management across your Azure subscriptions. It helps detect threats that might otherwise go unnoticed, and works with a broad ecosystem of security
solutions.

Defender for Cloud helps you optimize and monitor the security of your virtual machines by:

* Providing security recommendations for the virtual machines. Example recommendations include:

apply system updates, configure ACLs endpoints, enable antimalware, enable network security groups, and apply disk encryption.

* Monitoring the state of your virtual machines.
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https://learn.microsoft.com/en-us/azure/security/fundamentals/virtual-machines-overview

NEW QUESTION: 222

Lab Task

Task 2

You need to ensure that the events in the NetworkSecurityGroupRuleCounter log of the VNETOI-Subnet0-NSG network security group (NSG) are stored in the logs31330471 Azure Storage account
for 30 days.

Answer:

see the task answer with step by step below:

Enable diagnostic resource logging for the NSG. You can use the Azure portal, Azure PowerShell, or the Azure CLI to do this. You need to select the Rule counter category under Logs and choose the
logs31330471 storage account as the destination.

Configure the retention policy for the storage account to keep the logs for 30 days. You can use the Azure portal, Azure PowerShell, or the Azure CLI to do this. You need to specify the days
parameter as

30 for the Set-AzStorageServiceProperty cmdlet or the az storage logging update command.

View and analyze the logs in the storage account. You can use any tool that can read JSON files, such as Azure Storage Explorer or Visual Studio Code. You can also export the logs to any
visualization tool, SIEM solution, or IDS of your choice

NEW QUESTION: 223

You have a hybrid configuration of Azure Active Directory (Azure AD). You have an Azure SQL Database instance that is configured to support Azure AD authentication.
Database developers must connect to the database instance and authenticate by using their on-premises Active Directory account.

You need to ensure that developers can connect to the instance by using Microsoft SQL Server Management Studio. The solution must minimize authentication prompts.
Which authentication method should you recommend?

A. Active Directory - Password

B. Active Directory - Universal with MFA support

C. SQL Server Authentication

D. Active Directory - Integrated

Answer: (SHOW ANSWER)

References:

https://docs.microsoft.com/en-us/azure/sql-database/sql-database-aad-authentication-configure

NEW QUESTION: 224
You have an Azure subscription that contains a blob container named cont1. Cont1 has the access policies shown in the following exhibit.

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
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Answer:

The maximum number of additional stored access policies that you can add =

to cont is [answer choice]. _ :
11!

PEE

|4 |

15

The maximum number of additional |mmut§h,[ﬂ D1G|J Stﬂfﬂfﬂ M [ Cro SOft
vice).

y::m rsan aﬂdta contlis [a

b J

[ | =

Explanation:

Tan.'mWsmmrwcmm
ocmluhﬂdﬁu] !

The maximum Wﬂﬂilﬂﬁ%bﬁﬂoﬂﬂuqem&ﬂ that -
~ (y/8d can add fo cont! is [answer choice]



NEW QUESTION: 225

You have an Azure subscription that uses Microsoft Defender for Cloud.

You plan to use the Secure Score Over Time workbook.

You need to configure the Continuous export settings for the Defender for Cloud data.

Which two settings should you configure? To answer, select the appropriate settings in the answer area.

NOTE: Each correct selection is worth one point.



inuous export

icrosoft

Setting

Visual Studio En

B save

\ Continuous export

Configure streaming export setting of Defender for Cloud data to multiple export targets.
Exporting Defender for Cloud's data also enables you to use expeniences such as integration with 3rd-party SIEM and Azure Data Explorer.
Learn More >

Event hub  Log Analytics workspace

Export enabled a&» o co m

Exported data types

[[] security recommendations mmendation v

Overall score.Control score "y

All controls selected v
[:I Securty alerts No selected severities b
[[] Regulatery compliance No selected standards v
Export frequency

_ Streaming updates

p Snapshots (Preview) @

Answer:



= Settings | Continuous (W F
Visual Stungnte!pnu Subscnption M I C ro S Oft

B save

| Continuous export

Configure streaming export setting of Defender for Cloud data to multiple export targets.
Exporting Defender for Cloud's data also enables you to use expenences such as integration with Ird-party SIEM and Azure Data Explorer.
Learn More >

Eventhub  Log Analytics workspace

Export enabled - o )
Exported data types

[[] security recommendations

. Secure score (1) I Overall score.Control score

| All controls selected

[ No selected severities

[] Reguiatory compliance | No selected standards

Export frequency

{. Streaming updates

il:l Snapshots (Preview) @

Explanation:




Antwer Area

- Settings | Continuous export

Export frequency

Exported data types

Export frequency

'

NEW QUESTION: 226

You need to implement the planned change for SQLdb1.

Which two actions should you perform? Each correct answer presents part of the solution.
NOTE: Each correct selection is worth one point.

A. Create a compliance policy.

B. Configure Federated client identity for SQLdb1.

C. Configure a user-assigned managed identity for SQLdb1.

D. Create a Conditional Access policy.

E. Configure Microsoft Entra authentication for SQLServer1.

Answer: D,E (LEAVE A REPLY)

Valid AZ-500 Dumps shared by Actual4test.com for Helping Passing AZ-500 Exam! Actual4test.com now offer the newest AZ-500 exam dumps, the Actual4test.com AZ-500 exam questions
have been updated and answers have been corrected get the newest Actualdtest.com AZ-500 dumps with Test Engine here: https://www.actual4test.com/AZ-500_examcollection.html (517

Q&As Dumps, 30%OFF Special Discount: Freepdfdumps)

NEW QUESTION: 227


https://www.freepdfdumps.com/Microsoft.AZ-500.v2026-08-05.q242.html
https://www.actual4test.com/AZ-500_examcollection.html

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the stated goals. Some question sets might
have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have an Azure subscription named Sub1.

You have an Azure Storage account named Sa1 in a resource group named RG1.

Users and applications access the blob service and the file service in Sa1 by using several shared access signatures (SASs) and stored access policies.

You discover that unauthorized users accessed both the file service and the blob service.

You need to revoke all access to Sa1.

Solution: You create a lock on Sa1.

Does this meet the goal?

A. Yes

B. No

Answer: B (LEAVE A REPLY)

To revoke a stored access policy, you can either delete it, or rename it by changing the signed identifier.

Changing the signed identifier breaks the associations between any existing signatures and the stored access policy. Deleting or renaming the stored access policy immediately affects all of the shared

access signatures associated with it.
References:
https://docs.microsoft.com/en-us/rest/api/storageservices/Establishing-a-Stored-Access-Policy

NEW QUESTION: 228
You have an Azure Subscription that is linked to an Azure Active Directory (Azure AD). The tenant contains the users shown in the following table.

 Name Role | Memberof |

ger | SECUNTY Samimsirator wraup

SErs Metwork Contmbutor Ground

Ky v it Coantibutio EalQibep , Lar Uit

You have an Azure key vault named Vault1 that has Purge protection set to Disabled. Vault1 contains the access policies shown in the following table.

Mame | Key permission

aloup T Purge

Secret permission
&1 ||_J|.-
Select all

Certificate permission |

P

Groupd | Select all Select all |

You create role assignments for Vault1 as shown in the following table.

Hame | Role
Uil | None
P | Ky Vaull Readei
Uiserd Liser Access Administrator

For each of the following statements, Yes if the statement is true, Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer:
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Statements Yea Mo
1
Uper? can set Purge protactigiino Eabile 00 Vit F i
el Cln Roigure fowally snd wirtual networks lor Vet | |
Uit " Bcids 10 Vil r
i A ACRE BSTREA PeDlelig B0 W | g * = o
<
Microsoft
Explanation:
Arwwer Area

Microggit T

Uiger? con st Pup@upfotection 1o Cnable for Vault] .
Ut SiE CONfagrule feewalls and wirlual networks lor Va1 *
s 3 can ada acoess podinees 10 Vi) .

NEW QUESTION: 229
You have an Azure subscription that contains the virtual networks shown in the following table

Subnet-associated network ;
Name | Subnet Peered with
security group (NSG)
[ VNet1_| Subnet1 [ NSGT _ VNet?
VNet2 | Subnet2 | NSG2 VNet]

NSG1 and NSG2 both have default rules only.
The subscription contains the virtual machines shown in the following table.
' Name | Connectedto |
| VM1 Subnetl
(VM2 |Subnet? |
The subscription contains t he app service web apps shown in the following table.

Name | B N\icrosofescripion

Usé&% an App Service p!dn_ir},liw Arémiium pncing tier and

WebApp1 bt e -
, App | has virtual ’E"’"“-}’f{‘."mf&hu” with VNet1
WebApp?2 Use§ g¥gS€nvice plan in the Isolated pricing tier and

. | 15 deployed to Subnet2 _
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.



Answer Area

Statements . Yes No

WebApp1 can connect to VM2

NSG1 contrélsdnbosnd traffic to WebApp1

WebApp/ can connect to VM1

Answer:
Answer Area
Statements Yes No
WebApp1 can connect to VM2 r -]
-
MG contrafsiinpdind traffic to WebApp i _|
L "WepAppZ can connegf to VM1 I
Explanation:
Answer Area
Statements ad Yés No
WebApp1 can connect to VM2 ®
NSG1 contralsgnbdeind tratfic to WebApp1 L

WebAppZ can connect to VM1

NEW QUESTION: 230
You have an Azure subscription named Sub1 that contains an Azure Storage account named Contosostorage1 and an Azure key vault named Contosokeyvault1.

You plan to create an Azure Automation runbook that will rotate the keys of Contosostorage1 and store them in Contosokeyvault1.

You need to implement prerequisites to ensure that you can implement the runbook.
Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the correct order.



Actions Answer Area

Run Set-AzureRmKeyVaultAccessPolicy

Create an Azure Automation account.

Automation account.

Import PowerShell modules to the Azure- © |

ed identity.

Create a connection resource in the Azure
Automation account.

Answer:
Actions Answer Area

Run Set-AzureRmKeyVaultAccessPolicy |

Create an Azure Automation account.
_________________ @ Import PowerShell modules to the Azure @
’ lmpurt PowerShell modules to the Azure Automation account.

Aulnmalmn account. @ ___________________ @
R e S |
|
|
|

Create a connection resource in the Azure

Create a user-assigned managed identity. :
Automation account.

MWﬁgﬁfTe Azure




Explanation:

Create an Azure Automation account.

Import PowerShell modules to the Azure
Automation account

Create a connection resource in the Azure
Automation account.

Step 1: Create an Azure Automation account

Runbooks live within the Azure Automation account and can execute PowerShell scripts.

Step 2: Import PowerShell modules to the Azure Automation account

Under 'Assets' from the Azure Automation account Resources section select 'to add in Modules to the runbook. To execute key vault cmdlets in the runbook, we need to add AzureRM.profile and
AzureRM.key vault.

Step 3: Create a connection resource in the Azure Automation account

You can use the sample code below, taken from the AzureAutomationTutorialScript example runbook, to authenticate using the Run As account to manage Resource Manager resources with your
runbooks. The AzureRunAsConnection is a connection asset automatically created when we created 'run as accounts' above.

This can be found under Assets -> Connections. After the authentication code, run the same code above to get all the keys from the vault.

$connectionName = "AzureRunAsConnection"

try

{

# Get the connection "AzureRunAsConnection "
$servicePrincipalConnection=Get-AutomationConnection -Name $connectionName
"Logging in to Azure..."

Add-AzureRmAccount

-ServicePrincipal

-Tenantld $servicePrincipalConnection.Tenantld

-Applicationld $servicePrincipalConnection.Applicationld

-CertificateThumbprint $servicePrincipalConnection.Certificate Thumbprint

}

References:
https://www.rahulpnath.com/blog/accessing-azure-key-vault-from-azure-runbook/

NEW QUESTION: 231
You have an Azure subscription that uses Azure AD Privileged Identity Management (PIM).
A user named User1 is eligible for the Billing administrator role.



You need to ensure that the role can only be used for a maximum of two hours.
What should you do?
A. Create a new access review.

B. Update the end date of the user assignment

C. Edit the role assignment settings.

D. Edit the role activation settings.
Answer: (SHOW ANSWER)

NEW QUESTION: 232
You have an Azure subscription named Subscription1 that contains the resources shown in the following table.

Name Type Description
EventHub1 Azure Event Hubs Not applicabie -
Adf1 Azure Data Factory Not applicable
NVAT Network virtual appliance (NVA) The NVA sends security event messages in the
Common Event Format (CEF).

You have an Azure subscription named Subscription2 that contains the following resources:

* An Azure Sentinel workspace

* An Azure Event Grid instance

You need to ingest the CEF messages from the NVAs to Azure Sentinel.

What should you configure for each subscription? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Subscription:

Subscription?:

Answer:

An Azure Log Anaiytics agent on a Linux virtual machine
A Data Factory pipeline

An Event Hubs namespace

An Azure Service Bus queue

A new Azure Log Analytics workspace
A new Azure Sentinel data connector

A new Azure Sentinel playbook
A new Fuent (arid recniirce nrowvider
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Subscription1:

An Azure Log Analytics agent on a-Linux virtual machine

“An Azure Service Bus quele

Subscription2:
| A new Azure Log Analytics workspace |
A new Azure Sentinel data connector
A newAzure Sentinel playbook: = .
A new Event Grid reseurce provider OS0O [ L

Explanation:
Graphical user interface, text, application, email Description automatically generated

SubscriptiO®®® NMicrocoft ’

IVLIICTOSO0INL
An Azure Log Analytics agent on a Linux virtual machine
A Data Factory pipeline
'An Event Hubs namespace
An Azure Service Bus queue

Subscription2: v

A new Azure Log Analytics workspace
A new Azure Sentinel data connector
A new Azure Sentinel playbook

A new Event Grid resource provider

NEW QUESTION: 233

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the stated goals. Some question sets might
have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
You use Azure Security Center for the centralized policy management of three Azure subscriptions.

You use several policy definitions to manage the security of the subscriptions.

You need to deploy the policy definitions as a group to all three subscriptions.

Solution: You create a policy initiative and assignments that are scoped to resource groups.

Does this meet the goal?

A.Yes

B. No

Answer: B (LEAVE A REPLY)

Instead use a management group.

Management groups in Microsoft Azure solve the problem of needing to impose governance policy on more than one Azure subscription simultaneously.
Reference:

https://4sysops.com/archives/apply-governance-policy-to-multiple-azure-subscriptions-with-managementgroups/
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NEW QUESTION: 234

Lab Task

use the following login credentials as needed:

To enter your username, place your cursor in the Sign in box and click on the username below.

To enter your password. place your cursor in the Enter password box and click on the password below.
Azure Username: Userl -28681041@ExamUsers.com

Azure Password: GpOAe4@IDg

If the Azure portal does not load successfully in the browser, press CTRL-K to reload the portal in a new browser tab.
The following information is for technical support purposes only:

Lab Instance: 28681041

Task 8

You need to prevent HTTP connections to the rg110d28681041n1 Azure Storage account.

Answer:

Check below steps in explanation for Task

Explanation:

To prevent HTTP connections to the rg110d28681041n1 Azure Storage account, you can follow these steps:
In the Azure portal, search for and select the storage account named rg110d28681041n1.

In the left pane, select Firewalls and virtual networks.

In the Firewalls and virtual networks pane, select Selected networks.

In the Selected networks pane, select Add existing virtual network.

In the Add existing virtual network pane, select the virtual network that does not allow HTTP connections.
Select Add.

NEW QUESTION: 235

Your company plans to create separate subscriptions for each department. Each subscription will be associated to the same Azure Active Directory (Azure AD) tenant.

You need to configure each subscription to have the same role assignments.

What should you use?

A. Azure Security Center

B. Azure Policy

C. Azure AD Privileged Identity Management (PIM)

D. Azure Blueprints

Answer: D (LEAVE A REPLY)

Just as a blueprint allows an engineer or an architect to sketch a project's design parameters, Azure Blueprints enables cloud architects and central information technology groups to define a

repeatable set of Azure resources that implements and adheres to an organization's standards, patterns, and requirements.
Blueprints are a declarative way to orchestrate the deployment of various resource templates and other artifacts such as:
Role Assignments

Policy Assignments

Azure Resource Manager templates

Resource Groups

Reference:

https://docs.microsoft.com/en-us/azure/governance/blueprints/overview
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NEW QUESTION: 236
You need to configure support for Azure Sentinel notebooks to meet the technical requirements.
What is the minimum number of Azure container registries and Azure Machine Learning workspaces required?

Container registries:

Answer:

Container registries: v

Workspaces: v

=" Microqoft

Explanation:



Table Description automatically generated with medium confidence

Container registries: v

w N =D

Workspaces: 4

WiN = O

Reference:
https://docs.microsoft.com/en-us/azure/sentinel/notebooks

NEW QUESTION: 237

You have 10 on-premises servers that run Windows Server 2019.

You plan to implement Azure Security Center vulnerability scanning for the servers.
What should you install on the servers first?

A. the Security Events data connector in Azure Sentinel

B. the Microsoft Endpoint Configuration Manager client

C. the Azure Arc enabled servers Connected Machine agent

D. the Microsoft Defender for Endpoint agent

Answer: (SHOW ANSWER)

Reference:
https://docs.microsoft.com/en-us/azure/azure-arc/servers/agent-overview

https://docs.microsoft.com/en-us/azure/security-center/deploy-vulnerability-assessment-vm

NEW QUESTION: 238

You have an Azure subscription that is linked to a Microsoft Entra tenant. The tenant uses Microsoft Entra ID Protection.
You have 2,000 users that are each assigned a Microsoft Entra ID P2 license.

You plan to use Azure Monitor to generate an alert when a workload identity that is using leaked credentials is detected.
You need to configure the Diagnostic setting to support the planned alert. The solution must minimize administrative effort.
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Which log category should you collect, and to
which destination should you send the logs? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

mi Microsoft

Log cafginy ServicePrincipalRiskEvents
' RiskyServicePrincipals
RiskyUsers
SenvoePring J;;r.jﬂ-’,;-.kl vents

UserRiskEvents

Destination: [ A Log Analytics workspace
An Azure event hub
A Log Analytics workspace
A storage account

Answer:
MITWET Area

N
Log r::!;oﬁ?g,.-‘ ServicePrincipalRiskEvents -
o~ e RiskyServicePrincipals
| Riskylsers _ _ ___

ServicePrincipalRskBvent:

e
(serRiskEvents

Destination: | A Log Analytics workspace ]
An Azure event hub

A storage account

Explanation:
m~ Microsoft N—
| Log category: b{*:xf_:_g:_rl{;_g;;%i:&vents

| Dﬂstﬁ!#ﬂﬁ AL og Analytics workspace

NEW QUESTION: 239

You need to meet the identity and access requirements for Group1.

What should you do?

A. Add a membership rule to Group1.

B. Delete Group1. Create a new group named Group1 that has a membership type of Office 365. Add users and devices to the group.

C. Modify the membership rule of Group1.

D. Change the membership type of Group1 to Assigned. Create two groups that have dynamic memberships. Add the new groups to Group1.
Answer: (SHOW ANSWER)
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https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/groups-dynamic-membership Scenario:
Litware identifies the following identity and access requirements: All San Francisco users and their devices must be members of Group1.
The tenant currently contain this group:

Name Type Description

A group that has.the Dynamic User membership type,
contains allthe San Francisco users, and provides
access tormany Azure AD applications and Azure
FESOUTCES.

Group1 Security group

e

References:
https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/groups-dynamic-membership
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/active-directory-groups-create-azure- portal

NEW QUESTION: 240

You have an Azure subscription.

You plan to create a workflow automation in Microsoft Defender for Cloud that will automatically remediate a security vulnerability.
What should you create first?

A. an automation account

B. a managed identity

C. an Azure logic app

D. an alert rule

E. an Azure function app

Answer: (SHOW ANSWER)

NEW QUESTION: 241

You have an Azure subscription that contains an Azure SQL database named SQL1. You need to configure SQL1 to use Always Encrypted. What should you use?
A. the Azure portal

B. MySQL Workbench

C. Microsoft SQL Server Management Studio (SSMS)

D. pgAdmin

Answer: C (LEAVE A REPLY)
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NEW QUESTION: 242

You have an Azure subscription named Sub1 and use Microsoft Defender for Cloud. Sub1 contains a user named User1 and a resource group named RG1. RG1 contains a Log Analytics workspace
named Workspace1.

You need to ensure that User1 can modify Azure Logic Apps workflows triggered in response to security incidents. The solution must follow the principle of least privilege.

Which role should you assign to User1. and to which resource should you assign the role? To answer, select the appropriate options in the answer area.


https://www.freepdfdumps.com/Microsoft.AZ-500.v2026-08-05.q242.html
https://www.freepdfdumps.com/Microsoft.AZ-500.v2026-08-05.q242.html
https://www.actual4test.com/AZ-500_examcollection.html

NOTE; Each correct selection is worth one point.

Answer Area -
Microsoftu. s -
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ﬁ( ee@ Resource: | RG1 ¥
Subi
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Answer:

AT AT

Role: ARk j
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Y Latic App Operator
» | Microsoft Sentinel Automation Contributor
Microsoft Sentinel Contributor
Resource: | RG1

| J
| Sub1
[Workipacet
Explanation:
Answer Area
Role: Logic App Contributon =
Resource™ RG1 S

'Microsoft
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