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NEW QUESTION: 1
Select the answer that correctly completes the sentence.

L) 1provides a central location-for managing information protection,

Azure Defender information governance; and data loss prevention (DLP) policies.

The Microsoft 365 compliance center
The Microsoft 365 security center
Microsoft Endpoint Manager

Answer:

21 provides a central location for managing information protection,

Azure Defender information/governance, and data loss prevention (DLP) policies.

The Microsoft 365 compliance center

€ MICTos0 Security center
Microsoft Endpoint Manager
Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/microsoft-365-compliance-center?
view=0365-worldwide MIP capabilities are included with Microsoft 365 Compliance and give you
the tools to know your data, protect your data, and prevent data loss.
https://docs.microsoft.com/en-us/microsoft-365/compliance/information-protection?view=0365-
worldwide

NEW QUESTION: 2

What do you use to provide real-time integration between Azure Sentinel and another security
source?

A. Azure AD Connect

B. a Log Analytics workspace

C. Azure Information Protection

D. a connector

Answer: (SHOW ANSWER)
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To on-board Azure Sentinel, you first need to connect to your security sources. Azure Sentinel
comes with a number of connectors for Microsoft solutions, including Microsoft 365 Defender
solutions, and Microsoft 365 sources, including Office 365, Azure AD, Microsoft Defender for
Identity, and Microsoft Cloud App Security, etc.

Reference:

https://docs.microsoft.com/en-us/azure/sentinel/overview

NEW QUESTION: 3

Which three statements accurately describe the guiding principles of Zero Trust? Each correct
answer presents a complete solution.

NOTE: Each correct selection is worth one point.

A. Define the perimeter by physical locations.

B. Use identity as the primary security boundary.

C. Always verity the permissions of a user explicitly.

D. Always assume that the user system can be breached.
E. Use the network as the primary security boundary.
Answer: (SHOW ANSWER)

Reference:

https://docs.microsoft.com/en-us/security/zero-trust/

NEW QUESTION: 4

What can you use to view the Microsoft Secure Score for Devices?
A. Microsoft Defender for Cloud Apps
B. Microsoft Defender for Endpoint

C. Microsoft Defender for Identity

D. Microsoft Defender for Office 365
Answer: (SHOW ANSWER)

Microsoft Secure Score for Devices
Artikel

12.05.2022

3 Minuten Lesedauer

Applies to:

Microsoft Defender for Endpoint Plan 2

Microsoft Defender Vulnerability Management

Microsoft 365 Defender

Some information relates to pre-released product which may be substantially modified before it's
commercially released. Microsoft makes no warranties, express or implied, with respect to the
information provided here.

To sign up for the Defender Vulnerability Management public preview or if you have any
questions, contact us (mdvmtrial@microsoft.com).


https://www.freepdfdumps.com/Microsoft.SC-900.v2023-07-08.q67.html
https://www.freepdfdumps.com/Microsoft.SC-900.v2023-07-08.q67.html

Already have Microsoft Defender for Endpoint P27 Sign up for a free trial of the Defender
Vulnerability Management Add-on.

Configuration score is now part of vulnerability management as Microsoft Secure Score for
Devices.

Your score for devices is visible in the Defender Vulnerability Management dashboard of the
Microsoft 365 Defender portal. A higher Microsoft Secure Score for Devices means your
endpoints are more resilient from cybersecurity threat attacks. It reflects the collective security
configuration state of your devices across the following categories:

Application

Operating system

Network

Accounts

Security controls

Select a category to go to the Security recommendations page and view the relevant
recommendations.

Turn on the Microsoft Secure Score connector

Forward Microsoft Defender for Endpoint signals, giving Microsoft Secure Score visibility into the
device security posture. Forwarded data is stored and processed in the same location as your
Microsoft Secure Score data.

Changes might take up to a few hours to reflect in the dashboard.

In the navigation pane, go to Settings > Endpoints > General > Advanced features Scroll down to
Microsoft Secure Score and toggle the setting to On.

Select Save preferences.

How it works

Microsoft Secure Score for Devices currently supports configurations set via Group Policy. Due to
the current partial Intune support, configurations which might have been set through Intune might
show up as misconfigured. Contact your IT Administrator to verify the actual configuration status
in case your organization is using Intune for secure configuration management.

The data in the Microsoft Secure Score for Devices card is the product of meticulous and ongoing
vulnerability discovery process. It is aggregated with configuration discovery assessments that
continuously:

Compare collected configurations to the collected benchmarks to discover misconfigured assets
Map configurations to vulnerabilities that can be remediated or partially remediated (risk
reduction) Collect and maintain best practice configuration benchmarks (vendors, security feeds,
internal research teams) Collect and monitor changes of security control configuration state from
all assets

NEW QUESTION: 5
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point



Enabiling multi-factor authentitation (MFA) increases the M-c:ma

-

A higher Microsoft Secure Score mesns 3 W Ievel in the Microsoft 365
tenant.

Microsoft Secure Hoone Mli n completing actions based on contnols that

include key regulations and for data protection and governance.

Answer:
Statements Yes Mo
Enabling multi-factor authentication (MFA] increases the Microsoft Secure Score. [:?] J
A hrgh!-"l' Microsoft Secure Score means a lower identified risk level in the Microsoft 365 E 8/
mmm LQan%QI gogresﬁ in completing actions based on controls that E] b
include key regulations and standards for data protection and govemance.,

NEW QUESTION: 6

Which Azure Active Directory (Azure AD) feature can you use to evaluate group membership and
automatically remove users that no longer require membership in a group?

A. access reviews

B. managed identities

C. conditional access policies

D. Azure AD Identity Protection

Answer: (SHOW ANSWER)

Explanation

Azure Active Directory (Azure AD) access reviews enable organizations to efficiently manage
group memberships, access to enterprise applications, and role assignments.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/governance/access-reviews-overview

NEW QUESTION: 7
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements

Microsoft Secure Score in the Microsoft 365 security centéf.can provide
recommendations for Microsoft Cloud App Security.

From the Microsoft 365 security center, you £an Wiew how your Microsoft
Secure Score compares to the score of brganizations like yours.

Microsoft Secure Score in the Micrasoft 365 secugity.center gives you
points if you address the impiovement action h‘]l' a Miaﬁy f
application or software. i’O S O t

Answer:
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Statements Yes No

Microsoft Secure Score in the Microsoft 365 security center can provide O O
recommendations for Microsoft Cloud App Security.

From the Microsoft 365 security center; you can view how your Microsoft O O
Secure Score compares to the score-of organizations like yours.

Microsoft Secure Score in the-.Micrm 362 security eﬁ gives you @) Q
points if you address the improvementiaction gﬂﬁé | third-party

annlication ar enftware

NEW QUESTION: 8
Select the answer that correctly completes the sentence.

acCess

object
You can use dynamic groups in Azure Active Directory (Azure AD) to automate the lifecycle process.
Answer:
access
object
You can use dynamic groups in Azure Active Directory (Azure AD) to automate the lifecycle process.

NEW QUESTION: 9
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area Microsoft

Statements Yes No
Azure Active Directory (Azure AD) is deplayedto an on- @] O
premises environment.
Azure Active Direciorny{Azure AD) is provided as part of a 0 O
Microsoft 365 subscription.
Azure Active Directory (Azure AD) is an identity and access () O
management senice.

Answer:



Answer Area = Mi Ccro Sin

Statements \ Yes No
Aaure Active Directory (Azure AD) s dgﬂl&ﬁﬂeﬁ toan on- o O]
premises environment. Y «,ﬂ
Azure Active Directory {Azur%,gﬁah provided as part of a @) @]
Microsoft 365 subscnptlnw %y e
Azure Active Dlrectorﬁﬂzure AD) is an identity and access E O
management service.

Reference:

https://docs.microsoft.com/en-us/microsoft-365/enterprise/about-microsoft-365-identity?
view=0365-worldwide

NEW QUESTION: 10
Select the answer that correctly completes the sentence.

An Azure resource can use a system-assigned to access Azure services.
Azure Active Directory (Azure AD) joined device

managed identity
service principal
|user identity

== Microsoft
Answer:
An Azure resource can us_;e;'é sysMJgng% to access Azure services.

Azure Active Directory (Azure AD) joined device
managed identity

service principal
user identity

NEW QUESTION: 11
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes No
Azure Defender can detect vuinerabilities and threats for Azure Storage. O O
Cloud Security Posture Management'(CSPM) is available for all Azure subscriptions. O O
Azure Security Center can evg!uateM&Gtr @&@‘i tployed to Azure or on- @) O
premises.

Answer:



Answer Area
Statements No

Azure Defender can detect vulnerabilities and threats for Azure Storage.

Cloud Security Posture Management (CSPM] is available for all Azure subscriptions.

poniCLOSOLL
Azure Security Center can evaluate the sedliiy of p ré.or on-

nremises

B[ B

Reference:

https://docs.microsoft.com/en-us/azure/security-center/azure-defender
https://docs.microsoft.com/en-us/azure/security-center/defender-for-storage-introduction
https://docs.microsoft.com/en-us/azure/security-center/security-center-introduction

NEW QUESTION: 12
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements

Conditional access policies can be applied to global administrators.

Conditional access policies are evaluated before a user is authenticated.

Conditional access polici . i %Iﬁ, such as Android or
i0S, as a signal. MT@F@‘S@

Answer:

Statements

Conditional access policies can be applied to global administrators,

Conditional access policies are evaluatéd before a user is authenticated. M - i;) [
| ICIOSOTT

Conditional access policies can use a device platform, such as Android or O
i0s, as a signal.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/overview

NEW QUESTION: 13
Select the answer that correctly completes the sentence.



Answer Area

Federation is used to establish

multi-factor authentication (MFA)
a trust relationship

user account synchronization

a VPN connection

i s

“ %  between organizations.

Answer:
Answer Area

Federation i$ Used to establish

Reference:

e B e

multi-factor authentication (MFA)
a trust relationship
user account synchronization
a VPN connection

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/whatis-fed

NEW QUESTION: 14

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

w between organizations.

Answer Area
Statements Yes No
Control is a key privacy principle-of Microsoft. O Q
Transpareney is’_’*é key privacy principle of Microsoft. O O
RY¥er< f" ) :
Shared responsibility is a key privacy principle of Microsoft. O 0
Answer:
Answer Area RA D Lo
I \I :-'.' | :- F B _-, . | :-!lI -
StaterﬁEnts‘.;.._l:jj: T Tn o Yes No
Control is a key privacy p&We of Microsoft. [T] @
Transparency ig—t?é"k;jﬁy%privacy principle of Microsoft. O O
Sthegiéé‘fj'onsibility is a key privacy principle of Microsoft. O e}

NEW QUESTION: 15

Select the answer that correctly completes the sentence.



~ provides benchmark recomméuliationssanttiguidance for protecting Azure services.
Azure Application Insights
Azure Network Watcher
Log Analytics workspaces
Security baselines for Azure

Answer:

v provides benchmark recommendations and auidance for protecting Azure services.

Azure Application Insights
Azure Network Watcher

Log Analytics workspaces
Security baselines for Azure |

Reference:
https://docs.microsoft.com/en-us/security/benchmark/azure/baselines/cloud-services-security-
baseline

NEW QUESTION: 16
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements : Yes No
Microsoft Intune can be used to manage Andrdid devices. O O
Microsoft Intune can be used to prevision Azure subscriptions. O
Microsoft Intune can b?jgeﬁ fodna | ﬁ-owned O
devices and personal deWices HRLRIS N

Answer:

Microsoft intune can be used to manage Android devices @

Microsoft Intune can be used to provision Azure subscriptions. O

Microsoft Intune can be used o manage organization-owned [S]
devices and personal devices.

Reference:
https://docs.microsoft.com/en-us/mem/intune/fundamentals/what-is-intune
https://docs.microsoft.com/en-us/mem/intune/fundamentals/what-is-device-management
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NEW QUESTION: 17

Match the Azure networking service to the appropriate description.

To answer, drag the appropriate service from the column on the left to its description on the right.
Each service may be used once, more than once, or not at all.

NOTE: Each correct match is worth one point.
Services Answer Area

AYAN d :
Azure Bastion ' Provides Network Address Translation (NAT) services

Azure Firewall
Provides secure and seamiess Remote Desktop
NeMogk w(u“n- qrﬂup tN(.G} connec llwty to l‘il‘l"(‘ VI”U(H mag h[”{'b
Provides traffic filtering that can be applied to specifi
network interfaces on a virtual network
Answer:
Services Answer Area
Azure Bastion Azure Firewall Profides Network Address Translation (NAT) services

Azure Firewall

Azure Bastion Provides secure and seamless Remote Desktop
Network security group (NSG) connectivity to Azure virtual machines

Neétwork security group (NSG) Provides teaffic filteripgahateampbe-applied to specific
NEtWork iImMmerfaceson avirtual'metwor

Reference:
https://docs.microsoft.com/en-us/azure/networking/fundamentals/networking-overview
https://docs.microsoft.com/en-us/azure/bastion/bastion-overview https://docs.microsoft.com/en-
us/azure/firewall/features
https://docs.microsoft.com/en-us/azure/virtual-network/network-security-groups-overview

NEW QUESTION: 18

Which Azure Active Directory (Azure AD) feature can you use to restrict Microsoft Intune-
managed devices from accessing corporate resources?

A. resource locks

B. Azure AD Privileged ldentity Management (PIM)

C. conditional access policies

D. network security groups (NSGs)

Answer: B (LEAVE A REPLY)

NEW QUESTION: 19
Which two Azure resources can a network security group (NSG) be associated with? Each
correct answer presents a complete solution. NOTE: Each correct selection is worth one point.
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. a network interface

. an Azure App Service web app

. a virtual network

. a virtual network subnet

. a resource group

Answer: C,E (LEAVE A REPLY)

You can use an Azure network security group to filter network traffic to and from Azure resources

mooOow >

in an Azure virtual network. A network security group contains security rules that allow or deny
inbound network traffic to, or outbound network traffic from, several types of Azure resources.

NEW QUESTION: 20

In a Core eDiscovery workflow, what should you do before you can search for content?
A. Create an eDiscovery hold.

B. Run Express Analysis.

C. Configure attorney-client privilege detection.

D. Export and download results.

Answer: A (LEAVE A REPLY)

Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/get-started-core-ediscovery?
view=0365-worldwide

NEW QUESTION: 21

What can you specify in Microsoft 365 sensitivity labels?
A. how long files must be preserved

B. when to archive an email message

C. which watermark to add to files

D. where to store files

Answer: C (LEAVE A REPLY)

Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/sensitivity-labels?view=0365-
worldwide

NEW QUESTION: 22
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point
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Microsoft

Securitf-‘&gfa ults require an Azure Active Directory (Azure AD) Premium license.

Security defaults can be enabled for a single Azure Active Directory (Azure AD) user.

When Security defaults are enabled, all administrators must use multi-factor authentication
{(MFA),

Security defaults require an Azure Active Directory (Azure AD) Premium license. O

Security defaults can be enabled for a single Azure Active Directory (Azure AD) user. @

m‘:; Secunt%‘um; W%draﬁcglanftts must use multi-factor authentication ® @)

NEW QUESTION: 23
Select the answer that correctly completes the sentence.

‘Vlicrosoftt

You can use « in the Microsoft 365 security center to identify devices that are affected by an alert.
classifications
incidents
policies
Secure score

Answer:

Answer Area

You can use « Im the Microsoft 365 'ﬁeéur'uly center ta identify devices that are affected by an alert.
classifications

policies
Secure score

Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/defender/incidents-overview?view=0365-
worldwide

NEW QUESTION: 24

Which feature provides the extended detection and response (XDR) capability of Azure Sentinel?
A. integration with the Microsoft 365 compliance center

B. support for threat hunting

C. integration with Microsoft 365 Defender

D. support for Azure Monitor Workbooks

Answer: C (LEAVE A REPLY)

Reference:
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https://docs.microsoft.com/en-us/microsoft-365/security/defender/eval-overview?view=0365-
worldwide

NEW QUESTION: 25
Select the answer that correctly completes the sentence.

Answer Area

with Windows Hello for Business, a user's biometric data used for authentication
is stored on an external device. "= [\ /1)~ o tt
is stored on a local device only. R e
is stored in Azure Active Directory (Azure AD).
is replicated to all the devices designated by the user.

Answer:

Answer Area

With Windows Hello for Business, a user's biometric data used forauthentication
is stared on an external device.

IS S ored Or‘t 4 local device on
: Rzure AD).

ary
'h reﬁﬁagd torpll rh.e d*ew-:es designated by the user,

Reference:
https://docs.microsoft.com/en-us/windows/security/identity-protection/hello-for-business/hello-
overview

NEW QUESTION: 26

In a hybrid identity model, what can you use to sync identities between Active Directory Domain
Services (AD DS) and Azure Active Directory (Azure AD)?

A. Active Directory Federation Services (AD FS)

B. Azure Sentinel

C. Azure AD Connect

D. Azure Ad Privileged Identity Management (PIM)

Answer: C (LEAVE A REPLY)

Explanation

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/whatis-azure-ad-connect

NEW QUESTION: 27

Which Microsoft 365 feature can you use to restrict users from sending email messages that
contain lists of customers and their associated credit card numbers?

A. retention policies

B. data loss prevention (DLP) policies

C. conditional access policies

D. information barriers

Answer: B (LEAVE A REPLY)

Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/dlp-learn-about-dip?view=0365-
worldwide
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NEW QUESTION: 28

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point

e [\ icrosoft

Wicrosoft Sentinel data connectors SUPMN‘H? Micresaft senices.

You can use Azure Monitor workbooks to monitor data collected by Microsoft Sentinel.

Hunting provides you with the' ability 10 identify security threats before an alert is

Statements

Microsoft Sentinel data connectors support only Microsoft s-emcels o
You can use Azure Monitor workbooks to momiter data collected by Microsoft Sentinel. [T

Hunting provides you with the ability to identify securnty threats before an alert is
triggered.

NEW QUESTION: 29
Select the answer that correctly completes the sentence.

Answer Area [;!- \/ ICrOsoTt

w  requires additional verification, such as a
verification code sent to a mobile phone.

Pass-through auH_‘renu_caum
Password writeback
Single sign-on (S50)

Answer:

w requires additional verification, such as a
Al verification code sent to a mobile phone.

M a5sword writsback
Single sign-on (SSO)

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-mfa-howitworks

NEW QUESTION: 30
Select the answer that correctly completes the sentence.



Answer Area

% Microsoft
Microsoft Defender for Identity can identify advanced threats from " ~ signals
Azure Active Directory (Azure AD)
|Azure AD Connect _
on-premises Active Directory Domain Services (AD DS)
Answer:
Answer Area Mi crosd f-'-t
Microsoft Defender for Identity can identify advanced threats from » signals.
Azure Active Directory (Azure AD)
Azure AD Connect
Ion-premises Active Directory Domain Services (AD DS) I
Reference:

https://docs.microsoft.com/en-us/defender-for-identity/what-is

NEW QUESTION: 31
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements
Applying system updates increases an organization's secure score in Azure Security Center.
The secure score in Azure Security Genter can evaluate resources across multiple Azure
subscriptions.

Enabling multi-factor auth

d'lit*mf:(MFA;}j—iwcteisﬁs an organization’s secure score in Azure
YNGR

Security Center. A
Answer:
Answer Area 3 -
V1 statémeénts) | 1 Yes No

Applying system updates increases an organization'sseclre sctre in Azure Security Center. @ Q
The secure score in Azure Security Center can evaluate resources across multiple Azure O
subscriptions.
Enabling multi-factor authentication (MFA) increases an organization’s secure score in Azure i8] o)
Securitv Center.

Reference:

https://docs.microsoft.com/en-us/azure/security-center/secure-score-security-controls
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NEW QUESTION: 32


https://www.actual4test.com/SC-900_examcollection.html

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one pomt

Answer:

| | il ’ ﬂll‘“ﬂsi l

i Eflurrlllflfi it

NEW QUESTION: 33

You have an Azure subscription.

You need to implement approval-based, time-bound role activation.

What should you use?

A. Windows Hello for Business

B. Azure Active Directory (Azure AD) Identity Protection

C. access reviews in Azure Active Directory (Azure AD)

D. Azure Active Directory (Azure AD) Privileged Identity Management (PIM)
Answer: D (LEAVE A REPLY)

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-
configure

NEW QUESTION: 34
Select the answer that correctly completes the sentence.

When using multi-factor authentication (MFA}, a passwnr@%ﬁsmﬂred something you

58

R\ ticrosoft

Answer:
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When using multi-factor authentication (MFA), a password.is-considered something you

NEW QUESTION: 35

Select the answer that correctly completes the sentence.
Answer Area

Azure DDoS Protection Standard can be used 1o protect
Azure Active Directory (Azure AD) applications.
Azure Active Directory (Azure AD) users.
resource groups.
virtual networks.

Answer:

Answer Area

Azure DDoS Protection Standard can be used to protect
Azure Active Directory (Azure AD) applications.
Azure Active Directory (Azure AD) users.
resource groups.
Ivmual Networks. |

Reference:
https://docs.microsoft.com/en-us/azure/ddos-protection/ddos-protection-overview

NEW QUESTION: 36

Which type of identity is created when you register an application with Active Directory (Azure
AD)?

A. a user account

B. a user-assigned managed identity

C. a system-assigned managed identity

D. a service principal

Answer: D (LEAVE A REPLY)

When you register an application through the Azure portal, an application object and service
principal are automatically created in your home directory or tenant.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-create-service-principal-
portal

NEW QUESTION: 37

Which three tasks can be performed by using Azure Active Directory (Azure AD) Identity
Protection? Each correct answer presents a complete solution.

NOTE: Each correct selection is worth one point.

A. Create and automatically assign sensitivity labels to data.

B. Automate the detection and remediation of identity based-risks.
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C. Export risk detection to third-party utilities.

D. Configure external access for partner organizations.
E. Investigate risks that relate to user authentication.
Answer: A,B,E (LEAVE A REPLY)

NEW QUESTION: 38
For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Answer Area =Nicrosoft

‘Statements

Conditional access policies can use the device state as a signal.

Conditional access policies apply before first-factor authentication is
complete.

Conditional access policies can trigger multi-factor authentication
(MFA) if a user attempts to access a specific application.

Answer:

Answer Area

Statements

Conditional access policies can use the device state as a signal.

Conditional access policies apply before first-factor authentication is
complete.

Conditional access policies can trigger multi-factor a mM
(MFA) if a user attempts to access a specific application: ICr Oft

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/overview

NEW QUESTION: 39
Which service should you use to view your Azure secure score? To answer, select the
appropriate service in the answer area.
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Microsoft Azure P Search resources, services, and docs (G+/)

AdeAtics0sOf t

+ | iR " 4 C:
- b -
Create a Aleris Application Subscriptions Policy
resource Insights
N QO ° -
Azure AD Security Center Advisor Monitor More services
Connect Health

Answer:

Microsoft Azure

Azure services

-+ L @ 1 C:
==’ .:.
- b o
Create a Alerts Application Subscriptions Policy
resource Insights
® 0 o =2
Azure AD Security Center Advisor Monitor More services
Connect Health

Reference:
https://docs.microsoft.com/en-us/azure/security-center/secure-score-access-and-track

NEW QUESTION: 40
Select the answer that correctly completes the sentence.

Azure Active Directory (Azure AD) Privileged Identity Managegg@ fPfM]

Microsoft Defender for Cloud
Microsoft Sentinel L4 )
Microsoft Defender for Cloud Apps can use conditional access policies

to control sessions in real time.




Answer:

Azure Active Directory (Azure AD) Privileged Identity Management (PIM)
Microsoft Defender for Cloud

Ly L ]
Microsoft Defender for Cloud Apps -1 0\ can use conditional access policies

to control sessions in real time.

NEW QUESTION: 41

Microsoft 365 Endpoint data loss prevention (Endpoint DLP) can be used on which operating
systems?

A. Windows 10, Android, and iOS

B. Windows 10 and Android only

C. Windows 10 only

D. Windows 10 and iOS only

Answer: D (LEAVE A REPLY)

NEW QUESTION: 42

Which Microsoft portal provides information about how Microsoft cloud services comply with
regulatory standard, such as International Organization for Standardization (ISO)?

A. the Microsoft Endpoint Manager admin center

B. Azure Cost Management + Billing

C. Microsoft Service Trust Portal

D. the Azure Active Directory admin center

Answer: C (LEAVE A REPLY)

The Microsoft Service Trust Portal contains details about Microsoft's implementation of controls
and processes that protect our cloud services and the customer data therein.

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/get-started-with-service-trust-portal?
view=0365- worldwide

NEW QUESTION: 43

When security defaults are enabled for an Azure Active Directory (Azure AD) tenant, which two
requirements are enforced? Each correct answer presents a complete solution.

NOTE: Each correct selection is worth one point.

A. All users must authenticate from a registered device.

B. Administrators must always use Azure Multi-Factor Authentication (MFA).

C. Azure Multi-Factor Authentication (MFA) registration is required for all users.

D. All users must authenticate by using passwordless sign-in.

E. All users must authenticate by using Windows Hello.

Answer: B,C (LEAVE A REPLY)
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Security defaults make it easy to protect your organization with the following preconfigured
security settings:

Requiring all users to register for Azure AD Multi-Factor Authentication.

Requiring administrators to do multi-factor authentication.

Blocking legacy authentication protocols.

Requiring users to do multi-factor authentication when necessary.

Protecting privileged activities like access to the Azure portal.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/concept-fundamentals-
security-defaults

NEW QUESTION: 44

Which two cards are available in the Microsoft 365 Defender portal? Each correct answer
presents a complete solution. NOTE: Each correct selection is worth one point.

A. Service Health

B. Users at risk

C. User Management

D. Devices at risk

E. Compliance Score

Answer: D,E (LEAVE A REPLY)

NEW QUESTION: 45

Which two tasks can you implement by using data loss prevention (DLP) policies in Microsoft
3657 Each correct answer presents a complete solution.

NOTE: Each correct selection is worth one point.

A. Display policy tips to users who are about to violate your organization's policies.

B. Enable disk encryption on endpoints.

C. Protect documents in Microsoft OneDrive that contain sensitive information.

D. Apply security baselines to devices.

Answer: A,C (LEAVE A REPLY)

Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/dlp-learn-about-dip?view=0365-
worldwide

NEW QUESTION: 46

Which score measures an organization's progress in completing actions that help reduce risks
associated to data protection and regulatory standards?

A. Microsoft Secure Score

B. Productivity Score

C. Secure score in Azure Security Center

D. Compliance score
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Answer: (SHOW ANSWER)
Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/compliance-manager?view=0365-
worldwide
https://docs.microsoft.com/en-us/microsoft-365/compliance/compliance-score-calculation?
view=0365- worldwide
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NEW QUESTION: 47
Select the answer that correctly completes the sentence.

When you enable secgr_;ity;_defaults in Azure Active Directory (Azure AD),

S

Azure AD Identity Protection
Azure AD Privileged Identity Management (PIM)
multi-factor authenticatian (MFA)

will be enabled for all Azure AD users.

Answer:

When you enable security defaults in Azure Active Directory (Azure AD),

Azure AD |dentity Protection

Azure AD Privileged Identity Management (PIM)
|mu fi-Tactor au;Eenflcaflun EHFEF ]

will be enabled for all Azure AD users.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/concept-fundamentals-
security-defaults

NEW QUESTION: 48

Which three authentication methods can be used by Azure Multi-Factor Authentication (MFA)?
Each correct answer presents a complete solution. NOTE: Each correct selection is worth one
point.
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A. email verification

B. text message (SMS)

C. security question

D. phone call

E. Microsoft Authenticator app
Answer: B,D,E (LEAVE A REPLY)

NEW QUESTION: 49

Which service includes the Attack simul-ation training feature?
A. Microsoft Defender for SQL

B. Microsoft Defender for Cloud Apps

C. Microsoft Defender for Office 365

D. Microsoft Defender for Identity

Answer: C (LEAVE A REPLY)

NEW QUESTION: 50

Which Microsoft Defender for Cloud metric displays the overall security health of an Azure
subscription?

A. resource health

B. the status of recommendations

C. completed controls

D. secure score

Answer: D (LEAVE A REPLY)

NEW QUESTION: 51
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes

Compliance Manager tracks only customer-mandged controls | (;): Cro<ot

Comphiance Manager provides predefined templates for O
creating assessments

Comphance Manager can help you asses whether data O
adheres to specific data protection standards.

Answer:
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Answer Area

Statements Yes Mo
Compliance Manager tracks only customer-managed controls. O E
Comphance Manager provides predefined templates for @ Q
creating assessments
Comphance Manager can help you asses whether data o
adheres to specific data protection standards
Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/compliance-manager?view=0365-
worldwide

NEW QUESTION: 52

What is the purpose of Azure Active Directory (Azure AD) Password Protection?

A. to control how often users must change their passwords

B. to identify devices to which users can sign in without using multi-factor authentication (MFA)
C. to encrypt a password by using globally recognized encryption standards

D. to prevent users from using specific words in their passwords

Answer: D (LEAVE A REPLY)

Explanation

Azure AD Password Protection detects and blocks known weak passwords and their variants,
and can also block additional weak terms that are specific to your organization.

With Azure AD Password Protection, default global banned password lists are automatically
applied to all users in an Azure AD tenant. To support your own business and security needs, you
can define entries in a custom banned password list.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-password-ban-
bad-on-premises

NEW QUESTION: 53
Select the answer that correctly completes the sentence.
In Azure Sentinel, you can automate common tasks by using v

deep investigation tools.
hunting search-and-query tools.
playbooks.

workbooks.

Answer:

In Azure Sentipelyoud £an automate common tasks by using
deep investigation tools.

hunting search-and-query tools.

workbooks.

Reference:
https://docs.microsoft.com/en-us/azure/sentinel/overview
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NEW QUESTION: 54

What are two capabilities of Microsoft Defender for Endpoint? Each correct selection presents a
complete solution.

NOTE: Each correct selection is worth one point.

A. automated investigation and remediation

B. transport encryption

C. shadow IT detection

D. attack surface reduction

Answer: (SHOW ANSWER)

Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/microsoft-defender-

endpoint? view=0365-worldwide

NEW QUESTION: 55

Which Microsoft 365 compliance feature can you use to encrypt content automatically based on
specific conditions?

A. Content Search

B. sensitivity labels

C. retention policies

D. eDiscovery

Answer: B (LEAVE A REPLY)

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/information-protection?view=0365-

worldwide

NEW QUESTION: 56
Select the answer that correctly completes the sentence.

is a cloud-based solution that leverages on-premises Active Directory signals
Microsoft Defender for Cloud Apps to identify, dete€tpand investigate advanced threats.

Microsoft Defender for Endpoint
Microsoft Defender for Identity
Microsoft Defender for Office365y c 1

Answer:

is a cloud-based solutionthat leberages on-premises Active Directory signals

Micrasoft Defender for Cloud Apps to identify, detectiapd-investigate advanced threats.
Microsoft Defender for Endpoint

ICIOE0 er for ce [H"I'l TL_-. rosSo Ir L

NEW QUESTION: 57
You need to connect to an Azure virtual machine by using Azure Bastion. What should you use?
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A. the Azure portal

B. an SSH client

C. PowerShell remoting

D. the Remote Desktop Connection client
Answer: D (LEAVE A REPLY)

NEW QUESTION: 58

What can you use to provision Azure resources across multiple subscriptions in a consistent
manner?

A. Microsoft Defender for Cloud

B. Azure Policy

C. Azure Blueprints

D. Microsoft Sentinel

Answer: (SHOW ANSWER)

NEW QUESTION: 59

Which Azure Active Directory (Azure AD) feature can you use to provide just-in-time (JIT) access
to manage Azure resources?

A. conditional access policies

B. Azure AD ldentity Protection

C. Azure AD Privileged Identity Management (PIM)

D. authentication method policies

Answer: C (LEAVE A REPLY)

Azure AD Privileged ldentity Management (PIM) provides just-in-time privileged access to Azure
AD and Azure resources Reference:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-

configure

NEW QUESTION: 60
For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.
Answer Area

Statements Yes No
sensitivity labels can be used to encrypt documents. O O
sensitivity labels can add headers and footers to documents. O O

sensitivity labels can apply watermarks to emails. O O
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Answer:

Answer Area

Statements Yes No
Sensitivity labels can be used to encrypt docurnents @ O
Sensitivity labels can add.hieaders and footers to documents D) O
Sensitivity labels can apply watermarks to ema‘’s. E @]

NEW QUESTION: 61

Which two types of resources can be protected by using Azure Firewall? Each correct answer
presents a complete solution.

NOTE: Each correct selection is worth one point.

A. Azure virtual machines

B. Azure Active Directory (Azure AD) users

C. Microsoft Exchange Online inboxes

D. Azure virtual networks

E. Microsoft SharePoint Online sites

Answer: A,D (LEAVE A REPLY)

Firewall is really not directly protecting the Virtual Networks though DDOS would have been ideal
for VNETS
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NEW QUESTION: 62

What is a function of Conditional Access session controls?

A. prompting multi-factor authentication (MFA)

B. enable limited experiences, such as blocking download of sensitive information

C. enforcing device compliance

D. enforcing client app compliance

Answer: B (LEAVE A REPLY)

Conditional Access session controls enable user app access and sessions to be monitored and

controlled in real time based on access and session policies.
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Based on this definition, the best answer for your question is B. enable limited experiences, such
as blocking download of sensitive information.
https://learn.microsoft.com/en-us/azure/active-directory/conditional-access/concept-conditional-
access-session

NEW QUESTION: 63

You have a Microsoft 365 E3 subscription.

You plan to audit user activity by using the unified audit log and Basic Audit.
For how long will the audit records be retained?

A. 30 days

B. 180 days

C. 15 days

D. 90 days

Answer: D (LEAVE A REPLY)

NEW QUESTION: 64

What should you use in the Microsoft 365 security center to view security trends and track the
protection status of identities?

A. Attack simulator

B. Reports

C. Hunting

D. Incidents

Answer: B (LEAVE A REPLY)

Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/reports-and-insights-

in-security- and-compliance?view=0365-worldwide

NEW QUESTION: 65

What can you use to provide a user with a two-hour window to complete an administrative task in
Azure?

A. Azure Active Directory (Azure AD) Privileged Identity Management (PIM)

B. Azure Multi-Factor Authentication (MFA)

C. Azure Active Directory (Azure AD) Identity Protection

D. conditional access policies

Answer: A (LEAVE A REPLY)
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-

configure Privileged ldentity Management provides time-based and approval-based role activation
to mitigate the risks of excessive, unnecessary, or misused access permissions on resources that
you care about. Here are some of the key features of Privileged Identity Management: Provide
just-in-time privileged access to Azure AD and Azure resources Assign time-bound access to
resources using start and end dates Require approval to activate privileged roles Enforce multi-
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factor authentication to activate any role Use justification to understand why users activate Get
notifications when privileged roles are activated Conduct access reviews to ensure users still
need roles Download audit history for internal or external audit Prevents removal of the last active
Global Administrator role assignment

NEW QUESTION: 66
Select the answer that correctly completes the sentence.

Answer Area
Compliance Manager assesses compliance data + foran organization
continually
monthly
_Gp;dgmand
“['quarterly
Answer:

Answer Area

Complance Manager assesses complance data w for an organization

continually
mianthly
on-demand
quarterty

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/compliance-score-calculation?
view=0365- worldwide#how-compliance-manager-continuously-assesses-controls

NEW QUESTION: 67

What can you use to provision Azure resources across multiple subscriptions in a consistent
manner?

A. Azure Defender

B. Azure Blueprints

C. Azure Sentinel

D. Azure Policy

Answer: B (LEAVE A REPLY)

Reference:

https://docs.microsoft.com/en-us/azure/governance/blueprints/overview
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