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NEW QUESTION: 1

Which of following BEST describes the types of identity-confirming credentials in four-
factor authentication?

1. Recognition

2. Ownership

3. Knowledge

4. inherence

A.3and 3

B.3 and 4

C.1and 4

D.1and 2

Answer: C (LEAVE A REPLY)

NEW QUESTION: 2

Which of the following is NOT a security requirement unique to mobile applications?
A. Source code must be checked for programmatic and stylistic errors

B. Secrets information must be stored for secure back-end service calls

C. Data must be kept secure to prevent leaking to other applications

D. They must be designed to run safely outside of the secure network

Answer: A (LEAVE A REPLY)

NEW QUESTION: 3

Which of the following BEST describes the meaning of DevSecOps?

A. A security analysis of all software is performed prior to the release to ensure they are
secure in operations.

B. Security monitoring of software is performed during operations to detect security events
more quickly.
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C. Security events are analyzed after they occur to help understand how to prevent them in
the future

D. A security analysis of software is incorporated and automated throughout development
and operations.

Answer: D (LEAVE A REPLY)

NEW QUESTION: 4

Which of the following BEST describes automated security testing?

A. Ensures that continuous delivery pipelines integrate testing suites and capabilities into
their toolchains

B. Ensures that applications are developed to deliver the expected results and reveal any
programming errors early

C. Ensures that automated orchestration and provisioning software covers the scope of the
application stack

D. Ensures that infrastructure and networks are software defined to enable rapid and
reliable deployments

Answer: (SHOW ANSWER)

NEW QUESTION: 5

An organization does not allow servers to be upgraded.
The scenario BEST describes which of the following?
A. Mutable infrastructure

B. Data integrity

C. Data security

D. immutable infrastructure

Answer: D (LEAVE A REPLY)

NEW QUESTION: 6

When of the following BEST describes a type of firewall?
A. Cloud-based

B. Computer-based

C. User-based

D. System-based

Answer: B (LEAVE A REPLY)

NEW QUESTION: 7

Which of the following BEST describes a responsibility of a security champion?
A. Monitoring

B. Development

C. Testing

D. inspiration
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Answer: D (LEAVE A REPLY)

NEW QUESTION: 8

How can in-house security experts BEST support DevSecOps in the organization?
A. Transform themselves into coaches and tool smiths

B. Attend trainings to enhance practical security skills

C. Perform regular security assessments and pen tests

D. Get involved in the SDLC before a service goes live

Answer: D (LEAVE A REPLY)

NEW QUESTION: 9

When of the following BEST describes now developers and organizations can use the
Open web Security Project (OWASP) top ten security risks tor web applications?

A. It provides audit assessment tools to determine if a web application is NIST compliant.
B. It provides a check list for designing applications using microservices architecture

C. It provides a starting place for awareness, education and development of test models
D. It provides strict guidance on the compliance regulations of web application design.
Answer: C (LEAVE A REPLY)

NEW QUESTION: 10

Which of the following BEST describes a public key cryptography architect?

A. Messages are encrypted into cipher text and then are deciphered upon receipt by using
a pair of public keys.

B. A person sends a message that is encrypted by the use of a public key, and the
receiver can decipher the message using their private key.

C. A person sends a message that is encrypted by using their private key, and the receiver
must also use that private key to decipher the message.

D. Messages are encrypted into cipher text and then are deciphered upon receipt by using
a pair of secure private keys.

Answer: (SHOW ANSWER)

NEW QUESTION: 11

Which of the following BEST describes continuous deployment?

A. A rapid incident response plan for increased visibility and mitigation of failure

B. A coding approach where branches are merged to a master branch multiple times a day
C. A set of practices to ensure code can be deployed rapidly and safely to production

D. A software release process that uses automated testing and autonomous deployment
Answer: C (LEAVE A REPLY)

NEW QUESTION: 12
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In shift-left thinking software Dogs and errors should IDEALLY be detected during which
phase of testing?

A. During UAT tests

B. During staging tests

C. During system tests

D. During unit tests

Answer: D (LEAVE A REPLY)
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